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If you are the system administrator...

Before installing or upgrading to this release, review the requirements documented in
this release note and the system software/hardware requirements and installation/
upgrade instructions in your Centricity Practice Solution documentation library:

m  Configuring Environments for Centricity Practice Solution

m Installing Centricity Practice Solution

m  Upgrading to Centricity Practice Solution

Il Important! 3rd-party integration requirements. Some 3rd Party applications
may need to be reinstalled following this upgrade. Contact your providers to
confirm support for integrations and any new configuration requirements.

EDI Plug-ins. Uninstall, reinstall, and reconfigure your EDI plug-ins after
upgrading to Centricity Practice Solution v12.0.10. Refer to the documentation
included with your EDI plug-ins for information on installation and
configuration.

What's new in this release?

New features and enhancements

Problem search - enhanced usability with ICD-10 specificity support

This release provides enhanced problem content and search capability / usability. It
includes enhanced synonym support for Smart List searching, more accurate and
complete mappings, simplified search workflows, and the ability to identify and
quickly select the most specific (billable) codes.

D: A billable code contains enough specificity to be considered a valid diagnosis

+ for billing. Factors such as clinical documentation, associated procedures, and
individual payer requirements all affect the actual reimbursement of a specific
diagnosis.

These changes address a variety of reported issues related to incorrect mappings and
descriptions returned in search for ICD-9 and ICD10 codes. SPR 53769, SPR 53822, SPR
53823, SPR 54143, SPR 54975, SPR 59334, SPR 56429, SPR 59456, SPR 59579, SPR
59615, SPR 59796, SPR 59796, SPR 60121, SPR 60123, SPR 60125, SPR 61405, SPR
62002, SPR 62053, SPR 62142, SPR 62336, SPR 62238, SPR 62247, SPR 62259, SPR
62260, SPR 62336, SPR 62338, SPR 62415, SPR 62509, SPR 62510, SPR 62805, SPR
62930, SPR 63082, SPR 63173, SPR 62247, SPR 62930, SPR 63082, SPR 63173, SPR

63347.
= Problem descriptions increased from 27k to 97k in the database for richer code
set.

= Search algorithm enhanced to increase precision and accuracy of the search.
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= Quick Search Problem Search only displays codes that are specific enough for
billing. Specific codes are defined as Active and with appropriate specificity (no
child codes).

D: Once a provider selects a diagnosis three times, it's added to their Smart
' List to speed up searching. Smart Lists are used in the Quick Search and
Full Reference Problem Search features.

Some codes added to a provider’s Smart List might be invalid, incorrectly
mapped, or lacking specificity. Now, however, only codes that are specific
enough for billing are returned in Smart List search.

Quick Search, Full Search, and Smart Search for Problems will not filter out
codes that are outside the bounds of an Effective and Expiration date
range specified in Administration > Edit Diagnosis.

m  Problem Custom Lists - Codes that are not specific enough for billing purposes
do not display in problem lists.

D: You should review custom lists to remove/replace invalid codes with more

* specific codes and to assure accuracy in the mapped ICD-10 codes. See
“Problem list cleanup” on page 5, for help identifying problem codes that
should be updated.

m  Full Reference Search no longer displays the ICD-9 folder “drill down"
hierarchy. Instead, the search displays group level codes and more specific codes
depending on the search. Show Inactive Codes check box is also removed from
the search window.

m  Full Reference Search always searches both ICD-9 and ICD-10 codes and
retrieves codes based on clinical concept, so it is no longer necessary to choose a
code type before searching. SPR 54777

= Group codes or other codes not specific enough for billing display in italic in
the results window and cannot be used. Double-click these codes to drill down
to related codes with greater specificity that can be used.
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= Insufficiently specific codes cannot be added to the patient’s problem list.
When you select a code that is not specific enough for billing, the OK button is
disabled and a warning displays,.

When an insufficiently

B Find Problem === specific code is selected, a
warning displays.
Search for: | fract should po Double-click the code to
select from more specific
The selected IC0- 10 code is not specific enough for biling. codes
Double-click to display more specific codes. )
e o D10 N OK button becomes available
2SCHIRTon = B e .
P when a more specific code is
Age-refated ortecporost with current pathological fracture, Jeft showlder 73339 MBR.O1Z selected
Age-rdated orteoporont with curent pathological fracture, might shouldar 73339 MBA.A1 T :
& Find Problem =)
Search for: | frack should ,"'—:'
Closed digpiaced i\
Closed fracture of
Ciored fracture ol
Glsed facture 0! | Deseription D9 Ic0-10
Gineg actye]) Age-related osteoparosis with current pathological fracture, left shoulder, 733.19 MED.D1Z8
Ciomed fracture o initial encounter for Fracture ' '
Closed fracture of = n b EED o D12s
Clored Fracture of sequela ' '
Clored Fract y Age-related osteoporosis with current pathological Fracture, left shoulder
wBg racture o subsequent encounter for fracture with delayed healing ' ' Sl MBE0.012G
Closed fracture o . i
Age-related osteoporosis with current pathological Fracture, left shoulder, 733.81 MED.012P
Closed Ffracture o subsequent encounter For Frackure with malunion ' '
Closed Fracture pi Age-related osteoporosis with current pathological Fracture, left shoulder, 753,82 ME0.012K
Ciomed fracture o subsequent encounter For fracture with nonunion ' '
Closad nondispiac] Age-related osteoporosis with current pathological fracture, left shoulder,
du.;;o subsequent encounter For fracture with routine healing Y5421 Ma0.0120
Clored nondispiac)
[ [o]4 ] [ Cancel |

Orders module - enhanced usability and ICD-10 specificity support

m  Orders module - ICD-10 specificity indicator. When you select a diagnosis from
the Orders Potential Diagnoses list, a code that is not sufficiently specific for ICD-
10 displays in orange with an asterisk like this example: and should
not be associated with the order. The system will display a warning but will not
prevent you from associating the code with an order.

To see more information associated with the code description, hover over the
code to see the ICD-9 and mapped ICD-10 code. You must select another
diagnosis code from the list for the order, or click Edit and search for a more
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specific code (see below). This workflow preserves the history with the previous

code.
-
iFs - Walter 5, Caldwell 63 Years Old Male, [DOEB: 09/08/1951)
This update Open Al Primary Coverage:  Consolidated Health Set Coverage.., Potential Diagnoses:
Care = ANGINA, FUNCTIONAL
Drate | Description Status Diagnoses HYPERCHOLESTEROLEMIA
CHROMIC ARVAY OBSTRUCTIC
ARTHRITIS
ey,

m  Orders module - Edit a diagnosis for an order in the Orders module - To change
a diagnosis in the Potential Diagnoses list, select it and then click Edit. Then
search for and change the diagnosis on the Edit Problem window.

Update Orders - gabriel R abrahamson 80 Years Old Female, (DOB: 02/28/1935)
Orders: (®) This update Open Al Primary Coverage: set Coverage... Potential Diagnoses:
CANDIDAL VAGINITIS
tE Date Description Status Diagnoses CONSTIRATION UNSPECIFIED
RECURRENT UTTS, HX OF
06/30/2015 Urinalysis w/o Microscopic Exam Unsigned RECURRENT UTTS, HX OF (ICD-V13.(
<=
Remove Reorder Clear Diagnoses MNew...
Custom List Categories Search Order Details
i

Problem list cleanup

With the transition from ICD-9 to ICD-10, it is necessary to review existing active
problem lists for patients because they were originally coded with ICD-9 concepts and
more specificity might be required. Custom problem lists should also be reviewed for
accuracy in mapped ICD-10 codes or redesigned altogether to accommodate new
coding concepts.

Existing problems in a patient chart may have codes that are not sufficiently specific
for billing, so you can run Non-Billable Diagnosis in Patient Records (Crystal) report
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From:

Page Range
@Al

to identify such problem codes for patients with past or future appointments and
gradually update charts with more specific codes.

Print Topics

=53 Reparts
+-07 MoIc
-3 Medicalogic

{7 audit Reparts

[ Compliance Reparts
(13 Mon-Compliance Report: | non-Farmulary, by Formulary

Print tems
Frequertly Used Medications - s . _
Frequertly Used Problems dippointmentilatclRange
Mailing Labels
Wedication DOID From: O7AM2015 @) 7o ORO172015 ﬂ

Mon-Billable Disgnosis in Patient Records
Mon-Farmulary, by Drug

Non-Formulary, by Provicer

.'.—

FAA2045 2:3DA4PM
Fage1aof 1
Hon-Billable codes in Patient Records byProvider

Non-Billable Codes in Patient Records
This repor includes onby Mon-Billable Diagnosis ICD codes in Patier Records for specific Providers in a given Date Range

Appointment Start Date : 4/1/1994 End Date : 7172015

Patient Hame

Pravider Name Cpg Cpin

WW&J”

D: Additional ICD-10 planning and preparation and problem list clean up

resources are available on the Services Portal ICD-10 Web page. For details,
see “ICD-10 planning and preparation resources on the Service Portal” on
page 9.

Cloud-based advanced specificity problem search with clinical
attributes options

Cloud-based Advanced Specificity Problem Search is available in limited release to
select customers based on number of users. If this feature is enabled for your
organization, when you use the Full Reference Search in Chart or in Billing and Case
Management, you'll access the latest HLI ICD-9 and ICD-10 code database where you
can quickly find and select the most specific diagnosis code for billing. This feature
must be enabled by GE Support.

Enable cloud-based problem search - If enabled for your organization, in
Administration, go to Advanced Features and check Enable Advanced
Specificity Problem Search.

m: Confirm your firewall permits workstation access to this URL:
' https://gel.healthlanguage.com/le-services-342/soap/query

If your site loses Internet access, return to setup and uncheck this option to switch
to the on-premise version of problem search.

Search for and select the most specific code using Clinical Attributes - From
search results, select a term to review its level of specificity for ICD-10 billing.
Where relevant, select additional Clinical Attributes for a more specific code, such
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as disease process, anatomical site, causative agent, episode of care, laterality,
stage, healing, time course, fracture type, and so on.

F4New Problem 3
£4Find Problem E
abd pain

2

~ Refine
Term ICD10CM |  1cosem | |
Abdominal pain R10.9 789.00
Abdominal pain through to back R10.9 789.09

Lower abdominal pain R10.30, R10.31, R10.32 789.09
Pain radiating to lower abdomen R10.30, R10.31, R10.32 789.09
Pain radiating to middle abdomen R10.33 789.09
Pain radiating to upper abdomen R10.10, R10.11, R10.12 789.09
Rebound tenderness R10.821, R10.822, R10. 789.60
Right lower quadrant pain R10.30, R10.31 789.03
Right upper quadrant pain R10.10, R10.11 789.01
Shoulder pain from abdomen M25.511, M25.512, M25 719.41
Upper abdominal pain R10.10, R10.11, R10.12 789.09

Generalized abdominal pain R10.84 789.07
Left sided abdominal pain R10.9 789.09

A (linical attributes

L L Emi e Select additional attributes
Acute abdomen Left Epigastric . I
Colic Right Generalized to increase specmcnty.
Pain Unspedfied Lower abdomen
Rebound tendemness Lower quadrant
Tenderness Periumbilic
Site, unspedified
Upper abdomen
Upper guadrant

Left sided abdominal pain
ICD10: R10S

Less Specific

Ok | Cancel |
As you select attributes, icons indicate the level of specificity.
If you see Do this...
this...

This code is not sufficiently specific to be
billable. Select another code or select
additional clinical attributes.

Mot Specific

This code is billable, but additional clinical
attributes will make it more specific.
Less Specific

Most Specific

This code meets all specificity requirements.

Build and manage Task queues with Diagnoses as a criteria

In Task Management > Queue Administration > Build Queues, the Queue Criteria
pane allows users to search for and add one or more diagnoses to associate with the
visit using the Find Diagnosis window. The application also alerts you when you have
entered an invalid code.
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Interoperability - MIK

MIK can determine the correct ICD code when duplicate code names exist in ICD 9
and ICD 10. When problem codes are received from an external system without a
coding system name value, sometimes a unique match cannot be found based on the
code value alone if the code value exists in both ICD9 and ICD10 code databases.
When this happens, MIK sends “???” for the code to the Notes tab and notes that “MIK
import found multiple codes matching the diagnosis ...". To prevent these unmatched
codes, MIK now matches using both the code value and the code system name. The
coding system database to search is set to ICD9 by default in MIK Destination setup.

Important. When your organization implements ICD10, change this setting to ICD10.
SPR 63443

ﬂ Centricity Practice Solution 12,0.10.1919

I
zl

Configuration | Mapping I

[T Inactive

AHC Application Name ILinkLogic: j

—_— | o MIK searches and
matches to ICD9code

AHC Transport IAHC.TlansportTCP.‘I j J type by default

Temp Storage Path | Switch option when

™ Request Acknowledgements [~ Don't Append Imported Charges to Existing Visits/Appoirtments you implement ICD10.

™ Process NTE Segment for ADT and DFT Events [~ Export Insurance Using ListName
™ Process DFT P03 Admit/Discharge dates [~ Export Non Patiert Appointments

. . Billing Codes
™ Suppress update message for appointments after retrieving charges & IcD9  1coio

Message control identifier format Ill‘deger 'l Phone number format IString 'l

Set fee from IPlactic:e Manager Fee Schedule

|
|

Set cost from IPlactic:e Manager Fee Schedule

Other usability enhancements

Launch Update Medications, Problems, and Orders windows from Chart Update
viewer. Buttons have been added to the Update Chart window to open Update
Medications, Update Problems, and Update Orders. SPR 63076

Update - Don C. Bassett -- Clin Updt at SOUTH on 6/26/2015 1:51:45 PM by Harry 5. Winston MD

E Orders % Medications - Problems | =f Medication == Problem

Interactions: &) B sl | mor |JJJ .JJ S AR

) Clinical Lists Changes
ot |
Add..

New forms added to CCC Basic v1.2

m  Patient Education Form: Added new demo form which recommends handouts
based on the patients problems, medication and age. The user edit file CCCQE-
User-Edit-Patient-Education.txt located in the CCC folder of the package contains
information on how to customize and use this form.

= Patient Education-WCC: New form helps provide appropriate handouts based on
the patient's age. Designed for pediatric specialty. The user edit file CCCQE-User-
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Edit-Patient-Education.txt located in the CCC folder of the package contains
information on how to customize and use this form.

Referral Loop-CCC: Can be used to review consultation reports. The form
generates orders for the visit with appropriate SNOMED codes. Click “About” while
in the form for full instructions.

ICD-10 planning and preparation resources on the Service Portal

ICD-10 portal community - Go to this area on the Service Portal for ICD-10
planning and preparation tools, active discussion forum, Webinars, and other
external resources. Go to the main portal page for your product and then under
Communities select the ICD-10 link.

https://engage.gehealthcare.com/community/en/cps

ICD-10 Webinar series - numerous webinars presented over the past year
provide detailed start-to-finish guidance for every aspect of your ICD-10
implementation. Find slides in PDF format and webinar Webex recordings on the
ICD-10 community site under View Past Webinars.

Referral sources to outside vendors offering coding training, auditing at:
https://engage.gehealthcare.com/community/en/cps/cps-icd-10/
content?filterID=contentstatus[published]~category[referral-services.

ICD-10 tools - see Webinar and Site Roadmap for details. Resources include:
m |CD-10 Readiness Assessment - step through requirements for ICD-10
= ICD-10 Project Plan - spreadsheet project planning tool

= |CD-10 Preload EMR Clinical Kit - Review active problem lists in prep for the
transition & flag reviewed charts as ready

= Crystal Reports for PM ICD-10 Prep - Top carriers by charges & visits, Top
procedures by charges & visits, and top 100 diagnosis codes

m  PM-Only Setup & Workflow Guide - A companion to the PM setup and
workflow webinars

m  Problems CCC Editor - Use this tool to assist in revamping your problems list

= Provider Audit Guide - Audit documentation through claims payment to
identify areas of improvement

= Specialty Specific Coding - learn more about how to plan by specialty

ICD-10 Preparedness Custom Reports (Service Portal)

The following new Crystal Reports are available in a package on the Service Portal
ICD-10 Web page. Additional report details and instructions for installing and using
the reports is included with the package.

The first two reports listed below can be used if you are running the joint (EMR and PM)
version of Centricity Practice Solution. The remaining reports can be used by PM-only
or joint customers,

Billed ICD-9 Problems linked to Orders with Mappings - This report runs against
orders within the Chart module and lists problem descriptions previously
associated to orders, the associated ICD-9 and ICD-10 codes linked to the patient
problem, and the GEMS Mapped ICD-9 Related Diagnosis that would pull from the
claim if the ICD-10 code were to be sent into billing after the IDC-10 Enterprise
Date. If your practice is on the joint product and flipping the switch prior to
October 1, 2015, this report will help you understand whether current problems
will map from the ICD-10 code to the originally selected ICD-9 for billing purposes.
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To identify any variations, use Billed ICD-9 Prob Orders with Mapping Variations
report described below.

Responsible Provider: harir jo
Problem Description ProblemICD8 ProblemI|CDA0
Diagnosis Diagnosis
Related1 Related2
Abdomen, acute 789.00 R10.9 789.00
Total Orders: 22
Acid reflux disease 530.81 K21 0 530.81
Total Orders: 13
=

= Billed ICD-9 Prob Orders with Mapping Variations - Like the previous report, this
report runs against orders within the Chart module and returns the same types of
information only for problems where the ICD-9 code does not match the GEMS
mapped ICD-9 code linked to the diagnosis. If your practice is on the joint product
and is flipping the switch prior to October 1, 2015, it will help you understand
which current patient problems if used as ICD-10 codes do not map back to the
originally selected ICD-9 for billing purposes.

Sample variation

CLOSED FRACTURE OF UNSPECIFIED PART
OF FIBULA 823.81 S82.401A 823.21

Total Orders: 1

Sample patient drill down

CLOSED FRACTURE OF UNSPECIFIED PART

OF FIBULA 82381 S82 4014 82321
ServiceOrdered Order Description
Patient| d Patienthame Patient DO B
10/6/2008 12:00:00AM CPT-99215 Ofc Vst, Est Level V
1337 walkington W raymundo 8M6/M1926 12:00:00AN
Total Orders: 1

= GEMS Diagnosis Mapping Variations Report - This report returns results only if a
user has edited preloaded GEMS mapped Diagnosis codes from the original GEMS
mappings.

GEMS Mapped ICD-9 Diagnosis Variations

description
DxCode i} GEMSCodei GEMSCodel DxCode? GEMS Codel DxCodeld GEMS Code4DxCodded LastMedifiedBy LastModified

Mood disorder due to known physiclogical condition with major depressive-lik e episocde

293 83 293 .83 293 hwinston 07M 52015

m  Reset GEMS Diagnosis Mapping Variations Active Report - This report contains
the same information as the GEMS Mapping Variation report. It only returns

10
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results when the ICD-10 Diagnosis mappings have been edited. As with any active
report, this will update data within the database and should only be used if you
are confident your mappings should be reset to CMS GEMS mappings.

GEMS Mapped ICD-9 Diagnosis Variations
WARNING

This report can make data changes in your system. Please read these

instructions carefully.

This report gives wyou the opportunity reset your ICD-10 related codes back to
the CHMS GEMS5 Mapped codea if they have been edited. If you select yes to upda
the database after printing or previewing this report the diagneosis related
codes will be reset toc the GEMS mapped codes from CHS.

DxCode description
DxCode 1} GEMS CodelGEMS Code? DxCode? GEMS Coded DxCode? GEMS Coded DxCodded LastModifiedBy  LastM odified
FOg3z2 Mood disorder due to known physiclogical condition with major depressive-lk e episcde
293 83 28383 293 hwinston 0752015
= Insurance Carrier List by Payer Date Report - This report identifies your
insurance carrier ICD-10 Payer Readiness dates and any carriers that may not be
set to an appropriate ICD-10 Ready date. You can filter by ICD-10 Payer
Readiness Date, Insurance Carrier, Insurance Group, and the ability to Include
inactive carriers.
Insurance Carrier List by PayerDate 1
Name dotid Active Address City/State

ICD-10 Payer Readiness Date: 10/1/2014
Americhoice of MJ Personal Care Plus 62
Amerihealth HMO - NJ & DE
e3lth Metwork Ameriza

G2 Americhoice of Strest sterling heights, A
75 Amerihealth HMO Street port st. lucie, PA

-
o

= Appointments with Balance & BillCode Report - This report allows staff to
prepare to ask patients for copay amounts and prior balances for the days
appointments. It contains appointments for specified criteria such as resource,
facility, appointment from, and appointment to dates. It displays patients

11
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appointment times, patient name, billcode, budget amount, allocation set, patient
balance, guarantor balance, and guarantor deposits.

Appointments with Balance BillCode

Winston MD, Harry
FMC
8/6/2015 12:00:00AM

Time Patient Hame Patient IO Appt. Type Phone Type ooB
Guarantor Hame Billzocde budget AllocationSet Patient Bslance Suarantor Balance Guaranter Deposit
9:00 AM galli, my A 2435 {434) 600-0537 Cell 07/31/1941
==galli, my A 50.00 35 Copay {345.00) {345.00) 545.00

Financial Class: Medicare Status: (884) TOD-0139 Home Age: T4 yrs
10:00 AM Zygler SR, Harrold P 5455 {972) 349-3993 [999tHome 01/01/1983
=Zygler SR, Harrold P 20.00 Insurance 100% 20.00

Financial Class: Commercial Status: Age: 32 yrs
3:00 PM Petrov, lvan 5486 05/08/1953
“*Petrov. lvan 30.00 30.00 30.00 30.00

Financial Class: Status: Age: 82 yrs
Total Mumber of Patient Appointments: 3

= Appointments with Balance BillCode and Same Day Payment Report - Like the
previous report, this report contains appointments for specified criteria. It
provides a way to monitor how much of your patient share is being collected the
same day as the appointment, so you can track when payments are not collected
on the same day.

Automated server configuration utility

The Server Configurator calculates, installs and deploys the recommended JBoss
and Service Layer configuration for your site. You can add/remove servers to meet the
recommended configuration, validate, and then automatically install JBoss to support
the selected configuration.

The Apply Updates, Install JBoss, Install Service Layer, Install Website, and Change
App Logon buttons have been removed from Server Setup. You must use Server
Configurator for these tasks.

Server Configurator is launched after you have installed or updated your database
with Server Setup. The Server Configurator button is located on the main Server Setup
menu.

Press F1 after launching Server Configurator to access the online help.

Prerequisites

= Run this utility logged in with a domain account within the administrator group on
all the servers. The servers should be on the same domain.

m  Confirm or create an inbound rule on the database server for the firewall to allow
the appropriate port to communicate with the database:
Centricity Practice Solution on SQL Server: Port 1433

m  Confirm all servers have static IP addresses.

= Confirm the Windows Firewall service is running. The firewall can be turned off or
on, but the service must be running (status=Started) for netsh commands to run.

12
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Run this utility from your Centricity staging folder on a Windows based server. Do
not run this utility remotely from a mapped drive.

Verify target servers are running Windows Server 2012 or Windows Server 2008
R2 Service Pack 1.

Verify servers have at least 10 GB free disk space.
Check the memory on your JBoss server. For servers with more than 64GB:
a RDP to the JBoss target deployment Server.

b Launch (right click) PowerShell ISE (Integrated Scripting Environment) and
select Run ISE as Administrator.

¢ Run this script in the PowerShell window

winrm set winrm/config/winrs “@{MaxMemoryPerShel IMB=""5120""}"

Get-Iltem WSMan:\localhost\Shel I\MaxMemoryPerShel IMB

Set-I1tem WSMan:\localhost\Plugin\Microsoft.PowerShel I\Quotas\MaxMemoryPerShel IMB 3072
Get-Iltem WSMan:\localhost\Plugin\Microsoft.PowerShel I\Quotas\MaxMemoryPerShel IMB

Restart-Service winrm

d Verify there are no errors in the output window. If you see the following
warning, restart the service.

WARNING: The updated configuration is effective only if it is less than or equal to
the value of global quota WSMan:\localhost\Shel\MaxMemoryPerShellMB. Verify
the value for the global quota using the PowerShell cmdlet "Get-ltem
WSMan:\localhost\Shel\MaxMemoryPerShellMB". WARNING: The configuration
changes you made will only be effective after the WinRM service is restarted. To
restart the WinRM service, run the following command: ‘Restart-Service winrm'’

Open a Command Prompt as administrator, and run the WinRM quickconfig
command on all JBoss servers without generating any errors. For example:

winrm qc
Refer to the Troubleshooting tab of the Server Configurator online help for other
useful WinRM commands and possible errors.

Install Microsoft .NET Framework 4.5. (dotNetFx45_Full_setup.exe).
Available here: http://go.microsoft.com/fwlink/?LinkID=242919

Install PowerShell 3.0. PowerShell is part of the Windows Management
Framework. PowerShell is included in your Centricity Staging folder. Navigate to
your staging folder and double click Windows6.1-KB2506143-x64.msu

Ensure Windows Management Instrumentation Service (WMI) is running on the
servers. For more information, see https://msdn.microsoft.com/en-us/library/
00394582%28v=vs.85%29.aspx

Enable Network Discovery and File and Printer Sharing for Windows Server
2012 systems.

Ensure Network Admin Shares are enabled for Windows Server 2008 R2 SP1.
Enabled is the default. To verify network shares are enabled:

1 Login as local administrator on the JBoss server (for example
JBoss_ServerName).

2 Verify you can browse to the deployment drive (for example DeployDrive):

\\JBoss_ServerName\DeployDrive

13
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If you are unable to browse to the network share, perform the Enable Network
Admin Shares procedure.

Enable Network Admin Shares

These steps are only required on Windows Server 2008 R2 SP1 if Network Admin
Shares are been disabled.

1 Click Start and then click Run.
2 Inthe Open box, type regedit and click OK.

3 Locate, and then click the following registry subkey:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters\AutoShareServer

D: The registry subkey AutoShareServer must be set as type REG_DWORD.

' When this value is set to 0 (zero), Windows does not automatically create
administrative shares. Be aware that this does not apply to the IPC$ share
or shares that you create manually.

4

5

6

7
a
b
C
d

On the Edit menu, click Modify.
Enter 1 for Value data and click OK.
Exit Registry Editor.

Stop and then start Server service:

Click Start, and then Run.
In the Open box, type cmd and click OK.

At the command prompt, type the following lines. Press Enter after each line:
net stop server
net start server

Type exit to close the Command Prompt window.
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Basic workflow for Server Configurator
Here is the basic workflow for the Server Configurator.

1. Select Modify Connection Information 2. Check if you are deploying multiple web sites. Select range from list.

4. Calculate server configuration based on
3. Enter site information and Validate Database. Concurrent Users.

entricity Server Configurator - CPS

i Site Configuration |

| Modify Connection [nformation
Licensed Concurrent Users {200
Concurrent Users 200 = Calculate |
Application Usemame [eppLogen Recommended Configuration
Application Password I xxxxxxxx ua”ge ez Single Application Server.
Db e IWIN-VSJAFJFGMT Thiz will cater to bath the GLI and Interop Operations.
Database [ePsti =
JBass Port # 3080
alidate Database |
— Add Server -
Server Yalidation Result
Hastname [WINYRISFIFG 4T Server Checks Results
- Operating System Microsoft Windows Server 2008 R2 Standard B4-bit Service Pack 1
Server Role ISlngIe Server j =
Physical Memory [RAM] 24GB
JBoss Windows Service Installed Mot Installed
Hard Disk Space CE7GE free: [10GE required]
Validate & Add
Net Frametwiork 4.5 Irestalled
PowerShell Yersion 40
JBogs Port [3080] Availabiliy Leeallable
7 Senver Details for nstallation
Server Mame YWalidation | Installation Server Role Server Detals Install On Drive | Progress
Single Server Microsoft Windows Server 2008 B2 St.. C d View Log | Remave
Set spplication Logomn | . Walidate | WValidate & Instal I Cloze |
5. Validate & Add servers and roles. When 6. Validate entire configuration. 7. Ensure all users are logged
successful, server is added to Server Details. off and start final Validate &
Install.

Change password

The change password functionality has moved into the new Server Configurator tool.
The button appears in the middle of the dialog.

D: The password is set during installation. It is not necessary to change
the password as part of an upgrade. This procedure is only needed if
you want to change the existing password.

Click Change Password and enter the following information:

m  Database Server - enter the server name or SQL instance.

= Sys Admin User - enter the user to log into the database.

m  Sys Admin Password - enter the password to log into the database.

m  Database - select from the list of available databases.

= Application User - enter the application user name for the Service Layer.
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m  New Application Password - enter the application password for the Service

Layer.
m  Confirm Application Password - reenter the application password for the Service
Layer.
o Change Application User Password =1

Database Server [ipvhtest20122 |
Sys Admin User |sa |
Sys Admin Password e |
Database [demo12sp10 v]
Application User [cpsuser |
New Application Password [ |
Corfim Application Password = |

Centricity Inmunization Migration Wizard v1.51 available

This release includes the latest version of the Immunization Migration Wizard released
earlier this year. The updated tool is located here:

<install path_staging_directory>DMImmunization\DMImmunization.exe.

D: Important. DO NOT run this tool without first reviewing the release notes and
associated user guide Migrating and Managing Immunization Data.

Download release notes and guide at
https://engage.gehealthcare.com/community/en/cps/downloads

GE recommends re-running migration with the latest tool version

If you migrated data using an earlier version of the tool, GE recommends you re-run
the migration to find and include partially recorded immunizations that were missed,
clean up duplicates and Undetermined vaccines, and increase the accuracy of your
records. Migrating again does not overwrite any previously migrated data or create
duplicates. See Migrating and Managing Immunization Data for details.

For information about how GE can help with your immunization migration process,
contact inside.sales@med.ge.com.

Important Product Notifications

11l Administrators and Risk Managers should review these Important Product
Notifications for details concerning resolved critical product functionality
issues.

The following issues were resolved in this release:
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What's new in this release?

Fixed issues

Multiple users in a chart note at the same time results in data loss

When two users are entering data into the same chart note, as the lock is transferred
from one user to the other user, the data in the note does not refresh. For example, if

one user puts the document on hold and the other user signs the document and saves
their changes, the other user’s changes are lost.

Resolution: When the lock is cleared the chart note for the active user is refreshed
with the data entered by the previous user. SPR 63336

The following issues have been addressed in this release:

m  Performance and stability enhancements. SPR 61049, SPR 61385, SPR 61797, SPR
61923, SPR 63166, SPR 63333, SPR 63349, SPR 63374, SPR 63412, SPR 63434, SPR
63438, SPR 63441, SPR 63466, SPR 63470, SPR 63474, SPR 63572, SPR 63655, SPR
63816, SPR 63696

m  Addresses various login issues. SPR 60959, SPR 60996, SPR 61011, SPR 61026, SPR
61027, SPR 61028, SPR 61044

= Stability improvements during CCDA generation. SPR 56521

m  Addresses an issue where the application would crash if the user tabbed out of
the Prescribing Method field in the Refill Medication window. SPR 56999

m  Addresses an issue where clicking to go to another form component from the CCC
Basic encounter type opened a different component. SPR 58736

m  Entering historical medications where the pharmacy’s prescribing method is
electronic and the user does not change the prescribing method to Historical no
longer prompts the user that a quantity is needed. SPR 59543

m  Addresses an issue where users received a message about incomplete orders on
every visit that had a test order that is not in a status of “Complete”. SPR 61402

m  Updates to the Immunization Management HTML form to associate an allergy
with an immunization adverse reaction. Users can now add, update, or remove an
allergy (including criticality) to an immunization. The text translation has also been
enhanced to translate criticality from an associated allergy and displays it in the
chart note:

m  New data symbols:

m  MEL_ADD_ALLERGY_GET_GROUPID - Adds a new allergy or adverse
reaction to the patient's allergy list and returns the reference
(allergyGrouplD) for an added allergy.

m  MEL_GET_ACTIVE_ALLERGY - Returns the latest active allergy detail
associated with a given allergyGrouplD for a patient.

m  MEL_GET_SDIDI() - Returns the current active document's SDID.
m  Updated data symbols:

= IMMUN_ADD, IMMUN_UPDATE, IMMUN_GETLIST - AllergyGroupld added
to values returned for an immunization

SPR 61975

m  Addresses an issue where the client crashed when putting an update on hold with
a required field not filled in. SPR 62092

m  Addresses an issue where entering two medications on the Medication
Administration HTML form resulted in only the first text translation. SPR 62516
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Addresses an issue where bulk retrieving charges procedure codes were
randomly duplicated multiple times for each charge on the visit. SPR 62595

Addresses an issue where the scrollbar suddenly jumps to the top of the window
during a refresh. SPR 62933

Diagnosis codes are now saved correctly to the visit. SPR 62977

Addresses various issues with formatting options in updates and letters not
working correctly. SPR 57724, SPR 63069, SPR 63087

Addresses an issue where the application crashed if the user clicked the close
window (X) button multiple times. SPR 63164

Addresses an issue where the application froze when adding problems from the
orders window. SPR 63169

Addresses an issue where CCDA generation caused an error in the Allergy section.
SPR 63179

Addresses an issue where, if LinkLogic is configured to create an on-hold
document when appointments arrive, if an arrived appointment is then modified,
a second on-hold document is created through DTS. SPR 63239

Addresses an issue where the Transition of Care box was not staying checked if
there were on hold documents. SPR 63262

Corrects the data symbol ADD_ATTACHMENTI) to restore the ability to specify a
UNC moniker path for an image attachment starting with \\. Now a moniker can
either be a relative path name or a UNC (absolute) path name, beginning with \\ or
a URL, or something like “E://..." Backslash in the path names followed by special
characters such as \t, \n, \r are also supported and properly interpreted. For
example, “C:\radiology\tumor images\normal_mam.bmp”. See data symbols help
for ADD_ATTACHMENT() for details and examples. SPR 63281

Addresses an issue where the message “Error Occurred in Class, Method Window::
event - WMsg = 273" appeared and the application crashed when users opened
various CCC Basic and Orthopedic forms. SPR 63372

Only adjudicated procedures are considered to be included in the residual column
once an ERA payment has been posted. SPR 63383

m: Important. This changes goes into effect when the July 2015 Centricity,
' Availity, and RelayHealth plug-ins are released and implemented.

Adds diagnostic code to analyze the occurrence of
“CurrentDomainOnUnhandledException” errors. SPR 63387

Addresses certain situations that would cause the error “Error occurred in class ,
method CMLRouteDocumentDIg::OnSign”. SPR 63391

Addresses an issue where clicking the New Document button caused the
application to crash. SPR 63419

Addresses an issue where, if a user uses the refill button and the NDC Number has
changed due to a Knowledgebase update, the new prescription failed due to an
NDC number mismatch. SPR 63515

Addresses an issue where users were asked to override interactions that were
already overwritten. SPR 63520

The document type is now included in the CCDA. SPR 63524

Addresses an issue where one DTS appeared to be processing another DTS’
messages when there were multiple DTS instances. SPR 63530
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The prescription report for New Jersey now prints one medication per page. An
additional report (prescnj_4up.rpt) is available if the requirement changes to allow
multiple medications on a page. To use this report, rename the original prescnj.rpt
file to any other name (for example, prescnj_lup.rpt) and rename prescnj_4up.rpt
to prescnj.rpt. SPR 63560

Addresses an issue where a patient’s date of birth falls in the current year, on
initial load of CQR Subscription, the CCDA is not generated for that patient. SPR
63598

Addresses an issue where Functional Measure subscriptions were timing out
while creating CCDAs, resulting in inaccurate CQR reports. SPR 63602

Addresses an issue where DDIDs rolled over and were out of order, causing the
application to crash. SPR 63629

Addresses an issue where refilling a prescription from the chart caused the error
“Refill is either 0 or the prescribing method is fax or electronic”. SPR 63211/SPR
63670

Addresses an issue where forms were not opening correctly when double-clicked
in the navigation pane. SPR 63779

Addresses an issue where the application crashed when appending a document
with an embedded image. SPR 63884

Addresses an issue where client crashed when a user closed a form and then
logged out and logged in again as same user. SPR 63895

Corrected issue on the Inquiries windows, where tabbing from the Find section
caused client to crash. SPR 59262, SPR 56999

CCDA now sends authorized by provider instead of signing provider for
encounters and procedures so the patient is included for Clinical Quality
Measures reporting. This corrects a problem where patient was not included in
the COM results even though a SNOMED code was appended to a qualifying office
visit during the reporting period. SPR 63326

Addresses an issue where an encounter form is hidden behind the chart module
when a user logs out of the client during a chart update, and then logs back in as
different user with “return to Chart”. SPR 63904

Title bar for Confidential Encounter type now displays all relevant information
instead of being blank. SPR 58142

Addresses application error that occurs when attempting to approve a visit from
the Visit window. SPR 63924

Fixes an issue where the application crashes while a prescription printing is in
progress, when the user selects a different form from the form list pane. SPR
63851

Issues addressed for GA release:

Quick and full problem search results that are an exact match for text entered
now appear at the top of the list of returned results. SPR 63967

Corrected some keywords data content for problem search with incorrect
associations. SPR 63808

CPOE for Lab & Rad now calculating correctly in CQR if non-licensed staff enters
the first in a series of orders for the patient. SPR 63686

In the Advanced Specificity Problem Search if a user selects a valid but less
specific code with multiple refinement options, the search now returns the parent
code. Previously, it returned the more specific first code from the refinement list,
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which could result in an incorrect problem being added to the patient's chart. SPR
63999

Advanced Specificity Problem Search attribute filtering now functioning properly
and returning all appropriate codes. Previously, clinical concepts that require a
circumstance code in addition to a primary diagnosis could not be refined to
select the circumstance code. SPR 64002

Addresses performance and stability issues occurring at sites running more than
3 website/JBoss deployments. Now on Server Configurator you can choose
configuration settings options for 2-4 or 5-8 web site deployments. See “ICD-10
planning and preparation resources on the Service Portal” on page 9. SPR 63974

Now when opening Chart from Schedule for the very first time, the Chart module
is in from of the schedule and not minimized. SPR 63969

Now when adding a form in a Full Append Update, the form is no longer
occasionally hidden behind the chart window. SPR 63918

The width of the desktop summary column now remains after it is adjusted. SPR
53561/SPR 58368

Fixes an issue where documents co-signed after the nightly JSON extract were
not associated with the EP unless they were appended. SPR 63961

CCC Basic v1.2 includes the following fixes:

You can now preload PCV7 in Immunization Administration. Vaccine
Pneumococcal PCV13 is renamed to PneumoPCV in the Imm_vaccinegroupname
table. SPR 64039

The CPOE A&P-CCC Form now pulls in medications for all diagnosis codes. SPR
61951

The Entry Form editor now opens the correct library file when “Open text file to
edit” is clicked. SPR 63034

Deleting a series in the middle of an immunization custom list no longer causes
an error while loading the Immunization Management form. SPR 63444

Fixed an issue where adding a problem in the CPOE A&P form resulted in an error
during order generation. SPR 63315

Fixed an issue in the Immunization Management form where, if the Amount Given
field contained both a numeric value and a unit dose, the vaccination record
would not save. SPR 62141

The Problem- CCC form now correctly returns the mapped Problem Custom List.
SPR 62202

Fixed label in the Risk Factors-CCC form to read “Felt guilty about drinking:”. SPR
62400

ICD-10 codes now show in the CPOE A&P-CCC form in the Order Information
message. SPR 62750

The Entry-CCC form no longer adds MEL in the chart update. SPR 62866

In the Urgent Care Management form, the drop-down values can now be cleared
under the Reasons Not Performed tab. Data no longer shows in the chart note
after the values are irrelevant. SPR 62751

The Add/Update dialog now allows users to edit the details if there was a
validation error in the data entered. SPR 62845

NDC and CVX are now added to the immunization translation to chart note. SPR
63544
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Known issues

Known issues

m Lot management fields are now cleared after deleting the lots. SPR 62836

m  The correct Test Management form and editor are now included in the package.
SPR 64033

Unable to use ICD-10 problem custom lists immediately after
importing clinical kit

After importing a custom Problem list that includes both ICD-9 and ICD-10 codes, the
list name can be seen but is not accessible in Problem Quick Search because it takes
time for re-indexing search-related resources in the database. Wait at least 15-20
minutes after import before attempting to search in the custom list. Otherwise the
system may crash, you'll have to remove the list, and in some cases a JBoss restart is
required. SPR 62949

D: Re-indexing also happens after upgrade to this service pack. Wait at least 15-
20 minutes after upgrade before testing problem search features.

Scrolling in Administration | Orders > Service Providers list limited to
top 25 providers retrieved

In Administration, under Codes > Charts > Service Providers, for performance reasons,
only the top 25 providers from retrieved results are now viewable in the list.

Workaround: Search for the service provider name you need. SPR 63880.

No onset date in Preload Problem Form results in wrong onset date in
Edit Problem dialog

When adding problems using the Preload Problem form, if you do not enter an onset
date for a selected problem, the date displays as <blank> in the Problem list after
saving. If you edit the problem, the default onset date is “1/1/1960" instead of the
current (today’s) date. This is caused by a problem with MEL_ADD_PROBLEM symbol
that will be corrected in the GA release of this service pack.

Workaround: If you forget to enter an onset date, when you edit the problem correct
the default date. SPR 59615

Intermittent errors when upgrading on Windows Server 2012

Occasionally, users on Windows Server 2012 may see the error : “Windows server
2008 R2 is required and SQL server instance is NOT hosted on Windows server 2008
R2. You must select a different SOL server instance.” There is no known workaround.
SPR 60257

Medication Allergy calculations look at all Allergies not just
medication allergies

Currently the application looks at both non allergy and NKA OBS. It should only count
Medication Allergy and NKDA or NKA observations for the numerator.

As a result, when a patient has a food or environmental allergy and a signed NKA
observation with a value of F, they will also need the NKDA observation with a value of
T to get proper credit for the medication allergy measure. SPR 61253
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Unable to discard a document after adding an MU Activity Log record
with the ADD_MUACTIVITY_LOG data symbol

When the ADD_MUACTIVITY_LOG data symbol is used to add an MU Activity Log to a
document, the document cannot be discarded.

Workaround: Sign the document and File in error. SPR 59418/SPR 60898

Before you install this release...

Before installing this release, please review the following checklist of system
requirements, important pre-installation considerations, and steps to watch out for
during the install to ensure a successful upgrade.

Supported upgrade paths
You can upgrade to this version from the following versions:
m  Centricity Practice Solution v7.1.2,v8.10, v9.x, v10.1.x, v11.x and v12.0.x.

Compatible client versions

m  Terminal services/Citrix server: Centricity Practice Solution v12.0.10 and
Centricity EMR 9.8 client applications can be installed on the same server.

= Standalone client workstation: Centricity Practice Solution v12.0.10 and
Centricity EMR 9.8 clients can be installed on the same workstation.

Il Install the Centricity EMR 9.8 client FIRST, then install the Centricity
Practice Solution 12 (PM-only) client.

Supported platforms/software

See Configuring Environments for Centricity Practice Solution for recommended
software and hardware configurations to support Centricity Practice Solution v12.0.10
in a variety of computing environments.

Summary requirements include:

= Database and general server operating system: Microsoft® Windows Server
2012 SP1 Enterprise or Standard or Windows Server 2008 R2 64-bit SP1

= Application Server (JBoss): JBoss v5.1 with 64-bit JVM

m  Data Exchange Server: Microsoft Windows Server 2012 64-bit or Microsoft
Windows Server 2008 R2 64-bit and supported Windows Client platforms for MIK,
Data Transfer Station, and Qvera Interface Engine (QIE).

m  Hyper-V: Microsoft Hyper-V Server 2012 or Microsoft Hyper-V Server 2008 R2 or
Windows Server 2008 R2 64-bit

= VMware: VMWare ESX 5.1, VMWare VMKernel (Linux)
= Browser and Mobile Access: Internet Explorer 9 or 10
= Browser and Mobile Access device operating system: iPhone iOS 6.x
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= Client operating systems: Microsoft Windows 8 Professional (32-bit or 64-bit) or
Microsoft Windows 7 Professional (32-bit and 64-bit SP1)

Il Microsoft Windows XP and Vista are no longer supported for the client.
Internet Explorer v9 requires Microsoft Windows v7 or later.

= Enterprise applications: Microsoft Office 2010 or 2013

D: Centricity Analytics is not supported with Office 2013 or SQL 2012.

= Citrix® XenApp™ server: XenApp 6.5 64-bit

= Citrix XenApp client: Online Client 12.1.44

m  Microsoft® Windows Remote Desktop Services (0S): Windows Server 2012 with
RDP 8.0 or Windows 2008 Server R2 with RDP 7.1 or higher

= Web browser: Internet Explorer (IE) 9 or 10

Back up customized clinical content

Before upgrading or installing Centricity Practice Solution v12.0.10, verify that any
clinical content you have customized (text files used by CCC and customized rpt files,
located in the crwrpt folder on the client) have been exported and backed up. Factory
forms and reports and other clinical content will be overwritten. You can redeploy
custom content to workstations after the update.

Confirm system hardware and software requirements

Review all hardware and software requirements for your system and confirm that
your system meets minimum requirements.

See the System Planning and Requirements for Centricity Practice Solution guide (Part
1: Software and Hardware Requirements) available on the GE Services Support site,
www.gehealthcare.com/serviceportal/centricity_practice_solution.

Configure SQL Server to run the client on the server

If you are running the client on the database server, you must also select (local) named
pipes and TCP/IP protocol for remote connection when setting up SQL Server,
otherwise you may see a named pipes error when you launch the application.

Read the instructions in this release note document

Even if you have applied previous Centricity Practice Solution releases, you should
read and follow the step-by-step instructions in this document to ensure all critical
installation steps are addressed.

Install the release

Centricity Practice Solution v12.0.10 is being released in different versions. Follow the
appropriate instructions for installing the application:

= Install the full build - If you are upgrading from a supported older version of CPS.
= Install the service pack build - If you are upgrading from CPS 12 x.
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Install the full build

Detailed instructions for upgrading to Centricity Practice Solution v12.0.10 from
supported earlier versions are provided in Upgrading to Centricity Practice Solution in
your documentation library.

D: Download the complete documentation from
engage.gehealthcare.com/community/en/cps/documentation.

Il After installing the CPS v12.0.10 update, be sure to apply the latest ICD and
CPT codes package. SPR 60480

Upgrade instructions for FilesAnywhere downloads

For releases available via FilesAnywhere, the download and installation instructions
are slightly different than usual:

1 Download the zip file and save it to your server's desktop.

2 Right-click on the zip file and make sure it is not blocked. Click Unblock if
necessary.

3 Extract the zipped contents to the root of your staging directory (such as
C:\CentricityStage) on the server.

Important. Never extract files across the network.

4 Run serversetup.exe and jump to “Install the service pack on a server” within
the Upgrade Guide for step-by-step directions to complete the installation

D: If an upgrade from a version of CPS older than v12.x fails, upgrade to CPS
v12.0 and then apply the latest service pack.

Install the service pack build

Back up the Centricity Practice Solution database

Il As aprecaution, always back up the Centricity Practice Solution database
before you download and apply a release.

1 From the Windows Start menu, select Programs | Microsoft SQL Server 2008 |
SQL Server Management Studio. Click Connect.

The Object Explorer window opens.

2 Expand SQL Server Agent.

D: To expand SQL Server Agent, click the plus sign (+) next to it.

3 Under SQL Server Agent, click Jobs.
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.
8
Download the release
1
2

A list of jobs displays in the right pane.

Right-click on the backup job for your Centricity Practice Solution database.
Example: Backup Database - CPS.

Select Start Job at Step.

The Start Job window opens.

Click Start.

You will receive confirmation of success or failure of the backup within this
window.

Click Close.
Exit SQL Server Management Studio.

Close the Centricity Practice Solution client on all computers.

On the server where Server Setup application is located, log in to Microsoft®
Windows as the Administrator.

Launch Server Setup.
Select Download Available Updates and then click Next.

The Web site installation window displays the Centricity Practice Solution Web
sites you have installed.

Select the Web site you want to update, then click Next.

The Download Available Updates window displays links to updates available for
the selected web site.

Do one of the following:

= To begin downloading the release, click the service pack link.
m  Toreturn to the previous window, click Back.

The Downloading Update window displays the product version number, download
location, total file size, and download progress.

D: The time to download varies depending on available network bandwidth.
' Slow progress does not mean that the program is not downloading. The
installer window will reappear once the download is complete.

Do one of the following:

m  When the download is successful, the Downloading Update window displays
“Completed” as the status. Go to step 9.

= If the download was unsuccessful, the Downloading Update window displays
“Download Failed. Operation Aborted” as the status. Go to step 12.

When the download is successful, click OK and then click Exit, then Finish.
Server Setup closes and re-opens.

Click Exit to close Server Setup.
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Server Setup closes and you can restart it when you are ready to apply the
update.

10 Proceed to the next section.

11 If the download was unsuccessful, click OK, and then click Cancel to close the
Downloading Update window. Do one of the following:

m  Click Back to return to the previous Server Setup window.
m  Click Exit to stop the download process.

D: If multiple attempts to download fail, contact Centricity Practice Services
' at 888.436.8491 option 1 or your Value Added Reseller (VAR).

Before installing the release on a server

Before applying the release, perform the following steps:

Stop the MIK service

If you are running Millbrook Integration Kit (MIK), complete these steps before you
install the release on your serverl(s):

1 Start Server Setup.

2 Select Advanced Options, then click Next.

3 Select Millbrook Integration Kit Configuration, then click Next.
4 Select the server where MIK is installed.
5

Click Stop.

Back up MIK configurations

If you are running Millbrook Integration Kit (MIK), complete these steps before you
install on your server(s):

1 Click Start and choose Run.

2 Type regedit and press Enter.

Il Do not do this step on your own if you are unfamiliar with regedit. Get
help from a qualified network/IT engineer.

3 Export the following keys to the Desktop as backup:

HKEY_LOCAL_MACHINE\SOFTWARE\wow6432Node\AHC
HKEY_LOCAL_MACHINE\SOFTWARE\wow6432Node\GE
HKEY_LOCAL_MACHINE\SOFTWARE\wow6432Node\GE Healthcare

D: If you are installing MIK on a 32-bit system, the keys are located in the
+ folder HKEY_LOCAL_MACHINE\SOFTWARE\

4 Close regedit.
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Install the release on a server

10

11

12

13

14

15

On the server Desktop, double-click the CPS 12 Launch icon.

On the launcher Welcome screen, select Install/Update Server, and then click
Server Setup.

Server Setup opens.

In Server Setup, select Advanced Setup Options, and then click Next.
Select Upgrade, and then click Next.

The System Configuration Completed window appears.

Click Next.

The Setup Directory Path and Log File Path window opens.

Click Next.

The Server Logon window opens.

Enter your SQL Server administrative user name and password if necessary and
click Next.

Make sure the current server version is correct and the version to upgrade is
correct.

Click Next.

Please wait for while Setup checks for data integrity.
Once complete, the window displays, “Data validation completed successfully.”

Click Next.

The End User License Agreement window displays.

Accept the license agreement and click Next.

The License Code window displays.

Click Next on the License Code window.

If you've licensed Crystal Reports Designer, the Crystal Reports window displays.
Click OK.

If a database message window displays about users not found locally, please
read the message and click OK.

Click Next to begin the installation.

A window displays update progress. If a window displays this message, “You must
apply latest ICD/CPT codes package before using the CPS Application.”, click OK.

When the update is complete, the Return and Exit buttons display along with the
message, “Your database upgrade has been completed. Press Return to return
to the main menu.”

Click Return.
The Choose Setup Option to Perform window displays.

Select the Server Configurator radio button to apply updates, install JBoss,
Service Layer, and website. Refer to the Server Configurator help for complete
details. Here are the basic steps:
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Install MIK

Modify Connection Information must be selected to enable the controls.

Enter your site information.

¢ Click Validate Database. If validation is successful, the number of Licensed

Concurrent Users is displayed. If not successful, fix the displayed errors
before continuing.

d Enter the number of Concurrent Users for your site. You can enter up to 9999

users to calculate recommended configurations and hardware requirements.
Click Calculate. This step can be repeated.

e Change the JBoss Port # if needed.
f  Once you know your configuration, click Add Server to add one or more

servers. Specify the hostname (do not use localhost), and select the server
role. Refer to the help for more information.

g Click Validate & Add. Correct any errors. When successful, the server is added

to the grid.

h  When all servers are present and validated in the grid, click Validate to check
the entire configuration. Correct any errors and Validate again until all
servers show successful validation status.

i Ensure all users are logged off for the duration of the installation.

j  Click Validate & Install.

16

k  When complete, restore the JBoss.txt file from:
JBoss installation Drive:\GEDeployment\Backup\Date-Time\JBoss

Setup security by going to Advanced Setup > Utilities > Security. Click Next on
the Security window. If you are using AD security model, you must validate the

security.

1l After installing the CPS v12.0.10 update, be sure to apply the latest ICD and

CPT codes package. SPR 60480

Only perform this procedure if you have the Millbrook Integration Kit (MIK).
DO NOT uninstall MIK.

On the server where MIK is currently installed, navigate to the location of the MIK
installer (default is C:\CPS_12_Staging\CPS_12_MIK) and double-click setup.exe.

The following message appears:

This setup will perform an upgrade of CPS_12 MIK. Do you
want to continue?

Click Yes.

InstallShield will open and step you through the upgrade. Select all the defaults
until you see InstallShield Wizard Complete.

Click Finish.

Locate the AHC and GE Registry files you backed up earlier. Double-click the files
to import to the Registry.
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Install the release on workstations

If you licensed the PM module only, skip to “Install the release on workstations” on
page 31.

If you licensed the Chart module and are using LinkLogic, update client
workstations in the following order:

1
2
3

“Update Data Transfer Station” on page 29.
“Update LinkLogic on the server” on page 30.

Update all other client workstations. See “Install the release on workstations” on
page 31.

11l DO NOT update any client workstations until you have updated the Data
Transfer Station (DTS) and updated LinkLogic.

Before beginning, back up your directories. If you have customized files
in the LinkLogic Config\Standard directory, contact Centricity Practice
Services at 888.436.8491 option 1 or your Value Added Reseller (VAR),
before completing this section.

Update Data Transfer Station

When you apply this release on a workstation, the files in the Client directory are
overwritten, including the emr.ini file that contains your DTS configuration.

Before you update the client on the DTS, you must back up the emr.ini file to
preserve the current DTS configuration so you can continue processing data
transfers for lab results, transcriptions, and other documents without
interruption.

Install the release on a DTS workstation

~N O 0 &~ W

Stop the Data Transfer Station.

Navigate to the Centricity Practice Solution/Client directory and copy the
emr.ini file to your Desktop.

Start Centricity Practice Solution on the workstation.

The Product Installer page displays.

Verify that your URL points to the correctly updated Web page.
Click the Update link (in red) for CPS_12_Client.

The Installer will detect that an older version of the client application exists and
ask you to uninstall it.

Click Here to uninstall.
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10

11
12
13

14

15

The removal process uninstalls the application.

D: When you uninstall the client application, you do not see a progress
' indicator for the uninstall. This does not mean that the program is not
responding or terminated, however. DO NOT attempt to end this process.

When the uninstall process is complete, click Here to continue to the Client Setup
page.
Click Install to download the installer.

The installer window opens.

D: The time to download varies depending on available network bandwidth.
' Slow progress does not mean that the program is not downloading. The
installer window will reopen when the download is complete.

Select the Install Data Transfer Station option, and then click Next.
Click Next on all subsequent screens to accept default settings.

When the installation is complete, click Here to return to the Product Update page
and close the window to exit.

When the client update on the DTS workstation is complete, copy the emr.ini file
from the Desktop back to the client directory, overwriting the newly installed file.

Update LinkLogic (next section) before restarting the workstation.

Update LinkLogic on the server

If you are using LinkLogic and Data Transfer Station (DTS) to exchange patient
demographic and clinical data with external systems such as labs and transcription
services, take the following steps on the machine where DTS is running. This will
ensure that the update is properly applied to the LinkLogic configuration.

1
2

10

Exit Data Transfer Station and confirm that it is not running on the workstation.

Navigate to the LinkLogic standard folder (usually C:\Program Files\Centricity
Practice Solution 12\Client\llogic\config\).

Right-click on the standard directory, and then click Copy.

Navigate to the remote LinkLogic config directory on your database/Web server
(such as \\<server_name>\llogic\<database_name>\llogic\config).

Right-click in the config directory, and then click Paste.
When asked if you want to replace the standard folder, click Yes to All.

On the DTS, navigate to the LinkLogic upgrade folder (usually C:\Program
Files\Centricity Practice Solution 12\Client\llogic\config\).

Right-click on the upgrade directory, and then click Copy.

Navigate to the remote LinkLogic config directory on your database/Web server
(such as \\<server_name>\llogic\config).

Right-click on the config directory, and then click Paste.
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11 When asked if you want to replace the upgrade folder, click Yes to All.

12 Restart Data Transfer Station.

Install the release on workstations

D: When upgrading a client on the database/Web server, you may be required
to reboot the machine during the upgrade process.

1 Start Centricity Practice Solution on a workstation.

The Product Installer page displays.

m: If you are installing on a Windows 7 or Windows 8 workstation, you must
* run the Internet Explorer application as an administrator.

Click Start > All Programs. The Programs menu displays.
Right-click the Internet Explorer shortcut and click Run as Administrator.

c Type your user name and password in the User Account Control dialog and
click Submit. The Internet Explorer application opens.

If you are an administrator, click Allow on the User Account Control dialog.
2 Verify that your URL points to the correctly updated Web page.
3 Click the Update link (in red) for CPS_12_Client.

The Installer will detect that an older version of the client application exists and
ask you to uninstall it.

4 Click Here to uninstall.

The removal process uninstalls the application.

D: When you uninstall the client application, you do not see a progress
*indicator for the uninstall. This does not mean that the program is not
responding or terminated, however. DO NOT attempt to end this process.

5 When the uninstall process is complete, click Here to continue to the Client Setup
page.
6 Click Install to download the installer.

The installer window opens.

D: The time to download varies depending on available network bandwidth.
' Slow progress does not mean that the program is not downloading. The
installer window will reopen when the download is complete.

7 Ontheinstaller Welcome screen, click Next, and then click Next on all subsequent
screens to accept default settings.
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8 When theinstallation is complete, click Here to return to the Product Update page
and close the window to exit.

Il If you have not done so already, after updating the client, clear the
Internet Explorer browser cache. This prevents old information from a
previous version displaying on the main product window. when users
launch the client for the first time.

9 Restart Centricity Practice Solution on the workstation.

D: If installing on Citrix, reboot the Citrix server after installation is complete.

Install latest Knowledgebase

After upgrading to Centricity Practice Solution v12.0.x, download and install the latest
Full Knowledgebase update and any incremental update. The latest ICD and CPT
codes should also be downloaded and installed, if you have not already done so.

Install CCC content

D: We recommend installing the content on a test server to test and customize
set-up before final deployment.

CPS v12.0.10 includes updated CCC Basic encounter forms. How you install them
depends on your existing installation:

m  Update existing content — If CCC Basic from an earlier version of CPS 12.0.x was
previously installed.

m  New installation — If CCC Basic has not previously been installed.

= Install CCC Basic over CCC 9.0 or later — If CCC 9.0 has been installed, but you
want to use CCC Basic.

Before you begin

m  Backup your clinical content files. If you are updating an existing system, make
sure you have a verified backup of your clinical content files before installing this
release.

m  Sign all chart updates before installation. If you do not sign all of your chart
updates, you may encounter the error “This document contains expression
language compiler errors. Do you wish to continue signing?” when trying to open
the unsigned document after installation. To fix this error you can right-click the
form and select “Get latest version of form”.

m  The HTML contents are compatible only with IE9 or above.

m  Open Internet Explorer and go to Tools > Internet Options. In the General tab,
under browser history, click Setting and select “Every time | visit the webpage”.

m  CCC Basicv1.2 must be installed prior to installing any additional content, such as
the CCC, CCC Cardiology, or CCC Orthopedic packages.

32



Install the release

Update existing content

D: CCC Basic v1.2 is only compatible with CPS 12.0.X (or higher).

CCC Basic v1.2 is not compatible with CCC 8.3.8. CCC Basic v1.2 is compatible
only with CCC Specialties v9.0 or later.

Unzip the CCC Basic.zip delivered with the release into the root level of your hard
drive (for example C:\) into the staging folder where the server has been installed.

Open the directory on your server where the application is installed.

Make a backup of the CCC and CLINICFOLDERNAME folders located within the
Client folder and make copies of any files that have been customized.

Copy the contents of Step 1 - Copy to the Client Folder from the package into the
Client folder. When prompted, click yes to overwrite existing files.

Copy the contents of the Step 3 - Copy to the HTML Folder from the package into
the jboss server folder (usually C:\Program Files\<Centricity Practice
Solution>\jboss\server\default\deploy\<Database
Name>.ear\CentricityPracticeWS war\EncounterForms\). When prompted, click
yes to overwrite existing files.

Where <Centricity Practice Solution> is the name of your application and
<Database Name> is your database name.

Import the Clinical kit:
a Loginto the application using a User ID with Admin privileges.

b Navigate to Administration > System > Import Clinical Kits and click Import
Clinical Kit.

¢ Navigate to the staging folder and locate folder Step 2 - Import Content,
select 01-IMPORT_ALL_CONTENT.ckt and click Open. When prompted to
overwrite, click Yes to all.

d Afterimport is complete, click Import Clinical Kit.

e Navigate to the staging folder and locate folder Step 4 - Import HTML
Support Content, select IMPORT_ALL_HTML_SUPPORT_FORMS.ckt and
click Open. When prompted to overwrite, click Yes to all. Navigate to the
staging folder, open the folder Step 4 - Import HTML Support Content, then
select IMPORT_ALL_HTML_SUPPORT_FORMS.ckt and click Open. When
prompted to overwrite, click Yes To All.

New installation

If CCC Basic has not been installed previously, do the following:

1

Unzip CCC Basic.zip delivered with the release into the root level of your hard
drive (for example C:\) into the staging folder where the server has been installed.

Open the directory on your server where the application is installed.

Copy all of the content from Step 1 - Copy to the Client Folder and paste the
entire content into the Client folder.

Copy the contents of the Step 3 - Copy to the HTML Folder from the package into
the jboss server folder (usually C:\Program Files\<Centricity Practice
Solution>\jboss\server\default\deploy\<Database
Name>.ear\CentricityPracticeWSwar\EncounterForms\).
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Where <Centricity Practice Solution> is the name of your application and
<Database Name> is your database name.

Import the Clinical kit:

Log in to the application using a User ID with Admin privileges.
Navigate to Administration > System > Import Clinical Kits and click Import
Clinical Kit.

¢ Navigate to the staging folder and locate folder Step 2 - Import Content,
select IMPORT_AII_CONTENT.ckt and click Open. When prompted to
overwrite, click Yes to all.

d Afterimport is complete, click Import Clinical Kit.

e Navigate to the staging folder and locate folder Step 4 - Import HTML
Support Content, select IMPORT_ALL_HTML_SUPPORT_FORMS.ckt and
click Open. When prompted to overwrite, click Yes to all.

Install CCC Basic over CCC 9.0 or later

The CCC Basic content has been separated from CCC v9.1 or later packages. The
updated CCC Basic content can be updated over CCC 9.0 or later, thus updating the
CCC Basic content of the CCC package.

1

Unzip the CCC Basic Form 9.x.zip file into the root level of your hard drive (for
example C:\]. From the staging folder where the server has been installed.

Open the directory on your client where the application is installed.

Make a backup of the CCC and CLINICFOLDERNAME folders located within the
Client folder and make copies of any files that have been customized.

From the folder Step 1 - Copy to the Client Folder, from the package into the
Client folder. When prompted, click yes to overwrite existing files.

Copy the contents of the Step 3 - Copy to the HTML Folder from the package into
the jboss server folder (usually C:\Program Files\<Centricity Practice
Solution>\jboss\server\default\deploy\<Database
Name>.ear\CentricityPracticeWSwar\EncounterForms\).

Where <Centricity Practice Solution> is the name of your application and
<Database Name> is your database name.

Import the Clinical kit:
a Loginto the application using a User ID with Admin privileges.

b Navigate to Administration > System > Import Clinical Kits and click Import
Clinical Kit.

¢ Navigate to the staging folder and locate folder Step 2 - Import Content,
select 01-IMPORT_ALL_CONTENT.ckt and click Open. When prompted to
overwrite, click Yes to all.

d Afterimport is complete, click Import Clinical Kit.

e Navigate to the staging folder and locate folder Step 4 - Import HTML
Support Content, select IMPORT_ALL_HTML_SUPPORT_FORMS.ckt and
click Open. When prompted to overwrite, click Yes to all. Navigate to the
staging folder, open the folder Step 4 - Import HTML Support Content, then
select IMPORT_ALL_HTML_SUPPORT_FORMS.ckt and click Open. When
prompted to overwrite, click Yes To All.
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Deploy content to workstations automatically

Files can be distributed to other computers on your network by using a file copying
utility called jobs.txt, described in the following sections.

D: If you are planning to use the migration tool, it is recommended that this
*deployment is done after you have analyzed the list of files that require an
update and then run this process for the files that need to be deployed.

1 Copy DOCUMENTATION\Jobs_txt\CPS\ jobstxt_Full_CPS.txt to the JBoss folder
on the CPS server and rename it jobs.txt. For example:

C:\Program Files\Centricity Practice Solution\jboss\server\default\deploy\unp.war

2 Open the jobs.txt file and verify the numbers of each line are in ascending order
and higher than the last line. Job numbers do not need to be consecutive. Save
the file.

3 Create a source folder within the worksta folder, if it does not exist. For example:

C:\Program Files\Centricity Practice
Solution\jboss\server\default\deploy\unp.war\source

4 Copy everything under DOCUMENTATION\Jobs_txt\CPS\ and Step 1 - Copy to
the Client Folder to the source folder.

5 Inthe Installation section of the EMR.ini file remove the LastJobNumber entry or
setittoOor-1.

6  Launch the CPS application. There will be a brief delay as the content is copied to
the workstation.

Centralized CCC Installation

The CCC configuration files and other supporting files can be located in a centralized
location. The file can be shared by multiple clients and loaded from this location. The
user would be required to use the following two options to achieve this functionality.

Shared Folder

To enable centralized loading of the CCC files through a shared folder perform the
following steps.

1 Create afolder on the server to which a client machine is connected. Make sure
you are sharing the folder so a client machine can access it.

2 Copy all the content from the “Step 1 - Copy to the Client Folder” in the CCC Basic
package into the shared folder which was created on the server.

3 Copy the below files and folders from the “Step 1 - Copy to the Client Folder” in the
CCC Basic package into the application client folder.

= Bmps (Folder)
m  CCC-TFE (folder)

m cccbat

m  Usrlib.txt

m  usrlibcce.txt
= vitallib.txt
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4

Open usrlib.txt in Notepad on the client machine. Search for the function
“ccc_net_path()” and “ccc_sys_path()” in this file. Under these functions replace
the “DIR_EMRI)” function as below.

Example:

If you have shared a folder named “Clinical” on the server with a machine name
“cpsserver”, then

// Network path

fn ccc_net_path() {""\\\\cpsserver\\Clinical"}

// Path for system files:

fn ccc_sys path() {ccc_net _path() + "\\CCC"}

The folders mentioned in step 3 should be copied to the “Clinical” folder.

Save the usrlib.txt text file.

Re-launch the application.

D: GE Healthcare does not recommend placing the shared folder under the

JBoss server folder.

Shared Network Drive

Centralized CCC file installation can also be achieved by using a mapped drive.

1

Create a folder which you want to share in any of the existing drives on the server.
Make sure that you are sharing the folder so a client machine can access it.

Copy all the content from the “Step 1 - Copy to the Client Folder” in the CCC Basic
package into the shared folder which was created in the server.

Login to your client machine, Copy the below mentioned files and folders present
in the "Step 1 - Copy to the Client Folder” in the CCC Basic package into the
application client folder.

= Bmps (Folder)

m  CCC-TFE (Folder)

m  cccbat

m  Usrlib.txt

m  usrlibcce.txt
= vitallib.txt

Open Windows Explorer and select “Map to drive”.
Select the drive letter (Ex:- Z:)in the “map to Drive” window.

Select the folder which you had shared in the server machine under the ‘folder'
section using the browse option.

Click “Finish” in the “Map to drive” dialog. Make sure that you are seeing the new
drive named “Z" in the explorer window of the client machine.

Open usrlib.txt in a notepad which is placed in the client machine. Search for the
function “ccc_net_path()” and “ccc_sys_pathl()” in this file.

Under these functions replace the "DIR_EMR()" function as mentioned below.

Example:
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If you have shared drive named "Z:", then

// Network path

fn ccc_net_path() {"Z:"}

// Path for system files:

fn ccc_sys_path() {ccc_net_path() + "\\CCC"}

Here the folders mentioned in the step 3 should be copied in to the "Clinical"

folder.

10 Save the usrlib.txt text file.

11 Re-launch the application.

|

The above methods will enable sharing the CCC files from one location to
different clients, but this will not support customization specific to a client
machine. In case a user needs to have customized file specific for a client,
they can use the conventional way of loading the CCC package from the
client machine.

Use JBoss JMX Console

Disable or enable contraindications

Users are seeing too many drug contraindication results, specifically drug-problem,
drug-age and drug-gender contraindications. These displays make it more difficult to
see truly critical health alerts and causes alert fatigue.

Functionality added in v12.0.4 lets users disable and enable drug-gender, drug-age,
and drug-problem contraindication checks. Three flags let customers independently
turn off and on drug-gender, drug-age, and drug-problem contraindication checking
in the client on the JBoss JMX Console.

This is a global configuration change that allows you to turn off any
combination of Drug - Problem, Drug - Gender, or Drug - Age
contraindications for your site. It does not affect how users see Drug - Drug or
Drug - Allergy contraindications.

|

If the client application is open during flag changes, it must be restarted
before the changes are reflected.

1 Toaccess JMX console go to

https://<your_server-name>:9443/jmx-console
where your_server-name refers to your JBoss Application Server name.

2 Login as user admin with password cpAdm1n. This is the default login. Use your
own configured credentials if they are different.

3 Select the com.gehcit.cp.<deploy-id> link under Object Name Filter to display
available JMX beans in the right pane.
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4 Next, select the DruglnteractionService node (shown below).

e
©
° m* JMX Agent View
@
@ @ vy reoHat WKS-KJ-WINSx64 (localhost) - default

Object Name Filter

You'll see three types of contraindication checking alert that can be excluded
(shown below):

DrugAgeCheckingEnabled

DrugGenderCheckingEnabled

DrugProblemCheckingEnabled

5 Choose False for each type of contraindication checking alert you want to
exclude, and then click on Apply Changes. (Default setting for all flags is True).

This change is immediate and does not require a JBoss restart. All flag changes
are logged to <Deployld>.CentricityPractice.log.

e
L ]
L]
b m JMX MBean View Back to Agent || Refresh MBean View
L ]
@ @ by Red Hat WKS-K-WINEXSS Tue Jul 15 08:55:47 POT 2014
Object Name Filter Domain com.gehcit.cp.Default
name Dr rvice
Remove Object Name Filter om.gehcit.cp.infrastructure. jmx, InteractionServiceManagedResource
Mimokmentation Information about Drug Interaction Service.
* com.arjuna.ats properties
*  com.gehgit.cp.Default
. hoss [ AttributeName [[Access [Type [ Desciption [ Atributevaive |
* jboss.admin -
* iboss.alerts DrugAgeCheckingEnabled RW b dicates if the drug-age interaction check will be performed. ® Troe O ralse
iboss.cache
Jboss.classloader - -
{boss,ajh RW  |boal if the drug-gender interaction check will be performad. @ Trye Falss
Iboss.j2ee
thossjea
. ey = -
- ug| g RW if the drug-problem interaction check will be performed. | ® true \  False
*  jhoss.management.tocal
* jhoss.polo Apply Changes
= jboss.remoting
* Jhoss.rmi
| e [ opematlon | Retweiype | Descipton | paamete |
+ jboss.gystem
.

hnce wah

CPS v12.0.10 version information

Login to the client application and select Help > About to verify the build number.
m  (Client: 12.0.10.2061

Server: 12.0.10.2061

Service Layer: Build 2060

BMAC: Build 1833
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Access updates and services

To download additional services, Knowledgebase updates, or factory observation
terms, go to the Centricity Practice Solution Web site at https://
engage.gehealthcare.com/community/en/cps. On the Web site, you'll also find
release publications, Support contact information, and links to training. To contact
Support by phone, contact Centricity Services at 888.436.8491 option 1, or your Value
Added Reseller (VAR) Send email to centricitypmservices@ge.com.

Sign up for email announcements

To receive email announcements of new service packs, product alerts, maintenance
reminders, tips and tricks, subscribe to the Centricity Practice Services mailing list. All
GE customers can receive this free Listserve.

To sign up, send email to centricitypmservices@ge.com. Include your name, your
company name, address, and phone number in the body of the message.
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