
Coronavirus (COVID-19) isn’t 
just a growing threat to public 
health – it’s also a growing 
threat to your company’s 
cybersecurity. From using scary 
subject lines to adopting faux 
official letterhead, bad actors 
are scrambling to use the 
climate of fear and disruption 
caused by COVID-19 to their 
advantage. 

Disasters, emergencies, and 
global pandemics provide 
a target-rich environment 
for cybercriminals to launch 
phishing attacks and employ 
other dirty tricks to gain access 
to your data. It only takes one 
staffer opening a bogus email, 
clicking on a dangerous link, 
or downloading a malware-
laden attachment for them to 
succeed. Here are three ways 
that you can act immediately to 
prevent a potentially disastrous 
Coronavirus-related data 
breach.

• Plan, Preserve, and Protect
• Trust but Verify
• Make Prevention a Priority

Constant vigilance against 
cyberattacks is a smart strategy 
for any business. 

Starting on Wednesday of this week, March 25, 2020, Governor 
Evers’ Safer at Home Order (Emergency Order #12) went 
into effect across Wisconsin and continues until Friday, April 
24, 2020. That means that more Wisconsin residents will be 
working from home (a growing remote workforce). Companies, 
IT departments, and vendors have diligently worked to 
implement and support the technology that enables efficient 
working arrangements – from collaboration tools to secure 
access to networks to maintaining uptime on the networks and 
applications we all use every day.

RMM Solutions is continuing to work in a vital capacity to 
support businesses and governments across the state that 
deliver essential products and services to all of us. Through 
that effort, we have identified several considerations and best 
practices as you ensure that your business continues to operate 
through this period:

• Be aware and proactive of email fraud and threats related to 
COVID-19 

• Update your change password policy to a shorter time-
frames during this time

• Evaluate how your remote workers connect to your 
applications, data, and network

• Ensure you are always using a secure gateway using a VPN 
connection or RMM’s Secure Remote Access solution

• Incident Response, Business Continuity, and Disaster 
Recovery are just as important as ever

• Test your back-ups to ensure things are working as expected
• Make sure you are practicing the 3-2-1 rule with your 

backups. Three copies of your data, 2 locations, 1 off-site

Please reach out to our team with any questions, concerns, or 
needs as we Secure IT together.

   We are in this together. 

info.rmmsolutions.com/weak-on-security
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