
✔ DEFEND THE OPERATING SYSTEM
To allow for a native-like desktop experience 

Electron relaxes some security constraints imposed 

by the browser. This needs to be carefully managed, 

so we provide a firewall between applications and 

the Electron API, isolating them and thus securing 

Electron for enterprise use. Finsemble brokers OS 

access, such that applications safely retain their 

ability to meet your users’ expectations. 

✔ ESTABLISH TRUST
Of course, you can’t have interoperability if 

nothing can talk—but talking breaches the 

sandbox. Finsemble provides a model for setting 

a component’s privilege level. It is restrictive by 

design. Developers can build large systems  

with hundreds of components and not  

worry that they missed a permission.

The Smart Desktop Solution
This new way of integrating applications requires a solution that allows web technology to safely operate 

outside of the browser. Further, some solutions require both web and native to work together. Finsemble 

allows for these combinations to be both safe and fast to deploy.

✔ LEVERAGE THE BROWSER
Through its use of Electron, and in turn Chromium, Finsemble takes advantage of the world’s most trusted 

technology to bring web applications to the desktop. Finsemble sandboxes applications in the same way as 

the browser. Applications from different sources remain isolated from one another.

Finsemble takes the hard work out of realizing application interoperability 
without putting your company at risk. 

THE FINSEMBLE SMART DESKTOP

Interoperability, secured. 
Integrated smart desktops are a new class of software, 

creating a mix of applications all working in concert. 

But bringing a variety of technologies from a variety 

of software providers onto your desktop can be risky 

if not well managed. 

The arrival of web technology on the desktop, outside 

of the browser, compounds the already complex 

challenge of desktop security. Unsecured applications 

can expose your company to risks such as:

✘ Unauthorized access to sensitive data

✘ Malicious use of resources

✘ Hijacking of an account or computer



Trustworthy. Validated. 
Finsemble uses industry-leading technology and approaches, 

applying them uniquely to the challenge of the smart desktop.

POWERED BY EXPERTISE
When it comes to security, it’s a 

bad practice to build your own 

from scratch. We use Electron 

and Chromium, trusted by 

the largest, most innovative 

companies worldwide. 

TRANSPARENT
Because we don’t fork Electron, 

and we provide access to our 

source code, you can see all the 

code at every layer. Go ahead, 

take a look. Smart companies 

trust but verify their vendors.

INDEPENDENTLY VERIFIED
We went the extra step of having 

our thinking challenged by the 

experts. Bishop Fox, a leader in 

security consulting, has given 

Finsemble a clean bill of health.

Contact Us Today:  
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To learn more visit finsemble.com/security

“The assessment team combined automated 
application vulnerability scanning, code review, 
and manual penetration testing techniques in 
order to rapidly locate attack vectors and simulate 
real-world exploitation. The Bishop Fox team did 
not identify any critical-, high-, medium-, or low-
risk findings during the assessment.”

—BISHOP FOX , GLOBALLY RECOGNIZED SECURITY FIRM


