CASE STUDY

Spanish TOP-10 Financial Group increases fraud
detection with bugFraud.
REQUIREMENTS

SOLUTION

RESULTS

· Detect infected devices
with targeted malware attacks.
· Without impacting the experience
of user.
· No need to install any
software.

bugfraud Defense was
implemented in the transactional
pages of the bank, managing to
identify all content manipulations
and effectively alerting in real time.

The bank increased the detection of
customers with risks and minimized
the impact of the attacks in time,
reducing fraud on online banking.
Relevant campaigns of trickbot,
UrlZone and ATS_engine were
identiﬁed.

OVERVIEW
A Spanish bank with over 1,000 branches
providing online banking services for more
than 1 million users aspired to expanding its
business by leveraging the advantages of the
digital transformation era.

• Detect malware attacks or any type of
manipulation of users’ browsing contents.
• Identify social engineering attacks that seek
to impersonate the bank’s identity and
compromise users’ data.

“

The bank’s vision was to create simple, secure
online banking for all users, so it could
become a benchmark for any traditional
customers who were more accustomed to
visiting their local branch rather than operating
from electronic devices.
bugFraud delivered security mechanisms that
enabled the bank to:

“Thanks to bugFraud technology,
we have succeeded in increasing
customer risk visibility, enabling us
to take preventive measures to
curb fraud.”

David, Head of Security
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BUSINESS CHALLENGE
Online banking users are the favorite target of
cybercriminal maﬁas as they are usually
oblivious to the risks inherent in the use of
digital media.
By using sophisticated social engineering
attacks, fraudsters were able to get users to
compromise their access credentials, their
2FA and even order transactions beneﬁting
the attacker following manipulation while they
were browsing through the bank’s website.

Cyberfraud’s ever-changing context has also
led to the emergence of new malware
campaigns that offered new, formidable
challenges to be reckoned with:

Drivers to inject bespoke contents
into the bank’s users.

Calculate balances, produce tailored messages,
order automatic transfers, etc., a problem that
cannot be tackled using ﬁrm-based systems.

Adware, Spyware.

Infrastructures which, to date, have been
overlooked as they did not denote a direct
attack on users (ads, activity espionage, etc.)
but which MaaS (malware-as-a-service) has
compelled us to be prepared for as, in many
cases, their infrastructures are outsourced to
serve much more virulent attacks.

The bank had to ensure increased visibility of
the risks generated while users were browsing,
identifying when these users were ordering
transfers from devices that might have been
infected or from fraudulent links that attackers
may have delivered using social engineering
techniques.
It was in this way that the bank succeeded in
discovering risky transactions and was able to
freeze those that showed signs of being
fraudulent.
One of the keys is that, as part of its strategy,
the bank wanted to prioritize “transparent user
protection”, where the user experience was not
compromised and where the user was not
asked to install any type of software or agent
at any time.
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Insights & Results
Over the course of 2017, bugFraud identiﬁed more than 30,000
users with some type of risk while browsing through the bank’s
online banking page.
Findings relating to the banking
malware campaigns Trickbot, URLZone
and directed 0-day malware were
especially important.

By integrating bugFraud data into the
bank’s transactional risk drivers, users
at risk of fraud were identiﬁed and
managed correctly to thwart successful
attacks.

Trickbot

most important detections

One of the most active banking malware
campaigns in Q4 2017, affecting hundreds of
ﬁnancial institutions in the US, Europe and
LATAM. This banking trojan was characterized by
carrying out a MitB attack through the injection
of content into the server and exploiting it to
manipulate user browsing and succeeding in
capturing the data needed to conduct fraudulent
transactions.

60%

URLZone

2%

An old acquaintance. It was ﬁrst seen in 2009 but
in 2017 it launched a new version affecting banks
in Europe and Asia. It deployed a Screen Overlay
to signal to users that their session was not
available and sneakily ran in the background
ordering fraudulent transactions.
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MADRID
ABOUT THE COMPANY
The company buguroo was founded 10 years ago.
Throughout its history, it has developed a diverse
array of solutions adapted to the latest cybersecurity
trends. Today, banks and ﬁnancial institutions across
the globe use buguroo’s flagship product, bugFraud,
to detect new cyber threats.
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Attacks with user-speciﬁc injections. Able to
calculate the user’s balance, launch bespoke
messages to manipulate their interaction and
enable fraudulent automatic transfers to be
ordered. .
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Calle Anabel Segura, 16
Ediﬁcio 3 Planta 1
Alcobendas, 28108
(+34) 91 229 43 49

SILICON VALLEY
1250 Borregas Avenue
Sunnyvale, CA 94089
(+1) 650 285-2408

MORE INFORMATION

www.buguroo.com
info@buguroo.com
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