CenturyLink Cybersecurity

Enhanced Cybersecurity Services (ECS)
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CenturyLink Government’s Enhanced Cybersecurity Services (ECS) will enhance and complement the cybersecurity posture of
your company and provide additional protection of your sensitive information and intellectual property against unauthorized
access, exploitation, or data exfiltration.

CenturyLink Government is an original, and fully approved Commercial Services Provider (CSP), for the Department of Homeland
Security’s (DHS) Enhanced Cybersecurity Services (ECS) program, which was expanded in February 2013 by Executive Order to
all critical infrastructure sectors.

Today, CenturyLink’s ECS provides advanced email and DNS security to approved critical infrastructure (Cl) entities utilizing
government-furnished threat and technical information.

CenturyLink’s ECS services require your company to be accepted as an approved Cl entity by the Department of Homeland
Security before implementing the services. For additional information about the DHS ECS program and process, please go to
http://www.dhs.gov/enhanced-cybersecurity-services

Features

m  Network-based inbound email filtering and neutralization

DNS protection and notifications

Advanced attack detection, prevention and mitigation

Real time blocking, notifications and weekly reporting

Multiple interface options to meet a variety of corporate email implementations

Evolving security services provide state-of-the-art protections not available in commercial offerings
Support provided 24/7/365 by CenturyLink’s Security Operations Center

Why CenturyLink?

m  Meets government ECS security requirements as an original and established commercial service provider (CSP)

m  Offers a broad array of managed security services (MSS) to enhance critical infrastructure (Cl) entity level of protection
— Distributed Denial of Service (DDOS) Security Service
—  Professional Security Consulting Services
— Other Managed Security Services

m  Provides one of the industry’s most scalable support infrastructures with a dedicated world-class team of security
consultants and engineers

®  The clear choice in managed security services with highly competitive pricing and features for companies of all sizes

Contact your CenturyLink Account Representative today \ ”

The CenturyLink Government ECS team can be reached by sending an email to: ; : Centu ryL| n kn
ecs@centurylink.com 'Y

Visit www.CenturyLink.com/business and www.CenturyLink.com/federal Government
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