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This ROSALIND Acceptable Use Policy ("AUP") applies to the use of any product or service provided by 
OnRamp BioInformatics, Inc. (OnRamp), whether we provide it directly or use another party to provide it 
to you (each, a "ROSALIND"). This AUP is designed to ensure compliance with the laws and regulations 
that apply to ROSALIND. This AUP also protects the interests of all of our clients and their customers, as 
well as our goodwill and reputation. These terms are so important that we cannot provide ROSALIND 
unless you agree to them. We will enforce and ensure compliance with this AUP by using methods we 
consider to be appropriate.  We may also suspend or terminate your use of ROSALIND pursuant to our 
ROSALIND Terms of Service (available at https://www.onramp.bio/terms-of-service) for violations of this 
AUP. 

We periodically update these terms and we will let you know when we do through ROSALIND, or by 
posting a revised copy on our website. You agree to review the AUP on a regular basis and always 
remain in compliance. 

If you are using any ROSALIND, this AUP applies to you. By using ROSALIND, you are agreeing to these 
terms, to abide by this AUP and are responsible for any violations. You are not allowed to assist or 
engage others in a way that would violate this AUP, including but not limited to the following: 

1. Transmitting any content that infringes the intellectual property rights or other rights of third 
parties, including but not limited to trademarks, copyrights or rights of publicity or otherwise 
violating, infringing or misappropriating the rights of any third party. 

2. Transmitting any material that contains viruses, trojan horses, worms or any other malicious, 
harmful, or deleterious programs or code. 

3. Engaging in activities or transmitting through ROSALIND any content or information that is 
hateful or racist, libelous or defamatory, or otherwise malicious or harmful to any person or 
entity, or discriminatory based on race, sex, religion, nationality, disability, sexual orientation or 
age, or that that depicts violence, is obscene, abusive, fraudulent or threatening. 

4. Integrating any app that exploits images or the likeness of minors. 

5. Adversely impacting the availability, reliability or stability of ROSALIND. 

6. Launching or facilitating, whether intentionally or unintentionally, a denial of service attack on 
ROSALIND or on any third party. 

7. Attempting to bypass or break any security mechanism on any of ROSALIND or using ROSALIND 
in any other manner that poses a security or service risk to OnRamp or to any user of ROSALIND. 

8. Testing or reverse-engineering ROSALIND in order to find limitations or vulnerabilities. 
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9. Using ROSALIND in any manner that may subject OnRamp or any third party to liability, damages 
or danger. 

10. Using ROSALIND in any manner that violates any applicable third-party policies or requirements 
that OnRamp has communicated to you. 

11. Using ROSALIND to engage in or in connection with fraudulent activity. 

12. Promoting or engaging in illegal activities. 

13. Harvesting or otherwise collecting information about others without their express consent. 

14. Interfering with or disrupting networks connected to ROSALIND or violating the regulations, 
policies or procedures of such networks. 

15. Violating or facilitating the violation of any local, state, federal, or foreign law or regulation, 
including laws and regulations. 

16. Registering with ROSALIND with an email of a throw-away email address provider. 

17. Creating a ROSALIND account for the purpose of competitive evaluation, research or for the 
purpose of copying or producing a competing service. 

18. Revealing your account password to others or allowing use of your account by others. 

19. Failing to make a reasonable effort to protect your passwords and to secure resources against 
unauthorized use or access. 

 

This list of prohibited uses is provided by way of example and should not be considered exhaustive. All 
determinations related to violations of this Acceptable Use Policy will be made by OnRamp in its sole 
discretion. 

 


