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THE PROBLEM

Social media is the “most distinctive
medium for communication” for sales of
counterfeit goods, thereby undermining

brand protection and resulting in both
loss of revenue and damage to brand
reputation, as well as causing issues for
both government and consumers.

- The UK Intellectual Property Office (2015)
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Why Social Media?

1. Low barriers of entry; anyone can set up an account
and copy near-identical images from legitimate sites.

2. High reach and visibility through the use of hashtags,
spam bots, ads and other tactics.

3. Increased “Buy now” features implemented by social
platforms makes it easy to accept payment outside the
platforms.

4. Social selling and perceived trust through closed
groups and direct messages.

tomato3104
#dior#bvlgari#prada#lv#fendi#chanel#gucci#goyard
#celine#Chloe#ysl#slp#hermes#givenchy#vca#Tiffa
ny#cartier#yeezy#Valentino#rickowens#vetements#
offwhite
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Example #1 Account Advertising Counterfeit Products on Fendi’s Official Instagram Account

Qv A

[o9) \/I'TH BOOMERANG

» 167,784 views

fendi Be mine! Move over, box of chocolates, the
Fendi Valentine's Day capsule collection is the only

luxury_perfect_bags_taotao R B -

1,064 posts 178 followers 56 following

Whatsapp:+31645187135 All the highest top quality replica bags. As same as the
original.Free shipping worldwide. Support paypal . Email:chentaotaylor@gmail.com

) luxury_perfect_bags_taotao Luxury
- perfect replica bags
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Example #2 Account Advertising Counterfeit Products on Manolo Blahnik’s Instagram Account

verasunflower1213 [IEEE B -

913 posts 42 followers 184 following

manoloblahnikhq
Manolo Blahnik

Hermes Luxury Buyer ViVi +shipping worldwide ®All the Luxury things
are 100% authentic! ~ Buy Hermes bag onely in Hermes Shop! © Good
DiscountA 'WeChat: VERAsunflower1213

©Qr

® 5,925 likes
manoloblahnikhq Posing in the poinsettia
#0nceUponaManolo #Remola

verasunflower1213 | can buy & Good
=9 Discount g WeChat :
VERAsunflower1213
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Insights into the Activity of an lllicit Instagram Account Selling Counterfeit Goods*

Total of comments posted: 114

~0O

| H‘M 310 76 196
| \®) e

Just sell real shit! Just sell real shit! Domestic &
Factory Sources! The owner is real, the main line of
the group, the people of the minority group, and the
people of the minority

SEE ORIGINAL

oo

F ' 1/11 1712 1/13 1/14 1/15 1/16 1/17 1/18 1/19 1/20 1/21 1/22 1/23 1/24 1/25 1/26 1/27

During around two weeks in 2017, one “salesperson” alone posted
114 comments, advertising counterfeit goods on the Instagram
accounts of Alexander McQueen, Balenciaga, Balmain, Burberry, Dior
Official, Jimmy Choo, Manolo Blahnik, Marni, Salvatore Ferragamo and

Versace.

*Account description has been translated from Chinese to English
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15%

of 15-24 year olds say they intentionally purchased a counterfeit

product in the past 12 months, 9 percentage points more than in 2013.
(EUIPQ IP Perception Study (2017)

20%

of luxury brands’ Instagram posts received comments selling counterfeit
and / or illicit products.
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https://euipo.europa.eu/tunnel-web/secure/webdav/guest/document_library/observatory/documents/IPContributionStudy/2017/Press_release/euipo_2017_ip%20perception_study_pr_en.pdf

BrandBastion Analyzed a Sample of 30,000 Comments on

Risk Evaluation

Luxury Brand Accounts

Breakdown of Threats by Percentage

/1

1in 18 comments

INnclude a serious
threat

2.81% Spam and scam
= 2.03% Comments leading to counterfeit goods
0.58% Brand Attacks

Based on a total sample of 36,000 comments

BRANDBASTION

Saint Laurent
Salvatore Ferragamo
Fendi [gll€ls

Balenciaga [gli€ly

Manolo Blahnik
Jimmy Choo
Balmain

Marni

Versace
Burberry

Alexander McQueen

<M EHEEBBEBAEE
- - E =
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Dior

gll€lg| = percentage of harmful comments exceeds 5%
\ISBII8)Y/| = percentage of harmful comments 3% - 5%
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Finding: Many Counterfeit Accounts Have Common Features

Common Features of lllicit Accounts

Many “seller accounts” seem to have the same factory source, as they have many common features:

1. Similar account names

https://www.instagram.com/onf312
https://www.instagram.com/onf313
https://www.instagram.coni/onf314
https://www.instagram.com/onf317
https://www.instagram.com/onf318
https://www.instagram.com/onf319

2. Similar posting behavior and message

topwatchesoy ¢ ¢ ¢ Topwatches.
& @ Support shipping Wouldside @ .
(~N-<”EMS DHL. Add the WeChat ID:
kamen778

| verasunflower1213 | can buy & Good
o Discount g WeChat :
VERAsunflower1213

BRANDBASTION

3. Similar content for sale

@ onf312 C) onf313

7J<E[]_5iWatermark§é,§ ] i
ﬂ?@%ﬂ%ﬁtiﬁm

0oQvV R oaQy m

® 15 likes

3 DAYS AGO
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What's the Harm?

1.
2.
3.
4.

Direct impact: Loss of industry revenue
Indirect impact: Reputation harm to industry and to individual brands
Indirect impact: Loss of taxes and impact on employment

Product safety and quality issues
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1

E louisvuitton

THANK YOU

>

LOUIS YUITTON . ;
-_— e ;- : : » 119,374 views
AN . louisvuitton With your help, on #MAKEAPROMISE day #Louis
Vuitton and @UNICEEF raised half a million dollars for children in
need -- funds that will help provide medicine, vaccines, water,
shelter and support for millions of children in critical need. On
their behalf: thank you.

View all 126 comments

nadiawhiteswan And im so sick of all the fake
handbags currently around if | need to pay top
dollar for mine

2d Reply

orjinalbags34 Orijinal bags leather certificed

4 & & & &

Three out of four luxury purchases are influenced by what
consumers see online. Digital is now the engine of the luxury
shopping experience.

N

2d 1like Reply

o
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https://www.instagram.com/explore/tags/makeapromise/
https://www.instagram.com/explore/tags/louis/
https://www.instagram.com/UNICEF/
https://www.instagram.com/p/BPQDbDhANS1/?hl=en

What is Facebook’s and Instagram’s responsibility?

Internet service providers are to some extent exempted from liability when it comes to third party
trademark infringements on their sites (such as sale of counterfeit goods).

EU: Article 14 of the E-Commerce Directive limits the liability of information service providers where they
act as mere hosts of information, provided that they:

- do not have actual knowledge of any illegal activity, and
- upon obtaining such knowledge, act quickly to remove/disable access to the information
- contributory liability not harmonized - leading to conflicting national judgements

US: The Digital Millennium Copyright Act offers a similar safe harbour for sites when it comes to copyright
infringements, as long as the site has an effective takedown system

- but no similar provision exists for trademark infringements: the situation is unclear and big
sites are staying safe by implementing similar reporting forms for trademark infringements

Start Live Video £ 2 '
K
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What Does Case Law Say About Liability?

Europe

Germany, Rolex cases (2004-2008):

Site liable as “interferer”, has to act diligently when
notified, actual knowledge of infringements required
— some liability

France, L’Oréal v. eBay (2007):
eBay is only a host and had sufficient anti-counterfeit
measures — not liable

France, LV v. eBay (2008):
eBay acts as broker and bears responsibility for
counterfeit goods on site— liable

CJEU: L'Oréal v. eBay (2011):

Intermediaries exempt from liability if they have not
played an “active role”. Even if not active, liable if
aware of infringements & fails to act

us

Tiffany v. eBay (2010):

Up to the brand to monitor sites, eBay had
implemented enough measures and had no specific
knowledge of the infringements (only general
knowledge of fake goods on site) — not liable

LV v. Akanoc Solutions (2011):
Service provider notified multiple times but had not
acted — liable

Chloé v. Sawabeh (2013):
No takedown notices were submitted but site
knowingly allowed fakes — liable

Brands & sites have lately been settling legal battles
and implementing co-operative measures

There is no uniform position on the liability of service providers regarding the selling of counterfeit goods.

BRANDBASTION
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Why Is This Relevant for Social Media Platforms?

Case law has so far focused on e-commerce sites, but since regulation concerns service providers
generally, social networking sites are also affected.

In addition, social media sites are increasingly profiling themselves as shopping platforms (for
example Instagram’s “Shop Now” function) and profiting from sponsored ads.
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What Facebook and Instagram Are Doing

Fulfilling obligations based on legislation and case law, both Facebook and Instagram are currently allowing
trademark infringements to be reported for takedown through online forms:

Trademark Report Form

The forms require

Use this form to report content that you believe infringes your trademark rights Step'by'Step f|”|ng out Of:

To be sure you're In the right place, what best describes your Issue? e Contactinformation

M t has been hacked . .
y account has been hacke e T[rademark information

(registration number,
covered categories,
jurisdiction, links)

| lost access to a group or Page | used to manage
| found a fake profile that is pretending to be me

| am being bullied or harassed

| found inappropriate or abusive content

| want to claim a Page for my business A Infringement nformation

(links to content,
description of
infringement)

| found content which | believe infringes my copyright
| found content which | believe Infringes my trademark

Filling out forms for individual infringing accounts/posts is a tedious job that requires many man-hours. Forms can
be filled out by authorized representatives.
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Has Facebook and Instagram Done Enough? Who
Should Take Responsibility?

Tiffany Inc. v. eBay Inc., 600 F.3d 93 (2d Cir. 2010), established that
trademark owners have the burden of policing for counterfeit items when
their products are sold in an online marketplace. The fact that eBay had done
“enough” was based on the following:

The site had developed a software to find illegal counterfeit listings;
Maintained the takedown and notice system VeRO;

Offered brands space on the site to warn consumers about fake goods;

= e

Suspended many fake accounts per year
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What Should a Brand Be Doing?

MONITOR BECOME AWARE REACT

24/7 monitoring of social media Become aware of counterfeiters, Give effective means of
for accounts selling counterfeit differentiating these from loyal “becoming aware” by
goods (both owned properties brand users. report infringing accounts
and accounts at large) at scale.
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What Can Be Done with Infringements on Social Media Platforms?

1

TRACK and know what’s
going on social media

SPEED is essentidl

Find counterfeit accounts before
they have many followers/photos
and make them lose legitimacy,
shut them down quickly

2

FILE for account or post
to be taken down

ACCURACY is essentidl

File daily to cause enough hassle,

file correctly (only real infringing
accounts) to avoid PR disasters
and counterclaims

3

GO AFTER the infringing
accounts directly

ELIMINATION is essential

Get contact info from sites and
contact infringers directly, but
may be time-consuming,
ineffective and hindered by data
protection

Even though counterfeiters are primary liable, finding them and bringing them before justice can be

frustrating and require significant resources. In today’s global social media world, cutting distribution
channels may be key to an effective fight against counterfeiters.

BRANDBASTION
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