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Ransomware 5-Step Action Plan
Have you been infected with ransomware? Here’s what 
you can do to stop the spread and prevent re-infection.

Check the network
Check to see if the system is connected to any 
network shares, and if so document them. 
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Shut-down
Switch off the impacted system. At a minimum, 
disconnect it from the network and the internet.

Download Netowork Share
Download contents of network share or portions of network 
share and then take offline. Check if these are also encrypted.

Remediate Encryption
Determine if you should pay the ransom  
to potentially remediate the encrypted files.* 

Prevent
Take steps to prevent re-infection. Update your operating system, 
software and install an effective antivirus. Backup any important files. 

*There are many factors that determine the value of a ransom 
payment. Consider factors such as the encrypted data value, any 
backups that may exist or the nature of the payment recipient. 


