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INTRODUCTIONS
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VIRTUALLY ALL CYBERCRIMES INVOLVE IPs AND/OR DOMAIN NAMES

= Controlled Substance Sales: web sites (or email addresses) used to sell narcotics and
other dangerous drugs

= Hacking/Cracking: sites used to scan for vulnerable hosts, stepping stone hosts used to
login to unpatched hosts, etc.

= Knock-off Merchandise: online stores selling replica merchandise

= Malware: check in hosts, C&C hosts, 2"d stage downloaders

= Online Child Abuse Materials: email accounts, file sharing sites

= Phishing: look-alike web sites, phishing email reply-to addresses

= Spam: spambot C&Cs (Command & Control), handoff hosts, spamvertised URLs
= And much more

These IPs or domain names provide a starting point/initial clue...
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FARSIGHT SECURITY’S UNIQUE PERSPECTIVE
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MOST CYBERCRIMINALS USE MORE THAN JUST ONE IP/DOMAIN

= The bad guys want to protect themselves against service interruptions due to...
-- systems being seized/hosting services getting disabled
-- domain names being seized/put on hold
-- network connectivity getting cut
-- affiliates proving themselves untrustworthy, etc.

= Using multiple domains and multiple IPs can also help...
-- efforts to "fly under the radar"/avoid looking "too prominent”
-- load balancing (some of these guys operate at *scale*)
-- SEO (bad guys compete for search engine rankings just like
legitimate businesses)

= We* want to find ALL related tentacles of a criminal enterprise
to avoid "incomplete takedown" issues

*We/us in this context (and in this presentation) means a threat analyst, incident responder or a security professional
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PASSIVE DNS *EXCELS* AT FOLLOWING CONNECTIONS...

If you find a domain, it can be resolved to an IP
= Passive DNS can tell you all the other domains that are also on that IP
= Every domain has name servers
= Passive DNS can tell you all the other domains that use the same nameservers
= |f an evil host hops from IP to IP, you can see the IPs it is using
= Checking past IPs can lead to additional connections

= Sometimes passive DNS may find what seems like an overwhelming number of results.
Fortunately, you can also limit passive DNS results by

= A cap on max results (if you know you never want more than N results)
* Time boundaries ("show me just results from the last month")
= Record types ("l only care about 'A' records" perhaps)

= Bailiwick ("What's a bailiwick?" Please see http://homepage.ntlworld.com/
jonathan.deboynepollard/FGA/dns-server-bailiwick.html )
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PDNS — STARTING POINT FOR INVESTIGATION

Why do we start with Passive DNS for investigation?

= Looking at an IP — easily and rapidly distinguish between a web-host, a park-page, versus
potential criminal infrastructure

= Looking at a domain — rapidly identify key aspects such as fluidity of infrastructure (fluxing
on fixed or fluid # of IPs), DNS server stability, domain stability-age (time on infrastructure),
and other “reputation” aspects needed to help assess threat and nature

Point is — driving context into what we’re looking at helps us understand its nature and
enables us to make better decisions faster

You can learn a lot about a person by looking at who they hang around with. You can
learn a lot about a domain by looking at it's neighbors, too

7
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INVESTIGATION AND AUTOMATION REQUIREMENTS

Must have command-line access so we can write

automation as needed

@ 0] 1. bash

snarky$ while read Tine ; do python dnsdb_query.py -c
< <(cat suspicious_ip.txt)

server-2.fightmanils.cn. IN A 134.119.218.182
server-3.fightmanils.cn. IN A 134.119.218.182
server-6.fightmanils.cn. IN A 134.119.218.182
server-8.fightmanils.cn. IN A 134.119.218.182
server-9.fightmanils.cn. IN A 134.119.218.182
server-10.fightmanils.cn. IN A 134.119.218.182
server-13.fightmanils.cn. IN A 134.119.218.182
server-l.actionfilms.de. IN 134.119.218.182
server-2.actionfilms.de. IN A 134.119.218.182
server-3.actionfilms.de. IN A 134.119.218.182
server-4.actionfilms.de. IN A 134.119.218.182
server-5.actionfilms.de. IN 134.119.218.182
server-6.actionfilms.de. IN A 134.119.218.182
server-7.actionfilms.de. IN A 134.119.218.182
server-8.actionfilms.de. IN A 134.119.218.182
server-9.actionfilms.de. IN 134.119.218.182
server-10.actionfilms.de. IN A 134.119.218.182
server-13.actionfilms.de. 134.119.218.182
server-2.musicforlove.de. 134.119.218.182
server-3.musicforlove.de. 134.119.218.182
server-5.musicforlove.de. 134.119.218.182

b e

«./../../dnsdb-query.conf -i $1ine ; done

THREATCOMNECT

& oreanizATION

¥3134.119.218.182

Comsr ] [Fen ]

Qverview Tasks Activity

Reverse DNS

No DNS Resolutions found

Passive DNS

HISTORIC DOMAINS

server-5.dimusicfree.ru
server-2.musicfrom.su
server-2.starthelp.ru

server-2.rodofatos.ru

server-2.fewindent.ru

Reverse DNS Associations Spaces

We need a way to
integrate pDNS into the
tools we use to help
perform and track
investigations

Mon Apr 17 14:10:22 UTC 2017
Wed Mar 01 11:09:18 UTC 2017
Mon Feb 27 18:33:34 UTC 2017
Mon Feb 27 18:20:15 UTC 2017

Mon Feb 27 18:09:43 UTC 2017

Link analysis toolset
(like Maltego is nice
to have too!
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Lastly, we always need a way to
simply “look things up” (AKA a
human using a web-browser)

myF<RSIGHT

DNSDB Demo Web Interface

DNSDB Demo Web Interface

Easy| Advanced
Search ‘ 134.119.218.182| ‘

OO aquery #1: Reverse: 134.119.218.182

Returned 50 RRsets in 446.7 ms at 2017-05-08 17:57:37 | @a | | Print | | JSON | | CSV || Text

#1, first seen: 2017-02-28 09:04:11, last seen: 2017-03-12 05:16:48  count: 56

server-2.fightmanils.cn. A 134.119.218.182

#2, first seen: 2017-03-01 17:46:00, last seen: 2017-03-08 19:38:03  count: 28
server-3.fightmanils.cn. A 134.119.218.182

#3, first seen: 2017-02-22 01:26:539, last seen: 2017-02:27 02:39:04 _ count: 48

server-6.fightmanils.cn. A 134.119.218.182
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INVESTIGATING BULLETPROOF HOSTING USING PDNS

We (now) know that a bulletproof hosting service (BPH) is providing a criminal reverse proxy service is leveraging
widely used cloud-providers’ infrastructure to deliver his service...

First, the threat — why do we care?

= Cloud provider abuse desks trying to play catch-up with an actor who is multiple steps ahead of them and their
business processes — the reality is they cannot keep up!

= Popular cloud services cannot be dealt with at the IP level — blocking an IP might not make sense when you’re
hosting your own infrastructure there

= The criminal activities and the associated responses makes the infrastructure fluid and difficult to deal with and
track — oh, and it's not just ransomware!

= Cerber and other ransomware variants
= Downloaders, trojans, and mobile malware
= Cybercrime forums, card-shops, counterfeit goods marketplaces

=  Scanning, DDoS botnet activities, and other recon-based activities

Point is — BPH is a supporting service for multiple threats targeting us that we need to be able to
understand and respond to in a tactical manner in order to address

..but how did we get there to begin with?

Copyright © 2017 Deloitte Development LLC. All rights reserved. THREAT HUNTING USING PASSIVE DNS



WE STARTED WITH WRIST-WATCHES...

Last summer, Deloitte identified a nexus between a significant number of domains being registered in the [.]Jtop and .bid
TLD that were being specifically used to support Cerber ransomware campaigns. The nexus started off with dozens of
email addresses being used to register these domains — and these were hosted across dozens of common |IP
addresses and shifted rapidly

Using passive DNS at first, to pivot off of and identify

B infrastructure being leveraged, then moving to active DNS

® onaazaron = PEOTETE tracking on the domains in question, we were able to identify
31103.208.86.114 both infection and payment domains that had been, were

being, and going to be used in these campaigns

Overview Tasks Activity Reverse DNS Associations Spaces o
—— '.‘"x'; THREAT: Geolocation Data
Reverse DNS

’ T
103.208.86.114 Auckland NEW ZEALAND

08-09-2016 04:33 GMT 4kqd3hmaqgptupi3p.nfgpeb.top

‘E 103.209.192.57 Wellington NEW ZEALAND
L d
08082016 16:53 T kqdshmagpupispnigpeb op pmenboeghyrpvomq.lkObzc.top Y — R
.238.215. as Vegas

08-08-2016 13:43 GMT 1gc4bx.t

geddx.fop 104.36.80.16 Dallas UNITED STATES
08-08-2016 10:24 GMT unocl45trpuoefft.worsemine.pro 107.172.253.71 Brockport UNITED STATES
08-08-2016 10:23 GMT 52u05k3t73ypjije.dkrie7.top 158.69.11.110 Montreal CANADA
08-08-2016 10:23 GMT 4kqd3hmaqgptupi3p.31wkhu.top 185.101.218.206 United UNITED STATES
08-08-2016 08:44 GMT pmenboeghyrpvomq.fx4wz2.top 185.101.218.92 United UNITED STATES
08-08-2016 08:43 GMT 52u05k3t73ypjije.7asel7.top 192.3.150.175 Buffalo UNITED STATES
08-08-2016 08:43 GMT 4kqd3hmaqgptupi3p.hwh75t.top 198.23.145.236 Chicago UNITED STATES
08-08-2016 08:43 GMT 4kqd3hmaqgptupi3p.gameswarm.loan §.255.78.147 Amsterdam NETHERLANDS

RUSSIAN
91.223.89.201 Vladivostok
(lof21y € 12345678910 » 10' YT
THREAT HUNTING USING PASSIVE DNS 10
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BUT YOU SAID WRIST WATCHES!

One of the domain registrants that kept popping up (we’ll call him Alex for now) seemed to be going beyond simply
registering Cerber domains, and moved towards some other activities — look-alike/typo-squatting domains for banks,
and then in December 2016, typo-squatting domains for some very popular wrist-watch brands as well...

"A":.: THREAT: DASHBOARD  ANALYZE

~
o2
Py s THREAT DASHBOARD  ANALYZE  BROWSE SPACES

@ OoreANIZATION
@ ORGANIZATION
¥152.39.48.75

Frsswatch.ru

Qverview Tasks Activity Reverse DNS Associations Spaces

Q PIVOT [ DELETE —
Reverse DNS

" e . L Resolved ¢
Overview Tasks Activity DNS Whois Associations Spaces o
e No DNS Resolutions found.
DNS Resolution History
Passive DNS
S ==~ A B—

ceyanor.at Tue Feb 14 23:25:06 UTC 2017

Thu Feb 16 21:44:25 UTC 2017

Passive DNS

—
— . Suddenly, the domains we were tracking for Cerber, and the

techniques used for hosting them, shifted toward registering

194.58.56.97 Sat Jan 09 23:40:04 UTC 2016 . )
B R _aII the domains under a ha_ndful o.f er_nalls, and the IP_ |
| infrastructure away from widely-distributed VPS providers in
194.58.56.245 Fri Jan 08 18:48:36 UTC 2016
dozens of data-centers, to one or two large cloud
194.58.56.38 Wed Jan 06 22:11:22 UTC 2016

infrastructure providers THREAT HUNTING USING PASSIVE DNS 11
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SO TODAY... AN EXAMPLE OF HOW WE WORK

Step 1. Ildentifying new campaigns via malware or spam analysis

Inbound spam leads us to a downloadable binary. Submit this binary to a
sandbox and see where this leads...

Uh oh... the domain “kingzoneg|.]Jtop” is being used to support Cerber m
ransomware as a recovered sample makes DNS queries and a URL request |  Cerber
for this domain

GET /admin.php?f=404 HTTP/1.1 Accept: */* Accept-Encoding: gzip, deflate User-Agent: Mozilla/4.0 (com
patible; MSIE 7.0; Windows NT 6.1; Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR
3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E) Host: kingzoneg top Connection: Keep-Alive <* 200

OK

47.91.76.69:80 (kingzoneg.top) GET /admin.php?f=404

So knowing that kingzoneg[.]Jtop is resolving to 47.91.76[.]69 is interesting, but where
has it resolved to and is it linked to anything else we can pivot or track off of?

12
Copyright © 2017 Deloitte Development LLC. Al rights reserved. THREAT HUNTING USING PASSIVE DNS



PIVOT INTO PDNS o

Step 2. Pivot further out 47.91.76.69

We've established that 47.91.76][.]69 hosts kingzoneg|.]top,
a known Cerber ransomware domain:

= What else does it host?: (!‘) (!‘j (!‘) (?) (!]\’

= a lot of other domains that look very similar quipoolamd.top
= Where else has it been hosted?:

PP PPl ’_IA\ PP P
= Recently seen on 31.41.44[.159 ‘!) ‘!) (!) ‘!) ‘!)

newdoagear.top horsezangd.top ganavoolog.top www.castrokolaz.top

u Wh at was hosted there’) (6‘\’ castrokolaz.top www.wowaskopoq.top wowaskopoq.top johnalmex.top doomaserf.top
myF<RSIGHT kingzoneg.top (6\\’ (6\’ 6\, (6\\’ (‘\\’
DNSDB Demo Web Interface www.newfornz.top www.seahomevb.top seahomevb.top mopooland.top www.kingzoneg.top

~ ) )
\/ \/

Returne: d 18 RRsets in 444.6 ms at 2017-05-08 19:58:15 | = | | Print

newfornz.top realhopoerb.top

47.91.76.69

www . newfornz.top. A 47.91.76.69

doomaserf.top. A 47.91.76.69

johnalmex. top. A 47.91.76.69

- Notice any similarities in most of the
i 0o domains?

mopooland. top. A 47.91.76.69

Copyright © 2017 Deloitte Development LLC. All rights reserved. 31.41.44.59 THREAT HUNTING USING PASSIVE DNS 13



Shifting IP Addresses

®

premiumflash.ru

(.‘\‘\, 6 of the domains shift together from IP
N to IP on 4/30/17!

www.premiumflash.ru
.

31.41.44.59

Za\
O

2SN\
O

® ©®

q@p WWD kingzoneg.top horsezangd.top realhopoerb.top doomaserf.top
THREAT HUNTING USING PASSIVE DNS 14
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WHAT ELSE CAN PDNS TELL US?

All 6 domains share the same DNS infrastructure!

® @

@

®

wowaskopoq.top realhopoerb.top kingzoneg.top horsezangd.top quipoolamd.top doomaserf.top

®

®

b.dnspod.com. a.dnspod.com. c.dnspod.com.

This is not a trivial observation — the facts are adding up quickly that
these domains are all connected to one another, and the only data
source we've explored is passive DNS!

Copyright © 2017 Deloitte Development LLC. All rights reserved. THREAT HUNTING USING PASSIVE DNS 15



ANALYSIS

4/30/17

Step 3. Analysis and Inference

Thanks to pDNS we are able to immediately see the following similar-
looking domains that we can investigate and tie back to the threat:

= realhopoerbl.]top, horsezangd|.]top, quipoolamd]|.]top,
doomaserf[.]top. wowaskopoq].]Jtop and (our original)
kingzoneg|.]top

We can see that when kingzoneg|.]top shifted addresses on 4/30, the
others shifted too

They all share the same DNS infrastructure
We haven'’t looked — but can we assume they’re all registered by the

?
Same person : Current

These domains are all likely tied to Cerber (confirmed)

The BPH provider possibly lost control of the original address
(31.41.44[.159) and simply shifted everything over to a new address they
already controlled — no loss of service for the criminals

These addresses are used for little else, so this is not a CDN, a webhost,
or other similar situation — traffic to these IPs is highly suspicious!

®

kingzoneg.top

.

31.41.44.59

O

kingzoneg.top

D

47.91.76.69

THREAT HUNTING USING PASSIVE DNS 16

Copyright © 2017 Deloitte Development LLC. All rights reserved.



ANALYSIS - CONT

Step 4. Action
= Perform a look-back analysis in our SIEM (Security Information

Event Management System) to determine communications to
31.41.44[.]159 for the week of 4/30/17
= Consider blocking access to these domains from our enterprise

= Consider alerting on communications to the associated IP

= Track where these domains go next to ensure we're blocking and
monitoring on a continual basis

= Evaluate newly discovered domains hosted on 47.91.76[.]69 for
additional threats (premiumflash[.]ru also looks dodgy)

Copyright © 2017 Deloitte Development LLC. All rights reserved.
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kingzoneg.top

e

31.41.44.59

/‘Q\
Current ‘!A’

kingzoneg.top

e

47.91.76.69
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CONCLUSIONS (WHAT DID WE LEARN TODAY?)

=Passive DNS allows us to rapidly distinguish between a web hosting IP and
dedicated/subverted infrastructure...

= Result — better/faster time to respond and identify the context of an indicator
= Result - faster response means better security outcomes in the long-run

= Passive DNS allows us to find additional things we need to watch out for.

" Result — we can now alert/block on a broader set of indicators with
confidence!

= Using a pDNS source (like Farsight) with flexible and open integration
options helps us go faster!

= | ots of options for integration and automation!

Copyright © 2017 Deloitte Development LLC. All rights reserved. THREAT HUNTING USING PASSIVE DNS



Q&A
Thank you for your attention.

QUESTIONS?

Resources:

Response Policy Zone(RPZ)
https://dnsrpz.info/
https://www.farsightsecurity.com/2016/07/06/molloy-nodrpz/
https://lwww.farsightsecurity.com

Response Rate Limiting in DNS (DNS RRL)
http://www.redbarn.org/dns/ratelimits

F<RSIGHT
SECURITY
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This presentation contains general information only and Deloitte is not, by means of this
presentation , rendering accounting, business, financial, investment, legal, tax, or other
professional advice or services. This presentation is not a substitute for such
professional advice or services, nor should it be used as a basis for any decision or
action that may affect your business. Before making any decision or taking any action
that may affect your business, you should consult a qualified professional advisor.

Deloitte shall not be responsible for any loss sustained by any person who relies on this
presentation .
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As used in this document, “Deloitte” means Deloitte & Touche LLP, a
subsidiary of Deloitte LLP. Please see www.deloitte.com/us/about for a

detailed description of our legal structure. Certain services may not be
available to attest clients under the rules and regulations of public
accounting.
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