
Small device, big threat. Read through the 
latest security stats for Irish mobile devices, 
the facts and figures about mobile security 
and our roadmap to deployment.

9 Things  
a company  
should know about 
Mobile Security.



The way we work has changed, work is an now activity, not a place.

 

This is a fact of modern life, and we can apply it to both business and 

personal circumstances. As consumers, we expect frictionless access to 

everything from everywhere, and if this access isn’t provided, we’ll go 

elsewhere in search of a better experience. 

Research shows that employees feel that way too. 22% of millennials say 

they would be less likely to accept a job offer at a company in which 

mobile technology was not a priority. That’s a significant pool of talent 

to deny yourself access to.

However, this mobile-centric thinking can cause headaches for IT. New 

vulnerabilities pop up as mobile devices leave the safezone of your 

physical firewall, and employees access files, share data and connect 

to networks while out and about. The data perimeter has moved, the 

means of accessing business critical information have grown and the 

threats have shifted focus. The mobile device is now the big score for 

attackers – and they’re smart enough to take advantage.

Written by Paul Conaty & Colm Warner of CWSI’s expert device security 

team, this guide has been prepared by CWSI’s team of Mobility & Secu-

rity specialists with the goal of changing how we all think about the mo-

bile phone’s place in our corporations. Mobile security doesn’t mean 

locking down devices and restricting use, in fact, we enable quite the 

opposite. A client of ours, a major financial institution, once said to us 

‘everyone in the bank should be able to do everything they need to on 

a mobile device’. 

We work to that idea every day.

Foreword

In a nutshell, if a device can leave your environ-

ment and the protection of your corporate firewall, 

then it’s a mobile device. Remember, your protec-

tions are likely covering the network the devices are 

on, so what happens when someone connects to a 

café Wi-Fi to check their e-mail for example?

The reality is the phone is an ‘always on’ device. 

If you hack a laptop, you have access until the 

person closes the lid. But if you hack a phone, you 

have access to work and personal information until 

such a time as the device is disconnected (the rar-

ity of turning the device off, or perhaps boarding a 

flight). It’s not the device that hackers are after - it’s 

the connection the device has to data that is so 

valuable. 

What’s classified as a mobile device, 

and why should we care?

Why is the 
phone such 
an easy 
target?
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A mobile device can 
access your data 
outside your firewall.
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The early part of the smartphone era was relatively 

quiet in terms of cyberattacks. Back then, tradition-

al desktop/laptop and server environments were 

far more attractive targets due to the sheer num-

bers of them deployed worldwide. But now phones 

have not only caught up, but pushed ahead of 

desktops in their number for some office environ-

ments.

Whether it’s a computer on your desk or a phone 

in your pocket, your devices retain a lot of data. All 

of that information can be made quickly available 

to cyber-criminals who know what they’re doing. 

So, when did this all change? And why are smart-

phones such an attractive target for hackers now? 

Let’s take a look at why this shift from desktop to 

smartphone attacks has occurred and what you 

can do to keep your sensitive corporate data safe.

In a recent survey conducted by Lookout at RSA, 

75% of respondents admitted to accessing corpo-

rate data from personal mobile devices and/or 

public WiFi networks.

We’ve spoken already about wanting to avoid im-

posing heavy restrictions, but too much access can 

also be a bad thing. For example, out-of-the-box 

Android devices allow you to enable 3rd party app 

stores. These can contain hacked versions of legiti-

mate apps. Users download them in order to avoid 

paying for apps, rarely stopping to wonder why a 

provider has bothered to give this service away for 

free. Frictionless access? No questions asked.

Another factor is the evolution of processing pow-

er. Today’s smartphones have more memory and 

processing power than even laptops did only a few 

years ago. Ask yourself how many of your day to 

day tasks can be easily carried out on the average 

phone? Add 4G (and soon 5G) speeds into the mix, 

and you have the perfect computer resource for 

exploitation.

Users tend to trust their phones and are therefore 

quicker to respond to mobile alerts, meaning that 

they are significantly more likely to trust pop-ups 

that prompt them to install malicious apps and 

malware. For example, utility-based apps such 

as alarm clocks, camera add-ons and flashlights 

have been notorious privacy risks, with users tap-

ping away their identity and contact lists without 

significant thought.

What caused the shift to 
the mobile device?

The mobile device is 
becoming more used 
than the desktop PC, 
but is less secure in 
most organisations.
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https://www.lookout.com/news-and-press/press-releases/rsa-2019-post-perimeter-security-survey


Encrypt all sensitive data on public networks

Only 12% of companies had all four 
basic protections

The 2019 Mobile Security Index states cybersecu-

rity, and mobile device security in particular, can-

not wait for regulation to speed up processes like 

GDPR did. Companies are leaving mobile devices 

exposed to a degree they’d never tolerate else-

where. 

Two thirds (67%) of organisations said they are less 

confident about the security of their mobile assets 

than other devices. That may have been ok when 

there was a huge gulf between what data mobile 

and fixed devices had access to—but that gap 

has shrunk, even closed completely now. 

Organizations are still failing to take the most basic 

security precautions. These are; encrypting all sen-

sitive data on public networks, regularly testing of 

security systems, restricting access on a “need to 

know” basis and changing all default passwords  —  

Less than one in seven (12%) organizations had all 

four of the most basic precautions in place that’s 

down two percentage points (2pp) from the 2018 

report.

33% of organizations that admitted to having suf-

fered a compromise involving a mobile device, 

and the impact of these attacks has been signifi-

cant. A third said they’d experienced a compro-

mise, up from 27% in the 2018 report.

Nearly half of those that sacrificed security admit-

ted to % suffering a compromise. Less than a quar-

ter (24%) of those that hadn’t sacrificed security 

said the same.

Latest Mobile Security Stats

CWSI | 4

Mobile Security  |  Section 1

Companies are 
aware of the 
risks, but tend to 
react too late
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Restricting access on a “need to know” basis 

Regularly test security systems

Change all default passwords



Currently this is the only Irish-centric research on cyber security. Commissioned by 

Microsoft in 2019, this is the first ever survey of employees across the island of Ireland. 

Ireland’s Security 
In Numbers 22% 

28% 

37%

36%

admit to writing down their passwords 
and 44% recycle their personal 
passwords, potentially using the same 
passwords for both work and home.

used their personal device 
to work on sensitive files of 
projects.

have plugged in a non-work USB 
drive or data device into their 
work device, posing serious data 
and intellectual property risk

admitted to connecting a USB or 
back-up drives to their work device.

44% 
of respondents have experienced 
problems with cyberfraud or 
cyberattacks

46% 
of employees admit to having 
had no security training in the 
last 12 months.

43% are using the same password across 
different technology.

14% 
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physically write down their 
work passwords.

1/4 of respondents say that having the latest 
technology would influence their decision on 
accepting job offers.
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At the core of most attacks is a perception gap. 

People simply assume the phone is safe. Often 

times on a corporate device, the only protection 

is a screen cover. Here are some common tech-

niques that are rising and expected to get worse 

in 2019.

How 
attacks 
happen
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There is a perception 
gap, whereby people 
assume phones are 
safer to use, and 
many are more likely 
to fall victim to a 
phishing attempt on 
a phone than on a 
desktop.
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Seeing a padlock in the URL bar used to be a reliable safety check 

but because the vast majority of websites now use encryption, hack-

ers are also “securing” their sites to lure victims into a false sense of 

security. These days, there is no real barrier to entry for getting an SSL 

certificate, which means it’s incredibly simple for hackers to obtain 

them while keeping their tracks covered.

Another key attack method is the use of misspelled URLs and replac-

ing letters with numbers to appear to be ‘Faceb00k’ and prompting a 

login. Once the attack is on a personal phone it just has to sit and wait 

for a network connection. 

The most successful methods 
cyber criminals use

According to Wandera’s data, 71% of mobile transactions are over 

Wi-Fi and 29% over cellular. We are seeing more often now disclaim-

ers on public Wi-Fi stating that the security of the network cannot be 

guaranteed, and more so the disclaimer doesn’t even appear when 

connecting on a mobile. 

Fake certs and looking legitimate.

Wifi attacks

It is in the interest of fraudulent apps and hackers 
to sit dormant and quietly leak data. Most people 
never even notice something is wrong.
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Phishing is still the biggest threat targeting mobile devices. While small-

er screens make it much easier to miss full URLs in browser windows, 

the general consensus that mobile devices are naturally safer leaves 

many users with their guards down, and hackers are taking advan-

tage of this.

Data from IBM shows that users are three times more likely to fall victim 

to a phishing attack on a mobile device than they are on a desktop, 

and new phishing pages are being created every 20 seconds. The at-

tacks themselves are also becoming more sophisticated, with pages 

often posing as legitimate links from well-known brands. 

This is making it harder and harder for users to differentiate between 

what’s genuine and what’s deception. As 90% of data breaches start 

with phishing attacks according to data from Wandera, protecting 

mobile devices is becoming increasingly critical.

Spear fishing utilises social media information to make an invitation 

seem more personal, and therefore more genuine. 

Thanks to the public nature of social media profiles and exceedingly 

greedy app permissions, there are war chests of data sitting around, 

allowing attackers to orchestrate a highly personalised, believable 

attack that can be delivered straight to their mobile devices via a 

messaging or social media app. Common email phishing protection 

doesn’t extend to these channels of communication leaving your em-

ployees exposed to the most prolific mobile threat today. Again, if the 

personal device of an employee is used to access corporate materi-

als or networks then it’s creating a problem for IT. 

Mobile Spear Phishing

Traditional Phishing

BYOD, if not managed properly, means the risk to 
your corporate data from an employee’s device 
is higher. Attacks are aimed at people and their 
devices, not companies and their computers’.
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With so many risks, should businesses consider pro-

hibiting the use of mobile IT in order to prevent 

smartphone attacks? The answer is no, for two rea-

sons: 

How to 
secure your 
devices

1

2

Today, users can circumvent IT restrictions and use 

free online email and file storage platforms, making 

Shadow IT the cost of excessive restrictions imple-

mented by IT departments. By attempting to shut 

things down, they might inadvertently make things 

worse.

There are proven productivity benefits for or-

ganisations that allow mobile users to access 

information when and where they need it

A well-designed device policy shouldn’t in-

hibit users at all, in fact a well-managed de-

vice policy enables more mobility, not less

The best time to secure corporate devices is the 

day they were purchased. The second-best time is 

right now.

Shadow IT is often just a 
hard worker trying to get 
the job done, they don’t 
realise what they’re 
doing poses genuine risk 
and just see a blocked 
site/app as a ‘silly rule’. 
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EMM

Enterprise mobility management (EMM) is the 

cornerstone of any mobile threat defence. With-

out this, users can remove any other solutions de-

ployed on their devices and expose themselves 

to smartphone attacks. It provides the visibility 

necessary to defend against attacks. 

What does EMM do?

Enforces encryption on the device itself, 

therefore protecting against physical threats.

Segregates personal apps and data from 

corporate. This prevents the user from tam-

pering with the areas of the device they are 

not supposed to access. Giving a ‘work zone’ 

for users to house work apps. 

Wipe all or select data from compromised 

devices and locate missing ones.

View app inventories and deploy your own 

app Store.

Remotely configure and deploy required set-

tings such as device settings and policies. 

When choosing an EMM platform, in addition to 

being able to provide a wide feature set, be sure 

that you choose a platform that is widely com-

patible with other security solutions.

Most Mobile Threat Defence (MTD) solutions can 

be deployed via a cloud portal, and orchestrat-

ed to some degree by Mobile Device Manage-

ment (MDM), so there isn’t a great degree of 

additional work for administrators once the initial 

configuration is complete.

Many of the leading solutions provide additional 

insights such as app intelligence. A key benefit 

of this for IT teams is automated whitelisting and 

blacklisting of apps based on behavior.

Other MTD solutions don’t require an app on the 

endpoint, either being built into the EMM app al-

ready on the device or leveraging the app in-

ventory collected by the EMM. Those that read 

app inventory from your EMM can certainly save 

time in deployment planning, but can often lack 

remediation capability, and be limited in the 

threats they can protect against, particularly net-

work threats.

Now that we have systems in place, we have to 

look to the users. 

Deploying Mobile 
Threat Defence
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Designing Mobile 
Threat Defence policies
Once a platform has been selected and inte-

grated with the EMM, the business of designing 

an MTD policy can begin.

With EMM & MTD technology, there is often some 

overlap when it comes to the notifications you 

want as an admin. You don’t need two alarms 

going off every time a single fault occurs. If the 

EMM covers it, leave it to the EMM, as there will 

more then likely be an automated rule, such as 

quarantining the device, built-in as opposed to 

just an alert from the MTD that waits on you to act.

Now you should design your policy and tailor your 

alerts. This, in turn, can lead to rules being created 

to filter away the huge flow of emails; alerts that 

aren’t being read are as bad as no alerts at all. 

So, avoid the urge to flag all events as threats, at 

least at first. Once the endpoints are enrolled and 

you can monitor, policy can be amended as re-

quired, and severity can always be dialed-up or 

down depending on user personas and your own 

individual needs. 

It can cost as little as a single cup of coffee per user 
per month to secure mobile devices.8

What type of user are 
you targeting?
Where there is a BYOD policy, careful messaging 

is required to get user buy-in. Often privacy con-

cerns need to be addressed, so a BYOD roll out 

should involve HR. In this case, fewer features can 

often be better, and be careful to avoid imple-

menting additional features such as browsing re-

strictions. 

To mitigate any concerns, a well-constructed ac-

ceptable usage policy combined with clear and 

honest messaging can often make the difference 

between a successful rollout and admins chasing 

down mobile users to complete the project. Fric-

tionless access, not rules and regulations, is the 

key to buy-in.

At CWSI we like to engage in some user persona 

mapping to allow admins to set custom policies 

based on a risk profile associated with certain 

roles or devices in a company. MTD doesn’t have 

to be one size fits all. 

Now that we have the technology in place, and 

an idea of who we need to protect, we can begin 

setting the rules. 
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Roadmap 
for Security

EMM MTD
User Persona

Testing
Policy
Design

Deployment & 
Management 



Mobile security isn’t 
just a concern for IT. 
The way employees 
use their own devices 
can have positive 
impacts on finance, HR 
and operations. When 
people can work easily, 
better work is done.

9

When that’s all said and done, you now have a 

fully running defence solution for your mobile de-

vices. Like any ongoing project this now requires 

ongoing attention and monitoring. Upgrades 

come quickly and unfortunately it can be quite a 

coupled system. So rather than considering mo-

bile device protection to be a ‘install and walk 

away’ exercise, it is best to think of it as a new 

functioning part of the business with impacts on 

finance, HR and of course IT.

If you manage it correctly and obtain user buy-in, 

the rewards can be huge. Mobile is an incredibly 

fast moving and innovative set of technologies.

This requires a shift in IT support models to a more 

agile approach and specialist skills. Regular train-

ing and a dedicated team should be considered 

or outsourcing to a specialist MS. But it is possible. 

Don’t hesitate – now is the time for action.

Thank you for reading. We hope you’ve found this 

guide educational and useful.
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Summary

A mobile device can access your data 

outside your firewall.

The mobile device is becoming more used 

than the desktop PC, but is less secure in 

most organisations.

Companies are aware of the risks, but tend 

to react too late.

There is a perception gap, whereby people 

assume phones are safer to use, and many 

are more likely to fall victim to a phishing 

attempt on a phone than on a desktop.

It is in the interest of fraudulent apps and 

hackers to sit dormant and quietly leak data. 

Most people never even notice something is 

wrong.

BYOD, if not managed properly, means 

the risk to your corporate data from an 

employee’s device is higher. Attacks are 

aimed at people and their devices, not 

companies and their computers’.

Shadow IT is often just a hard worker trying 

to get the job done, they don’t realise what 

they’re doing poses genuine risk and just see 

a blocked site/app as a ‘silly rule’.

It can cost as little as a single cup of coffee 

per user per month to secure mobile devices.

Mobile security isn’t just a concern for IT. The 

way employees use their own devices can 

have positive impacts on finance, HR and 

operations. When people can work easily, 

better work is done.
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For more information regarding mobile security at an enterprise level, and 

how you can start turning it into a postivie for your business, get in touch 

with CWSI. We’d be happy to chat. 

Phone +353 1 2944 876 

Email   info@cwsi.ie

Website cwsi.ie/mobilethreat


