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CHAPTER 1 INTRODUCTION

BackBox is a market leader in network automation, security and management solutions. We help companies
worldwide automate and streamline complex tasks, ensure network health and performance, achieve business
continuity and do more with fewer resources.

BackBox provides comprehensive backup/restoration management, the ability to automate any kind of task,
signature-based health checks and compliance, and jumpbox functionality.

The intuitive dashboard uses a single pane to display all your devices (network/security/telephony/etc.) so
that you can easily see the status of backups and selected IntelliChecks signatures.

BackBox enables security and network administrators to manage complete backup schedules and
monitor the health of every device in the system, with configurable status alerts.

BackBox’s unique multi-check engine ensures backups have run successfully and verifies that all saved
configurations meet the criteria needed for successful restoration.

Features
= Automated Backup & Recovery
= Task Automation
° Inventory Management
= Network Visualization
= IntelliChecks + Trends
e Access Management
= Single application for backup/restore of all security and networking devices
= Intelligent automation for device mgmt. tasks, health checks, and compliance
= Support for over 180 vendors with out-of-the-box connection scripts
= Web-based management for alerts, notifications, and reports
= Multiple authentication options and granular user role options
= Jumpbox functionality with video capture and indexed keyword searches
= Live dashboard with real-time backup and monitor status display

Who should use BackBox

Backbox was designed and intended for a wide audience with varying levels of network and IT knowledge.
Installation and operation will require basic IT experience. Specifically, the target audiences are:

= System administrators — to install, configure, and schedule backups

= Backup Operators — to configure and schedule backups

= Networking and Auditing Users — to review backups, compliance, and system statuses

= DevOps —to script and automate backup tasks across homogenous or heterogenous networks
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CHAPTER 2 INSTALLATION

This chapter outlines the system requirements and prerequisites necessary to run BackBox.

It also provides instructions for installing the system.

BackBox provides an ISO image that is installed on a physical, cloud, or virtual server that has access to all or
portions of a customer network. Once installed, BackBox Administrators can configure the product and utilize
the out of the box scripts.

System Requirements

The following are the minimum hardware requirements:

Intel 4 CPU

Disk space: 250GB (estimated for 6 months of backups)
Memory: 8GB

At least one network interface card (NIC)

CD-ROM drive (for physical hardware installations)

Prerequisites

Static IP address
DNS server P address (and DNS suffix)

IP address of SMTP server (and routing/SMTP access between the BackBox server
and the SMTP server)

Routes through firewalls to target devices on required ports
Chrome or Firefox browser. IE doesn’t follow HTML5 and causes GUI errors
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Installing BackBox

After downloading the latest ISO from backbox.com, to install BackBox:

1. Insert the ISO or CD in the drive. The Installation screen appears.

- To install » press the <ENTER> key.
— Use the function keys listed below for more information.

[F1-Main] [FZ2-Options] [F3-Generall [F4-Kernell [F5-Rescuel

2. Press Enter. The Configure TCP/IP screen appears.

Automatic neighbor discovery
Dynamic IP configuration (DHCPu6)

Manual configuration
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Specify the TCP/ IP settings for the primary NIC and click OK. If you specify Manual configuration the
following screen appears:

lJe lcome

Enter the IPv4 andsor the IPub address and prefix (address /
prefix). For IPv4, the dotted-quad netmask or the CIDR-style
prefix are acceptable. The gateway and name server fields must
be valid IPv4 or IPub addresses.

IPv4 address:
Gateway:

Name Server:

element

Note: If Dynamic configuration is selected then the VM will automatically configure, and the BackBox
Access screen appears. See Figure 4.

4. After IP configuration completes, the BackBox Access screen appears:

bi2i2izisisd 21214 121212121214

bi2 .2 i ne  uu

b2 2 i3s3 bi2 B2 bi2 B2 1312130
bi2idi2i20 b2 # uu 1313131203 bi2 .2
b2 .2 bi2:3:8i20 Hiu # H4 H4  Hu
HE B4 #Hu HH #H #u HH #H8 HE HH
fi2:2:2:2:8 1] bi2i3:8:20 #H H4 nuHREe 13131813

BackBox Virtual Appliance
Uersion 6.5

[Please access BackBox appliance using a browser via https://192.168.246.58

localhost login: _
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CHAPTER 3 GETTING STARTED

Logging In

To login to BackBox, in your web browser, enter the IP address or host name:
https://<BackBox_IP_or_Hostname>

The Login screen is displayed:

) BACKBOX | .o,

V6.53.01

2 ’ Username

a8 | Password

Figure 5: Login Screen

Enter your BackBox Username and Password and press Enter. The following default values appear:

Username: admin
Password: "password" (default supplied with system)

If this is the first time you have logged into the GUI, you will be taken through the First Time Configuration

Wizard, to help you get your BackBox instance correctly set up and ready to go.

Bl info@backbox.com N\ +972-73-3266400 backbox.com
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The initial Wizard screen will look like this:

EULA

Please Read & Accept the end user license agreement:

[END-USER LICENSE AGREEMENT FOR BackBox IMPORTANT PLEASE READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT CAREFULLY BEFORE CONTINUING WITH THIS
PROGRAM INSTALL: Safeway’s End-User License Agreement ("EULA") is a legal agreement between you (either an individual or a single entity) and Safeway. for the Safeway software
product(s) identified above which may include assodated software components, media, printed materials, and "online" or electronic documentation (*SOFTWARE PRODUCT"). By
nstalling, copying, or otherwise using BackBox, you agree to be bound by the terms of this EULA. This license the entire concerning the program
petween you and Safeway, (referred to as "licenser”), and it supersedes any prior proposal, representation, or understanding between the parties. If you do not agree to the terms of
his EULA, do not install or use BackBox.

The SOFTWARE PRODUCT is protected by copyright laws and international copyright treaties, as well as other intellectual property laws and treaties. BackBox is licensed, not sold.

1. GRANT OF LICENSE.

[The SOFTWARE PRODUCT is licensed as follows:

ka) Installation and Use.

[afeway grants you the right to install and use copies of BackBox on your computer running a validly licensed copy of the operating system for which BackBox was designed [eg.,
Windows 95, Windows NT, Windows 98, Windows 2000, Windows 2003, Windows XP, Windows ME, Windows Vista].

\b Backup Copie: ¥
| agree
g
EULA INSTALLATION ADMIN LICENSE IP LICENSEFILE DATEANDTIME SMTPSERVER  RETENTION FINISH
TYPE PASSWORD ADDRESS
S T

Once you agree to the terms and click Next, you will see this screen:

Installation Type

Choose the installation type. Choose 'Backup Agent’ only in case of installing a remote distributed server.

Management Console v

[ J

EULA INSTALLATION ADMIN LICENSE IP LICENSEFILE DATEANDTIME  SMTP SERVER RETENTION FINISH
TYPE PASSWORD ADDRESS

This is where you choose between Management (main unit) or Agent (dependent unit). Agent units
are only able to accept commands from a Management unit, so be sure you already have a
Management unit before choosing Agent. Click Next when ready.

Best Practice:

BackBox strongly recommends that you change the default passwords for the admin user
(admin/password) and the CLI ID root user (root/HayaldaB@gan1).
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Set Admin Password

Please configure the admin password for the Backbox web inferface

Erger a new password:

Verify the new password:

Aeplsee the “reat” Pazzwerd:

LA INSTALLATON ADVIN ENSE P LICENSEFLE  DATE AND TIWE  SWTP SERVER FETENTION FINES

After setting the passwords, click Next.

Configure License IP Address

Choose the IP address to be associated with the license file.

= 1921682467

fed-aD0:2 7 fe7ebars

EULA NSTALLAON AN NSE P KERSEFRE DATEANDTINE  SMTPSEIVER ETENTION FINGSH

ADORESS

Ensure the IP address is correct, then click Next.

Import License File
Please upload your license file: | Ghocss ris | hotse choses

L J ° ® L ]
EULA INSTALLATION ADMN LICENSE P UCENSERLE DATEAND TME  SMTP SERVER FETENTION
TYPE PASSWORD ADDRESS

Browse to your license file and import it. If you don’t have it yet, just click Next.
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Configure Date and Time

Please Configure the date and time for your Backbox server

= Set Time Manually:

Configure Time Server (NTP)

Set the date to the method you prefer, then click Next.

Best Practice: BackBox recommends using an NTP server.

Enter your SMTP information

Best Practice: BackBox recommends setting up an identifying email address such as
Backbox@CompanyDomain.com) and click Next.

Configure Retention

Choose the amount of backups that you want to keep for each device

Backup retention : 7 Backups v
EULA INSTALLATION ADMIN LICENSEFILE DATEANDTIME SMTPSERVER  RETENTION FINISH
TYPE PASSWORD

Configure your global retention option. The default value is 30 meaning there will be 30 backups
retained for each device. The number of backups retained will increase storage requirements.

Best Practice:

This should match your company’s retention policy for devices. It can be overridden at the device level.
More retention requires more storage.
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Complete Configuration Wizard

Please download a backup of your encryption keys and keep them in a safe place.

==
.
EULA INSTALLATION ADMIN LICENSE IP LICENSEFILE DATEANDTIME SMTP SERVER RETENTION FINISH
TYPE PASSWORD ADDRESS

Click Download on the Complete Configuration Wizard screen to download your encryption key.
Best Practice:
Store the encryption key in a safe place. Your key is unique to your installation. Click Finish to

implement your choices and then restart Backbox.

After restarting, the Login screen reappears. When you login again, the Dashboard’s System Status
screen is displayed.

P4 info@backbox.com N, +972-73-3266400 backbox.com
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Dashboard System Status Screen
The Dashboard System Status Screen looks like this:

BACKBOX 6.0

Status Dashboard View - KN E +
+ License Info X *  Backup Status #f X ¥ RAM Usage = X
Manenance 12312021
30%

Backup Never 0ofQ 320150

IntelliCheck 12:31-2021 0ofQ 160f 50

Nover 0ol | Successful ~ Suspect m Failed ' o

+ System Info X * Network Usage = X

1307:33:06 07:33:00 07:33:12 07:33:15 07:33:18 07:33:21 07:33:24 07:3327

x86_64 = Data sent Data received

Figure 6: Dashboard System Status Screen

At the top left of the screen are displayed the time and date. On the right side are an Alerts button Ed
as well as buttons for Username, Help and Logout. Clicking the Alerts button E displays the
Notification Alerts screen. (The button is highlighted EY when there are indeed

notification alerts.) Clicking on Help displays BackBox Online Help.

CLI: open a CLI window to BackBox.

The dashboard includes widgets that the user can add or remove.

There are two types of widgets, system widgets, and automation-related widgets. See Understanding the
Dashboard covered later in this guide.

Best Practice:
Users can also create separate views and replace them in the dashboard view dropdown.

B4 info@backbox.com Ny +972-73-3266400 backbox.com
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The BackBox Interface: Screens and Tables

Aside from the Dashboard Status screen, BackBox screens consist of tables that display information on
backups, devices, health checks, etc. BackBox tables are dynamic — that is, you can choose the columns
to display and, in many cases, you can group rows to make a more readable display.

Configuring Table Columns

At the right of each table is the Columns button = . Clicking the Columns button = displays a list of

columns to choose from. Select the columns you want to display in the table and click outside the
list to return to the table.

You can change the width of a column by placing your mouse cursor at the right side of thecolumn’s
head and dragging the column guide right or left to widen or narrow the width; forexample, in the
following screen, the Notification column will be altered by dragging:

Backup Jobs

]

Next Execution Site

Figure 7: Changing the Width of a Column

You can also reposition columns by pressing on an empty space in a column’s head and
dragging the entire column right or left.

Sorting a Table

You can sort tables by any column by clicking the Sort button  located at the right side of the head of the
column by which you want to sort; a menu like the following is displayed:

& Sort Ascending

IF Sort Descending

X Remove Sort

X Hide Column

Figure 8: Column Sort Menu

Select an option and click outside the menu. For a quick sort, just click the column’s name at the top of
the column: clicking the name toggles between Ascending and Descending sort orders.
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Grouping Table Rows

For some tables, BackBox enables you to group multiple rows into one row according to selected
criteria. To group rows, click the Sort button v in the head of the column by whichyou want to
group the rows, to display a menu as in the following screen:

Name P Vendor

% SortAscending

. 2T

Figure 9: Example of Group Option

By clicking Group in the above example, the table’s rows with identical vendors will be
collapsed into single rows; each row indicates how many items have been grouped, like this:

Q Vendor Name P

Check Point (3)

Cisco (2)

0 0 ©

Fs(1)

Fortinet (2)

[+ I+

PaloAlto (2)

Figure 10: Example of Grouping According to Vendor

Clicking the Expand/Collapse buttons &/& in the left column of a row displays/collapses the rows
underneath, like this:

Vendor Name P
= Check Point (3)
Y -
4] Cisco (2)
4] FS(1)

Figure 11: Example of Expanding a Grouped Row

By using the features to display and sort columns and to group rows, you can create easy to read tables
that give you the data you need.
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Filtering Tables

To filter a table, click the Filter box. You can also filter for more than one value. The following
example shows a table with the filter value “Cisco” in the Vendor column and “Successful” in the
Status column:

Sexport im & Comp: @ e

» Vendor Group Last Backup Status Reason Product Intettic. =

Al De =
17231 Al Devic 1 =
' Al Devi G}
172 o] m
. Al Do
n Al Devic m oy
1 Al Devi .
1 AlDe = BackBox Seit B
g A Do der
i Al Dev =
1 Al Devi
172 i De 1 e m n
. ;D = m
' Allpe oex m

AlLD: =
v 5 AllDe =

N m
' . Al Devi s ost s162

Al Devi s

Copyright ©2021 Backbox - Al rgh d

Figure 12: Example of a Filtered Table

Understanding the Sidebar

The Sidebar enables you to quickly navigate BackBox screens:

BACKBOX 6.0

CD Dashboard
Status
Reports
Trends

Documentation

Schedules
Notifications

Authentication

Settings

Customize

Figure 13: Sidebar Screen Navigation Buttons
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Table 1: Functions of Sidebar Screen Navigation Buttons

Button Description

The dashboard has four options:

e Status displays System Information, License Information, Network
and RAM Usage, as well as the status of Device Backup and Health
Checks.

e Reports displays the list of reports Backbox has been set to generate.

CD Dashboard v Here you can add, edit, and delete reports as needed.

e Trends is where you can create your own Trending graphs, based on
the tracked data you want displayed.

e Documentation is where you can view links to vendor documentation
for devices.

Backups enables you to create, schedule, and run backup jobs.
Backups includes the following four options:
e Jobs is where you specify which devices run on which schedule.
e Queue is where you can see which jobs/devices are currently running.
Backups e History will show you all the jobs that have run, the time, and their status.
e  Exports allows the exporting of backups to AWS or other remote locations.

Tasks enables you to automate, schedule, and track various
activities to be performed on devices in your system.

Tasks includes the following options:

e  Configuration is where you can see the existing tasks that can be cloned

Tasks and/or run.

I I

e Quick tasks tab enables you to run tasks on-demand tasks without the need
to schedule them.

o Jobs will allow you to schedule tasks to run on specified devices. You can
chain existing tasks together into a single job.

e Queue will show you any currently running tasks.
e History shows all tasks that have been run, the time, and the status.

e  File Repository contains files that you want to reference in tasks, be it
configuration files to copy, or patch files to be used for upgrades.
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IntelliChecks enables you to decide which health checks you wish to run on a
set of devices. This is also where you can run tests for specific devices to
ensure that their configuration is following organizational guidelines.

IntelliChecks contains the following six options:

e  Signatures shows you all the existing signatures available.

e  Groups enables you to set several signatures as a schedulable
IntelliChecks > collection.

o  Jobs allows for scheduling individual signatures or groups to run on
specified devices.

e  Queue shows currently running jobs.
e History lists the executed jobs and their respective statuses.

e  Technical Survey allows the user to add fields that he will be able to
save IntelliChecks info into them and show them in the technical
survey report.

Devices is where you can manage backups and restores, and functionality
around your infrastructure.

Devices has four options:

e Devices is where you can add/edit/remove device profiles, and view
statuses for a device's tasks backups, and IntelliChecks.

e Groups will allow you to set functional or operational hierarchies to

simplify management.
o |P Address Mgmt. will show you your IP segments and their members.

o Network Map will graphically display all devices and show how they
connect to each other.

With Discovery the user will able to scan the network with SNMP and add
devices automatically to BackBox with defined rules.

Access is the Jumpbox functionality module. It enables you to use BackBox
to run commands and scripts directly on devices within the system. Scripts

can include task, health checks, IntelliChecks, and backup scripts.

The chapter on Writing Command Scripts has detailed information on syntax
and grammar.

Schedules is where you to create, modify, and delete schedules used for

Schedules backups, tasks, IntelliChecks, and reports.
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Notifications enables you to configure and view notifications for failed actions.
Notifications has two options:

e Alerts serves as an internal bulletin board that can show failed/suspect

s actions for any device. Alerts will send output to the internal
Notifications > Notification-Alerts screen.

e Jobs is where external notifications can be configured for combinations of
Email, Syslog, SNMP, and HTTP.

Authentication enables you to create groups out of the
devices that share authentication details. Authentication
Authentication divides to two parts.

o Thefirst one is local Authentication which relates to ways to authenticate
to BackBox itself.

e The second one is device authentication which refers to ways to
authenticate to the devices.

Authentication > Options:

e  Authentication Templates allows for simplifying password
mgmt. by entering credentials into a single field that can be used for
many devices of a given type.

e  Authentication Servers is where you choose an authentication method
(RADIUS, TACACS, LDAP, SSH, or CyberArk).

o Backbox Users is where you create users (individuals or groups) who
can access the GUI.

e  User Roles allows for RBAC. Unchecking the Read attribute will result in
that section not being displayed for the given role.

e  Operating System Users is used to create landing zones for devices that
write backups to BackBox, with an associated local credential set.

e  Connected users show you which users are currently connected to
BackBox.

Settings enables you to set parameters for your BackBox instance.
Settings contains twelve options:

o  Access Rules restricts routes to BackBox.

e  Administration is where you set global retention policy, encryption,
backup retry, proxies, and clustering (HA) This is also where patching,
SSL certificates, and GUI customization are handled.

e  Agents allows for the management of the remote Agent VMs.
o  Alertsis where you set up SNMP traps and Syslog destinations.
e Auditing allows for easy monitoring of BackBox's actions, via
Auditing, Messages, and Vsftpd, general and security logd
e  Date and Time manages time zones and date formats.
e  DNSallows for DNS server entries.
o Interfaces allows you to set IP addresses, speed, and DHCP status.

e Licenses allows for license management.
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e  Routing displays the routing settings and allows you to add/edit a route.

e  Sitesis where you manage multi-tenancy groupings, their license and
retention settings.

B Customize enables you to clone and customize or create new BackBox
Customize . . o
scripts that perform various activities.
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Understanding the Dashboard

The Dashboard provides general information about BackBox and the computer on which it is running. You
can configure the Dashboard with many different widgets as explained in this section. A typical Dashboard
looks like this:

Thu Aug 26 2021 07:51:19 €3 A admin | >_CU | Help | APIReference | Logout
BACKBOX 6.0
(D Dashboard Status Dashboard View v KB+
Status
*+ License Info #8 X+  Backup Status  # X ¥ RAM Usage o X
Expiration  Simple Complex

Maintenance ~ 12-31-2021
29%
Backup Never 00f0 320f50

IntelliChecks ~ 12-31-2021 0of 0 16 0f 50

Access Never 00f0 mm Successful Suspect mm Failed d

4 4 4

+ System Info X * Network Usage X

Version: 6.52.02 156kb.
136kb.

17kb
97kb

Total number of devices: 35

Available disk space: 28G (93%) o0

- 39kb
19%0
CPU's: 4 | Memory: 7821 MB o
07:50:35 07:50:41 07:50:47 07:50:53 07:50:59 07:51:05 07:51:11 07:51:17
Network Adapter: e1000

Kernel: 3.10.0-1160.6.1.el7.x86_64 mm Data sent Data received

Copyright © 2021 Backbox - All rights reserved

Figure 14: System Status Screen

Configuring the Widgets

You can easily configure the widgets shown on the dashboard by clicking the Add a Widget symbol +
in the upper left corner of the screen. After clicking, the following window appears:

+  Select Chart Category =" X

System i Backups License Info
Configm IntelliCheck &m Trends
Agents s Queues
-
—
—

Figure 15: Widget Menu
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Click on the widget you want to add. The following sub-menu is displayed (if applicable):

System

+  Select Chart Category
€

System Info CPU Usage RAM Usage

B @

Network Usage

N

Configure

+  Select Chart Category
€

Config Changes Baseline Changes Startup Changes

)}

Trends

+ Trends

Selected trend v Display by

Figure 16: Widgets Sub-menus

()

v
Il

Backups

+  Select Chart Category X
€

Backup Status Backups By Group Backups By Site

= in O

Backups By Type

(@)

IntelliChecks

+  Select Chart Category X
€

Intellicheck Status Intellichecks By Intellichecks By Site

= i QO

Intellichecks By Type

(@)

Selecting Trends displays a dropdown menu that lets you decide according to which IntelliChecks
group or single signature you wish the Trends graph to display data.

For graphs that support multiple display formats you can choose a format by clicking the ChartDisplay
icon (three bars), and then making your choice from the dropdown menu.
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Backup Status ! X Backup Status  ¢% X
(7
D
® Successful -~ Suspect W Failed ® Successful = Suspect ® Failed
N
Backup Status  ¢% X
" *P
10 ﬂ
5
[\ .
Successtul Suspect Failed
m Successful - Suspect m Failed

Figure 17: Charts Display Options

Table 2: Widgets

Description

BaCkuP Status M X Backup Status displays a chart showing the
statuses of the device backup operations
performed: Successful, Suspect, and Failed.

Clicking on a status on the chart displays the
Devices screen with only the devices for that status
listed.

In addition to the All Devices view, you can sort by type,
® Successful -~ Suspect ® Failed by group, and by site.
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Widget Description

+ System Info

Version: 6.52.02

Total number of devices: 35
Available disk space: 28G (93%)
CPU's: 4 | Memory: 7821 MB
Network Adapter: e1000

Kernel: 3.10.0-1160.6.1.el7.x86_64

+ RAM Usage

22%

+  Network Usage

136kb
117kb
97kb
78kb
58kb
39kb
19kb
0

[.7[ X

X

X

08:26:02 08:26:08 08:26:14 08:26:20 08:26:26

mm Data sent

Data received

System Information displays the version you are
running, total devices, available disk space in both,
the number of Gigabytes and the percentage of
disk used, as well as a bar graph. Clicking available
disk space displays the Devices Disk Usage screen.
The Devices Disk Usage screen shows all devices,
their usage, and whether they are using global,
local, or no retention settings.

CPU and Memory information are also displayed.

RAM and CPU Usage show data points related to
their respective statistics. You can choose Real-
Time, Daily Avg, or Monthly History.

Network Usage displays the amount of network
bandwidth being used by BackBox on a real-time
basis. You can choose to display the values by
Real-Time, Daily Avg, or Monthly History.
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Widget Description
License Info X License Information displays detailed license
o _ numbers for every module, with color coding to
Expiration Simple Complex . . i X L
indicate when the license is within 30 days of
Maintenance 19-07-20... expiration (yellow) or expired (red).
Backup 19-07-20... 1 of50 13 of 50

IntelliChecks 19-07-20... 0of50 3 of 50

Access 19-07-20... 12 of 50

Conﬁg Changes =t X Config Changes displays the percentage of devices
whose configuration was changed or remained the
same as detected in the backup.

There are separate widgets for configuration
changes by startup and baseline.

m |dentical = Changed m N/A

IntelliChecks X IntelliChecks displays the status of signatures that
have been run for a specified device list.
IntelliChecks can be displayed according to Status,
Group, Site, and Type.

®m Compliant = Partial ® Failed
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Description

Trends X Trends is where you can view graphical displays
over time for specified statistics on devices you

he " VEN Throughput - M " f v choose_
SIS Crecrooad AT vPe Last value option will always give you what was

the result of the last automation running.

50110002001 1032001 1100

Dashboard view gives the user the option to create several views of widgets and replace between them.
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CHAPTER 4 SETTINGS

Settings displays a list of options that enable you to access various functions. Only the
administrator has access to Settings.
On the Sidebar, clicking Settings, defaults to the Interfaces screen.

The following table provides an overview of the screens accessible from Settings.

Table 3: Settings Screens

Screen Description

Access Rules Displays the settings that control the local Firewall of the BackBox server.
This determines which IP address can access the web interfaces and the CLI interfaces.

Administration Displays general settings for backup retention, execution time, and server IP address.

Agents Displays a list of agents and their IP addresses. It also shows which operating systems are
assigned to the agent.

Alerts Displays the fields for setting alert protocols. There are three different protocols:
SNMP, SMTP, and Syslog.

Auditing Auditing gives the ability to view the logs of BackBox, including audit logs, messages,
VSFTPD etc.

Date and Time Displays the fields where the date and time are set. The time can be set as Static or NTP.

DNS Displays the DNS settings that specify the location of the domain name servers.

Interfaces Displays the interfaces which define the connections to the devices in the system

and whether the link is up or down. They are used in routing entry definitions.

Licenses Enables uploading a license and displays license information.

B4 info@backbox.com Ny +972-73-3266400 backbox.com 34



=) BACKBOX | ;.

Screen Description

Routing Displays the routing tables of the BackBox servers.

Sites Displays information about existing sites, such as the number of devices
assigned, and the number of users. You can also add, delete, and edit sites.

System Logs Displays a detailed log of each user’s activity while in the system.

Interfaces

Interfaces displays basic network information. When the Status button © is green, it indicates the link
is up; when itis red O, the link is down.

Interfaces

Status ¥ Name “ Boot Protocol ¥ Speed/Duplex ¥ Qos

0] etho Static 1000Mb/s Ful disabled

Figure 18: Interfaces Screen

Editing an Interface

You can edit the interface by selecting the interface you want to edit and clicking the Edit button z.
You can edit the IP address, subnet mask and other settings as shown here:

» Qos

1PV6 Addresses -

172.31252.254 2001:db8:0:2:20c:29ff:feeS:c1d4 /64

1000 Mbps/Full Duplex v

Figure 19: Edit Interface Dialog Box

Edit the fields and click Save.

B4 info@backbox.com Ny +972-73-3266400 backbox.com 35



=) BACKBOX | ;.

Routing

To display the Routing settings, click Routing:

Routing

+»‘-nw:

Destination Subnet Mask Gateway Interface

Figure 20: Routing Screen

Adding or Editing a Route

You can add or edit a route.
To add a route, on the Routing screen, click the Add button #49¢ , The New Route Configuration dialog box
appears:

New Route Configuration B X

IPv4 v

Figure 21: New Route Configuration Dialog Box

Fill in the fields and click Save.
To edit a route, on the Routing screen, select the route you want to edit and click the Edit button Z.
Edit the fields and click Save.

Deleting a Route

To delete a route:
In the list of routes, select the route you want to delete and click the Delete button @ pelete
You are prompted to confirm the delete. Click Yes.
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DNS
On the DNS screen you can define primary, secondary, and tertiary settings as well as a domain name.

DNS

No

localhost

Figure 22: DNS Screen

Date and Time

The Date and Time screen, enables you to configure the date and time:

Date and Time

NTP v

10.19.198.75

Asia/Jerusalem v

MM /DD 7 YYYY v

SAVE

Figure 23: Date and Time Screen — NTP View

Note: The tab defaults to the NTP (Network Time Protocol) view. Click the Static button to view
the current date, place, and time.
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Alerts

The Alerts screen enables the administrator to create the following alert protocols: SMTP, SNMP
monitoring, SNMP traps, Syslog, and HTTP.

Alerts

Figure 24: Alerts Screen

Note: The SNMP monitoring and SNMP traps have three versions to choose from: v1, v2c, or v3. Each
version has different fields to be completed. Complete the appropriate fields in the desired protocol
and click Save.

Administration

The Administration screen is used to add and edit general settings, perform maintenance tasks,
implement customizations such as uploading a logo, and create clusters of devices:

Thu Aug 26 2021 09:05:45

Administration

~ ByspecifiedTime v 04 v oo v [EENEEM

CONFIGURE
CONFIGURE

ecified Time ¥ 00 v 00 Al RUN NOW

RESET IP TABLES
SAVE

021 Backbox - All rights reserved

Figure 25: Administration Screen
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Settings Tab:

Table 4: Settings Tab

2= ;\\

%
\
|\

Field Description

Backup Retention

Execution Time

Encrypt Backup Files

Lock Site Devices to Site Agents

Keep Duplicate Backups

Stty Columns Setting

Backup Failures Retry

Syslog/SNMP Trap Receiver

Server IP address

Enforce strong passwords

Enable incident information collection

Allow site devices to be assigned to
global agents

Can be set for either the number of backups to
keepor a retention policy before deletion occurs.

Specified time to run the retention checks.

Files may be encrypted while at rest using AES-256

Enables/disables locking site devices to site agents.

Enables/disables option to keep only unique
backups.

Linux default setting for STTY.

Instructs BackBox to use retry parameters should
a backup fail to complete.

Allows for Trap Receiver configuration.

Select the server address to be matched against
the license

BackBox will start to enforce strong passwords
you enter into the GUI

Helps integrate with 3rd party software ticketing
systems

Devices in sites will be allowed to be assigned to
global agents
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Available disk space percentage low limit Control when BackBox will alert on low disk space

Size deviation Control the default size deviation alert
Security properties Control login attempts and time outs
Agent file replication Control when will agent replication occurs
Reset IP tables Rebuild the IP tables from scratch

Device performance control parameters for performance feature
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Maintenance Tab:

Table 5: Maintenance Tab

Field Description

Upgrade to New Version Uses hotfix zip files to upgrade/patch.

Restore Configuration Restore BackBox configuration from backup file.
Rollback to version X Allows for rollback to previous working version.
Backup (Config only) Backs up the configuration of the BackBox instance.

Can also select if to include files in task repository and
also external backup and OS users directories

Download Tech Support Info Downloads and zips the common log files.

Clear SSH Keys Wipes out existing keys and forces reloading for all
SSH keys.

System Allows for Reboot or Shutdown of VM from the GUI.

Proxy Enter the Name, Port, and creds for the Proxy

Customizations Tab:

Table 6: Customizations Tab

Field Description

Upload Custom Logo Replace the default BB logo with another logo.

Restore Default Logo Restore the default BB logo.
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Configure SSL Ciphers

Cluster Tab:
Table 7: Cluster Tab

Enable Cluster

Cluster Role Selection

Cluster IP Entry

Shared key

Sync Schedule

Licenses

Description

Allows specifications of which ciphers are
allowed or disallowed.

Description

Enables HA clustering.

Choose primary or secondary role for the
instance.

Enter the IP of the target cluster member.

Unique key to authenticate the cluster
members.

Set the scheduled sync time.

The License screen enables uploading a license and displays information about the current license. The
fields are populated when the license is uploaded.

Licenses

Backups IntelliChecks

Company.. IPAddress~  Maintena..” Expiration ~  Simple ~  Complex ~  Expiration ~

SteveDemo  192.168.246... 19-07-2018 19-07-2018 50 50 19072018 50

Upload License File: | Chose File | No file chosen SAVE

Figure 26: License Screen

Access Delete

Y Complex ~ Expiration ~  Devices

19072018 | 50

=13

P4 info@backbox.com Ny +972-73-3266400 backbox.com

42



) BACKBOX | i, \a

Access Rules

The Access Rules screen allows the administrator to control the local Firewall of the BackBox server.
This determines which IP address/network can access BackBox via SSH, the web interfaces, or the CLI
interfaces.

Access Rules

= Add

Network Address ¥ Subnet Mask “ Connection protocol  ~ Allowed ports

v

tcp 443,22, 15672

Figure 27: Access Rules Screen

To add an Access Rule, click Add to display the following dialog box:

Add a new Access Rule S ¢

255.255.255.255

Figure 28: Add Access Rule Dialog Box

Specify the desired settings and click Save.

Sites

Assite is a logical partition which contains devices, device groups, templates, or backup instructions. It
is @ mechanism used by the Global administrator to delegate administration of all aspects of the
BackBox application to local servers. These local servers are managed by site administrators who
control the configuration, notifications, and backup jobs. Creating sites is an efficient and effective way
to help organize and manage the devices and backups in larger and more complex installations.

Sites help users know what devices they are authorized to access. Sites can be assigned based on the
combination of geographic location, device type, and whatever other criteria the Global BackBox
Administrator may determine is useful for their BackBox installation.
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On the Sidebar, under Settings, click Sites:

Sites

Licenses left :
Backups : 0 Simple, 20 Complex,

IntelliChecks : 0 Simple, 34 Complex
Access : 0

4= Add

Site " Devices " Users “  Retention ~  BackupsSi..  BackupsCo.. IntelliCheck..” IntelliCheck..” Access =

Figure 29: Sites Screen

For each site, the Sites screen displays site information, including site name, and number of devices,

users, retention (how long backups are retained), and the number of simple and complex licenses for
backups and IntelliChecks.

Adding a Site

1. On the Sites screen, click the Add button < 4¢d to display the New Site Configuration dialog

box:

New Site Configuration

Figure 30: New Site Configuration Dialog Box

2. Type a name for the site, fill in the appropriate fields, and click Save. The new site is
displayed in the list.

Choose if to override global size deviation verification of backups to site

Create access rules to networks

5. Add logo to site

B w

Editing a Site
1. On the Sites screen, in the list of sites, click the site whose settings you want to change
and click the Edit button Z'.

2. Make the relevant changes and click Save.
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Deleting a Site

1. On the Sites screen, select the sites that you want to delete and click the Delete button @ Delete
A prompt appears requesting confirmation.
2. Click Yes to confirm.

Agents

Agents are used to manage backups when there are larger installations with multiple servers in an off-
site network. On the Sidebar, under Settings, click Agents. The Agents screen appears:

Agents

o Add

Name — ¥ Status Y site ¥ Replicate Files ¥ Version ¥ Disk space availabl..  Group Name ¥ Lastsyncwithgro..”  Devices In Use

v v v

Figure 31: Agents Screen

Adding an Agent

4= Add

1. On the Agents screen, click the Add button. The Configure New Agent dialog box appears.

Configure new agent (S 4
Name *

Global v

® File Replication

D Delete From Agent After Replication

Figure 32: New Agent Configuration Dialog Box

2. Fillin the agent’s name, IP address, password (customer created and used to authenticate the mgmt.
and agent instances to one another), and site; then click Save.

Note: File Replication will result in backup files from the Agent being copied back to

the Mgmt. server, resulting in redundant backups. Replicate and delete option will first copy the file to
the management and then erase it from the management.

P4 info@backbox.com N, +972-73-3266400 backbox.com 45



) BACKBOX | i, \ \\ ‘
\

Editing an Agent

You can edit the details of an agent, as well as the agent’s OS users.
To edit the details of an agent:
1. On the Agents screen, in the list of agents, click the agent whose settings you wantto
change and click the Edit button .
2. Make the relevant changes and click Save.

Upgrading an Agent

You can upgrade an agent to a new version by clicking the Upgrade button ® Ussrade |

Deleting an Agent

1. On the Agents screen, select the agent to be deleted.
2. Click the Delete button @ P¢et= A prompt requesting confirmation appears.
3. Click Yes.

Auditing

BackBox allows administrators to audit each user who accesses the system. The program keeps a
detailed log of each action performed in the system, as well the object of the action. The log details each
time a user logs-in, adds, updates, or deletes. It also records the objects of these actions such as devices,
backup jobs, time and date, etc.

For example, if a device group is changed, the log will show which user made the change,what the
change was, when it was done and whether the change was successful.

When you click Auditing, the following is displayed:

Auditing

Log Name View Download

o PP
B [

Figure 33: Auditing Screen

The screen displays five types of logs: Auditing, Messages, Secure. General and Vsftpd. These are
explained in the following sections.
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Viewing the Audit Logs

To view the audit logs, click the View Log button. Q in the View column of the Auditing row.
The Audit Log screen appears:

Audit Log X

Userd ~ UserNam..” UserSitel.” Acion  ~  ServerMet.  Timestamp Y originlP " AlteredEn..” AlteredEn..” Result ~ Message ~ Detalls
1 admin 0 Login Handle Auth. 11-15-2021 11:28 172.31.10.10 | BackBoxPrin. B SUCCESS q
0 admin 0 Login Handle Auth... | 11-15-2021 11:28 172.31.10.10  BackBoxPrin... | -1 FAILURE Failed to aut... Q
1 admin 0 Run Run After Sa... 11-14-2021 13:26 1723125231 Taskjob 410 SUCCESS Initiated job ... Q

TaskJob
1 admin 0 Edit Update Task 11-14-2021 13:25 1723125231 | Task "y SUCCESS Q
1 admin 0 Add Add Task 11-14-2021 13:24 172.31.252.31 | Task 170 SUCCESS q
1 admin 0 Download Export Option  11-14-2021 13:24 172.31.252.31  OptionV7 0 SUCCESS Initiated opti. Q
1 admin 0 Login Handle Auth... | 11-14-2021 13:23 1723125231 | BackBoxPrin... | -1 SUCCESS q
1 admin 0 Login Handle Auth... | 11-11-2021 15:42 172.16.10.138 ' BackBoxPrin. -1 SUCCESS Q
0 admin 0 Login Handle Auth... | 11-11-2021 10:23 172.31.252.18 | BackBoxPrin... | -1 FAILURE Failed to aut... Q
1 admin 0 Login Handle Auth... | 11-10-2021 18:05 17231.10.10 | BackBoxPrin... -1 SUCCESS Q
1 admin 0 Login Handle Auth. 11-10-2021 15:33 172.31.254.1 BackBoxPrin. B SUCCESS Q

Total Items: 9700

Figure 34: Audit Log Screen

Auditing

Log Name Y View ¥ Download =
Auditing Q da
Messages Q &
general Q &
secure Q &
Vsftpd Q FA

Figure 35: Auditing Screen

Table 8: Audit Log Filter

Criterion Description

User ID System ID of the user

User Name Name of the user

User Site Site of the user
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Timestamp Date and time

Origin Origin IP of the user made the changes

Screen The screen that was accessed

Action You can filter for the following actions: Login, Add,

Update, Delete

Server Method What call to the server was made

Altered entity What entity was changed during the action
Altered entity ID The id of the entity that was affected
Result What was the result of the action

Message Display message output of the action

On some of the items displayed, there is more detailed log information available. To view the additional
log details, click the View Change button & at the end of the row. The Audit Details Log screen appears:

Audit Details Log X

H

Field name ¥ Oldvalue ¥ Newvalue
Figure 36: Audit Details Log Screen

Note: Each object will display different details in the log.
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Viewing the Messages Log

The Messages log shows a trail log from the BackBox operating system (/var/log/messages). To open the
Messages’ Trail Log screen, in the System Logs screen, click the View Log button @ in the View & column of
the Messages row. The Trail Log screen appears:

Trail Log x

® Auto Scroll

Figure 37: Trail Log Screen
You can download message logs to your computer by clicking the Download Log button

at the end of the Messages row.

Viewing the VSFTPD Log
VSFTPD shows the BackBox VSFTPD log (/var/log/vsftpd.log).

To open the VSFTPD’s Trail Log, click the View Log button & in the View & column of the VSFTPD
row. The VSFTPD Trail Log appears. You can download the VSFTPD log by clicking the Download Log
button at the end of the VSFTPD row.
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Viewing the Secure Log

The secure log window will show you security events occurring at OS level like SSH login tries ETC.

| Log

Debug @@ Auto Scroll

TRAIL-LOG

localhost sshd[4753): Accepted password for RANDG083652487 from 127.0.0.1 port 30820 ssh2
localhost sshd[4753): pam unix(sshd:session): session opened for user RAND6083652487 by (uid=0)
localhost useradd(4818]: new user: name=RAND9015630691, UID=507, GID=502, home=/home/RANDI015630691,

=/bin/bash

Dec 13 11:15:00 localhost useradd(4818]: add 'RAND9015630691' to group 'ftp-users

Dec 13 11:15:00 localhost useradd[4818]: add 'RAND9015630691' to shadow group 'ftp-users'

Dec 13 11:15:00 localhost passwd: pam unix(passwd:chauthtok): password changed for RAND9015630691

Dec 13 1 5:00 localhost sshd[4822): Accepted pas: rd for RAND7474642719 from 127.0.0.1 port 30822 ssh2

Dec 13 11:15:00 localhost sshd(4822): pam unix(sshd:session): session opened for user RAND7474642719 by (uid=0)
Dec 13 11:15:00 localhost sshd[4847): Accepted password for RAND6083652487 from 127.0.0.1 port 30824 ssh2

Dec 13 11:15:00 localhost sshd[4847) i ession): session opened for user RAND6083652487 by (uid=0)
Dec 13 1 5:00 localhost sshd[4907): rd for RAND9015630691 from 127.0.0.1 port 30828 ssh2

Dec 13 11:15:00 localhost sshd[4907): pam u ession): session opened for user RAND9015630691 by (uid=0)
Dec 13 11:15:00 localhost sshd(4918): Accepted password for RAND7474642719 from 127.0.0.1 port 30830 ssh2

Dec 13 11:15:00 localhost sshd[4918): pam_unix(sshd:session): session opened for user RAND7474642719 by (uid=0)
Dec 13 1 5:01 localhost sshd[4942): Accepted pas: rd for RAND9015630691 from 127.0.0.1 port 30832 ssh2

Dec 13 11:15:01 localhost sshd(4942): pam_unix(ssh: session opened for user RAND9015630691 by (uid=0)
Dec 13 11:15:06 localhost sshd(4907): pam_unix(ssh session closed for user RAND9015630691

Dec 13 1 5:11 localhost sshd[4942): pam unix(sshd:session): session closed for user RAND9015630691

Dec 13 1 5:12 localhost userdel[5537): delete user 'RAND9015630691

Nac 12 11:18:12 laralhast nsardallS6371. Adalata 'RANNANISAINEAL' from araun 'fin-nsars

Figure 38: Trail Log Screen

Viewing the General log

Viewing the messages log will show you the general log of the system. The general log contains a handful of
things occurring on BackBox and helps debug the system in case of issues.

Debug @@ Auto Scroll Ex

TRAIL-LOG

INFO 13-12-2021 11:22:33 [bb-audit-thread-File--1DOWNLOAD] [] com.safeway.backbox.server.snmp.SendTrapSnmpVersion3.send:

Sent SNMP: Backbox Audit - User admin(1) from site 0 and origin ip 172.31.252.24 performed DOWNLOAD on entity File with id -1

completed with result: SUCCESS and message: 'Downloaded general.log log file

INFO 13-12-2021 11:22:34 [bb-runaggregatedintellichecks-id-529407-deviceid-3] [529431)

com.safeway.backbox.core.backup.communication.terminals.AbstractTerminal.WaitForPrompt: WAITING FOR

ERROR 13-12-2021 11:22:34 [bb-runaggregatedintellichecks-id-529407-deviceid-3] [529431]

com. safeway.backbox.core.backup.communication. terminals.AbstractTerminal.WaitForPrompt: FOUND TEXT FROM TERMINAL$SS

iosxe(config)#

ERROR 13-12-2021 11:22:34 [bb-runaggregatedintellichecks-id-529407-deviceid-3] [529431]

com.safeway.backbox.core.backup.communication.terminals.AbstractTerminal.WaitForPrompt: FOUND TEXT FROM TERMINAL$SS:

ERROR 13-12-2021 11:22:34 [bb-runaggregatedintellichecks-id-529407-deviceid-3] [529431]

com.safeway.backbox.core.backup.communication.terminals.AbstractTerminal.WaitForPrompt: FOUND TEXT FROM

TERMINALS$$$: iosxe (config)#

INFO 13-12-2021 11:22:34 [bb-audit-thread-File--1DOWNLOAD] [] com.safeway.backbox.server.snmp.SendTrapSnmpVersion3.send

Sending SNMP: Backbox Audit - User admin(1) from site 0 and origin ip 172.31.252.24 performed DOWNLOAD on entity File with id

-1 completed with result: SUCCESS and message: 'Downloaded general.log log file

INFO 13-12-2021 11:22:34 [bb-audit-thread-File--1DOWNLOAD] [] com.safeway.backbox.server.snmp.SendTrapSnmpVersion3.send

Sent SNMP: Backbox Audit - User admin(1) from site 0 and origin ip 172.31.252.24 performed DOWNLOAD on entity File with id -1

completed with result: SUCCESS and message: 'Downloaded general.log log file

INFO 13-12-2021 11:22:35 [bb-audit-thread-File--1DOWNLOAD] [] com.safeway.backbox.server.snmp.SendTrapSnmpVersion3.send J
hoi

Sandina SMMD: Rarkhay Audit - lsar adminil\ fram site N and arimin in 172 21 282 24 narfarmad DOWNLOAD An antity Pila

ROMPT(BBP] timeout:4000

Figure 39: Trail Log Screen
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CHAPTER 5 AUTHENTICATION

The administrator controls how users access the system, and the level of permissions they have after
authenticating.

Templates

= Add

Name ¥ Description Y Type ¥ Created ¥ Modified b Use i

Blue_Net_Devices LP_AppDir_Routers Standard

04-04-2017 09:30 08-05-2021 11:05

CP_Password Standard 04-04-2017 09:30 08-05-2021 11:05

Figure 40: Authentication Templates Screen

Authentication Templates

BackBox allows you to create templates to store common credentials and simplify password
management for large groups of devices. When the password for that group changes, you change the

password once in the template, causing all the device profiles using the template to use that new
password, when running backups, tasks, etc.

To add an authentication template:

1. On the Authentication Template screen click the Add button +49¢ , The
Authentication Template dialog box appears:

Authentication Template S 4

¥ Global

B Available devices () Selected devices

Name [

Figure 41: Authentication Template Dialog Box

2. Complete the fields as detailed in the following table and click Save.
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Table 9: Authentication Template Fields

Field Description

Type Standard creds, CyberArk, Wallix Bastion, Arcon and Thycotic
Site The site to which the template is assigned (optional).
Name The name given to the template.

Description A short description of the template (optional).

Username Username authorized to access the device.

Password Password required for authentication.

Field to enter additional passwords, e.g. Expert Mode or

Extra Password .
othersecondary authentications.

SNMP Community The SNMP community string (optional).

Deleting an Authentication Template

To delete an Authentication Template:
1. Select the template(s) you wish to delete and click the Delete button @ pelete |
A prompt appears requesting confirmation.
2. Click Yes.
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Authentication Servers

You can specify RADIUS, LDAP, TACACS, or SSH key for authentication methods.

Servers
LOCAL AUTHENTICATION DEVICE AUTHENTICATION
RADIUS 1 RADIUS 2 TACACS+ LDAP SSH RSA TOKENS

JD  Use RADIUS Authentication
SAVE

Figure 42: Authentication Servers Screen

Device Authentication

Servers
LOCAL AUTHENTICATION DEVICE AUTHENTICATION
CYBERARK WALLIX BASTION ARCON THYCOTIC

B Use CyberArk Authentication

SAVE TEST CYBERARK CONNECTIVITY m

Figure 43: Authentication Servers Screen

Cyberark

To use Cyberark authentication to devices, please select the option.
Help button will give you details about configuring the authentication.
You can test the connectivity to Cyberark with the test button.

Wallix Bastion

To use Wallix authentication to devices, please select the option.
You will need to enter the server IP and the port to use.

Arcon

To use Arcon authentication to devices, please select the option.
You will need to choose the server protocol, server IP, and port.
Thycotic

To use Thycotic authentication to devices, please select the option.
You will need to choose the server protocol, server IP, and port.
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BackBox Users

The BackBox Users screen shows existing users and groups, detailing username/group name,email
address, site, user role, and account type.

Users

= Add

Name ¥ Username " E-Mail Address ¥ sites ¥ Role ¥ Noti.” Type

zery.g@fibi.co.i Global

Yaron Golan golan.y@fibi.co. Global

admin Global

Figure 44: BackBox Users Screen

Adding a New User

To add a new user:

1. In the BackBox Users screen, click the Add button #49¢ to display the Add a New User
screen:

Add a New User = X

Local - Global -

administrator ~-

Details -

Requires Approval

D Receive Alerts Google Authenticator

Figure 45: Add a New User Dialog Box

2. Select atype, and specify a name, user name, password, confirm password, and an

E-mail address (Notification accounts are used for group email addresses or for distro lists).
3. Specify whether the user is to receive system alerts by clicking the Receive System Alerts
button Receive System Alerts : ( .
Select a notification type: Details or Summary.
Select a role. For example: Administrator.
Optionally, select a site by clicking the the Sites field to display a list of available choices.
Requires approval rule let you create users that need permission to run task jobs

N ook
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8. Select the receive alerts if you want the user to get alerts
9. Select Google Authenticator to allow login with 2FA

Note: Accounts created in the BackBox User section enable access to the web GUI.

Editing a User

To edit a user, in the BackBox Users screen, click the username to display the Edit User dialog box for
that user and edit the fields. Click Save El.

User Roles

The User Roles screen enables you to create a user role and configure permissions for the role.
Permissions can be configured for every part of the BackBox system. For example, you can configure a
role so that someone with that role can only initiate a backup, but not stop one or edit device
information.

Roles

4= Add

Role Name In Use?

ckup_monitor
backup_operator
Cloned 01 - administrator
Read_Only

SocC

€ X X & & < <

Soc - backup_operato

Figure 46: User Roles Screen

Adding a New Role

To add a new role, click the Add button ¥ 49, The New Role Configuration dialog box appears:

New Role Configuration x
defaulf
Y

® 88 ®

)
v
)
v

Figure 47: New Role Configuration Dialog Box
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In the New Role Configuration dialog box, check the permissions for the role and click Save. If you
uncheck the Read options from an entire section that section will not display for users assigned to
that role.

Editing a Role

To edit a role, on the User Roles screen, select the role you want to edit and click the Edit button
Z'tdr to display the Edit Role dialog box. Edit the relevant fields and click Save.

Deleting a Role

To delete a role, on the User Roles screen, select the role and click the Delete button@ Delete

Operating System Users

The Operating System Users screen enables you to create accounts that connect to BackBox via SSH to the
CLI. This can also be user to create Landing Zones for devices that simply write their backups out to a network
location. After creating the OS User (which automatically creates the assiated LZ) remember to create a
Device Probile to schedule the collection, encryption, and transfer of the file from the LZ.

OS Users

= Add

Hl

Name 7 SCPPath " FTPPath

Figure 48: Operating System Users Screen

Adding a New Operating System User

To add a new operating system user, in the Operating System Users screen, click the Add button =+4dd,
The Add OS (Operating System) User dialog box appears:

Add OS User x

Figure 49: Add OS User Dialog Box

Fill out the fields and click Save.
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Editing an Operating System User

To edit an operating system user, in the Operating System Users screen, select the operating system user you
want to edit and click the Edit button Z' it |, Edit the fields and click Save.

Deleting an Operating System User

To delete an Operating System User, in the Operating System Users screen, select the user you want to
delete and click the Delete button @ pelete |
A prompt will appear requesting confirmation. Click Yes to delete.

Connected Users
The connected user's screen allows the user to see who is connected to BackBox GUI.

Connected Users

o Disconnect all users

Source IP Y Name ¥ username ¥ Type Y site ¥ Access Rules ¥ Session Start Time ¥ Disconnect

172.31.252.24 admin local Global 13-12:2021 11:09

17231254120 admin local Global 13-12:2021 11:19

Figure 50: Connected Users Screen

Field Description

Source IP The IP from which the user is connected

Name Name of the user

Username Username of the user

Type What is the type of the user: Local, RADIUS, TACACS+ etc.
Site The site this user is belong to

Access Rules Does this user have access rules configured

Session Start Time Timestamp when the user first connected

Disconnect Disconnect a connected user from BackBox GUI
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CHAPTER 6 NOTIFICATIONS

BackBox is designed to send notifications to specified vectors with information concerning the
backups, tasks, or IntelliChecks. The Notifications screen enables you to review and configure
notifications and alerts.

To open the Notifications screen, on the Sidebar, click Notifications. The Notification Alerts
screen is displayed:

Notification Alerts

&, Acknowtedge A

Figure 51: Notification Alerts Screen

The screen will display a list of unacknowledged alerts, and includes the following:

Table 10: Notification Alerts Columns

Field Description

Type Type of alert

Digest A short digest of what the alert is about

Description A more detailed description of the alert

Fire Time When the alert was generated

Severity The Severity of the alert (Critical, Warning, etc.)

Acknowledge By clicking the Acknowledge button & Acknewledze you indicate that you are

aware of the alert. You can also click the Acknowledge All button
2 rcknowledze Al gt the top of the screen to indicate that you have seen all the
alerts listed. This will clear the acknowledged alerts from the screen.
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Configuring Notification Jobs

You can use the Notification Jobs screen to set up notification vectors. The screen displays the name of the
notification and the chosen notification method, namely E-mail, Syslog, SNMP, HTTP, or Alerts. Further, it
displays the site to which the notification can be received, when it was created, when it was last modified,
and whether it is in use. You can add a new notification as well as edit or delete an existing one.

Notification Jobs

Hl

Name " Emal ¥ syslog ¥ somp Y Htp Y Aerts Y site ¥ Created ¥ Modified Y Inuse?

Global
Global

Global

< < < <
X X X X
X X X X
X X X X
X X X X

L« X < <

Global

Figure 52: Jobs Notifications Screen

Adding a Notification
To add a notification:

+Add
1. On the Jobs Notifications screen, click the Add button . The New Notification
Configuration dialog box appears:

New Notification Configuration M X
Name *
|
2 Syslog
B SNmP
B HTTP
B Alerts
» Email
Global v

Figure 53: New Notification Configuration Dialog Box

2. Complete the fields and click Save. Deselecting the Success button E@ success will result in the
Notification only being sent for failed/suspect states.
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Table 11: New Notification Configuration Fields

Field Description

Name Name of the notification

Email/Syslog/SNMP/Http/Alerts Select the way you want the notification to be received.
Checking Alerts will send the results of a given task to
the Notifications-Alerts screen. Create a Notification
User as a placeholder for group email boxes/distro lists.

Site The site to which the notification will be available.

Email - Available Recipients The people available to receive notifications (of the
backup). Choose the recipients by selecting their names

Available HTTP alerts Select from the list of available http alerts configured in
settings-> Alerts

Editing a Notification

To edit a notification method in the list, select the method and click the Edit button Z'edit to display
the dialog box. Edit the settings and click Save.

Deleting a Notification

To delete a notification method, select the notification you want to delete and click the Delete
Button @ Delete .

Testing a Notification

Clicking the Test button in a notification’s dialog box enables you to send a test notification to the
specified recipients.
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CHAPTER 7 SCHEDULES

BackBox allows you to schedule any action. Actions can be set to run hourly, daily, weekly, or monthly. The
Schedules screen lists all the schedules defined in the system. You can add more schedules to the list as well
as delete any of them.

Schedules

o+ Ad

QAL XEXX L 7
i "

Figure 54: Schedules Screen

The Schedules screen displays the name given to the schedule, the description, the assigned
site, the date the schedule was created, when it was last modified, the type, and whether it
isinuse « ornot X .

Adding a new Schedule

You can add new schedules to the list of schedules. To add
a new schedule:

1. On the Schedules screen, click the Add button =4dd, The New Schedule
Configuration dialog box appears:

New Schedule Configuration ax
o
o
®

Figure 55: New Schedule Configuration Dialog Box

2. Fill'in the fields and specify the interval and time for the new schedule and click Save.

Deleting a Schedule

To delete one or more schedules:
1. Select the schedule(s) you wish to delete
2. Click the Delete Button T Delete

3. A prompt appears requesting confirmation.
4. Click Yes
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CHAPTER 8 BACKUPS

Clicking Backups on the Sidebar displays the Backup Jobs screen. The screen lists all the backup
operations that have been defined in the system, as well as when they are scheduled to run, the
current status of the backup, and other relevant information. Clicking on Queue displays the current
jobs in the backup queue. Clicking on History displays the backup history of each device in the system.

The Backup Jobs Screen

The Backup Jobs screen displays a list of backup jobs along with their schedule, notification, next
execution, site, and status:

== Add
Name ¥ #0f Devices ¥ Schedule ¥ Notification ¥ Next Execution R site =
Weekly_Backup 0 Every_Week Backup Status 08-28-2021 23:00 Global
Daily_Backup 25 Daily_1am 08-27-2021 01:00 Global
SOC_TEST 1 Not Scheduled Global

Figure 56: Backup Jobs Screen

Table 12: Backups Jobs Screen: Fields and Buttons

Field Function

Name Displays the name assigned to the backup
# Of Devices Number of devices selected in this job
Schedule Displays the schedule that has been configured for the backup. To

create a Schedule, see the chapter on Schedules.

Notification Displays the people to be notified in case of failure or after the
completion of the backup. To add a notification, see the chapter on
Notifications.

Next Execution Displays the date and time of the next scheduled backup, providing
the job is enabled.

Site Displays the site on which the backup will be run.

62
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Field Function

Z Edit Enables you to edit the configuration for a backup.

il Delete Enables you to delete a backup job listed in the Backup Jobs screen.
To delete a backup job, select the job you want to delete and click
the Delete button & Delete,

® Run Now Manually runs the backup now, regardless of the scheduled time.
Check the box next to the desired job and click the Run Now button
@Run Now |

= Add Add new backup job

A Clone Clone an existing backup job

Adding a Backup Job

BackBox allows you to add additional backups to meet your needs. To add
another backup job:

1. Onthe Backup Jobs screen, click the Add button ##<¢, The New Backup Job
Configuration dialog box appears:

New Backup Job Configuration

CONFIGURATION

D Available devices @) Selected devices

Name e ' vendor ¥ product B

Figure 57: New Backup Job Configuration Dialog Box
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Table 13: New Backup Job Configuration Fields

Field Description

Name Type a name that identifies the new backup.

Description Type a brief description of the backup - this field is optional but
recommended.

Site Select the name of the site to which the device is assigned. If the site is

locked to an agent, you cannot run a backup from Global. Sites can be
locked to an agent in the Agent screen, which is located under Settings in
the Sidebar.

Schedule Select a schedule for the backup. You can create a new schedule by
clicking the Add Schedule button < 4d¢ next to the Schedule list or
select a schedule from the list. For further details, see the

Notifications Select the notification configuration to be implemented regarding the
completion/failure of the backup. If the notification configuration includes
E-mail, below notifications, an additional button is displayed on the screen
enabling you to attach comparison result files to the E- mail.
In addition, you can click the Add Notification button = 4dd next to the
Notifications list to configure a new notification. For further details, see the
chapter on Notifications.

Run task job when In case you want to run a task job in the end of a backup job, you can turn
finished on the switch and select which task job you want to run

Attached comparison In the notification of a backup job select this to get PDF reports of changes
results file to email in the text-based configuration

2. Complete the fields with the desired parameters.

3. Click the Add Devices button 4 2dd (under Site:) to display a list of available devices.
Available columns display item type (with an icon), device name, IP, vendor, site, and group to
which the device belongs.

4. Click one or more devices which you want to add to the backup job and click the
Add button 42dd |

5. To remove a device from this list, click the Remove Device button @ Delete .
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Deleting a Backup Job
To delete a backup job:
1. Onthe Backup Jobs screen, select the Backup Job to be deleted.

2. Click the Delete button i pelete  The Delete Backup Job dialog box appears requesting confirmation.

3. Click Yes.

Running a Backup Job

Backup jobs will run according to the schedule that you assigned them. Their next execution is
displayed on the Backup Jobs screen. However, you can run a backup immediately by selecting a
backup job and clicking the Run Now button ®runnow .

The Backup Queue Screen

The Backup Queue screen contains all the backup jobs currently running or waiting to run. Each entry
listed contains the device name (one line for each device in the queue), IP address, date started,
duration (the time taken to run until now, if currently running) and the run status, i.e. running or
pending. The View and Terminate columns display buttons for viewing the backup job or terminating
it.

Backup Queue

Device Name...” IP i Date ”  Duration ¥ Status ”  Status Reason S site " View ¥ Terminate

Figure 58: Backup Queue Screen

Removing a Job from the Queue

A job can be removed from the queue, or stopped if currently running, by clicking the Terminate
button displayed in the job’s Terminate column. To terminate all the jobs in the queue, double-click
the Terminate All button @ Terminate il .

Note: Due to the significance of terminating a backup job, you must double-click the
Terminate All button @ Terminate 41l @s opposed to a single click for most other functions.

Backup History Screen

The Backup History screen is a log of all the backups. Each entry listed displays the device name,
its IP address, the date and time it was run, and the status of the run (Success, Success - Configuration
Changed, Failure, or Suspected Failure). For those with a Failure status, the adjoining column also
records the failure reason as shown in the following:
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Backup History

(@ (@ @ @ @ @ @ @ @ OO ®
PPLPLLPPPLPLLPLPP

Figure 59: Backup History Screen

Also, you can view the status of the backup replication if this device is configured on the agent and
replicate the files to the agent.

Filtering the Backup History

You can filter backup jobs listed on the Backup History screen. To filter a table, click the Filter box.
You can also filter for more than one value: Device Name, IP, Date, and Status columns. To filter
the backup jobs listed on the Backup History screen, type a value into the filter box by which you
want to filter the table. To remove the filter, click the filter boxe’s Cancel button * .

Backup Trail Log

For any backup, clicking on the View Log button @ in the Log column displays a backup trail log that
you can download
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CHAPTER 9 DEVICES

The Devices screen displays all the devices you are authorized to view. You can display these by any
field (Vendor, Group, etc.) to make it easier to navigate.

Devices Screen

Devices

o Sopon Simport B Compare @ Man

(O (@ (@ (@ @ (@ @ @ @ @mwado,

Figure 60: Devices Screen
The Devices screen displays the following columns:

Table 14: Device Fields

Fields Description

Name The name given to the device profile.

IP Address The IP address assigned to the device. IPv6 addresses are supported.
Vendor Vendor of the device.

Group The group to which the device is assigned.

Last Backup Date of last backup.
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Fields Description

Status Displays information about the backup status: Successful/ Suspected/
Failed/Maintenance and more. Click the @ icon or see Devices Table
Legend for other statuses.

Reason Reason a backup failed or was considered suspect.

IntelliChecks Gauge showing the percentage of successful signatures.

Description Additional details about the device.

Device ID The is of the device in BackBox

Type Type of the device for example : Firewall/Router/Switch

Agent Name of agent this device is connected through

Site Name of site this device connected to

External ID/Tag If the user customizes an external ID or tag it will appear in this column.

The Devices screen also displays buttons that enable you to perform the following tasks:
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Table 15: Devices Toolbar Buttons

Buttons Description

&+ Add Add a device for backup.

/' Edit Edit a device’s details.

@ Delete Delete a device.

1 Clone Clone an existing device so that the clone has the same backup
parameters.

® Run Now Click to run the backup immediately.

S Export Export a device list to a CSV file.

& Import Import a device list from a CSV file.

£ Compare

[B] Open Access Terminal

Main v

Compare Backup files by comparing their ASCII.

Select a device and open an access terminal with the default
configuration to it.

Change between main view and device view.
Device view will give you also the history of the device automation

Legend: displays the icons and their meaning.
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Devices Table Legend

The Devices Table Legend provides a key to understanding the status icons in the Status column on the
Devices screen:

Device Status Legend x

£ Successful backup Archived Backup

= Suspected backup Changed from baseline

£ Failed backup Changed from previous

il bl D E

Unavailable Changed from startup

# Baseline Configuration

Figure 61: Device Table Legend

Adding a New Device

To add a new device:
1. Onthe Devices screen, click the Add button #44¢, The New Device Configuration
dialog box (Step 1 of 4) appears:

New Device Configuration x

[ ]
STEP1 STEP2 STEP3

Figure 62: New Device Configuration Dialog Box - Step 1 of 4
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2. Add the device name, the device IP address (and if you have created them, add the

3.

Group, Agent, and/or Site you wish to assign to the device), then click Next

New Device Configuration x
[ o

STEP1 STEP 2 STEP 3

Figure 63: New Device Configuration Dialog Box - Step 2 of 4

Complete the Vendor, Product, Version, and Backup Type fields, and click Next .
The third dialog box appears:

New Device Configuration x

Use Custom N~

[ L
STEP 1 STEP2 STEP 3 STEP 4

Figure 64: New Device Configuration Dialog Box - Step 3 of 4

Complete the Authentication (Custom=profile specific, Template=group creds) Username,
Password, (Expert Password if applicable) and Port fields, and click Next . The fourth
dialog box appears:
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New Device Configuration/Features x
#® cnable IntelliChecks
® Collect

@ Enable access

#® Backup Retention 10 Backups v
(Leave unchecked for global Settings)

® Size Deviation Percentage 10

(Leave unchecked for global Settings)

ADD DEVICE SAVE & RUN DEVICE

[ L
STEP 1 STEP 2 STEP 3 STEP 4

Figure 65: New Device Configuration Dialog Box - Step 4 of 4

5. Optionally, check Enable IntelliChecks and/or Enable Access to turn on that
functionality for the device.

6. If you want to create local retention settings for the device, click the Backup
Retention field.
Note: Leave unchecked to apply Global retention settings.
If you turn on Backup Retention, two additional fields are displayed: one for the number of
days that backups are retained, and one for choosing backups or setting retention policy.
Indicate the number of backups to be retained or select Retention Policy and click the Edit
button 7 to set a new retention policy.

7. Click Add Device or Save & Run Device

8. Size deviation — override global settings for size deviation verification
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Using Export/Import to Add Multiple Devices

The Devices screen Export Button <&eert enables the export of the selected list of devices to a password
protected spreadsheet.

To export a list of devices:
1. Click the Export button and in the Export Devices dialog box, type a password to be used when
reimporting the exported devices:

Export Devices - Encrypt Password S 4

Enter a password to be used when re-importing the exported devices

I Export only selected devices

Figure 66: Export Devices Password Encryption

2. Add new devices to the spreadsheet.
You can speed up your work by copying a device row and then overriding the Device
Name and IP fields with the information of additional devices you want to add. For
example, in the following spreadsheet, we have copied the F5 BiG-IP2 device row, and
then pasted it in twice, thereby adding two additional F5 devices: F5 BiG-IP2-1, and F5 BiG-

IP2-2.
A B C D E F G H | J K
1 | Device Name Site ID Device Host Vendor ID Product IL Version IC Backup Ty Group ID Retention Port Debug Mc Au
2 |TrendMicro IWSVA 5.5 0 172.31.254.107 -58 -135 -199 -404 0 0 22 FALSE
3 |Radware AppDirector 0 172.31.254.111 -52 -119 -176 -342 0 0 443  FALSE
4 |R71.10 Module Splat 0 172.31.255.188 -3 -3 -234 -424 0 3 22 FALSE
5 |Cisco ASA 0 172.31.254.2 -5 -46 -242 -709 1 0 22 FALSE
6 F5BiG-1P2 0 172.31.252.40 -30 -71 -113 -880 0 0 22 FALSE
7 0172.31.252.41 -30 B -113 -880 0 0 22 FALSE
8 |F5 BiG-1P2-2 0 172.31.252.42 -30 =7/l =il -880 0 0 22 FALSE
9 Gaia R77 VSX 0 172.31.255.175 -3 -187 -291 -809 0 4 22 FALSE
10 | ESXi 110 0 172.31.255.110 -60 -138 -203 -401 0 0 22 FALSE
11 |BackBox Self Backup 0172.31.252.171 -17 -25 -30 -711 0 0 22 FALSE

Figure 67: Spreadsheet with new devices added

3. Click the Import button S lmport 1o import the spreadsheet back into BackBox. Ignore
any errors about devices that already exist. We are only concerned about the new devices
being imported.

Import Devices - File Upl... B x

Choose File_| sryhn_expor...Devices.csv

Figure 68: Import Devices File Upload
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The Devices screen displays all the new devices with the same Backup Jobs, Notifications, Group,
and Site settings as the original device.

Vendor = ~  Name M ™ Group M A<t Backup " Sta.. Reason W
BackBox (1)
Check Point ...
Cisco (2)
= F5(3)
FS F5 BiG-IP2 172.31.252.40 29-12-2017 ... E
F5 FS BiG-IP2-1 172.31.252.41 Never £ | Never been executed
F5 FS BiG-1P2-2 Never g Never been executed
Linux (2)
PaloAlto (4)

Figure 69: Devices Screen Displaying Newly Added Devices

Displaying the Details of an Individual Device

To display the details of an individual device listed on the Devices screen, click a device name in the list.
The Device Details screen appears with the device name, displaying the following tabs: Details, History,
IntelliChecks, Inventory, and Network Info. The default view upon opening is the Device Details tab.

Cisco ASA 5005 - 172.31.254.2 (1) [C] x

DETAILS HISTORY NTELLICHECKS NVENTORY NETWORK INFO USAGE PERFORMANCE ECHNICAL SURVEY NOTE
0

o o
Cisco ASA 5005 172312542

[ Tomomoron L onmacrass Jcees e |
Cisco Systems Inc ¥ ASA ¥ 9.4 and Above ¥ SSH new v
Al Devices (g) v Customer 1 -
2D Retention @ Enable Access 3 Enable Maintenance Mode
afear]n

D NATIP ® Enable Size Deviation Check W Size Deviation Percentage c I s c o

COMPARE EXCEPTIONS | CLEAR SSH KEYS FOR DEVICE

Figure 70: Device Details Screen
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Device Details Tab

The Device Details tab displays information about the device. You can edit the details, then click
Save to save the details, or click Run to immediately apply the device details/backup information
and run a backup. These actions can be run using the row of icons in the upper right corner:

Figure 71: Upper Right Corner of the Devices Details Tab

Depending on the device, some, or all the fields in the following table appear:

Table 16: Device Details Fields and Buttons

Field/Button Description

Device Name Name of the device

Device IP IP address of the device

Clear SSH This button clears the SSH key for authorization.
Vendor Vendor’s name

Product Product name

Version Product version

Backup Type Backup type

Group The group to which the device is assigned for backup.
Agent The agent to which the device belongs.

Site The site to which the device belongs.
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Field/Button Description

Specify how many days backups and other files are retained.

3P Retention
See below for details.
P NATIP Click NAT IP to specify a NAT address for the device.
P Enable Access Enables the device to interact with the Access module.
Allow size check of current backup against previous backup.
B cnable Size Deviation Check Suspect status assigned if the backups have a +/- 30% size

difference

Enables you to specify a Compare Exception for a device so
B gL that you can exclude specific lines from the configuration
when running the comparison feature.

CLEAR SSH KEYS FOR DEVICE Clears out SSH keys, forcing new collection.

Retention Button

Click the Retention button reenion o specify how many days backups and other files are retained.
Clicking Retention displays two options:

e Backups

= Retention Policy
Backups enables you to type the number of backups you want to retain.
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Retention Policy enables you to edit the retention policy for backups and other files. Select
the Retention Policy option and click the Edit button Z' next to it. The Retention Policy dialog box for

the device appears:
Retention policy for Cisco ASA 5005

Backups Retention

Daily Backups + Ky Bacla
s 4
1 ‘e
Tl Failed
14 14
(€]

Trend Collection Retention

100 ®

IntelliChecks Retention
Ii

> Q@

Last Month

M| X

Tasks Retention

14 ®

Access Retention

Last Month

Figure 72: Retention Policy Dialog Box for a Device

Edit the number of backups for a given field and click Save. The default values allow 23 backups to
provide coverage for roughly 12 months.

Device History Tab

The Device History tab lists all the backups and Access sessions for the device. The details
displayed include the type of backup (scheduled/manual), date performed, file size, status
(success, failure, suspect), failure reason (if the backup failed), log (and stream/download for
Access sessions), comment (which can be edited by you to type a short comment), Site (if
applicable), and Remote Status.

Cisco ASA 5005 - 172.31.254.2 (1) [CHl=I ¢

DETAILS HISTORY INTELLICHECKS INVENTORY NETWORK INFO USAGE PERFORMANCE TECHNICAL SURVEY NOTES

Type Date ~ Y site..” FileSize..” Status ~ ResultStatusReason ¥ Log..” Comment..” RemoteStatu.. AgentReplicatio..” Initiator
v v v

Backup (Daily Backup) | 11-15-2021 04:30 Custo.. | 44KB = Q X Schedule
Backup (Daily Backup) | 11-11-2021 03:30 Custo..  44KB = Q X Schedule
Backup (Daily Backup) | 11-10-2021 03:30 Custy 448 = Q X Schedule
Backup (Daily Backup) 103:30 Custo.. | 44KB = Q X Schedule
Backup (Daily Backup) | 11-08: Cust 44KB = Q X Schedule
Backup (Daily Backup) | 11-07-2021 03:30 Custo.. | 44KB = Q X Schedule
Backup (Daily Backup) | 11-06-2021 03:30 Custo.. | 44KB = Q X Schedule
Backup (Daily Backup) | 11-05-2021 03:30 Custo.. |44KB = Q X Schedule

Figure 73: Device History Tab
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You can view a detailed log of each backup by clicking the View Log button Q_ in the Log
column. The Backup Trail Log screen appears:

Trail Log x

Debug @@ Auto Scroll B3

TRAIL-LOG RESULTS-LOG-HTML

:01 2021 from 127.0.0.1
ully created

ion: backup): 1. cd /data/backups/2/backup_2348608

ackup): 2. echo /data/backups/2/backup_2348608 | grep -Eo "/[0-9]+/" | sed 's/\///g
2348608 | grep -Eo "/[0-9]+/" | sed 's/\///g'

session: backup): 3. getlastbackup

p_2348608/2/d
s Acknn 234R608/2/3.enc

Figure 74: Example for Backup Trail Log Screen

To download the log, click the Download button at the upper right corner
The Device History screen is also where you initiate a Restore, or perform other actions as detailed
in the following table:

Table 17: Device History Buttons

Button What it Does

Restores the selected device configuration. If a Restore script was written

¢ Restore for a device on the Restore tab of Customize, clicking this button will start
the script.

P8 Download Downloads the selected configuration

£ Compare Compares backup files, either same files from different backup or files in the

same backup

[E] Compare Baseline  Compares the selected configuration to a Baseline configuration

B4 info@backbox.com Ny +972-73-3266400 backbox.com 78



=) BACKBOX | ;.

R Set Baseline Enables you to set a configuration as a Baseline

il Delete Deletes a backup from the list

®) Terminate Terminates selected running backup job in the list
&) Archive Archives selected backup files

IntelliChecks Tab

The IntelliChecks tab displays the health checks and compliance tests for the device:

Cisco Switch - 172.31,254.32 (3) enx
° »
- 0 s e "

=] Q
= Q

Device pert - Q
s Q
s Q
= Q
s Q

Figure 75: IntelliChecks Tab

If a device has multiple IntelliChecks groups that run against it, the output is separated with headers,
providing summary information for the group. Whether the device can have IntelliChecks run against it
is controlled by the @ Enableintelichecks hytton at the stop of the screen. The © M@ Collect pytton
determines whether the information can be used by the Trends widget on the dashboard.
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Inventory Tab

The Inventory Tab displays additional information about the device such as Serial Numbers, OS
Versions, License Info, and other defining data points about the device.

Check Point - R81 Gateway - 172.31.8.3 (8) | x
DETAIL HISTORY INTELLICHECK INVENTORY NETWORK INF JSAGE PERFORMANCE TECHNICAL SURVEY
Version

SVN: R81 - Build 045
FW: R81 - Bu
Jumbo Hotfix Accumulator Take10
Model
VMware Virtual Platform
Memory
3768640 kB
cPU
Intel(R) Xeon(R) CPU ES-2695 v2 @ 2.40GHz
Uptime
v 52 days
cK
No CK found
Serial Number
VMware-56 4d fc d0 55 75 08 Jab4 dfb2c3d9aaal
Hostname
RB1CLX1

Figure 75: Example of Inventory Tab

Network Info Tab

The Network Info tab displays details around the interface used by the device (Type, Name, IP, etc.),
and any Routing rules that have been applied to the device.

R80.20-2 - 172.31.1.2 (144) [CH=IP 4

DETAILS HISTORY INTELLICHECKS INVENTORY NETWORK INFO USAGE PERFORMANCE TECHNICAL SURVEY NOTES
Interfaces
e Physical Interface ~ > Interface Name ~ | MACAddress ~ 1P Address ~ | Subnet Mask ¥ Virtual IP =
8 v | None

v etho 1723112 255.255.240.0

v etht 1000.13 255.255.255.0

v eth2 172.30.1.166 255.255.255.248
Routing:
Destination ~ ~ Subnet Mask ~  Gateway ~ | Interface =
0000 255.255.240.0 17231.15.254 etho
10.10.1.0 255.255.255.0 17231.1.88 etho
10.10.177.0 255.255.255.0 17231.1.88 etho

10.10.234.0 255.255.255.0 17231.1.88 etho

Total items: 5

Figure 76: Example of Network Info Tab
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Usage Tab

Usage tab will list all the jobs (Backup/Tasks/IntelliChecks) this device is scheduled with. It will help the
user to know in one place where this device is used.

Cisco Switch - 172.31.254.32 (3) [C= 4
DETAILS HISTORY INTELLICHECKS INVENTORY NETWORK INFO USAGE PERFORMANCE TECHNICAL SURVEY NOTES
Backup Jobs: Task Jobs: Intellichecks Jobs: Report Jobs:
Manual Backup Job Scheduled Test Cisco Security Inventory Report
All devices GetLastBackup Cisco Deviation Report to Delete
ad report 50
DF DBS
QUICK_TASK_JOB_0.346242078 Device Details

Figure 77: Example of Usage Tab

Performance Tab

The performance tab will show all collected information that BackBox is gathering from running
Health IntelliChecks on the device. There are two types of data, the deviation table that’s shows the
current measurement, the average, and the deviation. The table is divided into days of the week and
hours of the day. The second data is a graph showing the measurements over time (24 hours/7
days/30 days/365 days)

Cisco Switch - 172.31.254.32 (3) [CH=Ip 4

DETAILS HISTORY INTELLICHECKS INVENTORY NETWORK INFO USAGE PERFORMANCE TECHNICAL SURVEY NOTES

Cisco Switch (172.31.254.32) ¥ CPU ¥ Percentage N @ RESET DEVICE PERFORMANCE

DATA CHART

Highlight deviation ab

30

TimeDay *  Tuesday(07-12:2021).." Wednesday(08-1220..° Thursday(09-12:2021. Friday (10-12:2021) *  Saturday(11-12:2021). Sunday(12-12:2021)..."  Monday(13-122021).=

17:00 Cur:15.00, Avg:18.46,D... | Cur:13.00, Avg:13.50,D... | Cur:15.00, Avg:14.50, D.
18:00 Cur:14.00, Avg:14.20, D. Cur:13.00, Avg:17.67,D... | Cur:13.00, Avg:13.50, D... | Cur:13.00, Avg:16.58, D.
19:00 Cur:13.00, Avg:18.58, D. Cur:14.00, Avg:13.84, D. Cur:14.50, Avg:16.88, D.
20:00 Cur:13.00, Avg:15.20,D... | Cur:15.00, Avg:14.80, D. Cur:13.00, Avg:13.50, D. Cur:23.00, Avg:17.17, D.
21:00 Cur:14.00, Avg:14.80,D... | Cur:18.50, Avg:16.17, D. Cur:13.00, Avg:13.95, D. Cur:13.00, Avg:15.42, D.
2:00 ur:22.00, Avg:18.92, D. Cur:14.00, Avg:14.67,D... | Cur:20.50, Avg:17.50, D... | Cur:13.00, Avg:13.13, D.
23:00 Cur:14.00, Avg:17.25,D... | Cur:14.00, Avg:15.00, D.

Total items: 24

Figure 78: Connected Users
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Technical Survey Tab

The technical survey tab shows all information gathered by technical survey IntelliChecks running on
the devices. Each field related to IntelliChecks gathering information on the device config hardware or
software information will be displayed in this tab.

Check Point Dev - 172.31.255.254 (26)

Figure 79: Example of Technical Survey Tab

Notes Tab
The notes tab allows the user to add his own notes to the device.

Check Point Dev - 172.31.255.254 (26) [CH=I® 4

Figure 80: Example of Notes Tab
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Deleting a Device

To delete a Device:
1. On the Devices screen, select the Device to be deleted.
2. Click the Delete button g pelete . The Delete Device dialog box appears requesting confirmation.

Confirm Delete Devices

Are you sure you wish to delete the selected devices?

YES NO

Figure 81: Confirm Delete Devices Prompt

3. Click Yes.
4. You will see a deletion process message, and then a message informing you of successful deletion:

Delete Devices

Fetching devices from database

Figure 82: Deletion Process Message

Delete Devices

Devices were deleted successfully

Figure 83: Successful Deletion Message

Comparing Backups

BackBox enables you to compare backup files, line by line. This enables you to identify where backups have
added or deleted lines, etc.

To compare backups:
1. Inthe Devices screen, click the Compare button = cemeare at the top of the screen.The

Compare Backups dialog box appears:

83
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Backup Y File - Backup ¥ File a

Choose a device Choose a device

from the list from the list
above above

Figure 84: Compare Backups Dialog Box

All the devices with backup files in the BackBox system appear in both the left and right
columns.

In the left column, click a device and its subfolder. In the subfolder, click the backup file that
you want to compare. The selected backup file will be highlighted in blue and a message
above the Compare button < compare gppears, indicating that the file will be compared.
Follow the same procedure for the right column. The selected backup file will be
highlighted in blue, and a message below the Compare button < compare appears,

indicating that the file will be compared.

For example, in the left column you may want to select a txt file that was generated at a
certain date and time. In the right column, you might select the same file that was generated
for the same device at a later date and time.
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The Compare Backups dialog box records your selections like this:

Compare Backups x

Dev

Dev

ASAv (172.31.253.223) v ASAv (172.31.253.223) v
Backup ¥ File V Backup + ¥ File 7
e 02-15-2021 18:00 (Manual) 02-15-2021 18:00 (Manual)

context.txt -] 02-16-2021 16:44 (Manual)

v running-config-keys.txt Compare file from Left tree: context.txt
show-version.txt running-config-keys.txt v running-config-keys.txt
startup-config.txt show-version.txt

02-16-2021 16:44 (Manual) startup-config.txt
03-01-2021 03:30 (BACKUP) 03-01-2021 03:30 (BACKUP)
03-02-2021 03:30 (BACKUP) 03-02-2021 03:30 (BACKUP)
03-03-2021 03:30 (BACKUP) 03-03-2021 03:30 (BACKUP)
03-04-2021 03:30 (BACKUP) 03-04-2021 03:30 (BACKUP)
10-19-2021 04:30 (BACKUP) 10-19-2021 04:30 (BACKUP)
10-20-2021 04:30 (BACKUP) 10-20-2021 04:30 (BACKUP)
10-21-2021 04:30 (BACKUP) 10-21-2021 04:30 (BACKUP)
Compare file from Right tree:
10-22-2021 04:30 (BACKUP) running-config-keys.xt 10-22-2021 04:30 (BACKUP)
10-23-2021 04:30 (BACKUP) 10-23-2021 04:30 (BACKUP)
10-24-2021 04:30 (BACKUP) 10-24-2021 04:30 (BACKUP)
11-15-2021 04:30 (BACKUP) 11-15-2021 04:30 (BACKUP)

Figure 85: Compare Backups Screen with Files Selected

4. Click the Compare button BEZEEN. The Compare screen appears, listing each line of both

backups, like this:

‘

Compare

Added Lines Removed Lines

Excluded Lines All Lines

¥ running-config-keys.txt.enc (02-16-2021 16:44)

Saved

Serial Number: 9AG1C2C0LGG

Hardware: ASAv, 2048 MB RAM, CPU Xeon ES series 2600 MHz

|
ASA Version 9.15(1)1

|

hostname ciscoasa

enable password $sha512$5000$kLTAPQOBEeCPO/RKBW/YWiw==$ec1 00rug2tgITrCPdcD7kg== p.
service-module 0 keepalive-timeout 4

service-module 0 keepalive-counter 6

names

no mac-address auto

|

interface GigabitEthernet0/0

shutdown

Total Items: 232

¥ running-config-keys.txt.enc (02-15-2021 18:00)

mE

Saved

Serial Number: 9AG1C2C0LGG

Hardware: ASAv, 2048 MB RAM, CPU Xeon ES series 2600 MHz

|
ASA Version 9.15(1)1

|

hostname ciscoasa

enable password $sha512$5000$kLTAPQUBEECPO/RKBW/YWw==$ec100ru921giTrCPdcD7kg== p.
service-module 0 keepalive-timeout 4

service-module 0 keepalive-counter 6

names

no mac-address auto

|

interface GigabitEthernet0/0

shutdown

Figure 86: Compare Backups Screen with File Comparison Result

If the backup files are identical, an additional message is displayed informing you of this.

If the backup files are not identical, you can scroll through the lines of the backup files and note the
differences. Additions, deletions, and changes are highlighted by color as indicated by the colored
buttons at the top of the screen.
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Additionally, you can click the buttons above to view the changed lines. Moreover, you can export the
comparison as a CSV or PDF, by clicking the Columns button =.

x

Added Lines Removed Lines All Lines
¥ running-config-keys.txt.enc (02-16-2021 16:44) ¥ running-config-keys.txt.enc (02-15-2021 12:00 —

Export all data as csv

1 Saved Saved
Export visible data as csv

2
Columns:

3 Serial Number: 9AG1 Serial Number: 9AG1C2C0LGG

4 Hardware: ASAv, 2048 MB RAM, CPU Xeon ES series 2600 MHz Hardware: ASAv, 2048 MB RAM, CPU Xeor, ¥

v running-config-keys.txt.enc (02-16-2021 16:44)

6 1 1 v running-config-keys.txt.enc (02-15-2021 18:00)
ASA Version 9.15(1)1 ASA Version 9.15(1)1

8 ! 1

9 hostname ciscoasa hostname ciscoasa

10 enable password $sha512$5000$kLTApQOBEeCPo/RKBW/YWw==$ec100ru92tgiTrCPdcD7kg== p... enable password $sha512$5000$kLTApQOBEeCPo/RkBW/YWw==$ec100ru92tgITrCPdcD7kg== p...

dule 0 keepalive-timeout 4

module 0 keepalive-timeout 4

dule 0 keepalive-counter 6

module 0 keepalive-counter 6

13 names names

14 no mac-address auto no mac-address auto

15

16 interface GigabitEthernet0/0 nterface GigabitEthernet0/0
17 shutdown shutdown

Total ltems: 232

Figure 87: Compare Screen Showing Excluded Line in Grey and Export Options

Devices Groups Screen

Backups can be done on a single device or on a group of devices at the same time. BackBox enables the
grouping of devices to make backups more manageable and efficient. The Devices Groups screen
displays the list of devices grouped together for backup. Groups can be created based on vendor or by
the device function such as Firewall, Load Balancer, Switch etc.

The Device Groups screen displays the device group name, together with information on how many
devices are included in the group, when the group was created and when it was last modified:

Groups

== Add
Name N Description ¥ Devices ¥ Created ¥ Modified =
All Devices 54 04-21-2020 16:34 04-18-2021 14:46
CheckPoint Devices 0 04-21-2020 16:34 03-10-2021 15:01
Fortinet Devices 0 04-21-2020 16:34 04-21-2020 16:34
PaloAlto Networks De. 0 04-21-2020 16:35 04-21-2020 16:35

Figure 88: Devices Groups Screen
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Adding a New Device Group

To add a new Device Group:
1. On the Device Groups tab click the Add button 44dd¢ , The Device Group dialog box

appears.
New Group B X
checkpoint
Global v

® Available devices ® Selected devices

1A

Y Name P Vendor ¥ Product
a Cisco ASA 5005 172.31.254.2 Cisco Systems Inc ASA
a Palo Alto GW 172.31.253.240 Palo Alto Networks PA Series
a Cisco02960 172.31.253.33 Cisco Systems Inc Switch

Figure 89: Device Group Dialog Box

2. Specify a name for the new group, and, optionally, a short description. In the Site field,
select the site to which you want to assign the group.
3. Inthe list, select the devices according to name, IP address, or vendor that you want to add

to the group and click Save E
The group is created with the specified devices.

Editing a Device Group

To edit a Device Group, on the Device Groups screen, click a device group in the list to display the
Device Group dialog box. Edit the group details you want to change and click Save E .

To delete a Device Group:

1. Select the device group you wish to delete and click the Delete button & oelete . The
Delete Groups dialog box appears, requesting confirmation.
2. Click Yes.

P4 info@backbox.com N, +972-73-3266400 backbox.com
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IP Address Management

The IP Address Management screen displays a list of segments that contain IP Addresses. You can
create segments or edit/delete a segment. You can also synchronize existing devices into
segments.

IP Address Management

== Add Segment
U Sync Existing Devices into Segments & Export & Import

Segment Name ¥ Name ¥ Description Yowp ¥ BackBox Name “  DNSName ¥ Subnet Mask ¥ site

[ +]

1.1.1.0 (Synced Devices -...

[+]

1.1.1.0 (Synced Devices)

[ +]

10.0.0.0 (Synced Devices)

[+]

10.125.126.0 (Synced De...

[+]

10.125.126.0 (Synced De...

o

10.125.126.0 (Synced De...

Figure 90: The IP Address Management Screen

Adding a Segment

To add a segment to the BackBox system, in the IP Address Management screen, click the Add
Segment button =4ddsezment . The New Segment dialog box appears:

Create New Segment X

Name: *

255.255.255.0 Y

Global v

Figure 91: New Segment Dialog Box

Specify a name, description, IP address, subnet mask, and site for the segment and click Save.
Note: IPv6 is supported.
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Editing and Deleting Segments

To edit or delete a segment, select the segment and clidk the Edit button Z €9 or the Delete
button @ Delete,

Synchronizing Existing Devices into Segments

After creating the segments, you can synchronize existing devices into the segments by clicking
the Sync Existing Devices into Segments button U sync Existing Devices into Segments

Network Map

The Network Map screen displays the devices as a network topographical map, complete with
routing paths and function-based icons.

BACKBOX 5.0 Il

Network Map ; %‘ @EK S @’ .

Figure 92: The Network Map Screen

Network Database

The network database tab shows collected information from network database tasks phase 1, 2,3
and 4 running on devices.

Network Database

Figure 93: Network Database
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Discovery

The Discovery tab lets you configure SNMP scan to the network with the ability to create rules
that will tell the system how to add those devices.

Jobs Tab

The job tab will let you add new jobs of discovery. Each job can be scheduled differently, applied
to different rules, have different IP ranges, and work on different subnets.

Discovery

Joss CREDENTIALS RULES

Figure 94: The Jobs Tab Screen

Table 18: Task Job Fields

Button What it Does

Add Add button will let you add new discovery jobs

Edit When selecting an existing job, the help button will let you edit it.
Delete Deletes a job

Run now Run a job on-demand

Terminate Terminate a running job
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Adding a new job

Figure 95: The Jobs Tab Screen

Button What it Does

Range/IP MASK The user can configure the IP range for the scan

Name Name of the discovery job

Site The discovery job can be attached to a specific site

Agent Run the discovery job through an agent

Timeout How much time to wait for SNMP answer from the scanned IP range
Schedule Attach the discovery job to a schedule

Notification Attach the discovery job to a notification

Credentials Select a set of SNMP credentials configured in the credentials tab
Hide BackBox devices Hide in the result table devices already configured in BackBox

Add scan results to IPAM Any device discovered in the scan will be added automatically to

the IPAM list in BackBox

Auto add devices by rule Select rules that the user defined to match criteria and add them
automatically to BackBox

Add to BackBox and Add Buttons that let you add the results manually to the matching lists
to IPAM
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Credentials Tab

Discovery

JOBS CREDENTIALS

o Add

Figure 96: The Credentials Tab Screen

The credentials tab lets the user add a new set of credentials to the SNMP scan.

Pressing on Add will open a new window:

Button What it Does

Name The name the user gives to the credentials set
Site Allows the user to attach the credentials to a
specific site
Description Enter the description for this set of credentials
SNMP version Select the version of SNMP to be used
Port Port used for the SNMP scan
Community/Username/Security level Relating to the SNMP version selected, the user

should add SNMP credentials to the scan
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Rules Tab

This screen lets the user add new rules that will match criteria and add devices to BackBox automatically.

Figure 97: The Rules Tab Screen

Button What it Does

Name

Site

Criteria

Criteria content

Device name as

Description

Site

Vendor/Product/Version/Option

Agent

Group

Authentication

Backup jobs

The name the user gives to the rule

Allows the user to attach the rules to a specific site

The criteria to match the scan result: IP
Range/Hostname/Description

Select the criteria content matching the selected criteria

Add the device to BackBox with the device name set as the
scan result hostname or a given prefix and the result IP

Set a description to the added device

Add the device to a site

Add the device with the following parameters

Add the device to an agent

Add the device to a group

Apply an authentication template to the added device

Add the device to a backup job
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CHAPTER 10 TASKS

Tasks enables you to automate routine tasks to be performed on various devices within your system.
You can create and schedule tasks such as changing passwords and permissions, maintenance tasks such
as deleting, copying, or moving data, powering devices on or off, and many others. You can also specify
conditions that restrict or trigger the tasks to be performed.

How It Works

The Task Configuration screen displays a list of previously configured tasks and enables you to configure
new tasks. A task can include any sequence of commands (a script) that the device normally responds
to when using the command line. By writing a script, you are actually writing a series of commands that
will be executed as if you were at the command line. The Task Configuration screen helps you to write
the script by enabling you to select commands from a simple dialog box as explained below.

After saving the task, you can then use the Task Jobs screen to assign the task to various devices and
determine when the task is executed (see Understanding the Dynamic Fields Sections).

Assigning Tasks to Devices and Scheduling Task Execution).

The Task Configuration Screen

To display the Task Configuration screen, click Tasks on the Sidebar:

Task Configuration

eeeeee

z
3
o
&

35
2
g
3
.
&

&
@
z
8
E]

Figure 98: Task Configuration Screen
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Adding a New Task

You can add a new task and write a task script using the Task Configuration screen.

To configure a new task:
1. Onthe Tasks screen, click the Add button ##9¢ to display the New Task

Configuration dialog box:

New Task Configuration CES

Click on the 4 icon to add

a new dynamic field

Figure 99: Adding a New Task Screen

2. Type a Name for the Task and click Save. The task now appears in the list of tasks in the Task
Configuration screen, where you can edit it and write a script as shown in the next section,
3. Select a tag from the pre defined tags or create a new one

4. Creating a Task Script.

Creating a Task Script

You can create a task script for any task listed in the Task Configuration screen. Creating a task script
enables you to insert conditions, variables, and other elements that provide greater control of the
automated task.
To create a script for a task:
1. In the Task Configuration screen, select a task and click the Edit button £ &4, Alternatively,
click on a task name displayed in the list. A dialog box appears with the name of the selected
task, which by default displays the Dynamic Fields Tab, for example

Cisco -> 10S -> BGP =R §

X X X X X XX

Figure 100: Edit Task Configuration Dialog Box displaying Add Access

P4 info@backbox.com N, +972-73-3266400 backbox.com

95



J BACKBOX | i3, \\ .

2.
3.
4.

Edit the Name, Description, and Site fields as desired.

To add fields and variables, click the Add button =44,

To add a command to the script, or to edit commands in the script, click the Task Commands
tab. If the task already has a script, a list of commands to be executed is displayed, for
example:

Cisco -> 10S -> BGP [x

Type Con... Command Description... Tim... Res.. Sle.. Hid.. Sav.. Stat.. Ord..

neighbor %%NEIGHBOR%% a 60

neighbor %%NEIGHBOR%% a

(I TUR TR T TR TR ]
X X X X X X X

B BB

Total Items: 33

Figure 101: Edit Task Configuration Dialog Box Displaying Task Commands

The dialog box enables you to change the order of command execution by dragging the

command’s Reorder button > up or down. You can also specify indicators for the command’s

-

execution by clicking the Results Options button := in the command’s Results field or the
Status button ™ in the Status field. For an explanation of Timeout and other fields, see the

chapter Understanding the Dynamic Fields Sections.

To add a new command to the script, click the Add button<#¢¢ . The Conditions
dialog box appears:

L)
]
» )_

Figure 102: Conditions Dialog Box
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6. Select the type of command (Internal, Local, Remote, or Verification), type the exact
command in the Command field and use the remaining fields as desired. For details on these
fields, as well as examples on writing command scripts, see the section Understanding the
Dynamic Fields Sections.

Quick Tasks

Quick Task Job Results

3533

Figure 103: Quick Tasks Screen

The quick tasks screen lets you run on-demand tasks without scheduling a job

1. Select atasktorun

Select a notification if needed

Choose the devices to run the task on
Enter dynamic field if existing in the task
Press on run now to run the task

A

Assigning Tasks to Devices and Scheduling Task Execution

The Task Jobs screen enables you to assign tasks to specific devices and to specify when the task is
executed:

BACKBOX 5.0 I —
Task Jobs

4 4dd

Figure 104: Task Jobs Screen

The Task Jobs screen displays a list of tasks, the number of devices to which the task has been
assigned and other information. The following fields and buttons are displayed:
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Table 18: Task Job Fields

Field/Button Description

Name
# of Devices

Schedule

Notification

Next Execution
Site

Status

= Add

/’ Edit

ij Delete

Cg Clone

(® Run Now

Name which identifies the task job.
Number of devices to which the task has been assigned.

The schedule assigned to the task that determines when it is
executed. See below,

To assign a task to a device and schedule its execution, for
instructions on assigning a schedule.

The notification configuration to be implemented regarding the
completion/failure of the task.

To add a notification, see the section on Adding a Notification.
The date and time of the next execution of the task.

The site to which the task is assigned.

Enabled/Disabled

Displays the New Task Job Configuration screen.

Displays the Task Job Configuration screen for selected task jobs.
Deletes selected task jobs.

Clones selected task jobs.

Runs selected task jobs immediately.

To assign a task to a device and schedule its execution:
1. On the Task Jobs screen, click the Add button =4 49¢ the New Task Job Configuration
screen appears:

B Aalstledevces @ Seected devces

Figure 105: New Task Job Configuration Screen
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10.

1.

12.

13.

14.

Mode

Specify a name and description for the task job.

In the Notifications list select the desired notification configuration. Use the Add

Notification button ¥ or Edit Notification button # to create or edit a notification
configuration.

In the Site list, select a site for the task.

In the Schedule list, select a schedule that specifies when the task is to run. Use the Add
Schedule button ¥ or Edit Schedule button # to create or edit a schedule. Alternatively,
select Run once on, and specify a date and time for the task to run.

In the Task list, select the task that you want to execute. To create a new task on the fly, click
the Add Task to System button ¥ next to the Task field. Alternatively, you can select a task
and edit it by clicking the Edit Task button Z'.

If this task is created by a user that requires approval, a response message field will appear to
enter the response to the user who created this task.

As an administrator, you can approve or deny the request to run the job (©a

If you are a user creating a task that needs approval from the administrator, you can select
the admin recipient to receive the request.

You can add additional tasks or remove tasks by clicking the Add Task to Job button ¥ or
Remove Task from Job button == that are displayed underneath the Task list. For each task,
a Dependency list appears that enables you to specify the task that will trigger the next.

To add devices to the task, click the Add Devices button # underneath Tasks. The Add
Devices dialog box appears. Select the Devices you want to add and click Add EREEE.

To remove a device from the Device list, select the device you want to remove and click the
Remove button ==.

You can also use the Filter button A to display the filter boxes by which to filter the Device
list.

Click Save El and run E1.

In the mode tab, you can select how to run multiple tasks related to each other.

105 -> Add user Configuration s oBX

Figure 106: Add User Configuration Screen
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1. Select the run mode of tasks: Parallel or Sequential

2. If you choose sequential, there is an option for devices on task or tasks on devices and the ability to
abort the job in case of failure

3. Enable task chaining: chain tasks to be run one after another with the option to create dependency on
the result of the last task

Viewing Task Job History

You can view the history of a task job by clicking the Task Job History tab in the Task Job Configuratoin screen
for the selected task job. The Task Job History tab displays the following parameters: Start Time, End Time,
Status, Comments, and Task Name.

Task History

& & S
pPPP

Figure 107: Task Job History Tab

Modifying an Existing Task Job

You can edit a task job listed in the Task Jobs screen by selecting a task job displayed in the list and
clicking the Edit button # 9 | The Task Job Configuration screen for the selected task job appears
with the same fields as those in the New Task Job Configuration screen. Edit the fields as desired and
click Save E orRun & .

Viewing a Task Job in the Queue

You can view the progress of a task job in the Task Queue screen:

Task Queue

Figure 108: Task Queue Screen

For each device to which the task is assigned, the screen displays the device name, device IP, date,
duration (how long the device has been running the task), and status of the job (for example, Running).
To terminate a task job for a specific device, click the button in the Terminate column for that device.
To terminate all task jobs in the queue, double-click the Terminate All button ® Terminate Al
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Viewing Task History

The Task History screen displays a list of devices that have run task jobs, along with the job name, the
task name, device name, device IP, the date when the task job was run, its status (success, failure)
and, if the status is failure, the reason for the failure.

GetLastBackup Configuration

Figure 109: Task History Screen

You can download a log of the history by clicking the View Log button & in the Log column for the
device.

Task File Repository

You can upload a task file in the Tasks File Repository screen.
1. You can choose to download existing files to your PC

Task File Repository

Name Y Size Description “  Permissions ¥ Synced Agents “ Unsynced Agents SHA256 Checksum

Figure 110: Tasks File Repository Screen

2. You can choose to replicate the files to unsynced agents ® Replicate To Unsynced Agents
3. You can edit text-based files in the file editor # Fietditor
4. BaDownload

To upload a new tasks file:

1. In the Tasks File Repository screen, click the Add button #44¢, The New Tasks File
dialog box appears.

New Tasks File(s)
Drag files here or click to upload.(up to 50 files, 5 GB total size)

D Override configuration for selected files

v | Name Y size ¥ Description ¥ Permissions ¥ owner” Owner” Owner’ Group  Group Group Al Al 7 Al 7 UploadStatus -
Read Write Execute  Read Write Execute

Figure 111: New Tasks File Dialog Box
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2. Drag a file from your computer to the Upload File Box in the center, or alternately,
click on the Upload File Box and select a file to upload.
3. Add a description, select an agent, and click Save El.

To edit a tasks file:

1. Select a file and click the Edit button # &4«

The Edit Tasks File dialog box appears with the name
of the tasks file in the Title Bar, for example:

Cisc02960-2020-02-23_04-59-04.csv

Cisco2960-2020-02-23_04-59-04.csv

Task file was retrieved from the machine's file system

File Permissions : rwxr-xr-x /755

Owner: Read Write Execute
Group Read [ write Execute
All Read [ write Execute

Figure 112: Edit Tasks File Box

2. File permission options let you control the file permissions on the saved file in the file repository
3. Edit the Description and Agents fields as desired and click SavelEl .

To delete a tasks file:

1. Select the file you want to delete and click the Delete button & P<'==, A prompt
appears, asking you to confirm deletion.
2. Click Yes.
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CHAPTER 11 REPORTS

BackBox enables you to generate reports that provide information about your devices and the statuses
of the backups, using all the data available in the BackBox system. You can either use BackBox’s wide
range of predefined report types, or you can create your own customized reports. For either kind of
report you can specify scheduling and notification.

To display reports that have already been generated, on the Sidebar, click dashboard, then click
Reports; the Reports screen appears:

Reports

Name ¥ Schedule ¥ Notification “ ReportType Y site ¥ NextRun =

Audit Report Audit Log Not Scheduled

Email Notifcation

Figure 113: Reports Screen

Adding a New Report

Use the Reports screen to create and schedule new reports. You can create reports by either selecting
predefined reports or by selecting a customized report. For information on how to create a customized
report, see Creating Customized Reports.
To add a new report:
1. Onthe Reports screen click the Add button # 499, The New Report Configuration
dialog box appears.

New Report Configuration B x

Disk Usage Disk Usage >

Weekly 3am ¥ Email the admin ¥ Global s

Figure 114: New Report Configuration Dialog Box
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2. Type a name and a short description for the report.

3. Inthe Report Type list, select a Predefined or Customized Report type for your report.
For a description of predefined report types, see Types of Predefined Reports below.
Customized report types also appear in the Report Type list. For an explanation of how to
create a customized report type, see Creating Customized Reports.

4. Select a schedule and method of notification.

Select the site where you want the report to be implemented.

6. Click Save.

o

Editing a Report

You can change report parameters using the Edit button & &
To edit a report:
1. Inthe list of reports, select a report and click the Edit button Z ¢, The New Report
Configuration dialog box appears with the details for the selected report.
2. Edit the appropriate fields.
3. Click Save.

Deleting a Report

To delete a report:
1. Inthe Report Types list, select the report to delete and click the Delete button & Deleze
A prompt appears requesting confirmation.
2. Click Yes.

Types of Predefined Reports

You can create reports from a list of 17 predefined report types. This section provides examples of each

predefined report type.

Search for a report type

Agents
Audit Log

AWS Glacier Archives
Backbox License Details
Backbox Users

Backup |

Backups

Checkpoint Enabled Blades

Cherknaint | irancac / Contracts

Figure 115: Report Type List
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CHAPTER 12 INTELLICHECKS

IntelliChecks enables you to monitor the health of every device in your system by automatically
running sets of tests on the device, at regular intervals. You can also run compliance checks to test
whether certain devices conform to your specifications. These checks are stored as signatures, which
are listed in the Signatures section.

Enable IntelliChecks

Enable IntelliChecks for Backbox Devices

Simple Licenses:
Allowed: 50 Used: 0
Complex Licenses:
Allowed: 50 Used: 3

1 Available devices ® selected devices Y
v “ Name TP “ Vendor i =
v | B  panorama 10.1.0.129 PaloAlto -
v | B  p3lo-local 192.168.246.40 PaloAlto

v | B GAA-local 192.168.246.144 Check Point

Figure 116: Enable IntelliChecks Dialog

IntelliChecks Signatures Screen

IntelliChecks uses a database of hundreds of signatures that test various conditions across a wide
variety of devices. This page displays the list of existing signatures and enables you to clone/edit
them or create completely new signatures.

IntelliChecks Signatures

Name Description " signature Type Tags Site Access Restriction InUse

PP DB D DBD
XX X4 X XS

Figure 117: IntelliChecks Signature Screen Displaying Signatures, Types, Tags, and Site

B4 info@backbox.com N, +972-73-3266400 backbox.com 105



|\ N
) BACKBOX | s, \§ : |

Adding a new Signature

To add a new IntelliChecks signature:

1. In the IntelliChecks Signature screen, click the Add button =499, The New IntelliChecks
Signature dialog box appears

New IntelliChecks Signature x

Figure 118: New IntelliChecks Signature Configuration screen

2. Inthe dialog box, you can add values for new signatures or edit values for cloned existing
signatures.

IntelliChecks Groups Screen

By using Groups, you can simplify management of similar devices. By putting all of the devices of specific
type in a group, you can run a single job, and have it applied to every member of the group, rather than
having to specify each device separately.

IntelliChecks Groups

+4dd

D P DD
44X XXX

Figure 119: IntelliChecks Groups Screen

IntelliChecks Jobs Screen

This screen shows the name and description of the job along with the specified schedule and notification and
whether or not the job will attempt remediation.

IntelliChecks Jobs

X X X X

Figure 120: IntelliChecks Jobs Screen
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The screen also displays when the next execution will occur.

In addition, you can select a job in the list and use the buttons at the top of the screen: Edit, Delete, or, Run

Now.

Creating a New IntelliChecks Job

1. Click the Add button #4d¢, The New IntelliChecks Job Configuration dialog box appears:

New IntelliChecks Job

O =ilp
CONFIGURATION DYNAMIC FIELDS
IntelliChecks Groups M Remediation 3D Alertonly if deviation of performance increased
Schedule v 4
Notifications v + I Notify only on signature status change
Global v
) Available devices ® Sselected devices
v v v =
Name P Vendor Product =

Figure 121: New IntelliChecks Job Configuration Screen

2. Type a name and description for the job in the appropriate fields. Select the group on
which you want to run the job, using the dropdown menu.

3. The switch Alert only if deviation of performance increased let you control getting
notification only on positive deviation

4. The switch Notify only on signature status change let you control getting notification only if
status has changed from the last time the IntelliChecks was running

5. Suppression let you control after how many times the signatures were running at the same
status to stop getting notifications

Search for a IntelliChecks

group...

D CP Cluster Checks
D F5 Performance Checks

D Palo - All
D Palo - Password Complexity
I:] Palo Alto - CPU

Figure 122: Search for IntelliChecks Group

6. If youwantthe jobtorunthe remediation commands for the signature, click the
toggle forit: ¢'@ remediation
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9.
10.
1.

Choose a Schedule and Notification for the job, and then select the devices on which you
want to run the job. Selecting both the ©#@ Available devices (@) Selected devices httons
display all devices with a checkmark next to the selected devices.

Dynamic fields tab let you enter info into dynamic files when the IntelliChecks signature
requires it.

The history tab lists the IntelliChecks job history and the signatures running as part of it.

To run the IntelliChecks job ad hoc, select the Run Now option @ RunNow |

Manage Devices lets you view and assign IntelliChecks licenses.

IntelliChecks Queue Screen

You can view a list of devices for which you have scheduled IntelliChecks jobs in the
IntelliChecks Queue screen:

IntelliChecks Queue

Figure 123: IntelliChecks Queue Screen

The Int
duratio

elliChecks Queue screen displays the device name, signature name, IP, date and
n of the IntelliChecks job, and its current status (running, pending, or enqueued). It also

enables you to view the job’s log in real time. In addition, you can terminate selected
IntelliChecks jobs, or terminate all IntelliChecks jobs:

To terminate a single job, click the Terminate button (®) at the right side of row for
that job.

To terminate all the IntelliChecks jobs for all devices in the queue, click the
Terminate All button ®Terminate Al 3t the top of the screen.

IntelliChecks History Screen

You can

view a list of all IntelliChecks jobs and signatures that were run on devices by displaying the

IntelliChecks History screen:
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BACKBOX 6.0
IntelliChecks History

PPLPLPLPLLLPLPLLOLLL

Figure 124: IntelliChecks History Screen

You can see the Signature Name, Device Name, IP, and Date. In the Status column, the screen also
shows whether the device successfully ran the job or failed. If the device failed to run the job, the
reason for failure is stated.

You can also click on a job’s Log button @ to display and download a detailed log of the jobs and their
status. The final column will show the Site the device is associated with.

Technical Survey

The technical survey tab allows the user to view predefined fields for the technical survey
IntelliChecks. The user can also add new fields and create new IntelliChecks to save information to the
relevant variables.

IntelliChecks Technical Survey

+2

Figure 125: IntelliChecks Technical Screen

This information will be presented in the device technical survey tab and the technical survey report.
1. Add button will let you add new fields 4 xdd
2. With the delete button, you can remove existing fields i oelete
3. Edit product selection will allow you to choose which products are relevant to which technical
survey field Z edit Product selection
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CHAPTER 13 ACCESS

Access enables you to use BackBox as a jump box and funnel all connections to your devices through a
single point. This simplifies firewall rule management (as you no longer need rules for every person to
every device), helps thwart man-in-the-middle attacks, and even allows for greater accountability for
employees.

Once connected to a device, you can run commands ad hoc, or you can use toolboxes of preconfigured
commands. BackBox has several toolboxes already configured, but users can easily create their own as
well.

Connecting to Devices Using the Terminal Screen

The Terminal screen enables you to connect to one or more devices. For each device, a terminal
is opened on which you can run commands.

To connect to devices:

On the Sidebar, click Access; the Terminal screen is displayed by default.

Click the Devices tab; a list of devices is displayed:

Access Terminal

Figure 126: Devices Tab on the Terminal Screen

1. Select devices to which you want to connect by clicking in the column to the left of the
device.

2. Select the method of connection: SSH, Telnet, RDP, or Web.

3. Edit the Port if desired by clicking the port number and using the

Increment/Decrement button ¥ that appears to specify another port and click the
Submit button E3,
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Access Terminal

4. Click the Connect butto ®iconnecr ; @ name is displayed at the top of the screen for each device
that you selected. Clicking the device name displays the terminal for that device. You can run
scripts on more than one device by clicking from device to device:

Access Terminal

Running A Toolbox’s Command Script
Once you connect to one or more devices, the Access’s Terminal screen enables you to run toolbox

scripts on the terminal display for each device.

To run commands on a device:
1. Once you have your connection running, click the Commands tab; a list of toolboxes appears:

111
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Terminal

(B D B BN B B B BN BN BN B

Figure 129: Commands Tab Listing Toolboxes

2. Click a toolbox to display its commands. Some toolboxes have Categories; click the
Category to display its commands:

Terminal

COMMANDS

Figure 130: Toolbox Displaying Category and Commands

3. Torunacommand, on the device’s terminal, click the command and right-click to
display the following menu:

/' Edit
B Delete
¢ Send

¢) Broadcast

Figure 131: Command Options Menu
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4. Click one of the following options:
* Edit to make changes to the command.
e Delete to remove the command from the toolbox.
* Send to execute the command.
* Broadcast to send the command to all open windows.

Editing Toolboxes and Commands
You can edit toolboxes and their commands directly on the Commands tab on the Terminal

screen.
You can edit the name of the toolbox, as well as add commands or sections to it. Categories help

organize commands.

Adding Categories or Commands to a Toolbox

To add a category or command to a toolbox:
1. Right-click the toolbox to which you want to add the category or command. The Add
Node dialog box appears:

Add Node M| X
Section: Q site ® private

Type: O Subsection ® Command

Genera

cat /var/log/messaging | gr

Figure 132: Add Node Dialog Box

2. If you select Subsection for the Type, you will enter the name for the subsection. If
you select Command as the Type, then you enter a name for the command as well as
the code of the command in the field at the bottom.

3. Click Save.

Editing the Name of a Toolbox

To edit the name of a toolbox:
1. Right-click the toolbox you want to edit and click Edit. A dialog box with the name

of the toolbox appears.
2. Edit the name and click Save.
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Cloning a Toolbox

To clone a toolbox:
1. Right click the toolbox and click Clone. The Clone Toolbox dialog box appears.
2. Edit the name of the clone as desired and click Save. The cloned toolbox appears in the list
of toolboxes on the Terminal screen.

Deleting a Toolbox

To delete a toolbox:
1. Right-click the toolbox you want to delete and click Delete. A Delete prompt appears.
2. Click Yes.

Editing Commands

You cannot edit BackBox created commands, but you can Clone them and then edit the
clones. You can always edit commands that you have created, without the need to clone. To
edit a command:

1. Right-click the command you want to edit and click Edit.

Edit Node X

Grep for failure

cat /var/log/messaging | gr

Figure 133: Edit Command Dialog Box

2. Edit the command’s name, or the command’s code and click Save.

Deleting a Command

To delete a command:
1. Right-click the command you want to delete and click Delete. A Delete prompt
appears.
2. Click Yes.
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CHAPTER 14 CUSTOMIZE

The Customize screen enables you to customize backup scripts, restore scripts, inventory information,
toolbox commands, automated tasks, and health checks. BackBox supports a robust scripting
environment that makes it easy to write and edit scripts with easy-to-use tabs and drop-down lists.
The scripting environment is available in various modules in BackBox including Tasks, Health Checks,
IntelliChecks, Devices, and Customize.

Besides enabling you to write scripts, the Customize screen also allows you to customize lists
that appear in other BackBox screens.

On the Sidebar, click Customize. The Customize screen appears:

Customize

Figure 134: Customize Screen

Customizing Vendor, Product, and Version Lists

The Customize screen enables you to customize Vendor, Product, and Version lists that appear in
other screens in BackBox such as in the Devices screen. Use the Add, Edit, and Delete buttons + Z' @
next to each list to add, edit or delete items. Some of the items listed are dependent on others. For
example, if you selected a vendor in the Vendor list, the products that appear in the Product list are
from that vendor only.

BackBox issued interface scripts cannot be edited; however, they can be cloned % and the clones can
be edited.

After selecting Vendor, Product, Version, and Option, click the Edit icon # . The Customize editing
interface appears:
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Customize
-+ 78
,,,,,, .+ EE
-+ 7 @
SSH-new -+ 78S 0

Figure 135: Customize Editing Interface

Option Configuration Screen

The Option Configuration screen enables you to customize backups for any device in your system. It
enables you to write command scripts for device backup, inventory, restore, and cleanup as well as
define additional options and fields for the Devices screen. You can customize additional fields and

their defaults for the Device Details tab and the Inventory tab for a device.

To display the Option Configuration screen, on the Sidebar, click Customize. The Customize screen
appears. Select the vendor, product, and version, and in the Option box, select the option you want to
edit or click the Add Option button ¥ to create a new option. In either

case, the Option Configuration screen appears:

GAIA Backup (SSH) %
SSH No Rules -
® Default Backup ) Restrict modificatior RestoreDoc & W  ConfigurationDoc ¢

COMPARE EXCEPTIONS DYNAMIC FIELD NNECT BACKUP NVENTO ESTORE CLEANUF NETW ERFORMANCE

Figure 136: Customize Configuration Screen
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Option Configuration Scripting Tabs

The Option Configuration screen’s scripting tabs include: Compare Exceptions, Dynamic Fields,
Connect, Backup, Inventory, Restore, Cleanup, and Network.

The scripting tabs enable you to write and edit scripts for a variety of actions. You can add a sequence
of commands that will be executed, line by line.

Note: Commands on the Connect tab and the Inventory tab can only be initiated if called by a
command on the Backup tab as explained in the relevant sections below.

The scripting tabs and their uses are as follows:

Table 19: Option Configuration Scripting Tabs

Tab Used for
Compare Exceptions Listing fields that can be selected for comparisons.
Dynamic Fields Creating dynamic variables.
Connect Connecting to a remote device.
Backup Creating a backup for the device.
Inventory Providing information about the device.
Restore Restoring the device.
Cleanup Cleaning up remains of the backup process.
Network Providing network information

The relationship between the six scripting tabs is as follows:

* The command sequence on the Connect tab can be called by a Connect command from
the Backup, Restore, IntelliChecks, and Cleanup tabs.

e The command sequence on the Inventory tab can be called by an Inventory
command from the Backup, Restore, IntelliChecks, and Cleanup tabs.

P4 info@backbox.com N, +972-73-3266400 backbox.com 117



=) BACKBOX | ;.

1. Inthe Name box, type or edit the name of the option as desired. It is recommended
to indicate the protocol in use in the name. For example, common names are SSH, TELNET,
FTP.

2. If you want to select Firewall rules, the dropdown menu has several choices:

Any Port

No Rules

NFS TCP+UDP Ports 111, 2049

SAMBA TCP Ports 139, 445 UDP Ports 137, 138
FTP TCP Port 21

SSH/SFTP/SCP TCP Port 22

RSYNC TCP Port 873

TFTP UDP Port 69

Figure 137: Firewall Rule Menu

Understanding the Compare Exceptions Section

Compare Exceptions will allow you to select fields that you want to have compared from one
backup to another.

Understanding the Dynamic Fields Sections

Dynamic Fields enables you to define fields that appear on the Device Details tab for a device
listed in the Devices screen. The tab contains two sections:

* Dynamic Fields section in the upper part of the tab. Here you determine whether a
field is Mandatory, Encrypted, or Hidden.

* Inventory section in the lower part of the tab (you may need to scroll the tab to
display this part). Here you assign the fields to be shown in the Inventory report for
the device.

Table 20: Options Columns of Dynamic Fields

Selecting this: Causes this:

Mandatory The field becomes required. You cannot save the settings on the
Device Details tab without supplying a value for this field.

Encrypt Encrypts the field’s contents so that it appears as dots. This is
the default for fields such as Password.
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Selecting this: Causes this:

Hide Command The field will not appear in the Backup log.

Free Text Displays the text that will appear as the name of the field on
thescreen.

Default Value A default value will appear in the field when the screen is

displayed. This is optional.

Authentication

Determines whether this device will be enabled to use with authentication templates. The
default action is that they will, and that the authentication will be mandatory. If an
authentication template is chosen, the Username / Password / etc. fields that are irrelevant will
be hidden.

Authentication Templates

When Use Templates is selected in the Authentication list, it displays a list of authentication
templates to select from.

Server IP

Displays a list of IP addresses of the BackBox server. These IP addresses will be used by BackBox to
determine the IP address to which to send the file.

Variable: %%SERVER_IP%%

Username

Displays a field for the Username login to the remote device.
Variable: %%USER%%

Password

Displays a field for the Password login to the remote device.
Variable: %%PASSWORD%%
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Extra Password

Displays a field for the Extra Password (expert mode, enable mode, priv mode, su, etc.) to the remote device.
Variable: %%SU_PASSWORD%%

Username 2

Sometimes a device will need a dual login. This field is for the second username to log-in to the remote
device.
Variable: %%COMMAND_USER%%

Password 2

Sometime a device will need a dual login. This will display a field for the second user password to the
remote device.
Variable: %%COMMAND_PASSWORD%%

SNMP Version

Displays a field for the SNMP version login to the remote device.
Variable: %%SNMP_VERSION%%

SNMP Community string

Displays a field for the SNMP community to the remote device.
Variable: %%SNMP_COMMUNITY%%

Port

Displays a field for the communication port to the remote device.
Variable: %%PORT%%

Note: In this field, the free text value will be configured as the default value, and the label is hard-
coded to the port.

Backup Custom Field

Displays a custom field to use with the remote device.
Variable: %%CUSTOM_1%%

Cluster Node IP

Some devices may be part of a cluster. This field displays a field for the cluster node IP.

The Inventory section of the Dynamic Fields tab is in the lower part of the tab (scroll down) and looks
like this

nnnnn tory

o

Figure 138: Inventory Section of the Dynamic Fields Tab

P4 info@backbox.com N, +972-73-3266400 backbox.com 120



i BACKBOX | [, W

This section enables you to create fields for the device’s Inventory tab in the Devices screen. To
create a field for the device’s Inventory tab, click the Add button 4494, The new Inventory field is
added to the list of field labels. In the Free Text column, type a name for the field and click the
Submit button B3, After clicking Save, the fields will be displayed on the Inventory

tab for the device in the Devices screen.

Variables: To access the contents of any of the Inventory fields in backup command scripts, use the
variables %%Custom_Field1%%, %%Custom_Field2%%, etc., and not the name given in Free Text.
Clicking the Add button 449 on a scripting tab’s toolbar or clicking on the large Add icon ¥ in the
middle of the tab’s screen, displays the Conditions dialog box, in which you can configure the
command and its parameters. Clicking Save returns you to the Option

Configuration screen, which now displays information on your configuration, including such items
as the type of command, description, timeout, the message that the command generates upon
execution or failure (Result Option), etc.

Understanding the Connect Section

The Connect section contains the commands used to log into the target device.

This command set can be invoked by other sections by using the Internal command “Connect”.
Understanding the Backup Section

The Backup section is where the backup commands for a given device are located. You use these
commands to backup additional files

Type Condition... | Command Description Timeou t.. Results Sleep Hide Save Status Order

e m
-

F
[T T

l-
EEEEEXKEEX

Figure 139: Connect Tab
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Understanding the Inventory Section

This is where the commands are given to collect specified inventory data items.

COMPARE EXCEPTIONS DYNAMIC FIELDS CONNECT BACKUP INVENTORY RESTORE CLEANUP NETWORK PERFORMANCE
= Add & Export & Import
Type Condition... - Command Description Timeout... ' Results Sleep Hide Save Status Order

local cd %%DEFAULT_BACKUP_LOCATION%% 30 0 X1
remote dmidecode | sed '/System Information/,/UUID/d;/i/q" 30 0 ES x>
local cat sysinfo | grep "Serial Number® | awk '{ print substi Serial Number 30 0 L X3
remote cpshared_ver | sed -n -e 's/A.* R//p' Shared Version 30 0 L x4
local echo "SVN: R" cat sharedversion " >> version 30 0 X5
remote fw ver | sed -n -e's/A* Ri/p' FW Version 60 0 L X6
internal & trim %%FWVER%% 0 L X7
remote fwm ver Mgmt Version 30 = 0 L X5
local cat fwmver | grep -0 "RI0-9].*" | sed 's/)/g' 30 0 L X9
local cat fwmver | tail -1 30 = 0 s 10
N +rim QLOLEVWAAVEDLOK n 4 )
Figure 140: Inventory Tab
COMPARE EXCEPTIONS DYNAMIC FIELDS CONNECT BACKUP INVENTORY RESTORE CLEANUP NETWORK PERFORMANCE
o Add &Export & Import
Type Condition...  Command Description Timeout.. | Resuits  Sleep Hide save Status Order
internal connect 0 1
internal decrypt ] 2
remote unset tmout 60 0 X3
remote mkdir -p Avarflog/BackBox % = 0 X4
remote & fetcslish 60 = 0 X5
remote & exit 60 0 X6
remote lock database override 60 0 x7
remote & set user %%USER3%3% shell /bin/bash 60 0 x5
local scp %%DEFAULT_BACKUP_LOCATION%9%/CheckPointG 10800 0 ES X9
local & yes If first time and RSA key rei 10800 0 45 310
Inrat S waoAcemnDNK: Ormidinm icar naccwnrd | 108AR = a o
Total items: 37
Figure 141: Restore Tab
. Ny
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Appendix A VMWare Installation

This chapter provides instructions on how to install BackBox on a system running VMWare.

Open the vSphere client.

From the upper pane, click on File.

Select New -> Virtual Machine.

On the Configuration pane, select Custom and click Next.

N

@ Create New Virtual Machine bt - o IEl

Configuration
Select the configuration for the virtual machine

Configuration
" Typical
Create a new virtual machine with the most common devices and configuration options.

* Custom
Create a virtual machine with additional devices or specific configuration options.

Help l < Back II Next > I Cancel

5. On the Name and Location pane, in the Name field, specify "BackBox" or any other name,
and click Next.

@ Create New Virtual Machine ® - olEN

Name and Location
Specify a name and location for this virtual machine

Configuration Name:
Name and Location IBadﬁox

Virtual machine (VM) names may contain up to 80 characters and they must be unique within each
vCenter Server VM folder.

VM folders are not viewable when connected directly to a host. To view VM folders and specify a location
for this VM, connect to the vCenter Server.
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6. On the Storage pane, select the data store that you want BackBox to reside on and

click Next.
@ Create New Virtual Machine i - o
Storage
Select a destination storage for the virtual machine files

Configuration Select a destination storage for the virtual machine files:

Name and Location -

oy Name | Drive Type | Capadity | Provisioned | Free | Type | Thin Pro
@ datastorel
< >

Help I <Back I Next > I Cancel

V

7. Inthe Virtual Machine Version pane, select Virtual Machine Version 8, and click Next.

@ Create New Virtual Machine \ad - olIEl

Virtual Machine Version

Cenfaaten Virtual Machine Version
<: : 0 This host or duster supports more than one VMware virtual machine version. Spedfy the virtual
=locsge machine version to use.

Virtual Machine Version

" Virtual Machine Version: 4
This version will run on VMware ESX 3.0 and later, and VMware Server 1.0 and later, This version
is recommended when sharing storage or virtual machines with ESX up to 3.5.

" Virtual Machine Version: 7
This version will run on VMware ESX/ESXi 4.0 and later. This version is recommended when
sharing storage or virtual machines with ESX/ESXi up to 4.1.

& Virtual Machine Version: 8

This version will run on YMware ESXi 5.0 and later. Choose this version if you need the latest
virtual machine features and do not need to migrate to ESX/ESXi 4.

Help I (BadcllNext>| Cancel

v
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8. Onthe Guest Operating System pane, select Linux and in the Version box, select
CentOS 4/5/6 (64-bit) and click Next.

@ Create New Virtual Machine * - olEN

Guest Operating System Virtual Machine Version: 8
Specify the guest operating system to use with this virtual machine

Configuration -

Name and Location Guest Operating System:

Storage " Windows

Virtual Machine Version

S R @ Linux

Guest Operating System

CPUs " Other

Memory :

Network Version:

SCSI Controfer >

Select a Disk

Ready to Complete Identifying the guest operating system here allows the wizard to provide the appropriate defaults for
the operating system instalation.

Help I <Bad(| Next)l Cancel

4

9. On the CPU pane, make sure that the Total number of cores is at least 4, and click Next.
For more specific details, consult the Sizing document.

@ Create New Virtual Machine * - Db “

CPUs Virtual Machine Version: 8
Select the number of virtual CPUs for the virtual machine.

Configuration

Name and Location Number of virtual sockets: 4 v I
Storage

Virtual Machine Version Number of cores per virtual socket: . ~ I

Guest Operating System
Total number of cores: 4

The number of virtual CPUs that you can add to a VM
depends on the number of CPUs on the host and the
number of CPUs supported by the guest OS.

Ready to Complete

The virtual CPU configuration spedified on this page
might violate the license of the guest OS.

Click Help for information on the number of
processors supported for various guest operating
systems.
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10. On the Memory pane, for Memory Size, specify a minimum of 4096MB.

For more specific details, please consult the Sizing document.

@ Create New Virtual Machine £ - o lEl

Memory Virtual Machine Version: 8
Configure the virtual machine's memory size.

[ Confawation | Memory Configuration
:‘:‘&;‘w 1011684 wemorysze: | 4=] |G
Virtual Machine Version S12G8H Maximum recommended for this
Guest Operating Svstem seeal] 9 ouestOs: 1011G8.
<« Maximum recommended for best performance: 16348 MB.
deBeR Default recommended for this
4Gl 9 ouestos:2GB.
Minimum recommended for this
— 32G8H @ guest0s: 512M8.
16 G5
8G8H
4GB H|
2G84
1GBH
S12 Mg
256 MBH
128 M8 H
64 MBH
32MBH
16 MBI
8me H
| Linux values can vary. Consult your Linux release notes for accurate information.

Hebl <Backl|Next>|Cawd|

Vi

11. On the Network pane, select the E1000 network adapter and click Next.

@ Create New Virtual Machine 4 - o lEl

Network

Virtual Machine Version: 8
Which network connections will be used by the virtual machine?

%mi“—c" ’ Create Network Connections
Name an )

Storage How many NICs do you want to connect? 1 -
Virtual Machine Vergion

e Connect at
Guest Operating System
CPUs Network Adapter Power On

NIC 1: [V Network ] [E1000 > F

Memory

L4 If supported by this virtual machine version, more than 4 NICs can be added after the
virtual machine is created, via its Edit Settings dialog.

Adapter chaice can affect both rk and mig b Consult
the VMware KnowledgeBase for more inf on ch among the network adapters
dforvarious guest i

Hebl <BacklNext>ICx\cd|

4
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12. On the SCSI Controller pane, select LSI Logic Parallel and click Next.

(&) Create New Virtual Machine . a X

SCSI Controller Virtual Machine Version: 8
Which SCSI controller type would you like to use?

Configuration SCSI controller
Name and Location

Resource Pool " BusLogic Parallel (not recommended for this guest 0S)
Storage

Virtual Machine Version
Guest Operating System " LSILogic SAS
CPUs

Memory

Network

SCSI Controller
Select a Disk
Ready to Complete

(¢ LSI Logic Parallel

" VMware Paravirtual

Help <Back | Next > I Cancel |

13. On the Select a Disk pane, select Create a new virtual disk and click Next.

(%) Create New Virtual Machine - [m} X

Select a Disk Virtual Machine Version: 8

Configuration A virtual disk is composed of one or more files on the host file system. Together these files appear as a
Name and Location single hard disk to the guest operating system.

Resource Pool

Storage Select the type of disk to use.

Virtual Machine Version —Disk
Guest Operating System
CPUs % Create a new virtual disk
Memory
Network

SCSI Controller
Select a Disk
Create a Disk T e
Advanced Options
Ready to Complete

" Use an existing virtual disk
Reuse a previously configured virtual disk.

Give your virtual machine direct access to SAN. This option allows you to
use existing SAN commands to manage the storage and continue to
access it using a datastore.

" Do not create disk

Help | < Back | Next > I Cancel
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14. On the Create a Disk pane, select a Disk provisioning option and location. Note that
the Minimum disk size for BackBox is 40 GB.

@ Create New Virtual Machine L - o IEH

Create a Disk Virtual Machine Version: 8
Spedify the virtual disk size and provisioning policy

Confiquration Capadty
N an caton -
Stor Disk Size: 403. GB v
Virtual Machine Version 5
yest rating Syster Disk Provisioning
CPUs (% Thick Provision Lazy Zeroed
Memory 3
Network (" Thick Provision Eager Zeroed
SCSI Controfier " Thin Provision
Select a Disk
Create a Disk Location
Advanced s

% Store with the virtual machine
(" Specify a datastore or datastore duster:

[ ovee.. |

Ready to

Help I < Back | Next > I Cancel

4

15. On the Advanced Options pane, in the Virtual Device Node list choose SCSI (0:0) and click Next.

@ Create New Virtual Machine & - olEd

Advanced Options Virtual Machine Version: 8
These advanced options do not usually need to be changed.

Configuraton Spedify the advanced options for this virtual disk. These options do not normaly need
Name and Location to be changed.

Storage

Virtyal Machine Vergion Virtual Device Node

Guest Operating System « 'S(_Sl (0:0) ;I

CPUs
Memory ¢ |oeEo =]
SCSI Controlier Mode

Select a Disk [~ Independent

e Independent disks are not affected by snapshots.
Advanced Options P 44

Ready to Complete
o Changes are immediately and permanentiy written to the disk.

c
Changes to this disk are discarded when you power off or revert to the
snapshot.

| e

4
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16. On the Ready to Complete pane, select Edit the virtual machine settings before
completion and click Continue.

@ Create New Virtual Machine ® = =

Ready to Complete Virtual Machine Version: 8
Click Finish to start a task that will create the new virtual machine

Configuraten Settings for the new virtual machine:
LAt Name: BackBox
‘:i,i%’i\f«amne Version Host/Cluster: 5xi-220.
Guest Operating System Datastore: datastorel
PUs Guest 0S: Cent0OS 4/5/6 (64-bit)
“ ¢ CPUs: 4
Memory: 4096 MB
NICs: 1
NIC 1 Network: VM Network
iﬂ;—i—ig—qm NIC 1 Type: £1000
;mp‘ete SCSIController LSILogicParailel
Create disk: New virtual disk
Disk capacity: 40GB
Disk provisioning: Thick Provision Lazy Zeroed
Datastore: datastorel
Virtual Device Node: SCSI(0:0)
Disk mode: Persistent
™ Edit the virtual machine settings before completion
/i, Creation of the virtual machine (VM) does not indude automatic installation of the guest operating
system, Instal a guest OS on the VM after creating the VM.

Help | <Bad:| Fnshl Cancel

4

17. From the left pane, select CD/DVD.

18. From the right pane, select Data store ISO file and click on Browse to locate the
BackBox ISO file.

19. Click Finish.
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