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NetWatcher® Managed
Detection & Response Service

An MSP’s Guide to Installing a
Customer

What is NetWatcher?

NetWatcher is a Security-as-a-Service platform that enables customers to have a cost-effective 24 x 7
security service monitoring their networks for vulnerabilities and exploits. Many government and industry
compliance requirements, and security best practices, outline the need for continuous monitoring, intrusion
detection, active scanning, log monitoring, net-flow analysis, event management and endpoint integration.
NetWatcher enables customers to immediately deploy these services and take advantage of a fully-staffed
Security Operations Center (SOC). This means superior security that is easy to use, accurate and
affordable.
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Connecting Hardware Sensor to NetWatcher Cloud

1. Ensure your customer is not blocking any of the following ports OUTBOUND. These ports are what the sensor

uses to communicate back to the NetWatcher cloud.

TCP 22 => portal.netwatcher.com

TCP 8443 => p.netwatcher.com

UDP 443 => vpn.netwatcher.com

TCP 443 => vpn-tcp.netwatcher.com

TCP 443 => index.docker.io

TCP 443 => registry-1.docker.io

TCP 443 => public.update.core-os.net

TCP 80 to google.com => Used to test internet/DNS connectivity

2. Connect one of the LAN ports on the sensors to the internet (doesn’t matter which one) and let the sensor

download its OS/Containers/Rulesets. This can take 20 min.

If you need to setup a static IP address see this article.

Run Setup

a.

Login to the MSP Portal and add a global filter for the customer name by pressing the ‘Add’ button in the

upper left corner of the screen.

Saved global filters

My Searches

netwatcher.com copywrite© 2017
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https://support.netwatcher.com/hc/en-us/articles/226547827-How-to-set-a-static-IP-Address-for-the-on-premise-sensor
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b. The find the sensor by going to https://dsap.netwatcher.com/sensor

T Fiters

Global Filter (clear ~  NetWatcher® Multi-Tenant Portal
s & Dashbos
A

. Sensors

Ocean's Edge x §

© LR201411012067 @
Saved global filters >
My Searches >

Unknown Sensors

1D | Device ID

o

c. Select the name of the
sensor. In this example
its LR201411012067.

d. Find ‘Sensor Setup’ on
this page and put in the
External IP address and
press the ‘Configure’
button. You can find the
External IP address by
typing “what is my ip” in
Google.

netwatcher.com copywrite© 2017

7681ef4c-1682-4633-aBa2-Ub2adsb645a4

status

>

>

NetWatcher® Multi-Tenant Portal

© Portal time: (UTC -04:00) America/New York L Assigned Alarms & scoti =
¢ RSM Connected Customer ¢ Date ¢ Actions
[o] o Connecie | cea 2 2017-08-10 17:26:00 Actons =

T63fef4c.1682-4633-a820- 2 a0BDG4S:

s
Device:

siatus:

RSM Connected:
Type:

Name:

Last Config Check Time
Ip:

Local DNS

Port:

Customer:

User:

Certificate Expiration:
Last Event

Last Flow

Last Heartheat

Date:
Rekey:
Brefer Cloud:

Sysiog enabled

OpenVas enabled

@ Cancel

® Hearlbeat History

State - Last Updated: Never

Sonsor Setup [IEIE)

108311362

Sensor - LR201411012067

HARDIWARE

LR201411012067

2017-08-10 17:26:00

s46%2a8220b22d6b64524 5.0

Oceans Edge

sensor_LR201411012067

2017-08-10 17:26:00
2017-08-10 17:26:00

There is no valid cerlificate found
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https://dsap.netwatcher.com/sensor
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e. The Sensor will begin to count down.

NetWatcher® Multi-Tenant Portal

Global Fier (sesr)

‘s Edgex
Saved global fiters > eSS

My Searches

RSM Gonnected:

Last Conig Check Time

f.  The sensor will then say ‘configured’ if the sensor can communicate with the NetWatcher Cloud.

N
Sensor - LR201411012067
"in
O —— |
ot 0 I
e
iy Chost Yo
. e
o D
ot T
P b
e e |
e
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Setting up Network Intrusion Detection (NIDS)

5. Create a mirror of the port that the firewall is plugged into on the router/switch

Here is an example of setting up a mirror on a NetGear managed switch:

& NetWatcher

« Prosafe Plus Configuration Utility-GS105Ev2

NETGEAR

Network VLAN QoS Help

Status | Maintenance | Monitoring | MultiCast | Management

Port Statistics Port Mirroring

Port Mirroring Configuration
Cable Tester

Mirroring | Enable v
| e |

Port L1} 02 03
L [ L
Destination Port | 03 v
= 1

04

L

Select Language:

English

05

a X

GS105Ev2

Copyright © 1996-2014 Netgear @

6. Connect the other LAN port on the sensor to the newly created mirror port.

7. Verify the sensor light turns green on the sensors tab in the MPS Portal

If you are setting up the SIEM for log aggregation this is accomplished in 2 parts (setting up hardware SYSLOGs like

firewalls and setting up servers and desktop logs)

Setting up SYSLOG Ingestion

8. Verify the device you want to monitor is on the supported device list found here.

9. Inthe MSP Portalgoto ~ ~"™"~ ~ [
the “Syslog” tab and Ean Syss
Choose “Add manual -

IP for SYSLOG” S S
e B

-

netwatcher.com copywrite© 2017
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https://support.netwatcher.com/hc/en-us/articles/115008050427-SYSLOG-Device-Support

10. Add the IP of the Device

Global Filter (clear)

Customers

> &Ocean's Edge %

Saved global filters

Add

My Searches

v NetWatcher® Multi-Tenant Portal

@ Dashboard
L Analysis
Alarms
> Events
s NetFlow

Vulnerabilities

Tickets

& Environment =

Assets.
Groups and Networks

Net Agents

mer information
= Reports
Reports History
Create Report
Customers Reports

Create Customer Report

Home / Syslag / New allowed IP

New allowed IP

@ Main

Source IP 1020201

Sensor LR201411012087

11. Go back to the ‘Sensor Details’ and select Syslog Questionnaire

Global Filter (clear)
Add

Customers
> & Ocean's Edge X

Saved global filters

My Searches

12. Select the device type that is sending the SYSLOG.

v

NetWatcher® Multi-Tenant Portal

& Dashboard

Ll Analysis
Alarms
Events
NetFlow

Vulnerabilities

Home / Sensor

@ Base Info

T68fefdc-682-463a-aBa2-db2ad6b645a4

Sensor - LR201411012067

& NetWatcher

[# View Suricata Seftings | [# Edit IPTables Seftings | @ Sysiog Questionnaire | v Get ona-ime pass

Id: T68fef4c-1682-463a-ada2-db2ad6bb45ad

Device: 0da7672¢c-9581-4172-a259-e1ba3841589f

device and the DevOps team will enable the ruleset manually.

netwatcher.com copywrite© 2017

If it is not on the list, choose ‘Ask Question’ and specify the
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Global Filter (clear) ~ NetWatcher® Multi-Tenant Portal
Add (OBt Home | Sensors / oe_lanner—-oe / Syslog Questionnaire
L Analysis
Customers . .
& Ocear's Edge x - Syslog Questionnaire for oe_lanner--oe
Saved global filters > Events
B Main
My Searches > NetFlow
Barracuda
@ Gisco-All
Tickets
Cisco - ASA

A Envirenment
Assets
Groups and Networks

Net Agents

Sy

i Customer information
== Reporls
Reporls History
Create Report
Customers Reports

Create Customer Report

DHCPCD Server
dnsmasq (DHCP)

©

Fortinet

HP ProCurve

Is the NetWatcher® Agent is installed on Linux?

Is the NetWatcher® Agent is installed on macOS?
Is the NetWatcher® Agent is installed on Windows?

4 N8 ®

Juniper- Al
Meraki
OpenVPN
Palo Alto
SonicWALL
WatchGuard

4 Request additional option

@ Cancel

Setting up Server / Desktop / Laptop LOGS

13. Go to the ‘Customers’ menu item (https://dsap.netwatcher.com/customer ) and choose the Actions menu next to

the customer name and select ‘View'.

Global Filter (ciear) ~ etWatcher® Multi-Tenant Portal
st o
ST Customers
Ocean's Edge X Alam
Saved global filters > Event customers
My Searches > NetFlow p—
als DIt
Simple  Advancer
Ticket
B +Ad0 Filer ¥ Ada )
e T appiy Firers [fCRE
Net
Sysiog
Name = Pnone = eman = pan
Ocean's E g T ce@defensative.com

14. Download the NetAgent (**This binary is unique per customer**)

netwatcher.com copywrite© 2017

EZ3

O Portal time: (UTC -04:00) America/New York ) Assigned Alarms & scolt -
+ Creats new
7
i
1
Atarms Healtn + cps ~ Partner 4 Actions
“ & n e e L
® View
@ Eait
+ Create Sensor
+ Create VM
@ Move 1o
& Move to [T
@ Move 10
 Detete
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https://dsap.netwatcher.com/customer
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Global Filter (ciear) ~  NetWatcher® Multi-Tenant Portal ©Foraltime: (UTC -04:00) Amencamiew Yok # Assigne & scon~
i Home | Customers | Ocean's
. Anatysis v .
= Customer - Ocean's Edge
» & Ocsan's Edge %
Saved global fiters > Customer details = sEm ent
My Searches e Id:  74ve5ass: 0.8316-a0a3ca2 1290
Name:  Ocean's Edge
Email:  oe@oefensative.com & Net Agent Seings
Phone: 41 (777) 7777777 [N | 5 send actvasen sms
Assets Fartnar 8 Netiuct NXLOG - Module:
Groups: [ (EEED) 2D i
Date:  2014-12:28 175827 sysiog_ip g

Sync Status:  Sync 1D 40254 syslog_ip_cloud  vpnnetwatcher com

Sysiog

Tenant Synced with ZenDesk
Extemal Company Name: Customer: Ocean's Edge

i Customer information

= Report >
AuthorizeNet Customer 1210174495
Frofile id syslog_port_udp 514

Pcap files are enabled:  «

netwatcher.com copywrite© 2017 9|Page
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15. Once the NetAgent has been deployed the assets will show up on the NetAgents tab

https://dsap.netwatcher.com/netAgent (may take a few minutes). Select the agents and choose the Actions
dropdown menu and install the LOGs and HIDS modules.

Global Filter dear) ~ ~  NetWatcher® Multi-Tenant Porta © Portal tme: (UTC 04.00) AmericaiNew York & Assigned Alsrms = & scoli =
Add @ Dashboard - Net Agents
. 4 Analysis
Customers MetAgents  Net Agent Versions t Agent Version Overrides  Net Agent Madule Viersior todul i Net Agent Module Version Fi
Ocean's Edge X m
Saved global fiters > Evers NetAgent
My Searches > NetFlow
T Filters
chat
-+ A ¥ Filt

& Environment H
H
H
T Apply Filters  |EsEERE {
roups and Network
Bundles Used: 13
Net Agents
HIDS: 10 Logs: 13 Sensor in the Cloud: 8 Systray: 5
Sys
R With selected: | Actons «
i Customer inf
e + Install modules Last Checkin
o % Uninstall modules % Health $ CPS % Version Customer = Os s ~ Modules Actions
Reports History

F
B Delete Nel Agents . Ocean's i Lessthona ) D
5 old laptop 1043 o8 Windows Actions =
T dge minuleago  sensor nme cioue | [ER]
. | ’ e i . e

& Windows
dge minute(s) ago S
raate Customer Ranart

Actions =

loud

16. The Dialog box will reflect a Pending Install and in a minute or so the Logs will begin to send to the sensor. If

the sensor is not live, the Logs will go directly to the cloud over a secure VPN until the sensor goes live again.

Setting Up Reoccurring Vulnerability Scans

17. Go to the ‘Vulnerabilities’ tab and choose the ‘Create Scan’ tab and then choose the ‘Create new’ button.

Global Filter (clear) e NetWatcher® Multi-Tenant Portal @ Portal time: (UTG -04-00) America/New York & Assigned Alarms = & scott v
A Q=i Home / Vulnerabilities

[ Analysis - HA
Gustomers Vulne rabl‘
3 Ocean's Ecige % Alarms

Saved global filters > Evenls Overview  Scan jobs

Scan Configs  Credentials

My Searches NetFlow
2| = Scan Jobs +Create new
Vulnerabilties
ckels T Fiters

&2 Environment

o
H
+ Add Filter ¥ Add Filter Group g
8
Assels =
3roups and Networks T Apply Fillers  IiFsgs
Net Agents
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https://dsap.netwatcher.com/netAgent
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18. We want to setup 2 scans (Discovery daily and a Full and Fast on a Weekend)

Step 1: Setup the Discovery scan.

Note how the 'full network scanning' checkbox is checked. This ensures we see every IP in the range
provided. Don't generate a report from the Discovery scan as it is not necessary.

cional Fiter Nenwa s Tenant Porta) v

Create Scan Job

Ly Tt U 1 A Nl A BIEGE 1 50 33, RS

e seion s

Step 2: Create the Full and Fast Scan

For this scan, you will not need to check the 'Full
Network Scanning' because the Discovery scan

Scan Job - Full and Fast (Reoccurring Weekends)

already found all the assets. This will greatly shorten = -

the time the "Full and Fast" scan runs. You also might =

want to generate a report and have it sent to an email ot [ Fund Pt R Woshns)
address. To add credentials, go to the credentials tab peesvier

https://dsap.netwatcher.com/vulnerabilities#credentials.

Customer Ocean's Edge

Note: Always schedule the "Discovery" scan at least 2
hours ahead of the "Full and Fast" scan so they don't
overlap.

Sensor | oc_lanner-os
Credentials
Scan Config | Full and fast
Full Network Scanning

Scan now

Schedule Method
First Time 2017-08-12 19:00:00 i)

Schedule Period: Every 1 weekis)

Maximum Duration houris)

Active | Enabled

Auto Generate Repart ‘

Upload To Custom Storage:

send To Scolt Suhy@netwatcher.com «

netwatcher.com copywrite© 2017 11|Page


https://dsap.netwatcher.com/vulnerabilities#credentials

Setup Reoccurring Reports

& NetWatcher

19. Go to the ‘Reports’ tab in the Customer Portal and choose the ‘Situational Awareness’ report. This gives you an
overview of the entire landscape. Create the report from the beginning of a month to the end of a month.

Goba Filer sy | NeTWAICTErS Mull-Tenant Foral @ ol (UTG 0400 Amereatic ok & dasoned e+ & ztie
- Dtz Mo | Cumn Regort | Catte Curtame g
Ousberers Create Cusiomer Report
> b s nex O
Sauea gialmeers, © Choose Cosomer
My Seaiches. > o ey Ecae
.
et o Rusann
@ e © Perios
e > Fram:
- N B
Harms > ™
ekt > reran
Stuatonal Amareness >
pe—— >

@ Create Regart | @ Add to Reaccurming

20. Choose where to send the report to (email address, but it will also store it on the portal for you to download in

the future) and choose how often you want to receive the report.

Add to Reoccuming

General Information
Type Situational Awareness.

pof

Send To
scott suhy@omail.com

Choose contact

* scott suhy

Name

Situational Awareness

netwatcher.com copywrite© 2017

Include fiekds

Period

Every Week

Starting At:
031122017 9:06 PM
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Setup Notifications for Your Customer Contacts

21. Setup your notifications for your Customer by going back to the customer view on
https://dsap.netwatcher.com/customer and select the customer. Find the Add button for Customer Contacts

Gl Fillr (ce v Netwalcher® huti-Tenant Portal O Pa e (TG S400) Amereatiew e @ A Sl s 2o

Customer - Gcean's Edge

22. Fill in your customer’s contact information. This will trigger an Activate email so they can create a password and
login to their customer portal at https://portal.netwatcher.com/login

Global Filter v Ne atchy Multi-Tenant Portal o] caNew ¥ L3 &
L
' Create Contact for customer - Ocean's Edge
Goean's Edge x
Saved global fiters > " [ v s JERSE
My Searches > t © Base Infe
FirstHame . New passwora
Last Name ’ Confirm Hew password
Pasition 5 Acm
— Exparionce Lovel B
* Intermeciate
Fh
Advancsd
o i
£
= ciy
Address
B A
SEma 2 sms © How often
: "
Hy
Namcatons % Send noifications va Ema pew— . . .

netwatcher.com copywrite© 2017 13|Page
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Connecting Virtual Sensor to NetWatcher Cloud — \/Sphere

1. Ensure you are not blocking any of the following ports OUTBOUND. These ports are what the sensor uses to
communicate back to the NetWatcher cloud.
e TCP 22 => portal.netwatcher.com
e TCP 8443 => p.netwatcher.com
o UDP 443 => vpn.netwatcher.com
o TCP 443 => vpn-tcp.netwatcher.com
e TCP 443 => index.docker.io
e TCP 443 => registry-1.docker.io
e TCP 443 => public.update.core-os.net
e TCP 80 to google.com => Used to test internet/DNS connectivity

2. The find the sensor by going to https://dsap.netwatcher.com/sensor and click on your Virtual Machine sensor.
On the sensor details page press the download button next to the Virtual Machine. It will take a while to
download as it’s a large file. We use http://www.7-zip.org for compression and there is no password. There are
two parts, extract the first one and it will continue into the second one. ® Unzip, then untar downloaded .xz
file. Compare the SHA1 hash.

s Sensor - oe-virtual0d

emateport

netwatcher.com copywrite© 2017 14 |Page


https://dsap.netwatcher.com/sensor
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3. Understand your current VM

= = ===
. H VLANBO=Internet] I
architecture and map out how you will i A i
. Bl Switch1 I
setup your sensor VM. Here is a !
—— |
typical setup:
Trunk
AEEEEEEEEEFE
(%]
+ <
< ZAEEEEEEEEEEN
% <+——Trunk
&

W Vitualpot T Virtual to Physical
[Teh | = Physical to Physical m.
Physical Port

Virtual to Virtual

4. Create a mirror of the firewall traffic for the Network Intrusion Detection (NIDS)

Example on a Cisco device: See https://learningnetwork.cisco.com/docs/DOC-26018

Identify Source port for SPAN
#show run int Gi1/0/24

Building configuration...

Current configuration : 92 bytes
interface GigabitEthernet1/0/24
description Trunk to Internet Firewall
switchport mode trunk

end

Identify Destination port for SPAN
#show run int Gi1/0/18

Building configuration...

Current configuration : 86 bytes
interface GigabitEthernet1/0/18
description Link to vm2 vmnic1
switchport mode trunk
switchport nonegotiate

end

Configure SPAN:

#monitor session 2 source interface Gi1/0/24

netwatcher.com copywrite© 2017 15|Page
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#monitor session 2 destination interface Gi1/0/18
5. Create a Virtual Switch w/Virtual SPAN Port & Map it to a Physical Port

O erver - vippere et oy x|
Fle B0t View lwentory Adminstation Plug-ins Help
O B 0 rome '@ rwetory 20 ot and Qusters B
L

% Of tocd

vmisw.oel = 2
SR — |

Select Configurationtab

Select Networking under Hardware.
Select vSphere Standard Switch
Click Add Networking...

oo 09 N =

Recent Tasks Narme. Toret or Stotus contms T e X

0 Tasks @ Alnws Otimchays

6. Create a Virtual Switch w/Virtual SPAN Port & Map it to a Physical Port--Create the SPAN Port to mirror all
traffic. Set VLAN ID to 4095 (Step 3) to ensure proper handling of VLAN tags.

netwatcher.com copywrite© 2017 16|Page
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@ noa NewworcWizsd == | @ a3 etwort Wiz =lE )

‘Connection Type | | VituetMaching: - Network Access

G o
Comecton Types ;""m".:".‘.mi.“'?.‘i,\ L
& Virtual Machine s # Create a vSphere standard
et OneConpect 1060 NIG (be3)
. e vismes sz
The VMkemel BCSL, NFS, and host W ymoch 1000 Ful #192.168.0.192-192.168.0.223 ( VUAN 300
management. ¥ @ vmncl Down
Preview:
‘ e 0 ) s
Unselect in use physical ports (vmnic3 above) and select
desired dedicated/unused physical port (vmnicl above).

o cmo | [mets e | wo | sox [ hemz | o
@ 200 Netwark Wiea [BSIETS ) [  prwrorm— ==
| st [

‘Connecton Tvee
= wen e [EEE
=
Change Network Label to “SPAN Target” Click Finish
and VLAN ID to None (0)
ep o [ meaz | cne |

_sws [ ] o |

7. Create a Virtual Switch w/Virtual SPAN Port & Map it to a Physical Port--Enable Promiscuous Mode

~

@ vowicro Properties.
| Ports | etwork Adacters |
& oo 120 Ports. # Number of Ports: 120
B SPAN T Vetus Maches Port G, Fessas
. 10
otk ke
Security
o O
WG s s et
o et
Traffic Shaping
pumiapay o
Pk Bt
Fo
et il
== o oo
NP et Lk s ey
Notfy Swtches: Yes
Select Properties, Select vSwitch Select Edit o by
ot i
e s
. s C=_] |
= - RSB ] = — =
D i Properies WS [ @ vswrcno Properties —
General Securty | Trafc Shaoina | NIC Teamina | General Securtty | Traffic Shaona | NIC Teamina |
oy Mot ke g
Promecucus Mode: [Reject =1 Promicuous Mode:
MAC Address Changes: [Accept ~ | MAC Address Changes: | - |
Forged Transmas: [Accept =] Forged Transmas: [Accept =]
Select Security Tab Enable Promiscuous Mode
C o] __onw | we | =1 _ o= |

8.

netwatcher.com copywrite© 2017
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Click on source details and it should look like this: RAM:

9.

& NetWatcher

Run VMWare Converter
(https://www.vmware.com/products/converter)

Tr AN 8 comersion BT~
T
© Coot uchee 3 Conlgure mackee O Source System
Veuby s e v A taden ¥ Recwe s Select the source system you want to convert
T T T~ T~
A 2 Source System Source: none Destination: none
! : = : )
Gl v it = = Optan T et souwce type: (Ve Wik orother Visere vial machi )
« Select source type: VMWare Workstation or other VMware Summary Convert  vitual machine from Viware Workstation, Viware Flayer, Vihware
i N Fuion of ther Vetvare produc,
virtual machine . ) o i aee s e o Srmon
* Browse to and select .vmx file among your downloaded files fle: - - Ovemx ~
View source detads...
Welcome to VMware vCenter Converter Standalone
| Rpe ittt et
—
Wowemtmatees ()
e ek )
Tt s o s )
e ey o G
o e o ()
ok i g
~ -t
el
(el ] Ex < fack | [[Net> |
) Machine Details for NetWatcher - OV ) Conversion
Destination System
Name: NetWatcher - OVF - Select 3 host for the new vitual machne
Machine type:  VMware desktop vitual machne |
Firmware: BIOS Source System Source: 3 1:\NetWatcher-12a...\NetWatcher - OVF.vmx (Other (324¢)) Destination: ..
Operating system: Other (32 bt) ""'"m Select destiaton type: [VMware Infrastructure vitual machne =)
Total size: 500 GB Destnation Locaton
Number of vCPUs: 4 (4 sockets * 1 cores) Optins
4096 MB Summary Viare Infrastructure server detas
Network: ethemetd Server: -
ethemetl E User name: m
Source disks/volumes layout: Password:  eesesses
Dsk 1 <GPT> - 500 GB
EFI-SYSTEM (Volume 1) - 62.97 MB used / 128 MB total <FAT> &
(Volume 2) - 2 MB used / 2 MB total <unknown> Click Next.

(Volume 3) - 1 GB used / 1 G8 total <unknown>

(Voime 4) - 1 GB used / 1 GB total <unknown>

(Volime 5) - 128 MB used / 128 MB total <unknown>

(Volume 6) - 64 MB used / 64 MB total <unknown>

(Vokume 7) - 497.68 GB used / 497.68 GB total <unknown> _ ~

Server: This is your ESXi/vSphere cluster and login credentials.

(e o < e | [Hext> | Gancl | |

Import NetWatcher Sensor VM
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Select Destination type: VMware Infrastructure virtual machine
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& NetWatcher

' Conversion

= |

¥ Conversion

=] |

Source System

. vcenter server
Help.| Export diagnostic

Destination Virtual Machine
Select the destinabon VM name and folder

Source: & I:\NetWatc...\NetWatcher - OVF.vmx (Other (32-bt)) Destination: & Met...
Destnation System . -
Destination Virtual p 127 NetiWatcher - OVF
Destnation Location
Options.

Summary

Inventory for: veentersvroel  Search for name wih: Clear

Power state
& Windows 7 Ent — Adam Running

|@ veenterswroe.|
4 [ OE Local [1 VMs]
) Cou Storage

[ Defensative [1 VMs]

VM name

Click Next and Select Destination directory on

[ <pock |

Destination Location
Select the locaton for the new wrtual machne

Source System

Inventory for: veenter.svroe.| Total source disks sze: 500 GB

Destination Location L1 OF Local Datastore
Jpoors “ B e Loal USE ME - Z5tax 15 =
Summary B vmi.svroel
Capacty:  14,381.59 GB
@ vm3.svroel Free: 2,442.24 GB
o vmd.svr.oe.l Type: NFS
Virtual machne version

Select Destination physical server and data store

Refresh

. m »

Source: & [:\NetiWatc...\NetWatcher - OVF.vmx (Other (32-b1)) Destination: & Net...

[Ccancel ]

1 Conversion

' Conversion

=)

Options
Set up the parameters for the conversion task

‘Source System Source: {5 I:\NetWetcher-..\NetWatcher - OVE.vmx (Other (32-b¢)) Destination: & ..
Destination SYSIEM  Cick on an gption below to edt &.
Destination Virtual Mach
Destinat 0 Current settngs:

~ Data to copy
Options Copy type: Diskbased
Summary VituaDisk1: 500 GB

- Devices
VCPUS: 4 (4 sockets * 1 cores)
Disk controler: Preserve source
Memory: 468

- N

Edt

Edt

Ede

NICI: SPAN Target
NIC2: SPAN Target

= & Advanced options
Power on destnaton: No
Instal VMware Tooks: N/A
Custorize Guest 0S: N/A
b Reconfigure: N/A

Edt

Edt

Confirm settings

Summary
Review the conversion parameters

Click Finish

Source System

(ki) Excort dagnostic logs.

Source: (3 1:\NetWatcher-...\NetWatcher - OVF.vmx (Other (32-bt)) Destination: & ...
Dessination §
Destniation Vitygl Mah | Source system information
‘Dastination Locagion Source type: Viware Workstation of other ViMwai
. Path '\NetWiatchher-12a276d1 -2c9f.-43b6-
sy CPU throtting None
Summary MNetwork throtting None
Destination system information
Virtual machine name: NetWatcher - OVF
Hardware version Version 10
Host/Server veenter svr.oe |
Connected as: mckaya
M folder. Defensative
Cluster. OF Local
Host system vm2 swroe.l
Resource pool Default
Power on after conversion No
Humber of vCPUs: 4 (4 sockets * 1 cores)
Physical memory 4GB
Network Preserve NIC count
NIC1 Connected
SPAN Target
« m ] »
« »

10. Import NetWatcher Sensor VM

1 Conversion

Summary
Review the conversion parameters

Physical

Destination system information

Virtual machine name:

Hardware version version 10
Hast/Server veenter svroe |
Connected as mckaya

VM folder Defensative

Cluster OF Local

Host system vmzswoel
Resource pool Default

Power on after conversion No

Nur VCPUs 4 (4 sockets * 1 cores)

Network Presenve NIC count
NG Comnected
SPAN Target S
—_— (o o ’
« v
Heb | Export dagnostic logs. <Back || Frish Cancel

% Convert machne 1 Configure machne | O

Task 1D

XD Suwce  Destnaton
> Submitting job... = i Wettatche... veenters:
Destination System =
Destiation Vityal Mack | SOUCe system information
Destinotion Locaton Source type Viware Workstation or other VMwa
1\NetWatcher-12a276d1-2c9(-43b6-
Qoxons None
Summary .

None:

NetWatcher - OVF

Vwby: v Tasks Show v Al tasks n  Recent tasks

Status
. C] 1% 12/3002015 ... Estmated tme remanng: 1 hours

Let it build.

b

% Comvert madhe & Confgure machne | O

Vewby: v Tads Show v Al tasks ¥ Recent tasks

Taskid 81D Source
et

Destnaton  Status nd tme
@1 1 che... veentersvr... o Completed 12/30/2015 _. 12/30/2015 12:19:50 M.

Welcome to VMware vCenter Converter Standalone
con

@ vouto take

“The mathnes
Comvert - Physeal machnes
Machne - Vhhware vitul machnes (-vm)
Vb Contordted Badiop {vevs)
Plercsalt Vetuol PC or VetualServr vetal machines {enc)
Symarkes Lestae Recavery Image (.5v2)

11. Map NetWatcher Sensors Network Adapter 1 and Network Adapter 2
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& NetWatcher

VMware vSphars Web Client

Navigate to newly created VM -> Click vCenter,
VMs and Templates, locate where you placed the

e

(VLANBO=Internet]
Virtual NW iztti'\al?
Switchl Sensor Switch2

Make Network Adapter 1 point to a network with DHCP and which
will have access to the internet (VLANS8O in this case) and Network
Click Edit Virtual Machine Settings ! Adapter 2 point to ‘SPAN Target’

12. Open NetWatcher Sensor Console
D ——

Click Actions->Open Console
(2 NetWatcher - OVF on vm2.svr.oel VEFify IP Address = B

File View VM

L - "Nk e . e

Click Power on the virtual machine

13. If you need to setup a static IP address see this article.

14. Login to the Customer Portal to Verify Sensor is Live (Sensor will turn amber if it can connect to the

NetWatcher cloud; Sensor will turn green if it can also see the mirror/SPAN traffic)
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https://support.netwatcher.com/hc/en-us/articles/226547827-How-to-set-a-static-IP-Address-for-the-on-premise-sensor

& NetWatcher

Installing the Virtual Sensor on Other Virtual Machine Platforms

e For VMWare workstation (for testing only, not production) find details here

e For Hyper-V find details here

We hope you enjoy the NetWatcher service. We’ve designed the service to be useful for managers, help
desk techs and for advanced security analysts. We've tried to make the User Interface (Ul) intuitive and
easy to use as well as powerful. If you have any questions don’t hesitate to contact us at

info@netwatcher.com

Follow us on Twitter @netwatcher.

https://netwatcher.com
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https://support.netwatcher.com/hc/en-us/articles/115005786587-My-VM-sensor-can-t-see-my-endpoints
https://support.netwatcher.com/hc/en-us/articles/115006138068-Using-the-NetWatcher-VM-with-Hyper-V
mailto:info@netwatcher.com
https://twitter.com/netwatcher
https://netwatcher.com/

