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INTRODUCTION

Achieving good third-party risk outcomes requires
that your vendors operate secure cloud environments.
According to RISKRECON’S 2019 CLOUD RISK SURFACE

REPORT, 75% of organizations host at least one system
with one of the top 5 cloud hosting providers. Amazon
Web Services dominates all commercial clouds, hosting
56% of all Internet-facing cloud-hosted systems.

2019 Cloud Computing Marketshare
Amazon | 56%

Microsoft [ 15%
Google [l 7%
Rackspace [l 5%
IBM [ 2%

Where you have a lot of value at risk riding on your
vendor's ability to maintain the security of their AWS
environment, generic questions like, “Do you detect
and monitor for security intrusion attempts?” are not
enough. Achieving good outcomes requires getting into
the right details and making sure the details are done
right.

To that end, RiskRecon has developed the Amazon Web
Services Core Assessment Playbook. This Playbook
provides a step-by-step methodology for assessing

the quality of the essential security configurations of
any AWS deployment. Here you will find essential AWS
environment assessment security criteria, explanations

N

of the importance of each criterion, how to gather

related evidence, and what proper configuration
looks like. RiskRecon’'s AWS Core Security Assessment
Questionnaire accompanies this Playbook.

RiskRecon believes that third-party assessments
founded on objective evidence are the most

effective way to achieve good risk outcomes. This

AWS Assessment Playbook and the accompanying
Questionnaire do just that - they help you achieve better
risk outcomes by providing you the knowledge and
tools for objectively assessing the security quality of any
Amazon Web Services deployment.

ACKNOWLEDGEMENTS

The AWS Core Security Assessment Playbook was
developed by experts in the fields of AWS security and
third-party cybersecurity assessment from RiskRecon
and Stratum Security. The project was led by Jonathan
Ehret, a widely known third-party risk expert and
RiskRecon'’s Vice President of Strategy and Risk. Jonathan
was assisted by RiskRecon’s head of AWS engineering,
Jeff Pedersen, who is responsible for the operations and
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security of RiskRecon’s massive AWS cloud computing
environment.

Stratum Security provided additional subject matter
expertise, developing the draft security assessment
criteria. STRATUM SECURITY is @ Washington D.C.-
based security consulting firm that specializes in web
application and cloud security assessments.
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THE AWS CORE

SECURITY CRITERIA

AWS provides a mind-boggling expanse of systems, services, and applications. An all-encompassing AWS security
assessment guide would fill hundreds of pages. Rather than chew it all at once, we decided to start with the essential
foundations on which an AWS environment is built. Each of the 33 criteria of the AWS Core Security Criteria was
carefully selected based on its necessity to ensuring a secure AWS environment. RiskRecon will address the security of
other AWS services in separate publications.

THE ASSESSMENT CRITERIA

The AWS Core Security Criteria covers six security domains. Each domain contains one or more security criterion. Each
criterion is presented as follows:

« ID-The unique criterion identifier. This maps to the «  Acceptable responses - A listing of the configuration
associated questionnaire. states that meet the criterion requirements.

+  Criterion - The assessment criterion, phrased as a +  Failure responses - A listing of the configuration
question. states that do not meet the criterion requirements.

+  Why this is important - An explanation of why +  More info - A hyperlink to additional information
the criterion is important for securing the AWS related to the criterion.

environment.

+ Validation steps - A description of how to collect the
evidence necessary to assess compliance with the
criterion.

THE QUESTIONNAIRE

We've instantiated these Criteria in a security questionnaire. Please feel free to use the questionnaire to assess the
security of your vendor’'s AWS environments. Send it over to your vendors to fill out, or ask the questions over the
phone. As you do this, we can guarantee two things. First, your vendor is going to have to get their AWS expert on the
phone to answer your questions. Generic answers like “Yes, we do Identity and Access Management stuff” isn't going
to fly. Second, you are are going to learn that many of your vendors have significant gaps in their environments that
previously were not discovered. That is a good thing.

THE AWS CORE SECURITY CRITERIA
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AWS ACCOUNT MANAGEMENT

WHAT WHY

The AWS accounts and associated configurations All aspects of AWS are controlled through administrative
structurally separate the various AWS environments console-based configuration. Using accounts and

(prod, staging, dev) to achieve effective separation of related permissions to structurally segment the various
systems and user responsibilities. Access to the Root is environments and responsibilities helps ensure proper
protected using two-factor authentication and it is used control and configuration.

only when no other options are available.

ID: aws-core-1 Is the AWS Organizations service used for managing all AWS accounts?

WHY IS THIS IMPORTANT?
The AWS Organizations service provides management of AWS account settings in a consistent manner, provides
organization-wide security features and allows the use of AWS accounts as a boundary between environments.

VALIDATION STEPS

Access the Management Console for the AWS account and select the AWS Organizations service. Confirm whether an
organization exists or not and all AWS accounts are part of that organization. The following URL and screenshot can
help validate the response:

+  https://console.aws.amazon.com/organizations/home?region=us-east-1#/accounts

aws

Services v Resource Groups v *

@ AWS Organizations

Accounts Organize accounts Policies

Add account @ Failed account creation requests

O Account name Email Account ID Status

O * Demo-Primary-Billing-Root user.name-+billing@riskrecon.com 719214416525 Joined on 6/5/20
] AWS Demo Security user.name+awsdemosecurity@riskr... 038686781882 Created on 6/5/20
O AWS Demo Load Testing user.name+awsdemoloadtest@riskr... 162709462389 Created on 6/5/20
ad AWS Demo Development user.name+awsdemodev@riskreco... 995119242820 Created on 6/5/20
(] AWS Demo Staging user.name+awsdemostaging@riskr... 331783390486 Created on 6/5/20
O AWS Demo Prod user.name+awsdemoprod@riskrec... 677210298740 Created on 6/5/20

Figure 1: Screenshot showing that AWS Organizations service is in use and managing multiple AWS accounts

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
+  The AWS Organizations Service is being used to + Asingle AWS account is being used that contains all
manage all accounts. resources.

*  Multiple AWS accounts are being used; however,
they are not part of an organization.

MORE INFO: HTTPS://DOCS.AWS.AMAZON.COM/ORGANIZATIONS/LATEST/USERGUIDE/ORGS_INTRODUCTION.HTML

THE AWS CORE SECURITY CRITERIA
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ID: aws-core-2 Are separate AWS accounts being used for different development stages? (Dev,

Staging, Production)

WHY IS THIS IMPORTANT?
Separation of development stages into separate AWS accounts creates a permissions boundary that ensures default
separation of networks, IAM access, and other resource overlaps.

VALIDATION STEPS

In the Management Console select the CloudTrail service and select Trails view. The list of Trails should include at least
one that has logs being sent to an S3 bucket in a dedicated AWS account for logging. The following screenshot can
help validate the response:

aws

Services v Resource Groups v *

@ AWS Organizations

Accounts Organize accounts Policies

Root
© Root [ TREEVIEW
+ Shared Services
Organizational units (4)
+ Staging
+ Development Shared Services Staging
+ New organizational unit
+ Production
Development Production

Figure 2: Screenshot showing that AWS Organizations service is in use and managing multiple AWS accounts

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
+  Dedicated AWS accounts exist to separate + Development, staging and production resources
development, staging and production resources. share the same AWS account.

MORE INFO: HTTPS://DO.AWSSTATIC.COM/AWS-ANSWERS/AWS_MULTI ACCOUNT_SECURITY_STRATEGY.PDF

THE AWS CORE SECURITY CRITERIA
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ID: aws-core-3 Is a dedicated AWS account being used for security audit and logging functions?

WHY IS THIS IMPORTANT?
Separation of security audit and logging functions into dedicated AWS accounts ensures a compromise in an AWS
account does not allow an attacker to compromise or destroy logging functions.

VALIDATION STEPS

In the Management Console, select the CloudTrail service and select Trails view. The list of Trails should include at
least one that has logs being sent to an S3 bucket in a dedicated AWS account for logging. The following screenshot
can help validate the response:

Services v Resource Groups v * [\ AWSReservedSSO_SecurityOps.. ¥  Central ¥  Support

Console Home

ud ira

Dashboard © The new CloudTrail console experience is now available

4 We've redesigned the CloudTrail console to make it easier to use. Try out the new console.
Event history
Insights
| Trails Trails
Deiiver logs to an Amazon S3 bucket. CloudTrall events can be processed by one trall for free. There is a charge for processing events with additional trails. For more information, see AWS GloudTrall Pricing.

Create trail
Pricing &
Documentation Trail name ~ Home region ~ Multi-region trail ~ Insights ~ Organization trail ~ S3bucket ~ Log file prefix ~ CloudWatch Logs Log group ~ Status ~
Forums @

example-cloudtrail Canada (Central) Yes Disabled Yes central-logging cloudtrail o
FAQs &

Use the new console

Figure 3: Example of an organization trail configured to send trails from each member account to a S3 bucket.

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)

«  All AWS accounts have a trail enabled to send logs to +  One or more AWS accounts do not send CloudTrail
a dedicated AWS account for logging. logs to a dedicated AWS account for logging.

. The AWS Organ]zation has an organization trail © CloudTrail is not Configured beyond the default
configured to send logs to a dedicated AWS account settings.
for logging.

MORE INFO: HTTPS://DO.AWSSTATIC.COM/AWS-ANSWERS/AWS_MULTI ACCOUNT_SECURITY_STRATEGY.PDF

THE AWS CORE SECURITY CRITERIA
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ID: aws-core-4 Is a shared email alias/group being used for the Root account of each AWS account?

WHY IS THIS IMPORTANT?

In the event an employee leaves the company, the associated AWS account may not be accessible or emails for the
Root account may not be monitored. Instead create an email alias/group that is limited to select administrators or
security team members.

VALIDATION STEPS

Access the Management Console for the Master AWS account, select the AWS Organizations service and select
Accounts view. The Email column will show all the email addresses associated with each AWS account in the
organization. The following screenshot can help validate the response:

aws " - < -
> Services v Resource Groups v % L\ Demo-Primary-Billing-Root Global Support

a AWS Organizations

Accounts Organize accounts Policies Invitations Settings

AWS Demo Security

Remove account (m Failed account creation requests
0 .
O Account name Emall Account ID Status am:aws:organizations::719214416525:account/o-urtac
. 671g4/038686781882
a * Demo-Primary-Billing-Root user.name+billing@riskrecon.com 719214416525 Joined on 6/5/20
AWS Demo Security user.name+awsdemosecurity@riskr... 038686781882 Created on 6/5/20 secops-aws@riskrecon.com
= D
g AWS Demo Load Testing user.name+awsdemoloadtest@riskr... 162709462389 Created on 6/5/20
038686781882
O AWS Demo Development user.name+awsdemodev@riskreco... 995119242820 Created on 6/5/20
Organizational units
o AWS Demo Staging user.name+awsdemostaging@riskr.. 331783390486 Created on 6/5/20
[m] AWS Demo Prod user.name+awsdemoprod@riskrec... 677210298740 Created on 6/5/20

POLICIES

Service control policies

Figure 4: Example organization where each Root account has a unique email address that sends mail to a shared mailbox.

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
Al Root accounts use a shared email alias/group for * ARootaccount has an individual's email address
the configured email. configured for the account email.

MORE INFO: HTTPS://DO.AWSSTATIC.COM/AWS-ANSWERS/AWS_MULTI_ ACCOUNT_SECURITY_STRATEGY.PDF

THE AWS CORE SECURITY CRITERIA
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ID: aws-core-5 Does each Root account have multi-factor authentication (MFA) enabled and no

active access keys?

WHY IS THIS IMPORTANT?

The Root account has full access to everything in the AWS account and should be secured using multi-factor
authentication in addition to a password. The Root account can also have access keys which have full access and are
difficult to audit access to an individual. For that reason, IAM users or roles should be utilized as an alternative.

VALIDATION STEPS

In the Management Console select the IAM service and select Credential report view. Download the Report and
confirm the mfa_active column is true and access_key_1_active/ access_key_2_active are both false. The following
URL and screenshot can help validate the response:

+  https://console.aws.amazon.com/iam/home?region=us-east-1#/credential_report

B\\QI/S Services v Resource Groups v * 4a Global v  Support v
Identity and Access ) Credential Report

Management (IAM)

Click the button to download a report that lists all your account's users and the status of their various credentials. After a report is created, it is stored for up to four hours.

For more information see the documentation.

Dashboard Download Report

v Access management
Groups
Users
Roles
Policies
Identity providers
Account settings
+ Access reports
Access analyzer
Archive rules
Analyzers

Settings

Credential report

Figure 5: Example showing where to download the credential report.

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
. All Root accounts have MFA enabled and have no * A Root account has MFA disabled and/or has an
active access keys. active access key.

MORE INFO: HTTPS://DOCS.AWS.AMAZON.COM/IAM/LATEST/USERGUIDE/ID_ROOT-USER.HTML

THE AWS CORE SECURITY CRITERIA
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ID: aws-core-6 Has the Root account been used in the last 7 days?

WHY IS THIS IMPORTANT?
The Root account has full access to everything in the AWS account and should not be used unless there is no other
option available. For that reason, IAM users or roles should be utilized as an alternative

VALIDATION STEPS

In the Management Console select the IAM service and select Credential report view. Download the Report and
confirm the password_last_used was not within the last 7 days. The following URL and screenshot can help validate
the response:

+  https://console.aws.amazon.com/iam/home?region=us-east-1#/credential_report

Services v Resource Groups v * Global v  Support v

Identity and Access . Credential Report

Management (IAM
9 ( ) Click the button to download a report that lists all your account's users and the status of their various credentials. After a report is created, it is stored for up to four hours.

For more information see the documentation.

Dashboard

Download Report
« Access management

Groups

Users

Roles

Policies

Identity providers

Account settings

« Access reports

Access analyzer

Archive rules
Analyzers

Settings

Credential report

Figure 6: Example showing where to download the credential report.

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
+ No console login or APl usage from the Root * The Root account is regularly used and shows
account in the last 7 days. activity in the last 7 days.

MORE INFO: HTTPS://DOCS.AWS.AMAZON.COM/IAM/LATEST/USERGUIDE/ID_ROOT-USER.HTML

THE AWS CORE SECURITY CRITERIA
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ID: aws-core-7 Does the AWS organization implement Service Control Policies (SCP)?

WHY IS THIS IMPORTANT?

Service control policies create guardrails for the implementation of resources in member AWS accounts. SCPs can be
used to control whether users can create resources in a given region, prevent disabling security controls, and limit the
usage of Root accounts.

VALIDATION STEPS

Access the Management Console for the Master AWS account, select the AWS Organizations service and select Policies
view. Service Control Policies (SCP) should be enabled and custom policies should be assigned to accounts/OUs to
restrict services or actions as appropriate. The following URL and screenshot can help validate the response:

+  https://console.aws.amazon.com/organizations/home?region=us-east-1#/policies/service-control

Services v Resource Groups v *

& AWS Organizations

Accounts Organize accounts Policies

Policies » Service control policies

Service control policies (SCPs) offer central control over the maximum available permissions for all accounts in your organization, allowing you to ensure your accounts stay within your
organization’s access control guidelines. Learn more

O Name Type Description

O FullAWSAccess Service control policy Allows access to every operation

(] Shared Services Service control policy SCP Policy for the Shared Services account
(] SCP Combined Baseline Service control policy

Figure 7: Example organization with custom SCP policies, these should be applied to member accounts or OUSs.

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)

+  SCPsare enabled and are being utilized to restrict *  SCPsare not enabled.
regions, services and actions within member +  SCPs are enabled but not being utilized to restrict or
accounts. limit member accounts.

+ The AWS Organization service is not being used.

MORE INFO: HTTPS://DOCS.AWS.AMAZON.COM/ORGANIZATIONS/LATEST/USERGUIDE/ORGS_MANAGE_POLICIES_
SCP.HTML

THE AWS CORE SECURITY CRITERIA
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ENCRYPTION

WHAT WHY
AWS data store encryption features are implemented to Use of the AWS data store encryption feature helps
encrypt data at rest. prevent breach of data in the event of physical storage

media theft or improper hardware redeployment or
retirement.

ID: aws-core-8 Are encryption at rest features implemented for RDS and other data stores?

WHY IS THIS IMPORTANT?
Encryption at rest provides encryption protection against a physical compromise or a failure in AWS processes for
reuse of hardware.

VALIDATION STEPS

Encryption at rest is available for multiple data stores including RDS, ElasticSearch, Redshift, ElastiCache, S3 and
other services. For RDS, in the Management Console select the RDS service and select Databases view. Select the
preferences cog on the table and enable the Encrypted column. The Encrypted column will show the encryption

status for each RDS instance. Other data stores can be checked in a similar manner or by directly viewing the resource
configuration. The following screenshot can help validate the response:

Services v  Resource Groups v * [\  AWSReservedSSO_OpsAdmin_.. v  Central ¥  Support v
Amazon RDS X RDS Databases
Dashboard
Databases @ Group resources ‘ (&) ‘ Restore from S3 ‘ .”. .‘F“
Databases =
Performance Insights Q 1 (O]
Snapshots
Automated backups DB identifier A Engine v Size v Status v Encrypted o
Raserved jnstances rds-1 PostgresQL db.t3.medium © Available Yes
Proxies
rds-2 PostgreSQL db.t3.medium @ Available Yes

Subnet groups
Parameter groups

Option groups

Figure 8: Example of RDS instances with encryption at rest enabled.

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
+ All data stores in use, such as RDS databases, use + RDS instances or other data stores do not
encryption at rest. implement encryption at rest settings available

+ No data store services are being used in any AWS within AWS.

account.

MORE INFO: HTTPS://DOCS.AWS.AMAZON.COM/AMAZONRDS/LATEST/USERGUIDE/OVERVIEW.ENCRYPTION.HTML

THE AWS CORE SECURITY CRITERIA
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ID: aws-core-9 Is volume encryption implemented for all EC2 volumes and snapshots?

WHY IS THIS IMPORTANT?

Encryption at rest provides encryption protection against a physical compromise or a failure in AWS processes for

reuse of hardware.

VALIDATION STEPS

In the Management Console select the EC2 service and select volumes or the snapshots view. The encryption status of
each volume will be shown under the encryption column. The following screenshot can help validate the response:

aws

S —

QP New EC2 Experience

Services v  Resource Groups v *

Learm more

EC2 Dashboard Q Filter by tags and attributes or search by keyword
Events
Name Volume ID Size

Tags 4
Reports vol-0212d9e... 32GiB
Limits vol-09c82a2...  32GiB

= vol-0e696a0... 32GiB
Instances vol-0e8c370... 32GiB

Instance Types

vol-00fe163a...

32GiB

Volume Type - IOPS

100
100

100

Figure 9: Example showing all volumes with encryption at rest enabled

ACCEPTABLE RESPONSE(S)

+ Al EC2 volumes and snapshots implement volume

encryption using the KMS service.

*  Volumes or snapshots that contain sensitive data

implement encryption using the KMS service.

MORE INFO: HTTPS://DOCS.AWS.AMAZON.COM/AWSEC2/LATEST/USERGUIDE/EBSENCRYPTION.HTML

State

@ in-use

in-use

in-use

in-use

@
@ in-use
@
@

FAILURE RESPONSE(S)

Not all volumes and snapshots are configured to

use volume encryption.

Volumes and snapshots that contain sensitive data

Monitoring

Encryption

Encrypted
Encrypted
Encrypted
Encrypted
Encrypted

are not configured to use volume encryption.

THE AWS CORE SECURITY CRITERIA
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IDENTITY AND ACCESS MANAGEMENT

WHAT WHY

The AWS environment is supported by a robust A well-configured AWS identity and access management
identity and access management infrastructure. infrastructure helps ensure that all user access is
Sensitive permissions are properly managed to appropriate and authorized, minimizing the likelihood
ensure appropriate use. Programmatic access is of privilege abuse or error.

strictly controlled.

ID: aws-core-10 Is SAML based single sign-on being used for IAM access?

WHY IS THIS IMPORTANT?

Using single sign-on to access AWS accounts ensures company account standards are consistently enforced and
access lifecycles are applied. Management of individual IAM accounts in a consistent manner is not scalable with
multiple AWS accounts.

VALIDATION STEPS
In the Management Console select the IAM service and select the Identity providers view. At least one identity provider
should be configured within the organization. The following screenshot can help validate the response:

Services v Resource Groups v * [\  Demo-Primary-Billing-Root v  Global v  Support v
Identity and Access Create Provider < & O
Management (IAM) <

Showing 1 results

Dashboard

~ Access management I:\ Provider Name % Type = Creation Time %
Groups
AzureAD SAML 2020-06-05 09:23 EDT
Users
Roles
Policies

Identity providers

Account settings

Figure 10: Example of an AWS account with a SAML identity provider configured for IAM access.

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
«  ASAML IDP such as G-Suite, Azure AD, Okta, AWS + Individual IAM accounts are being used to access
SSO or other provider is in use for single sign-on. AWS accounts within the organization.

+ ASAML IDP is configured in at least one AWS
account and used to assume roles into other AWS
accounts within an organization.

MORE INFO: HTTPS://AWS.AMAZON.COM/IDENTITY/SAML/

THE AWS CORE SECURITY CRITERIA
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ID: aws-core-11 Does any AWS account have IAM users configured with console access?

WHY IS THIS IMPORTANT?
IAM user accounts should be avoided as they cannot be consistently maintained across multiple AWS accounts. IAM
user accounts used for programmatic access should not require console access.

VALIDATION STEPS

In the Management Console, select the IAM service and select Credential report view. Download the Report and
confirm the password_enabled column is set to FALSE for all IAM user accounts. The following URL and screenshot can
help validate the response:

+  https://console.aws.amazon.com/iam/home?region=us-east-1#/credential_report

B\V_V/S Services v  Resource Groups ~ * Q Global v  Support v
Identity and Access . Credential Report

Management (IAM) . . )
Click the button to download a report that lists all your account's users and the status of their various credentials. After a report is created, it is stored for up to four hours.
For more information see the documentation.

Dashboard Download Report
v Access management

Groups

Users

Roles

Policies

Identity providers

Account settings

~ Access reports

Access analyzer

Archive rules
Analyzers

Settings

Credential report

Figure 11: Example showing where to download the credential report.

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
*  AWS account access is managed using single sign-on * IAM user accounts are being used to access the AWS
or assuming roles from another account. management console.

MORE INFO: HTTPS://DOCS.AWS.AMAZON.COM/IAM/LATEST/USERGUIDE/CONSOLE_CONTROLLING-ACCESS.HTML

THE AWS CORE SECURITY CRITERIA
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ID: aws-core-12 Does any AWS account have access keys configured for programmatic access?

WHY IS THIS IMPORTANT?

Access keys are often used for application access to the AWS API and are shared between multiple individuals or
systems. This situation increases the exposure to compromise and removes the ability to audit individual access to the
AWS API. Alternative methods to access the AWS API should be used, such as IAM roles applied to an EC2 instance or
assumed using single sign-on user access.

VALIDATION STEPS

In the Management Console select the IAM service and select the Users view. Select the settings cog for the table
column configuration and enable the Access key ID column. This column will show active access keys within the AWS
account. The following URL and screenshot can help validate the response:

+  https://console.aws.amazon.com/iam/home?region=us-east-1#/users

ais Services v Resource Groups v % Q Global v  Support ~
Identity and Access Add user 2 8 0
Management (IAM) 4 E——
Q Find users by username or access key Showing 1 resuit
Dashboard
« Access management User name ~ Groups Access key age Password age Last activity MFA Access key ID
Groups test_user None @ Today None None Not enabled AKIA43R2H364FFDCVBGW (Active)
Users
Roles
Policies
Identity providers
Account settings
Figure 12: Example of a test IAM user with an active access key which would be a failure response.
ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
+  Access keys are not being utilized for programmatic *  Access keys are being used as a primary method for
access and IAM roles are being used instead. users to interact with the AWS API.

+ Alimited number of access keys are configured to
allow a 3rd party solution to access the account. IAM
policy access is restrictive for this account and the
access keys are regularly rotated.

MORE INFO: HTTPS://DOCS.AWS.AMAZON.COM/GENERAL/LATEST/GR/AWS-ACCESS-KEYS-BEST-PRACTICES.HTML

THE AWS CORE SECURITY CRITERIA
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ID: aws-core-13 Does any AWS account have access keys that have not been used in > 90 days?

(Or never used)

WHY IS THIS IMPORTANT?

Access keys are often used for application access to the AWS API and are shared between multiple individuals or
systems. This situation increases the exposure to compromise and removes the ability to audit individual access to the
AWS API. If access keys are not being regularly used they should be made inactive or deleted.

VALIDATION STEPS

In the Management Console, select the IAM service and select the Users view. Select the settings cog for the table
column configuration and enable the Access key last used column. This column will show access keys that have not
been used in > 90 days or have never been used. The following URL and screenshot can help validate the response:

+  https://console.aws.amazon.com/iam/home?region=us-east-1#/users

Bardies -~  Padouste Qioups ~ B
Bderaty and Azcon m clele
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Figure 13: Example of an unused access key which would be a failure response

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
+  All access keys have been used in the last 90 days. + |AM access keys exist that have not been used in >

+  No IAM access keys exist in the AWS account. 90 days or never been used.

MORE INFO: HTTPS://DOCS.AWS.AMAZON.COM/GENERAL/LATEST/GR/AWS-ACCESS-KEYS-BEST-PRACTICES.HTML
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ID: aws-core-14 Does any AWS account have access keys that have not been rotated in > 90 days?

WHY IS THIS IMPORTANT?

Access keys are often used for application access to the AWS API and are shared between multiple individuals or
systems. This situation increases the exposure to compromise and removes the ability to audit individual access to the
AWS API. To help reduce exposure, access keys should be regularly rotated to reduce the window that an access key
would be active.

VALIDATION STEPS

In the Management Console, select the IAM service and select the Users view. The Access key age column will show
the number of days since the access key was created. The following URL and screenshot can help validate the
response:

+  https://console.aws.amazon.com/iam/home?region=us-east-1#/users
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Figure 14: Example of an IAM user with an access key that is < 90 days old

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
+  All access keys have an age < 90 days. * |AM access keys exist that have an age > 90 days

+  No IAM access keys exist in the AWS account. and are not being regularly rotated.

MORE INFO: HTTPS://DOCS.AWS.AMAZON.COM/GENERAL/LATEST/GR/AWS-ACCESS-KEYS-BEST-PRACTICES.HTML
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ID: aws-core-15 Does any AWS account have an IAM role that has not been used in > 90 days? (Or neve

WHY IS THIS IMPORTANT?

IAM roles provide access to different AWS services using temporary security credentials. Similar to other user
accounts, IAM roles should be periodically reviewed to determine if they are still being used and if not removed to
prevent unauthorized access.

VALIDATION STEPS
In the Management Console select the IAM service and select the Roles view. The Last activity column will show the
number of days since the IAM role was used. The following URL and screenshot can help validate the response:

+  https://console.aws.amazon.com/iam/home?region=us-east-1#/roles
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Gmups AR RC LRSS T T AWS Sarvios: TS WinCt: BOCOUNT: By LT
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Figure 15: Example of a role that has never been used
ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
* No, all IAM roles show activity within the last 90 +  Yes, multiple custom IAM roles have not been used
days. in the last 90 days.

*  Yes, some |IAM roles related to AWS Service-Linked
roles have not been used in the last 90 days
however all custom roles are regularly used.

MORE INFO: HTTPS://DOCS.AWS.AMAZON.COM/IAM/LATEST/USERGUIDE/BEST-PRACTICES.HTML#REMOVE-
CREDENTIALS
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ID: aws-core-16 Does any AWS account have IAM users, groups or roles with AWS managed policies

attached that permit full administrator access or full access to the S3 or IAM services?

WHY IS THIS IMPORTANT?

Use of the AWS managed policies provides broad access to services that do not follow a principle of least privilege.
In addition to this resulting in user accounts having excessive privileges, a compromised account would provide the
miscreant full access to specific services.

VALIDATION STEPS

In the Management Console select the IAM service and select the Policies view. Search for the AdministratorAccess
policy and select the Policy Usage tab, this table will show IAM principals that have this policy attached. The same
process can be completed for the AmazonS3FullAccess and IAMFullAccess policies. The following screenshot can help
validate the response:

Resource Groups  ~ *
Identity and Access Polickes »  AmasonSIFullAccess
Management (LAM) ' Summar}l’
Dashbgard Palicy ARN aroawsclam:aws: policymazonSaFulicoess £
» ACCHES MARAGHMENT Dascription  Provices full sccess to all buckets via the AWS Managemsant Consol,
GrmLns. -
Pormissions Policy usage Policy wersions Access Advisor
Usars
Roies = Permissions (1)

Policles Anach this policy 10 &N LAK antity to appdy 18 prmissicns 10 1he iy, Leam mong

lelity pronddans m

Asoount settings

» ACCHES MBpOME Filter: Filter ~ 0 Saarch
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Archites nies
ST user User
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Figure 16: Example of IAM users with the AmazonS3FullAccess policy attached which would be a failure response

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
+ |AM principals are not configured to use AWS +  AWS managed policies are primarily used to
managed policies. assign access within AWS accounts including the

vAdministratorAccess, AmazonS3FullAccess and
IAMFullAccess policies.

+  Alimited number of IAM roles have the
AdministratorAccess policy attached for
administrator access but are not regularly used

MORE INFO: HTTPS://DOCS.AWS.AMAZON.COM/IAM/LATEST/USERGUIDE/BEST-PRACTICES.HTML#GRANT-LEAST-
PRIVILEGE
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ID: aws-core-17 Do all RDS instances use IAM based authentication for database access?

WHY IS THIS IMPORTANT?

Without IAM authentication, access to the database is dependent on username and passwords that are manually
provisioned and managed. This solution is not easily manageable and leads to shared database credentials within an
organization.

VALIDATION STEPS

In the Management Console select the RDS service and select the Databases view. Spot check several databases
by selecting a database and the Configuration tab. Under the instance configuration, it should show IAM db
authentication as enabled. The following screenshot can help validate the response:

E!ES Sorvices v  Resource Groups ~ *
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o Configuration Inst:
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Figure 17: Example of an RDS instance configuration showing IAM authentication enabled

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
+ Allusers and applications utilize IAM authentication + |AM authentication is not being used to access the
to access the database. database.

+ All users and applications utilize an authentication
proxy that manages individual user access and
offers auditing of database access.

MORE INFO: HTTPS://DOCS.AWS.AMAZON.COM/AMAZONRDS/LATEST/USERGUIDE/USINGWITHRDS.IAMDBAUTH.
HTML
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ID: aws-core-18 Is the AWS Secrets Manager or SSM Parameter Store being used for secrets
management?

WHY IS THIS IMPORTANT?

Storing passwords in plaintext increases the risk of exposure to unauthorized users in the configurations of AWS
services or other applications. This includes disclosure in Cloudformation templates, Lambda functions, EC2 user data
or other data stores.

VALIDATION STEPS

In the Management Console, select the AWS Systems Manager service and select the Parameter Store view. Confirm
that the parameter store or AWS Secrets Manager is being used for managing application secrets. The following
screenshot can help validate the response:

Services ~  Resowce Groups + %

AWS Yypvtema Barager

Phratatrd Sattingi
Parameters c [ creace parametss
1 @
M Thar Ty Lawl moadied
app femample ey [ tametars | SecUrESiring Mom, B e F020 15710 GMT
[ et | Secuteiteieg Pz, B o HO20 199743 GMT
Figure 18: Example of multiple parameters being stored as secrets in SSM parameter store
ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
*  AWS secrets manager, SSM parameter store or + No secrets management service is currently being
another secrets store is being used to manage used and secrets are stored in plaintext.

secrets and secrets are not stored in plaintext.

MORE INFO: HTTPS://DOCS.AWS.AMAZON.COM/SYSTEMS-MANAGER/LATEST/USERGUIDE/INTEGRATION-PS-
SECRETSMANAGER.HTML

THE AWS CORE SECURITY CRITERIA

©

N
N


http://www.riskrecon.com
https://docs.aws.amazon.com/systems-manager/latest/userguide/integration-ps-secretsmanager.html

NETWORK SECURITY

WHAT WHY
The AWS network is segmented into subnets according
to required system network access requirements.
Network services are limited to those that are secure

Segmenting systems into different subnets, such as
public and internal, helps ensure that internal-only
systems aren't accidentally exposed. Limiting network
and necessary. Internet-facing services are restricted
to least privilege, exposing only those necessary for the
given user population.

them reduces the likelihood of compromise.

ID: aws-core-19 Do any security groups permit non-HTTP service access from the Internet?

WHY IS THIS IMPORTANT?
Permitting access to management ports such as SSH, RDP or database services increases the attack services of the
AWS environment and increases the risk of compromise from an Internet based attacker.

VALIDATION STEPS

In the Management Console select the Trusted Advisor service and select the Refresh button. Once the page is
updated it will show the Security Groups - Specific Ports Unrestricted action which will detail unrestricted access to
non-HTTP ports. The following URL and screenshot can help validate the response:

. https://console.aws.amazon.com/trustedadvisor/home?region=us-east-1#/dashboard
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Figure 19: Example of a Trusted Advisor action showing no non-HTTP services are accessible from the

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)

+ Only approved HTTP related services are accessible +  Multiple security groups are
from the Internet. non-HTTP service access for
database ports.

MORE INFO:

Internet

configured to permit
management or

HTTPS://D1.AWSSTATIC.COM/WHITEPAPERS/SECURITY/AWS_SECURITY_BEST_PRACTICES.PDF
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ID: aws-core-20 Are private subnets being used for internal servers, databases and other resources?

WHY IS THIS IMPORTANT?
Placing internal servers, databases, and other resources into a subnet that allows access via an Internet Gateway and
assignment of public IPs increases the risk of misconfiguration exposing the resource to the Internet.

VALIDATION STEPS

In the Management Console select the VPC service and select the Subnets view. Spot check subnets containing
internal servers, databases, and other resources to confirm that the Route Table configuration does not use an
Internet Gateway. Private subnets will either have local routing, peer routing, or routing via a NAT gateway configured.
The following screenshot can help validate the response:

"-_:'_I"_""I_S Services v  Resource Groups ~ *
L
VPC Dashboand ), Filter by tags aned afiribubes of search by kinrwond
Filter by VPC:
: Narme Submnat 1D = State - VPG IPvé CIDR Avalla
4
Q| Select a WG
| B  Privale-DB- subnet-D00085d0bad54552 avaitable  vpe-4bBATE 172.31.100.00... |251
w VIRTUAL FRIVATE subnel-45a8E070 avalabie  vpo-4DSOTE3] 723 ABHZ0 4081
CLOUD
Your VPCs subnel-Ea52d360 iwailabde vPC-4bEdTEI1 172.31.584. 0020 401
Subnet submel-chb11e86 available  vpo-4bSOTER 72306020 4080
ubnets
e Ta subnal-s976eabE gvailable  vpe-dbBETEI 17231320020 4091
oule Tables
subnat-rA89a3d3 Availabin VRC=4bSdTEL] 172.31. 80,0020 =081
intrrat Galeways
subnal-lab2Tdm: available  vpe-4bSETE3 17231.0020 4091
Egreas Only Infemal
Galeways
DHCP Cpitions Sets Subnet: subnet-DI00E5C 008054552
Elastc IPs »
Endpoints Description Flow Logs Route Table MNatwork ACL Tags Sharing
Endpoint Senvices Edit routs table assoctation
T T
WAL Route Table: rib-01373a851 1531393 | Private-DS-MAT
Peering Connections
1te2al2
¥ SECURITY r 1

Figure 20: Example of a subnet route table showing use of a NAT gateway in a private subnet configuration

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)

Internal servers, databases or other resources have
traffic routed via the Internet Gateway and can be
assigned a public IP.

+ Allinternal servers, databases and other resources .
are within private subnets.

« Allinternal servers, databases or other resources
utilize the default VPC and are assigned public IP
addresses.

MORE INFO: HTTPS://D1.AWSSTATIC.COM/WHITEPAPERS/SECURITY/AWS_SECURITY_BEST_PRACTICES.PDF
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ID: aws-core-21 Are all RDS instances in private subnets and not publicly accessible?

WHY IS THIS IMPORTANT?

Having RDS instances configured to be publicly accessible increases the risk of unauthorized access from the Internet.
Non-public RDS instances that exist in public subnets are more likely to be accidentally exposed to the Internet due to
a configuration error.

VALIDATION STEPS

In the Management Console, select the RDS service and select the Databases view. Spot check several databases by
selecting a database and the Connectivity & Security tab. Under the Security section, Public accessibility should be No.
The following screenshot can help validate the response:
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Figure 21: Example showing RDS configuration with Public accessibility disabled

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
+ AlIRDS instances are in private subnets and not + RDSinstances are configured to be publicly
publicly accessible. accessible.

+ RDSinstances are not being used in the AWS
environment.

MORE INFO: HTTPS://AWS.AMAZON.COM/BLOGS/DATABASE/APPLYING-BEST-PRACTICES-FOR-SECURING-
SENSITIVE-DATA-IN-AMAZON-RDS/
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ID: aws-core-22 Are security groups for outbound network access implemented for each VPC?

WHY IS THIS IMPORTANT?

By default security groups permit unrestricted outbound network access. This configuration would allow an attacker
inside the VPC to maintain a connection into the environment and to exfiltrate data depending on the level of
compromise. Implementing outbound rules can help restrict or slow an attacker within the VPC environment.

VALIDATION STEPS

In the Management Console select the VPC service and select the Security Groups view. View the Outbound rules
count column and spot check security groups with only 1 rule. If the rule permits All traffic to 0.0.0.0/0 there is no
restrictions on outbound network access. The following screenshot can help validate the response:
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Figure 22: Example of a security group with only HTTPS permitted outbound

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)

+  Outbound rules have been implemented to restrict +  Outbound rules are configured to permit All traffic

outbound network access for internal resources. to the Internet.

MORE INFO: HTTPS://D1.AWSSTATIC.COM/WHITEPAPERS/SECURITY/AWS _SECURITY_BEST_PRACTICES.PDF
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ID: aws-core-23 Do any S3 buckets permit open access permissions or allow access to any

authenticated AWS user?

WHY IS THIS IMPORTANT?
Misconfigured S3 buckets are a common source of data breaches for companies moving to AWS. S3 bucket
configurations should be regularly monitored and if possible block all public access using the account-level settings.

VALIDATION STEPS

In the Management Console select the Trusted Advisor service and select the Refresh button. Once the page is
updated it will show the Amazon S3 Bucket Permissions action which will detail S3 buckets that permit open access.
The following URL and screenshot can help validate the response:

+  https://console.aws.amazon.com/trustedadvisor/home?region=us-east-1#/dashboard
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Figure 23: Example of the Trusted Advisor action showing no buckets with open access

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)

*  No S3 buckets are configured to permit open access *  S3 buckets are configured to permit open access
permissions or allow access to any authenticated that may expose sensitive data.
AWS user.

+  Some S3 buckets with objects intended for public
access permit open access.

MORE INFO: HTTPS://DOCS.AWS.AMAZON.COM/AMAZONS3/LATEST/DEV/SECURITY-BEST-PRACTICES.HTML
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ID: aws-core-24 Are block public access settings enabled for all S3 buckets?

WHY IS THIS IMPORTANT?
Misconfigured S3 buckets are a common source of data breaches for companies moving to AWS. S3 bucket
configurations should be regularly monitored and if possible block all public access using the account level settings.

VALIDATION STEPS

In the Management Console select the Amazon S3 service and select the Block Public access (account settings) view.
Confirm Block all public access is configured as on. The following screenshot can help validate the response:
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Figure 24: Example of all Block public access settings enabled

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
+ The ‘Block all public access’ option is turned on +  The Block public access options are disabled
under the account settings. under account settings and within each bucket

+  Some S3 buckets with objects intended for public

configuration.

access have Block public access options disabled
however all other buckets have these settings

enabled.

MORE INFO: HTTPS://DOCS.AWS.AMAZON.COM/AMAZONS3/LATEST/DEV/SECURITY-BEST-PRACTICES.HTML
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DETECTION AND MONITORING

WHAT WHY

The AWS Config service is enabled across the Maintaining current knowledge of all assets and
implementation and configured to inventory and their configuration is essential to achieving good risk
report the configuration of all AWS assets. All systems outcomes; you can't protect what you don't know

are authorized and configured to security standards. exists or what you don't understand. Monitoring the
Security event monitoring services are implemented and environment for security events enables you to limit the
monitored. impact of errors and incidents.

ID: aws-core-25 Is the AWS Config service enabled in all active regions?

WHY IS THIS IMPORTANT?
AWS Config provides the foundation for inventory gathering and configuration monitoring in AWS. In addition
to providing an inventory of resources in each region, AWS Config integrates with other AWS services such as

SecurityHub to identify misconfigurations. AWS Config can also automatically enforce or remediate misconfigurations

using conformance packs and other rules.

VALIDATION STEPS

For each region with AWS resources, in the Management Console select the AWS Config service. Confirm the AWS
config service is enabled including at least one region having global resources configured. The following screenshot
can help validate the response:
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Figure 25: Example of AWS Config enabled and recording resources in the AWS account

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)

+  AWS Config is enabled in all regions. «  Multiple security groups are configured to permit

+  AWS Config is enabled in all regions with AWS non-HTTP service access for management or
EEEUIEES database ports.

MORE INFO: HTTPS://DOCS.AWS.AMAZON.COM/CONFIG/LATEST/DEVELOPERGUIDE/WHATISCONFIG.HTML
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ID: aws-core-26 Is CloudTrail data events or access logs enabled for S3 buckets?

WHY IS THIS IMPORTANT?
By default there is limited audit logging enabled for actions against S3 buckets. In many cases, these buckets contain
sensitive data and without additional audit logging there is no record of actions to access, modify or delete objects.

VALIDATION STEPS

In the Management Console select the CloudTrail service. Select a trail with S3 logging and confirm Data event logging
is enabled for all current and future buckets. Alternatively, check S3 buckets to determine if access logging is enabled.
The following screenshot can help validate the response:

* missing URL

Datn ewents provids insighls intn B FesOLPCE OPOREtions perinmmed on or within a rescures. Acditional charges apply. Loam mom

L | Lambsda
on can recird 53 object-heasl AP activity (lor exampls, GetDbiect and PutObject) for indhicusl buckts, or for all current and utun buckts in your AWS scioun. Additional chanses
AOply, LT M
Shiving 0 ol 0 S
Buckal nama - Prdix - Pl - Wrile =
Selnct ol 53 buckints in your socount £ Rt Wit

Figure 26: Example of a Trail with S3 data events enabled for all S3 buckets

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
* Al S3 buckets are included in CloudTrail logging *  Neither S3 bucket access logging nor CloudTrail data
using the data events configuration. events are configured to record audit events for S3

+ Al S3 buckets containing important data have either object actions.

CloudTrail logging using data events or access
logging within the bucket configuration.

MORE INFO: HTTPS://DOCS.AWS.AMAZON.COM/AWSCLOUDTRAIL/LATEST/USERGUIDE/LOGGING-DATA-EVENTS-
WITH-CLOUDTRAIL.HTML
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ID: aws-core-27 Is the GuardDuty service or other intrusion monitoring enabled in all active regions?

WHY IS THIS IMPORTANT?

GuardDuty offers a fully integrated intrusion monitoring solution that monitors both IAM and VPC flow activity. While
the provided number of rules is limited, this AWS service provides an inexpensive and easily deployed solution to
detect obvious intrusions into the AWS environment.

VALIDATION STEPS
For each region with AWS resources, in the Management Console select the GuardDuty service. Confirm the
GuardDuty service is enabled in each active region. The following screenshot can help validate the response.

Services Resource Groups -~ *

GuardDuty x Findings C

Findings Suppress Findings

Usage
Current v | Add filte

Settings Finding type
Lists
RE— Stealth:lAMUser/LoggingConfigurationModified
O Pollcy-|AMUserf53BlockPublicAccessDisabled
What's New ReconmIAMUser/UserPermissions
Partners [/
@) Policy: | AMUser/ 53 Block PublicAccessDisabled

Figure 27: Example of GuardDuty being enabled and reporting findings

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
+  GuardDuty or other intrusion monitoring solution is +  GuardDuty or other intrusion monitoring solution is
enabled within all active regions. not enabled.

MORE INFO: HTTPS://DOCS.AWS.AMAZON.COM/GUARDDUTY/LATEST/UG/WHAT-IS-GUARDDUTY.HTML
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PROCESSES

WHAT WHY
Methodologies and tools are used to reliably maintain Maintaining the security of the AWS environment using
the security of the environment. well established methodologies and tools helps ensure

that desired outcomes are consistently achieved.

ID: aws-core-28 Are resources deployed within AWS using infrastructure as code (laC) such as

Terraform or CloudFormation?

WHY IS THIS IMPORTANT?

As the number of resources within an AWS environment grows it becomes increasingly difficult to manually deploy
resources in a consistent manner. Without some form of automation there is an increased risk of misconfiguration.
laC solutions such as Terraform and CloudFormation provide methods to codify infrastructure and consistently deploy
resources using this code against the AWS API.

VALIDATION STEPS
Obtain confirmation that resources are being deployed in an automated and consistent manner using a solution such
as Terraform or CloudFormation.

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
*  Most AWS resources are deployed using laC such as *  AWS resources are deployed manually via the
Terraform or CloudFormation. management console or API.

MORE INFO: HTTPS://DOCS.AWS.AMAZON.COM/AWSCLOUDFORMATION/LATEST/USERGUIDE/WELCOME.HTML
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ID: aws-core-29 Are custom AMIs being regularly updated using a pipeline such as EC2 Image Builder

or Packer?

WHY IS THIS IMPORTANT?

Use of older AMIs that have not been updated within a reasonable timeframe may result in deployment of new EC2
instances that start with unpatched vulnerabilities until fully updated. For interfacing services, this could lead to an
exploitable vulnerability becoming accessible to the Internet as soon as the EC2 is deployed.

VALIDATION STEPS
Obtain confirmation that resources are being deployed in an automated and consistent manner using a solution such
as Terraform or CloudFormation.

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)

+  AMils are regularly updated using an AMI pipeline. +  Custom AMIs have not been updated in > 6 months

+  Custom AMIs are not being used within the AWS and are being used to deploy new EC2 instances.

environment.

MORE INFO: HTTPS://AWS.AMAZON.COM/IMAGE-BUILDER/

ID: aws-core-30 Has an AWS specific incident response plan been created and tested?

WHY IS THIS IMPORTANT?

Having an AWS specific incident response plan or playbook will help detail steps for handling an incident in the
AWS environment. Incident response processes and steps often have to be customized for specific AWS services as
they differ from on-premise resources. This includes documenting steps for investigation, forensics, containment,
remediation and eradication.

VALIDATION STEPS
Obtain confirmation that an AWS specific incident response plan exists and has been tested.

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
+ Anincident response plan exists that is specific to + Ageneral incident response plan exists but no
the AWS environment. specific steps or playbook for AWS environments.

+ Noincident response plan has been created.

MORE INFO: HTTPS://D1.AWSSTATIC.COM/WHITEPAPERS/AWS_SECURITY_INCIDENT_RESPONSE.PDF

THE AWS CORE SECURITY CRITERIA

©

W
(2]


http://www.riskrecon.com
https://aws.amazon.com/image-builder/
https://d1.awsstatic.com/whitepapers/aws_security_incident_response.pdf

ID: aws-core-31 Are S3 object and RDS snapshot backups stored in a dedicated AWS account for

WHY IS THIS IMPORTANT?

In the event the Production AWS account is compromised an attack may have the ability to delete backups stored
within that account. To limit access to important backups they should be replicated or copied to a dedicated AWS
account with limited access that does not overlap with the Production AWS account.

VALIDATION STEPS
Obtain confirmation that a backup solution has been implemented for important S3 objects and database backups.

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)

+ Important S3 objects are replicated and RDS «  Backups are stored in the Production AWS account
snapshots copied to a dedicated AWS account for and no alternative backup solution has been
backups. implemented.

* Analternative backup solution has been
implemented to store files and database backups
independent of the Production AWS account.

MORE INFO: HTTPS://DOCS.AWS.AMAZON.COM/AMAZONS3/LATEST/DEV/REPLICATION.HTML

ID: aws-core-32 Are EC2 instances regularly patched using system manager or other solution?

WHY IS THIS IMPORTANT?

Using an automated, monitored and scheduled patch management solution ensures timely and consistent updating
of EC2 instances. Using manual methods may result in delayed security updates, lack of reporting and inconsistent
application of patches.

VALIDATION STEPS

Obtain confirmation that a backup solution has been implemented for important S3 objects and database backups.

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
+ Al EC2 instances are regularly patched using EC2 + EC2instances are manually patched on a schedule.
system manager. + EC2instances are not regularly patched.

+ Al EC2 instances are regularly patched using
another patch management solution.

MORE INFO: HTTPS://AWS.AMAZON.COM/SYSTEMS-MANAGER/
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ID: aws-core-33 How do you remotely access servers and databases hosted within AWS?

WHY IS THIS IMPORTANT?

Having management ports such as SSH, RDP and database services Internet accessible increases the risk of
unauthorized access via brute forcing or exploitation of an unpatched vulnerability. Many management services are
regularly targeted by automated scanners for exploitation and are not secure to access over the Internet. For example,
many database services do not enforce an encrypted connection by default.

VALIDATION STEPS
Obtain confirmation that internal servers and databases are accessed using a bastion host or other remote access

solution.

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)

+ Abastion host is accessed using SSH and used to + Internal servers and databases are directly accessed
access internal servers and databases. over the Internet.

+  Aremote access solution such as AWS Systems « No steps are taken to limit Internet access to servers
Manager Session Manager or SSH proxy service is and databases.

used to access internal servers and databases.

MORE INFO: HTTPS://DOCS.AWS.AMAZON.COM/SYSTEMS-MANAGER/LATEST/USERGUIDE/SESSION-MANAGER.
HTML
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LEGAL DISCLAIMER
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