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Overview

When organizations move to the cloud, security is almost always among

the top concerns and challenges to overcome. Luckily for users and tenant
administrators, Microsoft Office 365 offers many robust security features.
However, due to the vast amount of data and multiple security portals, it can
be hard to tell if you've implemented the right security best practices for a truly

secure environment.

Context

In this webinar, you will learn what is considered a 'secure’ Office 365 tenant,
what tools can determine the security of your Office 365 tenant, why tools
often give a false sense of security, what Microsoft Secure Score is and what

it really means for your organization, how to determine if your tenant is truly
secure, how to mitigate risk and lock down your Office 365 Tenant, and how to

prevent a secure tenant from creeping back to insecurity.




Petri IT Knowledgebase Resource

Key Takeaways

How do you define secure Office 3657

In an Office 365 world, which is by design hosted and available on the web, security isn't directly related
to physical access. Instead, it is tied to the currently estimated 50 billion access points; anything that
can connect to the web, can try to access your Office 365 tenant.

Knowing this, you can't manage the access points, which means that you need to control the entry
points. Therefore, all possible available doors need to be covered, but unfortunately there is not a
definitive list of Office 365 settings that define security.

Your first and main line of defense will be your logins or authentication credentials and locations.

Definition of secure Office 365

In the webinar, Doug details his five steps to defining a secure Office 365 environment. These five steps
will help to make sure that you are protected at the authentication step, have the ability to track anyone
who does get in through the front door, and the ability to automate the process. By following these
steps, as outlined in this webinar, you will be able to improve the security of your environment.

r

A Definition of a Secure Office 365 r =

- It is structured to allow only approved logins Lock the Door

- Settings are configured in as secure a model
as possible

+ Events are tracked
- Significant Security Areas are Monitored

« Governance is applied and automated ol iisione

Alerts on Main Threats

Automate Governance

How do you get to the secured state?

The journey begins with understanding the settings and tools that ship with Office 365. The challenge is
that there are thousands of settings with more being added all the time.

While some of these settings are very important, others can be de-prioritized. The challenge is

knowing which to treat as 'nice to haves’ and which settings are critical to securing your environment.
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In addition, these settings are evergreen, meaning Microsoft can change them and update them at any
time.

One of the challenges of managing Office 365 is that there is not a tool called ‘Settings’; there are
multiple sections for configuration that are defined by your role or tier.

Because there are so many different options, you have two paths: learn everything or learn the
important options.

Microsoft knows that the configuration of your environment can be complex, and the company outlines

what to do in the first 30 days and beyond.

The two Microsoft security roadmaps you will want to follow are the first 30 days and 90 days

of documentation. This information will help you identify the key settings that will set a baseline
configuration for security and governance.

8% Office 365 security roadmap -~ X | =

« c @ @ @ hitpsy//docs microsoft.com/en -usfoffice365/securitycompliancessecurity-roadmap =4

30 days — powerful quick wins In this article

| Roadmap outcomes

Security & Compliance .
These tasks can be accomplished quickly and have low impact to users. 30 day

werful quick wins
 Get started

Office 365 security roadmap
Ares Tasks

Canfigure your Cffice 365 tenant for increased

security
> The new Microsot 365 security center and
Mierosoft 365 compliance center
> G to the Security & Compliance Center
Use your free Azure Active Directory subscription
Plan for security and cempliance in Office 365
» Crief Information Security Officer (CISO) workshop
training
» Protect user and device access
» Proteet information
» Records management
» Manage data governance
» Protect against threats
> Advanced Threat Protection
» Security inddent management
» Manage data gavernance
» Search for content
» Manage legal investigations
» Manage data investigations
» Search the audt log
» Manitor security and compliance
> Mail flow
» Security salutions

» Regulatory compliance solutiors

+ Download PDF

Security management = Chack Secure Score and take note of your current score [ hitps:/securescore.office.coml.
- Tum on audit logging for Office 365, See Search the audit log.

ncreased security .

- Configure your Office 365 tenant for

« Regularly review dashiboards and reparts in the Microsoft 365 security center and Cloud App Security.

Threat protection Connect Office 385 to Microsoft Cloud App Security To start monitoring wsing the default threat detection policies for

anomalous behaviors. It takes seven days to build a baseline for anomaly detection,

Implement protection for admin accounts:

- Use decicated admin aCCounts for admin aciviry.

« Enfores multi-tactor authentication (MF4) for admin sccounts.
+ Use 3 highly secure Windews 10 device for admin activty.

Identity and access
mznagement

+ Enable Azure Active Directory Identity Protection.
« For federated identity environments. enforce account security (password length. age. compleaity. etc).
Information protection  Review example information protection recommendations, Information protection requires coordination across your
organization, Get started with these resources:

- Office 365 Information Protection for GOPR

» Secure SharePoint Oriline sites and files (includes sharing, dassification, data loss prevention, and Azure Information
Protection)

90 days — enhanced protections

These tasks take a bit more time to plan and implement but greatly increase your security posture.

Area Task
Security - Check Secure Scare for recommended actions for your environment ( https:/securescare.office.com).
management « Continue to regularly review dashboards and reports in the Microscft 365 security center, Cloud App Security, and SIEM |s this page helpful? >

tocls. [ ]

- Lok for and implement software updates.
s e cicouatinns oy ick e " Aidart G

The documentation provided by Microsoft will help you land quick wins, but it can also be
overwhelming too. It's important to fully understand that changes you will enable or disable and how
that will impact your users.


https://docs.microsoft.com/en-us/office365/securitycompliance/security-roadmap
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Microsoft provides a tool called Microsoft Secure Score and while the name makes it sound like it

should tell you if your content is secure, it's a bit misleading. A high score does not mean that you are

secure, and a low score doesn’t mean that you aren't secure.

What you need to do with Secure Score is to review each of the settings and set them appropriately for

your environment. As Doug notes in the webinar, you are only as secure as your weakest entry point

and that just because you have a high Secure Score because you reviewed all the settings, your data
can still be exposed to significant risks.

£ Microsoft Secure Scare - Micre % [

e © & hipsysecur

y.micrasoft.com/sec

i Microsoft 365 security

Microsoft Secure Score

|2 secure score

EE S Overview  Improvement actions  History

*+ Show al
Vour secure score.

Total score: 38 / 408

Microsoft Secure Score analyzes the protection state of your
identities, data, devices, apps, and infrastructure.

Identity 23122
—

Protection state of your Azure AD accounts and roles

Data 157120
=

Protection state of your Office 365 documents

Device 0/45
Protection state of your devices

Apps 0/20
Protection state of your email and cloud apps

Infrastructure No data to show

Protection state of your Azure resources

Learn more about Microsoft Secure Score

Get your score using Microsoft Graph API

History

Total score

.0 points..,

Your secure score over ime and how you campare to other
arganizations,

32

B Your score
[ Similar seat count

View history

July 13,2019

Improvement actions

Not completed l npleted Resolved through third-p: owed
33 6 0 1

Improvement action Score Category

[

Require MFA for Azure AD privileged roles dentity

Require MFA for all users 030 dentity

Set outbound spam notifications [Not Scored] 0413 Date

Register all users for multi-factor authentication 2 deniit

Activate Information Rights Management (IRM) services [No

Consume audit data weekly 05 Data

Enable self-service password reset s dentity

Ne transport rule to external domains [Not Scored]

Show mare

(D) Need heip?

A demonstration of Secure Score is shown during the webinar that identifies how you can learn more

about each setting and where to find the relevant sections of the admin environment to improve your

Secure Score.

While Microsoft's settings can help you secure your environment, it's not a perfect solution and threats

to your organization can be from malicious or accidental employee activity. It's important to keep tabs

on internal activity for this reason.

Quadrotech has an Office 365 Reporting & Auditing tool that identifies unusual activity inside your

environment through a dashboard experience - including insights like who has modified a mailbox,

failed events, and many more bits of helpful investigative information. While reviewing the Quadrotech

Audit Log sounds cumbersome, Doug provides a few tips and tricks to streamline the process.


https://docs.microsoft.com/en-us/office365/securitycompliance/microsoft-secure-score
https://www.quadrotech-it.com/solutions/office-365-security-auditing-and-compliance/
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Some more obvious scenarios to look into are users who went on a download binge, odd changes

to their usage, and trends for the user that are outside their normal use-case. Unfortunately, most
breaches are uncovered in non-conventional ways. Microsoft's automation tools are good for finding
outside threats, but internal threats are much harder to detect with automation tools. This is where a
third-party solution like Quadrotech’s can help bridge that gap.
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Insecurity creep
Once you have taken all the steps to secure your environment, you need to review settings occasionally
to make sure that it doesn't creep back into being unsecure.

The creep can happen when user permissions access is changed to allow everyone to access a
directory or file for a temporary project, multi-factor authentication becomes annoying, so it is turned
off, or simply time pressure where the approval processes take too long and are removed.

Many times, we revert to a non-secure setup for a temporary fix and then never return to the secure
configuration; this is where governance comes into play.

Settings are not governance

While setting up your environment correctly is critical, maintaining that configuration is an on-going
effort. Governance is adopting your own set of rules or policies and then governing them to ensure
they are adhered to.




Petri IT Knowledgebase Resource

There are many frameworks out there to help you get started, like COBIT, ITIL, ISO 17799 but the best
place to start is with your own list.

Doug has a few simple suggestions to get you started including MFA for logins, policies that enforce
complex passwords that need to be changed every 30 days, guest access is purged frequently, don't
allow auto forwarding, SharePoint/OneDrive settings are locked down, restrict shared mailboxes and
disable/delete accounts that are no longer needed.

Later this year, Quadrotech will ship a Governance dashboard that will help you monitor and maintain

compliance to your framework.

r

Use a Data Driven Governance Tool r -
/a ‘ ‘

[ Mers e

Mailbox Retention Policy Mailboxes On Hold Mobile Policy Application Password Never Expires
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Security isn't all that hard
The idea of being secure may seem complex but with the right tools and mindset, it doesn't have to be
hard.

With a few simple tips like use Microsoft Secure Score, follow an established set of guidelines, spend
time reviewing audit logs, and start with simple governance and ramp up over time, you can keep your
Office 365 environment protected.

Learn More: Quadrotech provides a wide variety of Office 365 tools

for migration, reporting, security, and management. These solutions

G UOd ro teCh can help you stay secure and help you spend less time configuring

your environment, and more time reaping the many benefits.



https://www.quadrotech-it.com/solutions/

