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What is Information Risk?   

Information is the lifeblood of a company. It can 
give insight into market trends and lucrative 
new market opportunities.

Information describes performance differ-
ences between business units, teams, and 
individuals. It can record details on customers, 
prospects, suppliers, and business partners. It 
drives decision making, the formulation of stra-
tegic goals, and the execution of daily tasks by 
everyone across the organization. Information 
is valuable and becoming more so.

As with anything of value, information is not 
risk free. The collection, storage, access, usage, 
and disposal of information is a breeding 
ground of risk. And as we have seen in recent 
events, an ounce of prevention is worth a 
pound of treatment.

 1

How to Think About Information Risk
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We think about information risk as having two faces: corporate risk and privacy risk. 

•   Corporate Risk. Corporate risk is risk to the corporate entity itself, manifested in four ways. 

Business risk focuses on the factors that 
threaten the financial and business viability of 
the corporate entity. 

For example, by using a file share system 
instead of a robust enterprise communication 
system with data loss prevention (DLP) func-
tionality like SharePoint, an organization could 
be at risk of one of its departing employees 
taking a target client list or other sensitive doc-
ument over to the competitor that hired them.

 Operational risk is about disruption to business 
processes through ineffectual procedures, 
failed systems, errors by employees, and fraud-
ulent or criminal activity. 

For example, when the City of Atlanta was hit 
with ransomware in 2018, it spent more than 
$17 million to restore operations after the 
attack. Preventing a successful attack from hap-
pening in the first place (or having backup data 
to restore what was stolen) would have been a 
fraction of the cost. 

  Reputational risk is that information could be 
used to cause damage to other people and 
entities, where the corporation is the source 
of the damage and thus its reputation is tar-
nished—with consequential financial damages 
to revenue, profitability, and market value. 

For example, the Cambridge Analytica scandal, 
which involved harvesting the personal data of 
millions of Facebook users without the user's 
consent, has cost Facebook considerable good-
will and damage to its brand equity.

  Finally, legal and compliance risk is information 
that could be accessed, used, destroyed and 
manipulated in ways that violate the legal man-
dates and compliance requirements imposed 
on the corporation. 

For example, a defense contractor was fined 
$75 million for ITAR violations. While its 
fine was cut in half as a result of deploying 
AvePoint’s Compliance Guardian to prevent 
future data leaks, having better information 
controls from the beginning would have cost 
only a portion of the nearly $40 million fine. 

•    Privacy Risk. Privacy risk is not focused on the corporate entity itself, but rather the people (called 
“data subjects”) who have entrusted their personal data to another entity. 

Privacy risk is that a data subject loses control over their personal information, and that it will be 
used for purposes beyond what it was given—which can occur within an organization or as a con-
sequence of an organization having ineffectual safeguards around the personal data. Again, the 
Cambridge Analytica scandal is a good example of a privacy risk and its impact on individuals and 
the organization.
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Drivers of Intensifying Information Risk 

 Information is increasingly difficult to protect, due to an explosion of more across five dimensions:

•   More Data. The volume of information available to the world is growing exponentially. Approximately 
90 percent of the data that exists in the world today was created only within the past two years (Marr, 
2015). That is equal to more than 1.7 quadrillion bytes of data being created every minute worldwide 
(Domo, 2017). That means there is potentially more sensitive information for organizations to protect 
every single day. 

•   More Sources. New forms of personal data are being created by artificial intelligence and machine learn-
ing technologies that enable deeper analysis of patterns of behavior over time for precision profiling and 
targeting. Modern search engine technologies aggregate, analyze and construct new levels of understand-
ing from data sources originally collected for other purposes. New devices across many Internet of Things 
(IoT) categories are capturing, creating and storing previously ignored data points. 

•   More Devices. Laptops are preferred over desktops, tablets have sold in the hundreds of millions units, 
the smartphone is the first screen people look at each day, smart watches track everything from exercise 
to fertility cycles, smart glasses overlay the physical world with point-in-place digital data, and a growing 
array of IoT devices measure, monitor and act as digital servants at home and abroad. The proliferation of 
devices storing or providing access to corporate, personal and sensitive data explodes the information risk 
surface, not just from unauthorized or inappropriate breaches but accidental loss and deliberate theft too.

•   More Cloud Services. Corporates can no longer rely on protecting information through strong network 
perimeter controls, as the move to the cloud advances and data is stored and accessed beyond the net-
work. On-premises infrastructure as a controlled repository remains vital for most organizations, but with 
estimates ranging from “dozens” to “hundreds” of different cloud services being used by the average orga-
nization, it’s vital to be able to protect information across a growing collection of disparate cloud services. 

•   More Regulations. New privacy regulations and compliance standards are springing up across multiple 
state, country and international jurisdictions. Regional and national standards apply to both the commer-
cial and public sectors in addition to international standards, such as ISO 15489, which outlines global best 
practices for information creation, capture and management. With additional and changing regulations, 
there are more risks for potential litigation, and devastating fines for non-compliance.

A day in the life of your information

User fills out a 
request for a 
whitepaper

Website takes 
the user’s 

information...

Database stores 
the information

Marketing
reports

Sales leads & 
workflows Presentations 

& proposals

Cloud marketing 
automation
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Collaboration platforms can be on-premises such 
as—SharePoint Server or file shares—or in the 
cloud like Office 365, G-Suite, Dropbox and Box. 
Not all sources are created equal when it comes to 
information risk. 

Generally, the substantial investment cloud pro-
viders make in their infrastructure security makes 
the cloud more secure than on-premises solutions. 
Additionally, some cloud providers like Microsoft 
have invested in more native security and compli-
ance tools than other vendors. 

However, regardless whether your data is in an 
on-premise or cloud environment, or what ven-
dor you’re using, collaboration platforms have 
common information risks that can be mitigated. 
These include:

1    Operational risk through constant usage in 
multiple daily business processes. The relent-
less frequency of use by employees across 
the organization increases the likelihood of 
inappropriate activities, ignored policies, and 
inadvertent breach.

2    Compliance risk through disparate and non-in-
tegrated information protection approaches. 
While each collaboration platform is likely to 
offer its own approach for information protec-
tion, the organization is left without a holistic 
approach. The sheer number of different 
services, each with their own unique protec-
tion controls, creates a complex and conflicting 
control space, which surfaces new information 
risks rather than dissolving current ones. 

3    Unquantified privacy, reputational, and com-
pliance risks due to non-classification of data. 
Collaboration platforms are used to store, 
share and give access to unstructured data—
including confidential, personal and sensitive 
data—which is often not classified in collabora-
tion platforms and is therefore without appro-
priate controls. 

Cost of a Data Breach

Common Information Risks in Collaboration Platforms 

$141 Per Record*
Any PII counts as a record

$3,620,000 Per Event
24,000 records on average

$141
Per Document

$141*
Per User ID

$141
Per Email

$141
Per ID Number

$141
Per Address

$141
Per Record

*IBM + Ponemon 2017
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4    Operational risk through employee selection 
and usage of collaboration platforms out-
side the purview of the organization (shadow 
IT). The Risk and Compliance Department is 
unaware that cloud services are being used. 
The Security Operations team doesn’t have 
the ability to capture and respond to secu-
rity incidents in unidentified cloud services. 
The IT Department is bypassed and therefore 
not involved in ensuring appropriate security 
controls are enacted, such as access controls to 
prevent breach.

5    Operational and compliance risks due to an 
expanded set of locations where data respon-
sive to Data Subject Access Requests and Data 
Deletion Requests is stored (these actions 
are required by GDPR which is covered in 
more depth in Chapter 2). Additional locations 
increase the cost and complexity of response.

6    Compliance and privacy risks through an 
ever-expanding set of options for sharing data 
with other people, both inside the organization 
and external to it. Newly adopted cloud ser-
vices introduce uncontrolled ways of sharing 
data, and even sanctioned services such as 
Office 365 place many different sharing options 
at the fingertips of users. The proliferation 
of sharing options increases the likelihood of 
inappropriate sharing and therefore can cause 
breach situations.

7     Compliance and privacy risks due to data 
sprawl and the increased likelihood of inap-
propriate access, because copies of controlled 
data and duplicated information are stored 
without the appropriate controls in place.cause 
breach situations.

8    Corporate and privacy risks due to third-parties 
having access to your cloud environments for 
carrying out system management and admin-
istration responsibilities. While personnel from 
managed service providers, trusted third-party 
consulting firms, and even the cloud vendor 
often need administrative access to system 
controls, they should be prevented by design 
from having access to the data within the sys-
tem.cause breach situations.

9    Corporate and privacy risks because of having 
access to third-party data in your environment. 
Many privacy and data regulations make the 
entire supply-chain responsible for mitigating 
information risk. This means you not only need 
to protect your own organization’s data but 
also the confidentiality, integrity, availability 
and legal basis of collection of the data from 
your supply chain as well.
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Risks are many and varied in nature, and the severity of different risks becoming a reality is no different. 
In order to initiate informed action to mitigate information risks, we need a structured approach for mea-
surement and prioritization and monetization. Speculative, back-of-the-envelope approaches won’t inspire 
the necessary confidence among decision-makers. 

Speculative, back-of-the-envelope approaches include:

• The adoption rates of good security safeguards 
across an organization’s data estate, employees, and 
guest access population, including strong multi-fac-
tor authentication, completed and up-to-date 
privacy impact assessments, and the use of a cloud 
access security broker (CASB).

• The risk-adjusted value of avoiding regulatory fines 
from data breaches and lost devices, using market 
research for general rates of breach and loss, and current pricing trends from indus-
try analyst firms on the cost of data breaches due to misclassified information.

These are ineffectual because they are uninformed about the actual risks faced by the organization and 
focus instead on the spread of generalized mitigations. These approaches offer no insight into the specific 
risks faced by the organization, nor how best to mitigate these risks. 

 2

How to Measure and Prioritize Risk
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Organizations need to leverage a prescriptive, repeatable and mathematical approach 
to risk management. Using such an approach to quantify and mitigate risk demonstrates 
intentional corporate action to deal responsibly with risk, which can soften the hard edge 
of legal and regulatory action. Our approach has six steps:

1  Identify the risks you face.

2  Determine the likelihood of being impacted by each risk.

3  Calculate the severity of being impacted by each risk.

4  Visualize the risk portfolio by plotting likelihood against severity.

5  Decide mitigations for the risk portfolio.

6  Implement measures for auditing the risk portfolio over time.

Let’s take a look at each step.

Step 

1 
Risk Identification and 
Surfacing: External Regulations 
and Internal Policies

Knowing the risks you face is step 1. Surfacing, iden-
tifying, describing and categorizing these risks puts 
the initial shape to your specific situation, and then 
informs what you need to do about these risks. 

Most organizations face risks across two broad 
groupings: external regulations that demand a 
standard of protection for information (along with 
punitive measures for non-compliance), and inter-
nal policies and best practices. Let’s look briefly at 
each in turn. 

Type 1  External Regulations. There are a grow-
ing number of significant regulations that set expec-
tations on how personal and sensitive data should 
be protected. These regulations include punitive 
regimes to dissuade non-compliance. Regulations 
that create information risks include: 

Global Data Protection Regulation (GDPR). 
Europe’s new harmonized approach to data privacy 
and data protection came into effect in May 2018, 

with stipulations on how personal and sensitive 
data on natural persons in Europe is collected, 
stored, used, accessed, and disposed of. 

The regulation applies to entities collecting and 
processing such data types on natural persons in 
Europe, regardless of whether the entities are phys-
ically present in Europe, thereby creating a global 
level playing field. 

Data collectors and data processors have a sig-
nificant number of technical and organizational 
conditions to comply with, and data subjects have 
substantial rights over their personal and sensitive 
data. The regulatory approach taken in GDPR has 
had wide ranging effects, due to many countries 
following suit with similar approaches.

GDPR imposes several information risks on 
organizations:

• Article 30 requires that data controllers have 
records of their processing activities, including 
details on the categories of data subjects, the 
categories of personal data, who the data will be 
disclosed to, time limits for erasure, and an over-
view of the technical and organizational security 
measures in place. This information must be 
maintained in a format that can be shared with a 
data supervisory authority if requested.
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• Failure to maintain a data processing register 
can attract a fine of 10 million Euros or 2% of 
total global revenue of the entity for the previous 
financial year.

• Data subjects themselves are given substantial 
rights of control over their personal and sensitive 
data, including access (Article 15), rectification 
(Article 16), erasure (Article 17), restriction of 
processing (Article 18), portability (Article 20), and 
rights around objecting and automated decision 
making processes (Articles 21-22). Every organiza-
tion that controls personal and sensitive data on 
natural persons in Europe needs effective pro-
cesses in place to respond to the exercise of these 
rights, not to mentioned well-governed informa-
tion spaces in the first place. Costs for responding 
to access requests have ranged from an average 
of US$250 per each to US$1,400 per each, with 
some types of access requests at least an order of 
magnitude higher.

• Failure to comply with the fundamental princi-
ples of data processing or failure to provide data 
subjects with their rights attracts the higher level 
of administrative fines, which is the greater of 20 
million Euro or 4% of total global revenue of the 
entity for the previous financial year.

• The fundamental business model of a data pro-
cessor can be challenged too. Google, for exam-
ple, has a business model based on opaque data 
sharing agreements to enable highly personalized 
advertising, and this resulted in a US$57 million 
fine from the French data supervisory authority in 
early 2019. Other administrative actions may be 
forthcoming from other supervisory authorities in 
Europe, given Google’s global footprint.

California Consumer Privacy Act (CCPA). Similar in 
jurisdictional design to GDPR, the new CCPA—due to 
come into effect in January 2020—imposes data pri-
vacy requirements on entities collecting or collating 
personal data on Californian residents, regardless of 
whether the entity is in California or not. 

The definition of personal data is broadly scoped 
to include geolocation, biometric data, and internet 
browsing history, among others, in addition to more 
standard inclusions around personal identifiers. 

CCPA gives residents several rights, including the 
right to be informed, the right of deletion, the right 
to opt out of the sale of their personal information, 
the right of transfer, and the right of action against 
entities that don’t comply with the CCPA. 

Organizations collecting personal data on CA 
residents require well-governed and well-secured 
information spaces, along with robust processes for 
responding to the rights of CA residents.

The passing of the CCPA led to increasing calls for a 
federal regulation, so that companies are not sub-
ject to a patchwork of state-specific requirements, 
but so far nothing has been forthcoming. But it 
is fair to say that more is coming, and the sooner 
organizations subject to CCPA (and other regula-
tions) get their data houses in order, the better.

Health Insurance Portability and Accountability 
Act (HIPAA). Health care providers, health plans 
and health care clearinghouses in the United States 
must comply with the HIPAA regulations. HIPAA 
protects health care information on patients (the 
Privacy Rule), requires administrative, physical and 
technical safeguards (the Security Rule), and has 
data breach notification requirements. HIPAA puts 
in place requirements that touch on many aspects 
of corporate and privacy risk.

Notifiable Data Breaches. Data breaches have 
become much more public, due to a growing suite 
of regulations that impose notification require-
ments. Multiple states across the United States 
have state-specific notification laws, Europe’s GDPR 
requires notification within 72 hours of discovery, the 
United Kingdom takes a similar approach to GDPR, 
and Australia has a notification requirement too. 

These are only a sampling but impose both the 
requirement to know when a data breach has taken 
place along with structured processes to meet 
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breach notification laws. Corporate risk is triggered 
any time a breach takes place, with reputational risk 
heightened in such situations. 

Consent Decrees with the Federal Trade 
Commission. The Federal Trade Commission in 
the United States can impose fines and organiza-
tional requirements on firms who trade loosely. For 
example, a consent decree with Facebook in 2012 
imposed requirements around data collection and 
usage, given the growing abuse of data by the firm. 

In 2019, however, given an escalation of abusive 
situations, a second consent decree was established 
with stringent operational requirements, 20 years 
of oversight by the FTC, and a cool US$5 billion fine 
for violating the 2012 decree. Such measures are 
expensive and disruptive.

International Traffic in Arms Regulations (ITAR). 
Firms in the United States that develop defense-re-
lated technologies that are subject to export restric-
tions must comply with ITAR. Compliance includes 
tight controls over the technical information related 
restricted articles, including plans, diagrams and 
photographs for building ITAR-controlled articles, as 
well as email messages that describe how to repair 
such articles. 

Compliance requires that only U.S. citizens can 
access technical information about ITAR-controlled 
articles, unless the U.S. State Department has 
issued an authorization for an exception. Non-
compliance with ITAR includes both civil and crim-
inal fines or jail time, and these punitive measures 
are calculated per violation.

Sarbanes-Oxley (SOX). Financial records for all 
public company boards, executive management, 
and public accounting firms in the United States are 
covered by the controls set out in Sarbanes-Oxley, 
legislation introduced to restore investor confi-
dence after the Enron and Worldcom debacles. 

Non-public supply chain partners may also be 
covered, if a public company subject to SOX so 
demands. SOX requires that all communications, 
including email messages and attachments, 

related to covered financial processes are retained 
securely, and are available for review by the 
Securities Exchange Commission (SEC) on request. 

Some record types must be retained for 7 years, 
and the legislation requires evidence of audit trails, 
segregation of duties, change control processes, 
and patch management. Both the CEO and CFO of 
covered entities must certify that appropriate inter-
nal controls are in place, with financial penalties 
and jail terms on offer for incorrect certifications, 
whether deliberate or not. 

Type 2 Internal Policies, Contractual 
Commitments and Best Practices. Although exter-
nal regulations impose requirements on action and 
create information risks, a second source of risk 
flows from internal policies and best practices. Such 
policies are likely to address areas such as:

• Protections around commercially-sensitive infor-
mation including intellectual property, business 
secrets, business plans, merger and acquisition 
activities, patents under development, and future 
research projects. Knowing in general what needs 
to be protected must be matched with the ability 
to capture and classify information that fits in 
each of these categories. 

• Controls to limit what third-party IT providers 
can do within systems that contain commercial, 
personal and sensitive data. While third-party pro-
viders will need access to the management and 
administrative capabilities of systems to carry out 
their assigned tasks, they should have no standing 
access to the data in such systems and carefully 
controlled processes should be in place to enable 
data access only when absolutely essential. Risks 
of this nature can be inferred from the regulations 
above, but it is also just good business practice 
to tightly manage access controls and permission 
rights for anyone with access to your systems. 

• Understanding the nature of any contractual com-
mitments you have made to your customers and/
or employees with regards to risk management, 
privacy protections and security is also critical.
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Impacts of ignoring internal policies and best prac-
tices include:

• Business risk due to loss of competitive advantage, 
resulting from the theft of commercially-sensitive 
information. In the wrong hands, such information 
can undermine the ability for an organization to 
meet its business and financial goals.

• Reputational risk due to customer’s learning 
about a data breach of the organisation’s own 
commercial information, creating concerns about 
the potential lack of safeguards on personal and 
sensitive information belonging to clients.

Step 

2 
 Determine Likelihood

The likelihood of a risk becoming an actual event is 
the first of two critical questions to ask about each 
risk. Some risks are highly likely to occur given the 
new culture of teamwork and sharing taking root 
across the world. 

Without the appropriate mitigations in place, risks 
with near certainty of happening include personal 
or sensitive data being shared with unauthorized 
people, phishing and spear-phishing messages 
being clicked leading to credential theft, and new 
cloud collaboration services being used by employ-
ees without appropriate oversight by corporate IT. 

Other risks have a lower likelihood of occurrence, 
such as a successful ransomware attack that 
encrypts all data sources in the organization.

Tools for developing a sense of the likelihood of 
being impacted by each risk include:

• Market research on general cross-industry trends 
and incidents, such as the general rate of phishing 
attacks on organizations of all kinds.

• Industry-specific research on risk rates for 
your industry. For example, we know that the 

government, healthcare and education sectors 
are heavily attacked by external threat actors. 

• The number of shadow IT services being used 
among employees instead of corporate sanc-
tioned services. The greater the number of ser-
vices used the higher the likelihood of breach. 

• Current mitigations that your organization already 
has in place, such as Advanced Threat Protection 
services in Office 365 or from another vendor 
to reduce the likelihood of compromise through 
malicious attachments and links. 

• The number of third-party business partners who 
have trusted relationships with your organization, 
and the risk maturity for each one. Low risk matu-
rity scores from many partners will increase the 
likelihood of a risk being triggered. 

• The correlation between internal employee satis-
faction survey scores and the departure of dis-
gruntled employees to competitor firms. If there’s 
a pattern, such employees may be creating ways 
of stealing corporate information.

For the purposes of this eBook, we 
advocate using the following rating 
scale for likelihood:

LIKELIHOOD
5

4

3

2

1

Almost Always Usually

Almost NeverOccasionally
Not Usually
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Step 

3
 Calculate Severity

The severity of a risk becoming an actual event is 
the second critical questions to ask about each risk. 
Some risks carry CEO-goes-to-jail or go-out-of-
business level severities, but most rank lower on 
the scale. 

Privacy risks subject to administrative fines under 
the growing armada of global privacy regulations 
threaten significant financial fines, such as the  
oft quoted 4% of global annual revenue under  
the GDPR. 

Depending on the type and nature of your data 
and systems, and whether appropriate mitiga-
tions are already in place, a successful ransom-
ware attack can rank from low to critical on the 
severity rating scale.

For the purposes of this eBook, we 
advocate the following rating scale 
for severity:

Step 

4
Visualize the Portfolio

Plotting each of the risks on a heat map using 
likelihood and severity as the axes enables a visual 
representation of criticality and priority. The inter-
section of five rating levels for likelihood and five 
rating levels for severity results in a 5 x 5 matrix 
with 25 individual plot options.

Risks that plot into the low areas of the heat map 
can be treated differently to those that plot into the 
medium, high and critical areas. 

While risks are multitudinous, the resources to 
mitigate each are usually constrained in each 
time period and therefore prioritization is essen-
tial to ensure limited resources are invested in 
the right places. Right, in the sense used here, is 
about responsiveness to the highest priority risks 
balanced against the cost and complexity of the 
proposed mitigations.

Step 

5 
 Decide Mitigations

Armed with a prioritized risk portfolio, investigate 
and decide on mitigations to pursue immedi-
ately, in three months, in six months, and beyond. 
Mitigations could include the following, for example:

• To reduce operational risk, migrate away from 
certain cloud collaboration platforms to one of 
the corporate sanctioned services, such as Office 
365. Reduce the number of places where people 
work together, and store information to tighten 
the ability to exert control.

• To reduce privacy risk, implement a cloud access 
security broker (CASB) to apply data protection 
mechanisms to data stored in cloud services, 
track potential credential compromise through 
anomaly detection, and audit the security settings 
on cloud services, among others. 

SEVERITY

1               2                 3                  4                  5

Catastrophic

Major 

Moderate

Minor
Insignificant
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• To reduce reputational, compliance and pri-
vacy risks, implement stronger authentication 
mechanisms including strong multi-factor 
authentication. 

• As a general mitigation, employee awareness 
training on the different types of information 
risk, along with actions to take to reduce the 
likelihood of converting a risk into an actual 
event. Awareness training helps with cultivating 
a human layer of protection and risk mitigation, 
because employees know what they should and 
shouldn’t do.

We will consider potential mitigations in greater 
detail later in this eBook, but the other concept to 
call out now is our 30:60:90 days roadmap—which 
essentially adds the third dimension of time to the 
risk heat map. 

The third dimension provides a structured way of 
starting to embrace the planned mitigations, but 
without the demand to do everything immediately. 
It designs experimentation, learning, initial results, 
and ongoing improvements into an achievable plan. 

Over three consecutive time periods of 30 days, our 
roadmap says: 

• Days 1-30. Focus on quick wins and initial 
achievements. For example, locate personal and 
sensitive data across all the collaboration plat-
forms and other storage locations connected with 
your organization. 

Note where external sharing is happening cur-
rently, or where information is made available to 
everyone within the organization. Secondly, archi-
tect a classification scheme for personal and sen-
sitive data, so that labels can be applied to each 
content item that describe the types of personal 
and sensitive data contained inside each one. 

• Days 31-60. Deepen the efficacy of your initial 
work. For example, modify how personal and 
sensitive data is identified based on learnings 
from the initial 30 days. This may include creating 
several custom definitions to get at the data types 
commonly used in your organization. Additionally, 

your classification scheme should be ready to 
move to automated application, with the option of 
human review. 

• Days 61-90. Ensure the ongoing management 
and reporting of your mitigations are performant, 
including, for example, monitoring for leaks of 
personal data, and aggregating incidents for lon-
ger term integrated reporting and analysis. 

Step 

6 

  Ongoing Risk Auditing and 
Updating / Incorporating 
Newly Identified Risks 

Once the initial mitigations have been implemented, 
ongoing measurement is essential to ensure the 
mitigations are having the desired effect. 

As soon as it is determined that current mitigations 
are not working, alternatives must be identified and 
put into play. Risk mitigation is not a matter of sin-
gle one-time actions, but rather the development of 
a culture of appraising, rating and controlling risks. 
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We have briefly introduced the concept of information risk 
and looked at its various sub-types. We have explored how 
to take a structured approach to measuring and prioritiz-
ing risk. In this section, we look at a long list of risks we 
commonly hear from our customers. 

While we don’t expect that you face every single one of 
these risks, we do expect that you face many of them. For 
each risk identified in this section, we have given our gen-
eral sense of likelihood and severity. Our sense is a general 
perspective and may differ widely from your own rating.

Each collaboration platform and cloud service will have 
their own set of security and compliance tools, but where 
applicable, we have included relevant ways to address 
these risks using native Office 365 tools. 

This is because it is the most widely used cloud collabora-
tion platform and it has the most advanced security and 
compliance features. 

It is important to keep in mind that not all data will be in 
Office, your organization may leverage multiple clouds, or 
there will be instances where you need extended function-
ality. As such, we also briefly highlight relevant AvePoint 
functionality across these risk areas.

How likely do you think the 
following privacy breach 
risks are?

Hackers Gaining 
Access

Accidental 3rd 
Party Breach

Intentional 3rd 
Party Breach

Accidental 
Employee Breach

Intentional 
Employee Breach

8% 61%

41%

13%

30%

 3

Common Risks 
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Unclassified Data. Aspects of this risk include internal and external people inadvertently 
gaining access to sensitive data they should not have access to, or data 
that should be retained is deleted unwittingly. A third aspect is when 
duplicates of such sensitive data is stored on or accessible through 
mobile devices with weak device controls that are lost or stolen. 

Office 365 has sensitivity labels and robust data classification func-
tionality. AvePoint Policies and Insights (PI) can highlight (and even 
auto-correct) high-risk scenarios where sensitive content has “shadow 
users” where its being shared with anonymous links or more broadly 
than appropriate.

If you have data outside of Office 365, and chances are you do even 
if you don’t know it, then Compliance Guardian’s data validation and 
classification module can help.

 In terms of plotting the risk, our view is:

•   The likelihood is Almost Always (5), meaning that almost every 
organization has unclassified data across its data estate.

•   The severity is at least Moderate (3), but that could be higher (or 
lower) depending on the specific types of data that are unclassi-
fied and the impact on the organization as a result of breach or 
unwitting data destruction. 

Scan your content for PII and sensitive information.

LIKELIH
O

O
D

SEVERITY

1

1

4

2

5

2 3 4 5

Social Security Number (SSN):
22 Matches

Bank Account Number:
17 Matches

Personally Identifiable Information (PII) Data:
80 Matches

Patriot Act:
50 Matches

Federal Trade 
Commission 
ConSumer:
10 Matches

Health Insurance
Act:
10 Matches

Taxpayer Identification Number:
11 Matches

Driver’s License 
Number:
29 Matches

Passport 
Number:
12 Matches

Tax File Number:
6 Matches

Debit Card Number:
7 Matches

Phone Number:
4 Matches

IP Address:
2 Matches

Financial Data: 100 Matches

Test Suites: 250 Matches

https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels
https://docs.microsoft.com/en-us/microsoft-365/enterprise/data-classification-microsoft-365-enterprise-dev-test-environment
https://docs.microsoft.com/en-us/microsoft-365/enterprise/data-classification-microsoft-365-enterprise-dev-test-environment
https://www.avepoint.com/products/hybrid/compliance-guardian/data-validation-classification
https://www.avepoint.com/products/hybrid/compliance-guardian/data-validation-classification
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With the increasing embrace of short-term contractors, client portals, 
and collaboration platforms shared with business partners, external 
sharing and guest access to corporate data is commonplace. 

The risk, however, is that external sharing rights are set too 
broadly, enabling people outside the organization to gain access 
to personal, sensitive and confidential data they should not see. 

This creates a breach situation which can be related to either 
corporate or privacy risks, depending on the nature of the 
information thus breached. 

Office 365 has numerous settings that can provide data sur-
rounding external sharing and guest access, almost too much. 
AvePoint PI can surface and prioritize high-risk scenarios in 
your environment including which pieces of sensitive content 
have been shared by which users with which external users 
and with what frequency.  

• The likelihood is generally a Usually (4), although we’d prefer it 
to be an Almost Never (1). Likelihood rates this highly because 
there are just so many different systems in use, with easy 
at-your-fingertip controls for external sharing, that it must hap-
pen daily for the average organization. 

As one data point, when the White House analyzed the cyber 
incidents across the U.S. government in 2015, it found 77,000 
incidents in total, but commented that only a small number were 
significant data breaches. 

Among the vast majority would be many cases of external sharing 
gone wrong, either through email or other sharing services. If we 
assume 100 significant data breaches, then 76,900 incidents over 
a year gives an average of 210 less significant incidents per day.

• The severity of inappropriate external sharing and guest access is 
trending upward, driven by new global data protection regulations 
such as GDPR. On average, severity has been at an Insignificant (1) 
level for an organization, but the growing privacy rights of people 
is pushing severity toward the Moderate (3) range.

Microsoft estimates that the average large organization has over 100 
IT-managed applications, and at least another 900 apps that are 
outside the purview of the IT department. 

The type of content stored in these shadow IT services vary widely, 
but must include a smattering of business confidential, personal and 
sensitive data. 

Risks with External 
Sharing and Guest Access. 

Shadow IT Creates 
Unquantified 
Information Risk.
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Apart from the baseline storage of such data in shadow IT services, 
a related risk is misconfigurations or security vulnerabilities in cloud 
services that permit unauthorized access and breach. 

Office 365 has tools (for Enterprise Mobility + Security users) such as 
Cloud Discovery that can help you identify shadow IT and what cloud 
apps are being used within your organization. AvePoint also has a tool 
that can help identify shadow IT and map how your data flows across 
your organization.

•   The likelihood rates at Almost Always (5), because very few 
organizations have completely prohibited and prevented the 
access and usage of non-sanctioned services. With the barrier to 
adoption being so low, due to services often having an initial free 
tier, employees are quickly able to embrace the next hot service 
without regard to IT policies. 

• The severity is at the Minor (2) level in many cases, although 
there are situations where severity ranks higher if vast quan-
tities of data is breached. Organizations are generally fast to 
respond to a notification of an open shadow IT service, and the 
ramifications for the organization are generally short-lived. This 
may change as global data protection regulations start having 
an impact through administrative fines and other sanctions 
against offenders.
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Determine data flow, connections to other data or systems, and conduct 
impact assessment for security & privacy risk insight.

Where is it? What is it? Who can access it?
File Share Office 365 File Level Analysis

Who owns it?

Who can read it?

Who can edit it?

• Redundant, outdated 
and trivial (ROT) data

• File types (Music, log 
files, etc.)

• Sensitive data
• Date created
• Owner

Content Level Analysis
SharePoint Databases

https://docs.microsoft.com/en-us/cloud-app-security/working-with-cloud-discovery-data
https://www.avepoint.com/products/hybrid/compliance-guardian/
https://www.avepoint.com/products/hybrid/compliance-guardian/
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Backup systems that are inappropriately secured, inadequately 
scoped, or insufficiently robust create information risks for an organi-
zation. Inappropriately secured backups create the risk of data breach, 
as happened to the rsync backup server at the Oklahoma Securities 
Commission in early 2019, exposing millions of files containing sensi-
tive data in a 3 TB data set. 

Backups that are inadequately scoped or insufficiently robust become 
a problem when data needs to be recovered, such as through acci-
dental deletion, system failure, or a ransomware attack that disrupts 
access to all corporate data on production systems. 

Some organizations compromised through a ransomware attack or 
from an insider error (either benign or malicious) who have perfor-
mant backup systems have been able to recover quickly. AvePoint 
Cloud Backup leverages Azure to ensure a high degree of availability 
for backup data—beyond the standard 93-day retention period for 
deleted Office 365 data—as well as quick restore times. 

Others without such protections have struggled to recover, spent 
extravagantly to mitigate after-the-fact, or in several cases, gone out of 
business entirely.

• The likelihood of a data breach occurring via an inappropri-
ately secured backup system is about a Not Usually (2), but with 
a severity of at least a Moderate (3), although that will be lower 
if there is no personal or sensitive data breached.

• The likelihood of needing to recover a missing file ranks 
at about an Occasionally (3) level. In terms of severity, the 
inability to recover a missing file is generally at a Minor (2) or 
Insignificant (1) level. 

• The likelihood of backup system failure at an inopportune 
moment or full encryption of production systems via ransom-
ware when no backup is available, for any given organization, 
rates at a likelihood of Almost Never (1). But severity is at the 
other end of the scale. If this situation does happen, severity is at 
least a Major (4) if not a Catastrophic (5).

The use of information in ways beyond the initial intent, legal basis, or 
scope of consent from the data subject creates risk situations. 

A departing employee taking a list of customers with them to their new 
job of a competitor triggers several types of corporate risk and privacy 

Backup System Failures.

Information Used in 
Unauthorized Ways. 
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https://www.avepoint.com/products/cloud/backup/
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risk. Facebook use of customers’ mobile phone numbers for advertis-
ing purposes, a use excluded from the initial consent scope of security 
verification, triggered a compliance risk. 

Any time an organization builds a mailing list from a customer data-
base where consent was not given for marketing purposes triggers a 
potential compliance and privacy risk.

• The likelihood is a Usually (4), due to poor information practices 
at organizations necessitating new global privacy regulations to 
rein in bad behavior. As regulations such as the GDPR and CCPA 
start to bite, we expect to see the likelihood decrease a step to 
an Occasionally (3). 

• The severity is at most a Moderate (3), unless the use of infor-
mation in unauthorized ways is a core tenet of the organisation’s 
business model and widespread misuse is commonplace in 
which case the severity will rate higher.

Business records that should be retained are inadvertently deleted, 
stored in an inappropriate location (e.g., an employee’s OneDrive 
account that gets deleted 30 days after they leave the organization), or 
are compromised in a ransomware attack. 

Office 365’s native records management tool and its label functional-
ity can help automate this process so that its less dependent on end 
users. AvePoint record solutions can help extend this functionality to 
physical records and hierarchical taxonomies as well.

If the number of records that are not retained is low—such as through 
an employee not following business processes for record retention—
the overall severity will be minor. If we exclude this case from our 
analysis and focus on the widespread compromise of records through 
inadvertent deletion or a ransomware attack, then:

• The likelihood is an Almost Never (1). It does happen now and 
then, but the cases are rare.

• The severity rates between the mid—and high-levels on the 
severity scale and is impacted also by the industry affiliation of 
the organization. Lack of access to vital patient health records, 
for example, rates at the higher end of the scale for a healthcare 
provider. Likewise, for city municipalities and other entities in the 
government sector who are unable to access production systems 
and historical records. 

Records Not 
Retained. 
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https://docs.microsoft.com/en-us/microsoft-365/compliance/labels
https://www.avepoint.com/products/cloud/records/
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The other firms in your supply chain face information risk of their own, 
and the triggering of risks in these firms can impact your corporate 
and privacy risks. 

For example, if you outsource your core business systems to a 
third-party provider who gets compromised through a ransomware 

attack—as happened in mid-November 2019 for an 
IT outsourcer to 110 healthcare facilities in the United 
States—the impact can be catastrophic if access to your 
core systems and data is disabled. 

Another risk scenario, albeit generally with a less than 
catastrophic severity, is when employees at your man-
aged service provider have access to both your system 
and the data contained inside; system access for con-
figuration changes is required, but access to data inside 
the system should be prevented by design. Compliance 
Guardian can help security teams automate and accel-
erate their internal and third-party impact assessments.

If strong controls are not in place to create hard boundaries between 
the two, third-party personnel may have access to the personal, sensi-
tive and confidential data under your jurisdiction.

• The likelihood is between an Almost Never (1) and Not Usually 
(2). It happens sometimes—through errant third-party employee 
behavior or a once-in-a-hundred-years digital storm. The trigger-
ing of supply chain risks makes major headlines, because many 
organizations find themselves blindsided by such occurrences.

• The severity is at least Moderate (3), and in some risk scenarios 
a Catastrophic (5). Severity depends on the types of transfer-
rable information risks in your supply chain that could impact 
your organization, which can only be answered through a due 
diligence process. If your organization has all its data stored with 
non-first-tier cloud providers or outsourcing firms who could be 
subject to a ransomware attack, the severity pushes toward the 
Catastrophic (5). 

Information is a valuable commodity, and external actors are actively 
seeking ways of stealing value from organizations. For external actors 
with malicious intent, value can be gained by stealing confidential (e.g., 
intellectual property), personal and sensitive data and using it directly, 
or for its resale value on the dark web. 

A successful ransomware attack can result in a ransom payment, espe-
cially as insurance companies seem increasingly willing to pay ransom 
demands, and stock market movements in response to a data breach 
notification or regulatory fine can enrich shrewd stock manipulators. 

Supply Chain Risks.

Malicious External 
Threats.
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https://www.avepoint.com/products/hybrid/compliance-guardian/enterprise-risk-management
https://www.avepoint.com/products/hybrid/compliance-guardian/enterprise-risk-management
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Almost all organizations are being hit with non-malware attacks, such 
as the relentless phishing and spear-phishing attacks that often seek 
out account credentials to enable a security breach. 

Office 365 has a variety of tools to protect your organization against 
phishing attacks, including an attack simulator. The platform also 
provides Advanced Threat Protection (ATP) that allow organizations 
to define threat-protection policies, investigate threats, and automate 
breach response.

And external actors are quick to leverage software vulnerability notifi-
cations from vendors to compromise unpatched systems, sometimes 
for immediate gain through data exfiltration or ransomware, and at 
other times to move laterally through a network gaining ever more 
control points for a future coordinated attack on a grand scale.

• The likelihood of malicious external threats being targeted at 
organizations is in the Usually (4) or Almost Always (5) range. 
Such threats are ever-present, ever-changing, and ever-damag-
ing if they successfully snare a victim.

• The severity is in the Minor (2) to Major (4) range in general, 
depending on the nature of the threat, the extent of the compro-
mise, and the overall health of the organization. For example, the 
£99 million fine against Marriott for the data breach of personal 
information on 383 million guests is a lot of money, but nothing 
that will cause significant financial harm to the firm beyond a 
short-term blip. 

But severity can be higher or lower too. Sometimes a threat is 
triggered too early to cause significant damage, and the impact 
is minimal. And in a few instances the impact is catastrophic, 
such as the data breach at Retrieval-Masters Creditors Bureau in 
August 2018 that led to a Chapter 11 filing in mid-2019. But on 
average, the severity is somewhere in the middle range.

Some employees use the guise of good corporate citizen to cover 
more maleficent purposes including espionage, data theft, and accom-
plice to data exfiltration to an external threat actor. 

The options for carrying out such motivations are widely available, 
from email attachments to personal cloud file sharing services to cor-
porate-friendly shadow IT services and the ever-present “Share” button 
in Office 365. 

The scale of theft incidents varies widely, from the recruitment con-
sultant in the United Kingdom who stole the contact details on around 
100 existing and potential clients when she joined a rival agency, to 

Maleficent Insiders.
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https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulator
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp
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the employee at Trend Micro who stole data on 68,000 customers for 
resale to a third party, and the employee at SunTrust Bank who stole 
account details on up to 1.5 million clients. 

Deliberate insider theft makes up the lowest category of insider threat 
risks, with negligent or accidental exposure over three times more 
likely to happen, but it remains a threat and a risk, nonetheless. Office 
365 has data loss prevention and information rights management 
settings that can mitigate risks from maleficent insiders.

• The likelihood of high-profile maleficence is at the Almost Never 
(1) level, while deliberate theft slightly higher at Not Usually (2).

• The severity to the organization generally rates somewhere 
between Insignificant (1) and Moderate (3), depending on the 
scope and scale of the resulting theft. For averaging purposes, we 
will rank it as Minor (2), because even if fines are levied against the 
organization for inadequate security controls, criminal proceed-
ings can be taken against the individual or individuals involved. 

The increased proliferation of small form factor mobile devices with 
large local storage facilities or remote access to corporate data reposi-
tories creates a variety of corporate and privacy risks. 

If unmanaged personal mobile devices are used for corporate pur-
poses, a departing employee may retain access to corporate reposito-
ries after their employee has been terminated. 

Or if personal mobile devices lack a passcode and have access to cor-
porate data through sync or apps, corporate data can be breached if 
the device is lost or stolen. One research study found that of 70 million 
devices lost every year, only 7% are returned or recovered, thereby 
creating a 63 million device differential every year.

And it’s not just smartphones and tablets that are at risk, because even 
a USB memory stick can contain personal and sensitive data. Microsoft 
has several solutions that can help mitigate risks from mobile devices 
within its Enterprise Mobility Security offering such as its Intune uni-
fied endpoint management solution.

• The likelihood is Usually (4), given the high number of devices 
that are lost or stolen every year—including mobile phones, tab-
lets, laptops, and USB memory sticks.

• The severity is generally at the Insignificant (1) or Minor (2) end of 
the scale, although newer data protection regulations may result in 
higher and most costly administrative fines being levied. In average 
situations, this could raise the severity to a Moderate (3) at most.

Mobile Devices 
for Data Theft.
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https://docs.microsoft.com/en-us/microsoft-365/compliance/data-loss-prevention-policies
https://docs.microsoft.com/en-us/microsoft-365/compliance/set-up-irm-in-sp-admin-center
https://www.microsoft.com/en-us/microsoft-365/enterprise-mobility-security/microsoft-intune
https://www.microsoft.com/en-us/microsoft-365/enterprise-mobility-security/microsoft-intune
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Article 32 in the GDPR requires organizations to have “appropriate 
technical and organizational measures” to, among other things, 
ensure the ongoing availability and resilience of processing systems 
and services. 

When a malware or ransomware attack compromises system and 
information availability, the organization falls afoul of this GDPR 
requirement. Again, a third-party backup solution can help mitigate 
this threat.

• The likelihood is around an Almost Never (1) and Not Usually 
(2), even though such attacks generally claim the headlines when 
they successfully land.

• The severity is in the mid—to high-range for a successful attack, 
depending on the scope and scale of the compromise and 
the type of information processing systems that are rendered 
unavailable. If easy mitigations exist to restore availability, then 
severity is greatly lowered. If mitigations are non-existent or fail, 
then severity tends to push towards the higher end of the scale. 

In a recent study, Ponemon found that over half of organizations did 
not carry out post-deployment monitoring to assess the efficacy of 
investment in cybersecurity tools and solutions. 

Data is moving faster than ever and its hard for security teams not 
to be paralyzed by the hundreds of minor violations within an envi-
ronment. By the time the IT or security team pulls a report, it could 
already be outdated. Its important to have tools that don’t just cata-
logue every possible infraction or lock down environments until they 
are unusable, but that prioritize the areas that will impact your risk 
levels. Otherwise you will be a hamster in a wheel, scrambling but 
without much progress being made.

• The likelihood is a Usually (4), since Ponemon found that over 
half of organizations did nothing to gauge efficacy post-deploy-
ment. This is the usual state of play on average across organiza-
tions, although almost half of organizations did monitor efficacy.

• The severity lands, on average, in the middle of the range, so 
something like Moderate (3) would best describe the conse-
quence of such fog. A lack of visibility can enable information 
risks to fester.

Unavailability of 
Information. 

Fog Hides Insight. 
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Mitigating information risks in any organization relies on two core 
principles: first, make it easier for end users to do the right thing than 
the wrong thing, and second, ensure mitigations focus on the inter-
section between people, process and technology. 

In terms of the first, if mitigations create complex workflows and 
extra task steps that are too difficult, end users won’t embrace them. 
And for the second, mitigations that focus solely on either people 
(training), process (task steps), or technology (software) will outright 
fail or significantly underperform mitigations that embrace all three.

Action Plan 1 Build the Team. 

Mitigating information risk is best undertaken by a team of people, 
who should be multi-disciplinary and from various business groups. 
The task is not for the IT Department alone, nor Risk Management, 
nor Legal, but rather a balanced portfolio of skills, experiences and 
insights from across the organization. 

The group is likely to be led by someone holding a senior-level role 
in the organization, and while ultimate accountability will rest with 
him or her, the group has shared responsibility to identify, quantify, 
and mitigate the real information risks at play.

 4

Mitigation Action Plan
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Action Plan 2 Identify Information Risks. 

Hold a risk identification and risk surfacing meeting, workshop, or project. Ensure these three actions are taken:

1     Run a Microsoft Secure Score and Compliance Score in the security and compliance admin cen-
ters respectively. These features quickly examine your Office 365 settings and offer a prioritized list 
of actions you can take to reduce risks around data protection and compliance. This is an incredibly 
helpful feature, especially for identifying quick and impactful wins, but you will need to supplement 
this with activities that look across your specific industry context and full collaboration environment 
outside of Office 365.

2     Examine external regulations, internal best practices and the information risks that are being 
triggered in other organizations in your industry (e.g., data breaches in healthcare due to inappropriately 
classified information), and more generally across your ecosystem (e.g., ransomware attacks in govern-
ment that compromise system availability and resilience). 

3     Map your data and data flows to identify information risks specific to your organization. Specificity 
requires having a detailed understanding of what data you collect, process and hold, and the flow of data 
between systems and external parties. 

In line with GDPR, for example, collecting, processing and storing personal and sensitive data on people 
in Europe requires a legal basis, and if the consent of the data subject is used as the legal basis, there 
are specific requirements to understand and comply with. Other legal bases are possible, but the list of 
possible bases is short. 

Understanding data flows is important because, while data may be authoritatively stored and secured in 
a primary system, extracts of customer lists from a Customer Relationship Management (CRM) system, 
for example, are often used to create outbound marketing campaigns. 
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Understanding where these extracts go is 
essential, because the information contained 
within the extract must be secured as well as 
source data in the CRM. Appropriate pro-
tections are essential because when data is 
moved from tightly controlled and structured 
data repositories to loosely controlled and 
unstructured data formats, the risk of inad-
vertent breach and the potential for theft 
rises dramatically.

Discovery tools will help with identifying “dark 
data” (inactive data that’s hidden in sur-
prising locations) as well as “shadow users” 
(over-privileged users who currently have 
access to sensitive content they shouldn’t). 

4     Carry out a Privacy Impact Assessment (PIA) on all data systems, including newly released systems 
and those still under development. A PIA offers a formal approach for evaluating, assessing and docu-
menting the privacy risks in a data system. Carrying out PIAs—and keeping them up to date—is a best 
practice for all organizations and is one of the requirements of modern data protection regulations, 
such as GDPR. Compliance Guardian’s Enterprise Risk Management module can add automation to the 
PIA process.

Only 28% of data stored today represents 
any value to day-to-day business

Most collected data is garbage... 72% of data 
collected has no relevance whatsoever

https://www.avepoint.com/products/hybrid/compliance-guardian/enterprise-risk-management
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Action Plan 3  Quantify Risk and Visualize Your Risk Portfolio. 

Use our mathematical approach for quantifying risk and 
visualizing your risk portfolio. (Or utilize tools like PI to 
automatically scan, prioritize and mitigate risk across 
your collaboration environment). As we explored above, 
this involves asking two questions about each risk: first, 
what is likelihood that this risk will be triggered, and sec-
ond, what is the severity to your organization if it does.  

We have included some general guidance in an earlier 
section about likelihood and severity, but these general 
assessments will need to be interpreted considering 
the current mitigations your organization already has in 
place. Currently deployed and effective mitigations will 
reduce likelihood or severity, and perhaps even both.

Action Plan 4 Make Plans for Mitigations. 

Decide which of the risks in your risk portfolio make sense for mitigating first and develop a list of 
approaches for doing so. In combination, whatever mitigations you embrace need to address the people, 
process and technology aspects in a coherent and balanced way.
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Mitigations to consider include:

• Data Classification. Classifying confidential, personal, sen-
sitive and protected data wherever it exists across your data 
estate. The ability to mitigate information risk relies on the 
ability to identify specific information at risk, and both man-
ual and automated classification approaches enable this. 

If data is classified in advance, then downstream security 
technologies can apply policy-based decisions, data access 
requests by data subjects are greatly simplified, and deci-
sions on archiving and deletion streamlined. File Analysis, 
a capability in AvePoint Compliance Guardian, provides a 
classification of files in target systems based on the data 
types within each file.

• Policies for Handling Information. Develop the access, 
sharing and protection policies that should apply to the var-
ious types of information collected, stored and used within 
your organization. AvePoint PI allows you to quickly set your 
policies based on the regulations and different categories 
of risk that are important to your organization, so you can 
enforce broadly stated but ineffectual policies. 

For example, the who involved in a sharing action—and in 
comparison to their usual task set and the baseline of shar-
ing activities for all people in that role—will dictate whether 
a specific sharing action represents minimal, moderate or 
high risk. PI will trigger a different policy response based on 
additional context factors of this nature.  

Classify & Validate  
Your Data

Based on Where, What, Who...

Contents

Context

People

• Visible / 
Invisible Text

• Templates
• Accessibility

• Shared Path
• Site Tags
• Security
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• Geography
• Properties

Suggested

Automated

Imbedded

https://www.avepoint.com/products/hybrid/compliance-guardian/
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• Minimize Duplicate Data. Duplicate data should be minimized, such as through deletion or encryp-
tion. For example, extracts of sensitive data from structured authoritative systems that are now held in 
unstructured formats should be tightly controlled to prevent inadvertent access or breach. Once identified 
through classification mechanisms, the data can be automated deleted, restricted through encryption, or 
restricted through applying a specific access policy. 

• Information Risk Awareness Training. Helping employees to develop an awareness of the rhyme and 
reason for the various controls, policies and risk safeguards creates a human layer of risk mitigation. 

Similar in intent to Security Awareness Training but tailored for information risk, such training programs 
explore rationale (the why, such as regulatory requirements to protect sensitive data), technical and policy 
mitigations (the how, including data classification aligned with DLP policies), and the new work practices 
required (the what, such as using AvePoint Cloud Governance for requesting a new workspace so that 
access, classification and retention policies can be applied to the workspace as an integral element of its 
creation process, along with ongoing recertification of content ownership and classification).

Action Plan 5 Start, Improve, Get Better. 

No one expects perfection on the first day. Or even the second. But your approach to mitigating informa-
tion risk should get better—step-by-step, mitigation-by-mitigation, revision-by-revision, and day-by-day. 
Pay attention to what is and isn’t working, develop revised plans and mitigations, and course correct to get 
substantially better over time. 

Here’s what we suggest (and do ourselves at AvePoint too):

• Embrace the 30-60-90 Days Roadmap. For the first 30 days, focus on quick wins—
encompassing the discovery of sensitive data, and the development of a classification 
scheme to appropriately differentiate the types of data within your organization. 

For the second 30 days, make enhancements and strengthen protections, includ-
ing using custom definitions to find more sensitive data, using automated classifi-
cations, and aggregating incidents to capture data on policy effectiveness.

For the third 30 days, focus on management and reporting, so that remaining 
leaks of personal and sensitive data can be identified and handled appropri-
ately. This includes re-evaluating how historical false positives would be handled 
considering revised policy definitions and using security tools that offer trend 
reporting for more than 90 days.

• Measure Policy Effectiveness. Policies specified in the beginning using broad 
brush strokes offer a good place to start but not a great place to land. There is 
a lot of nuance that can be taken into consideration in policies, encoding the 
contextual cues of people, work tasks, baseline activity and more into what 
the policy says. 

30

60

90

https://www.avepoint.com/products/cloud/office-365-governance/
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But in order to create these nuanced approaches, real data on policy effectiveness is necessary. Look at the 
records of when a policy captured too much information and identify the common characteristics that distin-
guish various false positives or false negatives. Create tiered policy actions that reflect your learnings. 

• Test Your Ability to Respond. Regulations such as GDPR and CCPA provide rights to data subjects, 
including the right of access, the right of erasure, and the right to restrict processing. 

These rights must be met through organizational processes to avoid falling afoul of regulatory require-
ments and testing your efficacy in responding to both real situations and scenarios helps with maturing 
your processes. 

How long does it take your organization to respond to a right-to-be-forgotten request, and what does it 
cost to do so? What about a data subject access request? 

AvePoint Cloud Backup pulls double duty for mitigating information risks, because it provides assurance 
around availability and resilience in the case of data loss or a ransomware attack, and secondly because 
it provides easy access to historical data to respond to such requests. The privacy dashboard in Cloud 
Backup offers easy access to begin data access and data erasure requests, among others.

• Develop a Culture of Security and Privacy. The need for protecting confidential, personal and sensitive 
data is not going away. It’s the new normal, and it requires people to change how they think about and 
approach data protection. Work at building security and privacy thinking and approaches into the culture 
of your organization. 

For example, questions of security and privacy should be incorporated into the design process of any new 
project or process from the very start, rather than being treated as an afterthought or last-minute tick-the-
box exercise. 

Equally, training and education on data security and information risk should pervade the culture of the 
organization, rather than being relegated to an annual training course or merely a one-time event. New 
employees going through your onboarding process should see security and privacy by design from the 
very first day of their experience at your organization. 

https://www.avepoint.com/products/cloud/backup/
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Each cloud solution and third-party vendor offers 
several key technologies and approaches that can 
be leveraged to mitigate information risks; it’s a 
veritable alphabet soup. 

In this section, we describe and contextualize several 
key tools for mitigating information and privacy risks.

Data-Centric Audit and Protection (DCAP). 
Introduced by Gartner in 2017, the term Data-
Centric Audit and Protection refers to a range of 
privacy approaches that apply protections to data 
specifically, rather than systems or networks. For 
example, while a network can be protected from 
unauthorized access using strong credentials 
and two-factor authentication, if the network is 
breached the data residing on the network can be 
breached as well. Under a DCAP approach, while 
the network should still be protected through 
access controls and identity management, the data 
within the network would attract additional levels 
of protection appropriate to its nature, such as 
policy-based encryption of sensitive customer and 
employee data. 

Approaches to DCAP can be broken into five 
common areas:

1     Data Classification. Documents, spreadsheets, 
slide decks and other containers of information 
are analyzed for personal and sensitive data 
types. Such classification can happen in real-
time as files are being created, and retrospec-
tively to identify sensitive data in pre-existing 
files and documents. For example, the presence 
of a social security number in a document auto-
matically classifies the document as containing 
sensitive data; the user does not have to manu-
ally denote such inclusions.

2     Data Storage. Sensitive data is stored in 
secured ways, to reduce the likelihood of 
inappropriate and unauthorized access. 
Pseudonymization is one such way, where 
sensitive data values in a document are 
replaced by meaningless alphanumeric values 
that correspond with the actual sensitive 
data values that are stored in a secured third 
system. A second approach is to leave the 
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sensitive data values inside the document but 
protect the document itself with encryption.

3     Data Governance. Having the technical 
ability to protect personal and sensitive data 
only makes sense if the governance deci-
sions about what to protect have been made. 
These decisions include defining the types of 
confidential, personal and sensitive data that 
are likely to be used within the organization, 
determining the attributes of data that will 
denote such data types are in use, and mak-
ing decisions on the appropriate protections 
to enact across the various types of data. 

4     Data Access Controls. Specification of who 
can access different data sources and repos-
itories, along with the roles held within each 
system. Roles are a more granular setting that 
access, controlling rights such as access to dif-
ferent types of data within an overall system, 
and controlling which behaviors are permitted 
for different groupings of people. 

5     Data Monitoring and Auditing. 
Monitoring and auditing enables ongoing 
assessment of the efficacy of DCAP protec-
tions, by looking at actual behavior compared 
with intentions encoded in policy settings. 
Examples include the identification of sensi-
tive data in documents that is not protected 
through governance policies, access by people 
to data and systems that should not have hap-
pened based on defined access rights, and if 
sensitive data is being stored in unauthorized 
locations. Proactive monitoring and auditing 
enable early rectification through a new policy 
definition and other corrective actions.

As organizations work with an increasing number 
of external parties, taking a DCAP approach helps 
ensure that all data is appropriately protected wher-
ever it goes and for whomever tries to access it. 

Governance Risk and Compliance (GRC)/
Integrated Risk Management/Enterprise Risk 
Management. These set of tools primarily help 
organizations identify and calculate their business, 

IT, operations and compliance risks. They also com-
monly have features to help organizations prioritize 
their mitigation investments to optimize business 
outcomes. Another key feature of these solutions is 
the ability to track and provide documentation for 
regulatory audits to prove compliance.

Cloud Management Platforms. Cloud manage-
ment platforms help optimize and customize the 
management of SaaS deployments. Examples 
include extending the migration, backup or gover-
nance functionality of a cloud productivity platform 
to better align with organizational needs. They can 
also help with managing costs, reporting, and ser-
vice requests. Cloud management platforms often 
have a standard management console and system 
for multi-cloud deployments. 

Data Backup. Many organizations understand the 
need to backup their on-premise data. However, 
they are not often fully aware of the recovery point 
objective (RPO) and recovery time objective (RTO) 
in the service level agreements (SLAs) of their 
cloud provider or how that matches their needs. 
Cloud backup providers can help protect vital 
business data across multiple scenarios involving 
external and internal parties both well-intentioned 
and malicious.

Records (Information) Management/Archiving. 
While data backup solutions focus on the ability to 
quickly restore a copy of actively used data, record 
solutions focus on compliantly storing original data 
in the long-term. These solutions can often help 
manage both electronic as well as physical records 
and are especially valuable for public sector organi-
zations with strict retention requirements.

Unified Endpoint Management/Mobile Device 
Management. UEM solutions allow users to man-
age the security of multiple mobile or IoT devices 
from a single console. Common features include 
the ability to secure mobile devices, applications, 
and content.

Identity and Access Management. These solutions 
focus on authenticating users’ identity across access 
points to ensure information remains both available 
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and secure. Common features include centralized 
authentication, single sign-on, session management, 
adaptive access and authorization enforcement.

Cloud Access Security Broker (CASB). As organiza-
tions deploy sanctioned cloud services and employ-
ees adopt unsanctioned ones, visibility into what’s 
happening across such services become fractured, 
and enforcement of information policies more dif-
ficult. While different cloud services offer their own 
security and privacy reports and controls, the sheer 
breadth of services being used means it is impracti-
cal to manage each service individually. 

A Cloud Access Security Broker (CASB) is the 
answer, offering a range of complementary capa-
bilities to mitigate information risks across multiple 
disparate cloud services in a unified manner. This 
includes creating unified visibility into what cloud 
services are being used, logging of the actions taken 
by employees across sanctioned/unsanctioned 
service, alerting on abnormal patterns of behaviour, 
enforcing common policies across multiple services, 
and checking for inappropriate security settings.

Data Loss Prevention (DLP). When sensitive or 
other protected data is identified in an email mes-
sage, email attachment, or a document stored in a 
file sharing cloud service, a DLP system can apply a 
policy to stop data loss. Policy options in an email 
scenario include blocking the email and notifying 
the sender that such sensitive data should not be 
sent unprotected in email, automatically encrypt-
ing the message and logging the action for later 
review, or quarantining the message and its attach-
ments for review by a security administrator before 
release. In file sharing cloud services, DLP policies 
can prevent the upload of documents that contain 
sensitive data (thereby preventing data infiltration) 
and can place limitations on wider sharing options 
until sensitive and unprotected data has been 
appropriately secured.

DLP capabilities can be obtained through a stand-
alone service or part of a wider offering. For exam-
ple, a CASB often has DLP capabilities (as does 
Office 365 native functionality), either by integrating 
with a widely used DLP engine or bundling DLP ser-
vices into the CASB service itself.

Rights Management Services (RMS) or 
Information Rights Management (IRM). Emails, doc-
uments and other files can be protected through 
rights management services, a technology that 
pre-defines who is able to access a given data ele-
ment and what that access permits. 

RMS capabilities include two limitations:

• Limitation of access to prevent unauthorized 
people from gaining access to an email message, 
document, or other data container. Access can be 
set based on explicit inclusion on an access list, or 
by implicit membership of a group. Inclusion on 
the list enables an individual to gain access, which 
exclusion prevents access.

• Limitation of action to prevent authorized people 
from doing more with the data than is intended 
by the original sender or sharer, or as defined 
by a policy that has been automatically applied. 
Examples include disabling the right to forward 
(onwards share), giving read-only access to stop 
editing, disabling printing, and preventing copying 
of text or images into another data container in 
order to circumvent the original protections. 

User Awareness and Training Solutions. These 
types of solutions provide courses to help edu-
cate users in security and training best practices. 
Common features include the ability to simulate 
attacks and provide contextual training.



Now that you are familiar with common information risks, types of 
tools and have built your mitigation action plan, you are equipped to 
help your organization make smart protection decisions.

If you have additional information risk management or compliance 
questions reach out to us at sales@avepoint.com.
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Customer Profile

The large defense contractor is a 

private company serving both public 

and private sector organizations. It 

has been in business for more than 

70 years with 15,000 employees 

across 100 worldwide locations in 25 

countries. It has an annual revenue of 

more than $3 billion.
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Case Studies

Defense Contractor Achieves Continuous ITAR, EAR Compliance Within 
Multi-SharePoint Farm Architecture

The Challenge

The large defense contractor was in process of mov-
ing from a combination of SharePoint on-premises 
and file share systems to a complex four SharePoint 
2013 farm environment.

For data pertaining to its commercial customers, 
it would host its SharePoint 2013 testing and pro-
duction environments in the public cloud. For data 
pertaining to its public sector customers, it would host 
SharePoint 2013 testing and production environments 
in an International Traffic in Arms Regulations (ITAR) 
compliant, highly secured corporate data center.

However, the large defense contractor needed to scan 
through five terabytes of data across multiple environ-
ments, much of it unclassified or dark data, to deter-
mine which data should go to which environment.
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The AvePoint Solution

AvePoint Services researched ITAR and Export 
Administration Regulations (EAR) requirements and 
developed more than 20 custom text phrases and 
regular expressions to help Compliance Guardian 
identify sensitive data that would need to be man-
aged according to government regulations.

AvePoint’s Service Team also discovered the compa-
ny’s collaboration methodology would also require 
EAR compliance, which was alarming to the cus-
tomer and proved to be true.

Following the successful compliant migration, the 
large defense contractor worked with AvePoint to 
implement live scans with Compliance Guardian to 
force compliance across their environments.

With this implementation, anytime an employee 
uploaded a document or other file with sensitive 
information to the wrong location, Compliance 
Guardian would immediately prevent the upload 
and quarantine the file to a safe location.

The large global contractor also deployed 
Compliance Guardian’s ability to classify and tag 
data files to be managed with their three-tier 
records management taxonomy. As a result, multi-
ple tags were given to files, which meant these files 
met the criteria for multiple actions.

To help offset any impact to the performance of the 
company’s farms, AvePoint implemented offload 
servers to the architecture to mitigate the impact.

AvePoint also went the extra mile to develop a 
custom calculator for the customer to determine 
how to manage the data collected and stored by 
Compliance Guardian on an ongoing basis. This has 
been a key component enabling the large defense 
contractor to continuously monitor for compliance 
while keeping an eye on their database storage.

The Bottom Line

Simply put, full ITAR and EAR compli-
ance would not have been possible 
without Compliance Guardian. Not 
only can the large contractor rest easy 
knowing it’s not at risk for costly fines, 
but it can also be confident it won’t 
lose its customer’s trust in its ability to 
handle sensitive data.

At the same time, the company can start to realize 
the cost and operational benefits of leveraging the 
public cloud for its less sensitive data.

Compliance Guardian has also automated and sim-
plified its record management process helping the 
company generate considerable savings.

Moving forward, the large government contrac-
tor will be expanding their Compliance Guardian 
footprint outside of on-premise SharePoint as they 
look to invest more heavily in Office 365 from a 
collaboration perspective. Microsoft collaboration 
assets such as OneDrive For Business, Exchange, 
and Yammer will be targeted.
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Walls Construction Protects Critical Data from Ransomware Attack with 
AvePoint Cloud Backup

The Challenge

Following their roll out of Office 365 and SharePoint 
Online, Walls experienced an incident with one of 
their members of staff being hit with a malicious 
ransomware attack.

The staff member’s OneDrive was replicated and 
then deleted, resulting in the complete loss of that 
user’s data. Walls Construction IT Manager, Robbie 
Armstrong, realized that despite the robust security 
features provided by Office 365 and strong security 
awareness of his user base, company data had to 
be protected through a third-party backup solution.

“With the amount of control that Office 365 brings 
to end users, it is not realistic for a company to 
completely monitor every deletion. So, we had to 
have a way to very quickly and easily recover from 
something like this, and began evaluating Office 365 
backup products,” said Armstrong. 

Additionally, his team wanted to become more effi-
cient in managing Office 365 so they could focus on 
higher value tasks.

Customer Profile

Walls Construction Limited is an Irish 

owned building contractor operating 

nationally with offices in Dublin and 

Cork. The business was established 

by PJ Walls in 1950 and is today 

recognised as one of Ireland’s leading 

construction companies.
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“We were looking for a third-party solution to make 
our administrative work less tedious. Some of the 
steps in Office 365 are too laborious, especially as 
Microsoft gives SharePoint a cleaner user interface 
which by doing so sometimes hides functionality 
that we need,” said Armstrong. 

Part of this administrative worked involved constant 
permission and access management modifica-
tions. Due to the nature of its industry, a few Walls 
Constructions’ employees are hired on a project 
basis resulting in a highly mobile workforce. 

The AvePoint Solution

After Walls Construction’s experience of being hit 
by ransomware, they evaluated multiple leading 
backup solutions. 

The ability to scale across many applications, cus-
tomize the settings, and automate backups were 
the primary features that ultimately lead to the 
decision of AvePoint’s Cloud Backup. 

“The amount of work that had to be done has 
completely changed. AvePoint Cloud Backup being 
automatic makes it so simple. We don’t have to 
worry about anything, and a recovery takes only 
about four clicks. From a backup management 
perspective, Cloud Backup has removed 90% of our 
time costs,” said Armstrong.

While they have only had to make about four to five 
recoveries over the last six months, Armstrong says 
those recoveries, “would have been a nightmare 
without the solution, it couldn’t be any easier the 
way it is now.”

Walls Construction also decided to leverage 
AvePoint’s Cloud Management solution to address 
the mobile user base and the need for batch per-
mission changes, cloning permission levels, and 
pulling access reports.

The Administrator module has cut down their per-
mission management effort by 70 percent.

“We have been using the Administrator module in 
Cloud Management primarily for removing dead 
and dormant accounts,” said Armstrong. “But we 
also leveraged the tool to discover a junior member 
had full admin rights to every single project and 
every library within our document management 
system. This was discovered by the Administrator 
solution before we issued that user’s creden-
tials. Therefore, allowing us to make the required 
changes preventing access to sensitive areas.”

Walls also uses Cloud Management’s report-
ing functionality through Report Center and 
Administrator. The pre-sets most frequently 
accessed are the permission and compliance 
reports. These reports show who has access to 
what and last accessed time.

“I will run reports based on who has access to 
what, dead accounts, and when something was last 
accessed. We understand that far more reports can 
be pulled with Report Center and will soon be lever-
aging the solution more when we have the time,” 
says Armstrong.

The Bottom Line

Walls Construction is very satisfied with both the 
solutions and the service from AvePoint. 

In Armstrong’s words; “The best service 
you will ever receive, is one that you 
don’t have to interact with. I think I 
have only had to reach out to AvePoint 
once or twice over the years. We have 
never had a problem.” 

Walls Construction is now not only more confident 
in their permission and backup, but they have also 
been able to free up most of their time to focus on 
adding value to the business and taking full advan-
tage of their Microsoft investment.
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Cloud Governance Helps Cambridge Consultants Achieve 94 Percent 
Adoption While Avoiding Sprawl in Microsoft Teams

The Challenge

During the adoption process of Microsoft Teams, 
Cambridge Consultants were looking for a gover-
nance tool to sync membership with Active Directory 
Security Groups and enforce consistent access 
across all their systems. 

“For many years we have had a custom solution 
that allows our project managers to update Active 
Directory security groups with authorized project 
team members,” explained Julie Peck, enterprise 
applications architect at Cambridge Consultants. “The 
security groups are then used by all of our applica-
tions that store project data. It was really important to 
us that Teams followed the same model.”

To ensure strong end-user adoption, Cambridge 
Consultants wanted to enable users to self-create 
Teams while also controlling risks to sprawl, and 
unauthorized access to content. 

Cambridge Consultants also sought tools to mon-
itor their employee’s usage of the application, 
ensure Teams are compliant and the employee 
access was valid.

Customer Profile

Cambridge Consultants is a global 

product development and technology 

consultancy firm with a headquarters 

in the UK providing outsourced 

research and development services.

Cambridge has 900 employees in 

seven offices around the world. The 

company has been around for over 

60 years and tackles an average of 

more than 400 projects each year. 

Their engineers, designers, scientists, 

and consultants work on projects that 

contain sensitive information, and 

access to the project data is on a strict 

need-to-know basis.
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Governing the full information lifecycle and deter-
mining when data is no longer in use and should be 
disposed was also a key criterion.

The AvePoint Solution

At Cambridge Consultants, all current Microsoft 
Team’s team creation requests go through their IT 
Department.

The department then separates the team's requests 
into two different types, Project and Public. 

For Public Teams, there is only one configuration. 
For Project Teams, they are further separated 
depending on if they are client-facing or internal. 

For the different types of Teams, the IT Department 
will send a corresponding form for the user to fill 
out for their Team to be provisioned and configured 
according to the company’s governance policy. 

“When filling out the form to request a Team the 
user can name a primary or secondary contact 
for the Team and also create a name with the 
enforced naming conventions for Project Teams,” 
explained Joel Sutherland, IT applications analyst at 
Cambridge Consultants.

As the organization continues with its Teams 
deployment, they plan to allow users to fill out their 
own Teams creation questionnaire via SharePoint.

Cambridge Consultants also has services set up to 
edit Office 365 Group names, change Group details, 
and remove users from a Group. 

“AvePoint’s Cloud Governance allows 
you to specify your Office 365 Groups 
for Team membership, which has been 
quite useful for us,” said Sutherland.

Guided self-provisioning is enabled for SharePoint 
sites at Cambridge Consultants.

Users complete a questionnaire from the 
Workspace Catalogue on the company’s SharePoint 
site. After the questionnaire is filled out it is sent to 
the user’s manager for approval. 

Once approved the request is automatically sent 
into the workflow to create the Group with the 
proper configuration. The user then gets an email 
to let them know their space is now available.

The Bottom Line

Cambridge Consultants is very pleased with the 
adoption and success of Teams. Of their 900 
employees, there are 851 active users of Teams. 
In 28 days, there were over 12,000 Teams channel 
messages and 121,316 chat messages. 

They were also pleased with the amount 
of control they had over Teams creation. 
“Using AvePoint Cloud Governance, we 
were able to avoid any initial sprawl and 
monitor the appropriateness of Teams,” 
stated Sutherland.
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Webinars:
• All Access Tour: Office 365 Security and Governance Features 

• Office 365 Compliance for Healthcare, Financial & Other Tightly Regulated Industries

• Get GDPR Compliant Fast 

Reports and Resource Kit:
• GDPR Resource Kit  

• The Forrester New Wave™: GDPR And Privacy Management Software, Q4 2018 

Blogs:
• Become an Office 365 Groups and SharePoint Security Group Pro

• Everything You Need to Know About California’s New Consumer Privacy Act

• GDPR Compliance Guide: Finding Data Related to Right To Be Forgotten Requests

• The Cost of Data Subject Access Requests (DSAR)
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Additional Resources

https://www.avepoint.com/events/webinar/all-access-tour-office-365-security-and-governance-features
https://www.avepoint.com/events/webinar/office-365-compliance-for-healthcare-financial-other-tightly-regulated-industries
https://www.avepoint.com/events/webinar/get-gdpr-compliant-fast
http://www.avepoint.com/gdpr
https://www.forrester.com/report/The+Forrester+New+Wave+GDPR+And+Privacy+Management+Software+Q4+2018/-/E-RES142698
https://www.avepoint.com/blog/sharepoint-hybrid/office-365-groups-sharepoint-pro/
https://www.avepoint.com/blog/protect/california-consumer-privacy-act-2018/
https://www.avepoint.com/blog/protect/gdpr-compliance-guide/
https://www.avepoint.com/blog/protect/dsar-automation-cost/
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