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Introduction

Congratulations on taking the first step in your Office 365 governance journey! This guide will help you
understand the basics of governing Office 365 and how to evaluate its value for your organization.

First, we should start with a common understanding of what we mean when we use the term “gov-

ernance” or “operational governance.”

We define ol LNIIOL\ AR N[ as the process of developing, implementing
and enforcing policies for how IT applications are enabling business success, particularly

in guiding user behavior and mitigating risk.

Within a successful governance policy framework, applications have defined ownership,
including chains of responsibility, authority, and communication with measurement and

control mechanisms in place.

This is particularly important in Office 365 and SharePoint, which empower end users with
powerful features. The value of operational governance derives from allowing users to
access these powerful features, but also having mechanisms for keeping risks in check.

Interpreting Your Results From the Calculator

If you haven't accessed the calculator, don't
worry! This guide will still be a very helpful and
relevant introduction to Office 365 governance.

If you have accessed the calculator, you know the
main inputs are the number of users and effort
levels related to current governance-related
tasks. AvePoint then makes estimates based on

a combination of actual customer examples and
dozens of years of first-hand IT management
experience by our own team members.

These are conservative estimates of how many
minutes per year, per workspace in an envi-
ronment, IT spends maintaining and manag-
ing settings and services for user productivity
and service delivery. Then, based off of actual

customer examples and real-world experience,
we can accurately estimate how much time can
be saved per task through automation.

Once the time savings is quantified, we can con-
vert this to a monetary savings by estimating the
amount of salary per minute spent on each task.
The salary assumptions are conservatively based
on national averages for different types of workers.

While the value is impressive, it only scratches
the surface of the value of automating the gov-
ernance of Office 365.

For example, there are some regulated or secu-
rity-minded organizations that have decided
against turning on Microsoft Teams until certain

4 AvePoint, Inc. | Section 1: Office 365 Governance - The Basics
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INTRODUCTION (CONT)

Office 365 Automated Governance

Value Calculator

stion can expect from aut

STEP1
Confgure Your Urgamnzational Setup

How marny employees are in your erganization? Savin
5000 $

Show Advanced Options

requirements not supported natively in Office
365 are met. The value in this case is being able
to finally turn on Microsoft Teams and realize
your full Office 365 investment!

This is where understanding the level of gover-
nance that is right for your organization (page
23), and how third-party tools can help you
achieve your required governance level is critical.

Disclaimer: It's important to understand the
values provided by the Office 365 Automated
Governance Value Calculator are simplified esti-
mates based on limited input data. This was done
to make the calculator as accessible as possible
for a broad spectrum of audiences. AvePoint can
work with you to further refine the value of auto-
mated governance for your organization.

The Value of Automated Office 365 & Teams Governance

s over 3 years @

50,944

CONTRIBUTING FACTOR
DRCAKDOWN

LIVE
CHAT

Provisioning
There are few native rontrols governing the
methods of adding collaboration spaces (SharePoint Sites,
Groups, leams, Une Drves), users, mailboxes, and other

42%

Management

the value you can expect from automating the provisioning

workflow.

26%

Fnd of L ifecycle

You can book a governance consultation with
one of our experts. If downloading this guide
was your first step in your governance journey,
consider this the second.

You will also want to supplement the topline
number provided by the calculator with a
greater understanding of how Groups and
modern workspaces work in Office 365 in the
following sections.

However, if you want to jump to the explana-
tion of how we made these calculations skip to
page 28.

A AvePoint
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Understanding Office 365 Groups & Modern Workspaces

Office 365 Groups

When you are talking about Office 365 gover- set up a collection of resources for those people to
nance, you are really talking about governing share. Resources such as a shared Outlook inbox,
Groups, the underpinning technology of Office shared calendar or a document library for collabo-
365. You cannot understand Office 365 gover- rating on files.

nance without an understanding of what you

. You don’t have to worry about manually assigning
are governing.

permissions to all those resources because adding
What are Office 365 Groups? members to the group automatically gives them
the permissions they need to access the tools your
group provides. Additionally, groups are the new
Groups in Office 365 let you choose a set of peo- and improved experience for what distribution lists
ple that you wish to collaborate with and easily or shared mailboxes used to do.

Let's start with the official definition by Microsoft:

qu Office 365 Groups

<)
2
p -
()]
)
c
@)

OneNote 0

Calendar

Using Office 365 Groups to Manage Membership
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UNDERSTANDING OFFICE 365 GROUPS & MODERN WORKSPACES (CONT)

Groups can be a confusing concept because it is
not a tangible tool users can access like Micro-
soft Teams. Rather, it's the underlying frame-
work for how the different tools within Office
365 are connected.

Office 365 Groups gather the identities of peo-
ple who need to work together and creates a
‘group identity’ in Azure Active Directory.

For example, it would be cumbersome to create
a Team for the Marketing Department in Micro-
soft Teams, add each person in the department
as a member and then repeat the process across
SharePoint, OneNote, and other Office 365 tools.

Prior to Office 365, the IT department typically
had to grant and manage permissions for these
types of workloads separately. Today, users can
simply create the Team, which spins up all the
resources listed above for all the members in
that associated Group.

This example highlights the two factors that
make Office 365 Groups such a dynamic, and
sometimes challenging, technology concept.

n By default, all end-users can set up the
service themselves without the need for
IT intervention.

While Groups facilitate collaboration
through interconnected services they can
also lead to “sprawl” and exponentially
increase an organization’s consumption
of Office 365.

Lets take a closer look at both of these factors
and how they can impact governance.

Self-Provisioning & Office 365 Groups Owners:
There are two types of memberships in Office 365
Groups: the Owner and Member. The person who
created a Group automatically becomes the Owner.

A Group Owner has a lot of power and responsi-
bility including but not limited to the ability to add
or delete members, grant owner-level permis-
sions to members, enabling access to external us-
ers, determining if it is a public or private Group,
and even deleting the Group (and data within).

e g

e @ @

S 1748 poeting Wil noty sveryore.

H
3
3
H
H
i

0 0000O0OCGCOOOGOOGEOSNOSOS .

Allow members 1o oreate, U

Al rerminers 1o ereate, update 2

Give members the oplion 10 delete their
Give membars the option 10 adit their msss
Gemers Chamhek

B Anyone can post Mhestages

Anyong can post; show alert that
for large teams)

Oinly cwners can post iessages

A channal creation

A Team Owner, which by default is the user who created the Team, has a lot of power including the

ability to delete the Team and information within.
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UNDERSTANDING OFFICE 365 GROUPS & MODERN WORKSPACES (CONT)

While the Owner must make these and other
decisions, it is unlikely they have been trained in
your organization’s operational governance poli-
cies or think like an Office 365 administrator.
For example, an Owner must decide whether

to make a Group public or private, without fully
understanding what that means (see page 15).

It's also not made readily apparent to Owners
from the start that creating a Team will spin up
additional services and it's also lacking strong
native functionality to avoid Group duplication.

Turning Off Self-Provisioning: At this point
you may be asking yourself, “can | just turn off
the ability for users to self-provision Groups?”
The short answer is yes, and while it can be an
option during a pilot or initial roll out phase, just

simply turning off self-service will have a nega-
tive impact on the organization in the long-term.

That is because, despite some of the challenges
inherent in Groups, self-provisioning lets users
collaborate quickly. The alternative, having IT
approve each provisioning/creation request, will
frustrate your users, leading to low adoption
and shadow IT. At the same time, it will put a
tremendous burden on your IT team.

A recent survey of IT professionals conducted by
the AlIM (Association for Information and

Image Management), and commissioned in part
by AvePoint, found that 63 percent of respon-
dents spent 4 to 8 hours or more doing routine
SharePoint governance tasks such as provisioning,
changing permissions, and changing site settings.

How many man hours per week (full-time equivalents, FTEs) do your admins spend doing routine
SharePoint governance tasks such as: provisioning SharePoint site collections, changing site permis-
sions, changing/resetting site settings/features, and cleaning?

40%

The Value of Automated Office 365 & Teams Governance




UNDERSTANDING OFFICE 365 GROUPS & MODERN WORKSPACES (CONT)

That's one full workday every week! This is time
that could be better spent on more strategic
tasks that add value to the organization.

There is a third way, which enables users to
self-provision Groups while still giving IT the
control to guide the process and enforce gov-
ernance policies. This way is discussed in the
section “The Third Way: AvePoint Cloud Gover-
nance” on page 26.

Interconnected Services & IT Ownership of
Office 365: As a result of the interconnectivity
of tools and services, operating in Office 365
is fundamentally different than how IT depart-
ments have operated in the past.

IT roles like administrators of storage, databas-
es, servers, applications and services are finding
that their responsibilities begin to overlap.

As your organization moves to Office 365 it's im-
portant to delegate responsibilities clearly and
have a single owner to oversee Office 365.

Gartner recommends, “Each service admin (Ex-
change Online, SharePoint Online, Teams, Mic-
rosoft Yammer) will have unique responsibilities
for and uses of Office 365 Groups, but creation,
lifecycle and organizing decisions must be made
with the overarching Office 365 strategy in mind.”

Not having clearly defined roles and an overall
platform owner can lead to a number of issues,
like improper user, license or security manage-
ment; a lack of governance; or most commonly,
implementations that take too long to roll out
and lack enough governance and data manage-
ment planning—which ultimately costs orga-
nizations both in terms of expensive resource
consumption and unmitigated risk.

IN SUMMARY

Groups allow for the creation of a set of shared, interconnected tools and workspaces across
Office 365 for a set group (small g) of people. Office 365 Groups are designed to enable
self-service and dynamic collaboration that streamlines the traditional organizational hierar-
chy—the perfect answer to the way we work today.

However, they give a lot of power to end users and Group Owners. The decisions made by

these Owners need to be aligned with the organization’s governance policies. A best practice
for IT teams is to have a centralized Office 365 owner or administrator who looks after the
larger landscape as opposed to siloed workloads.

10 AvePoint, Inc. | Section 1: Office 365 Governance - The Basics



UNDERSTANDING OFFICE 365 GROUPS & MODERN WORKSPACES (CONT)

Modern Workspaces: Teams, SharePoint, Yammer and More!

Another challenge is that there are more than 20 ways to create a Group in Office 365 (depending
on how you count) and what comes with that Group is not standardized. What services are created
as part of that Group depend on where that Group was created.

Entry Points for Self-Service Provisioning

@ Planner
cececseces © outioox %

"“Outlook
O SharePoint Group"

K

Microsoft Teams “Team”

taig”

"Yammer
Yammer Connected”

(2)

4

228

0 @0

4
()
o

CON(<)
®0e o

Office 365

i; Microsoft Teams collaboration), OneNote (note-taking), Planner
(everyday project management), Stream (video
What it is: The “productivity hub” in Office 365, sharing), plus in-app tabs that make other tools

Teams a provides single-point access to con- like GSuite, MailChimp, Salesforce, and more

versations, files, notes, and tasks. It combines available right next to your work. It's considered
the features of Skype (chat and conferencing), by Microsoft to be the “inner loop” of collabora-
SharePoint and OneDrive (file sharing and tion for the people you work with frequently on
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UNDERSTANDING OFFICE 365 GROUPS & MODERN WORKSPACES (CONT)

core projects. To read more about best prac-
tices, check out “Matt Wade's Definitive Guide
To Everyday Etiquette in Microsoft Teams.”

How Groups are Created (default settings):
In the Microsoft Teams app, select Add team. Se-
lect Create a team. Select what type of Team you
want to create. Add a name and optional de-
scription for your team and set privacy prefer-
ences. If a Group already exists, you can opt to
add Microsoft Teams functionality to the existing
group. Select Next and your Team (and Group)
is ready to go.

One Unique Governance Challenge: Microsoft
has made Teams very easy to use and navigate.
This leads users to create multiple Teams, in-
evitably creating Group sprawl, making content
harder to find for users.

What Comes with A Group Created in
Teams: Team, modern SharePoint team site,
shared Exchange mailbox, Planner Plan, Power
Bl, a Stream and OneNote.

E:) SharePoint

What it is: Primarily used as the main content
collaboration, intranet or document manage-
ment and storage system in Office 365. Share-
Point is a highly customizable repository and
communication tool that allows collaborators to
store and find information in a centralized and
highly-customizable space. It is also the engine
that powers file collaboration in Teams.

How Groups are created (default settings):
Open SharePoint, select +Create Site from the
navigation pane. Select Team Site. Enter a name
and optional description of the Group, and set

the member settings. Click Next. Add additional
Owners and Members. Click Finish, and voila!
Your Group is ready to go.

One Unique Governance Challenge: If no
governance tool or process is put in place, users
can accidentally share all the information in a
Site rather than a specific document with exter-
nal users. Since many organizations use Share-
Point as their main information repository, but
most are not consistent with tagging their sensi-
tive data, this can result in sensitive data leaks.

What Comes with A Group Created in Share-
Point: modern SharePoint team site, shared
Exchange mailbox, Planner Plan, PowerBi work-
space and a Stream.

y:‘ Yammer

What it is: An enterprise social network. Think
of it as “Facebook but just for your organiza-
tion.” Microsoft describes it as the “outer loop”
of communication where people can connect
across the organization. It's best to use when
you know someone in the organization knows
the answer, but you don’t know who.

How Groups are Created (default settings):
Open Yammer, Click Create a group from the
navigation pane on the left side of the screen.
Designate your Group as an Internal Group or
External Group. Enter a name for the Group. En-
ter the names or email addresses of members
under Group Members. Set privacy preference
for the Group. To finish, click Create Group.

One Unique Governance Challenge: Once a
different Office 365 Group or Team has been
created, you cannot attach a Yammer Group

12 AvePoint, Inc. | Section 1: Office 365 Governance - The Basics
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UNDERSTANDING OFFICE 365 GROUPS & MODERN WORKSPACES (CONT)

after the fact, which can cause naming conflicts as people attempt to create new Yammer Groups to
correlate to existing workspaces.

What Comes with A Group Created in Yammer: modern SharePoint team site, shared Exchange
mailbox, Planner Plan, PowerBi workspace and a Stream.

Teamwork in Microsoft 365

Inner Loop

People you work with regularly
on core projects

Outer Loop
People you connect with openly
across the organization

Examples: Content collaboration Examples:
Team meetings & communication SharePoint Corporate communications

CEO Town Hall Meetings
Employee Interest Groups

Event planning

Video & live events
Stream

Sales Team planning

Email

Pervasive availability. Targeted communications.

And More!

Groups can also be created in other types of Office 365 services such as Outlook, Planner, Forms,
Stream, PowerBi, Admin Center and more. Therefore, it's important to govern at the Group rather
than individual tool/service level.

IN SUMMARY

Because it is so easy for users to create Groups across modern workspaces in Office 365 it is im-
portant to understand what these workspaces are, how they are used and how they are connected.

The Value of Automated Office 365 & Teams Governance 13



Common Governance Challenges in Office 365

Due to the nature of Office 365 Groups, there are common governance challenges we have seen

customers face time and time again.

Provisioning

There are few native controls governing the methods of adding (provisioning) collaboration spaces
(SharePoint Sites, Groups, Teams, One Drives), users, mailboxes, and other objects into Office 365.

Challenge: Group Sprawl

Because of the lack of moderated controls,
organizations are typically forced to put the
full burden of creating users, workspaces, and
sometimes even content on IT administrators.
The only alternative involves allowing either all
business users or subsets of users to create
objects with little to no oversight.

Allowing objects to be created without proper
enforcement can increase risk within organiza-
tions and create tons of “clutter” making it more
difficult for users to find what they need.

Azure Active Directory admin center
L Dashboard » Groups - Naming policy
a, Groups - Naming policy
Corvtena - Asare Actve Dirseton
* A X ]

[E Cashboard
‘= Al services

=4 Al groups

Challenge: Consistent Naming Conventions

Out-of-the-box, Office 365 offers the ability to
enforce a naming policy to assist in communi-
cating the function of a group, membership,

geographic region, or who created the group.

This approach adds either a prefix or suffix (or
both) and is applied across the entire Office 365
tenant - meaning that all Teams in the organi-
zation are limited to having the same settings
applied to them. This presents a challenge for
any organization that has more than one divi-
sion - which is generally the case.

Hnance> <groups <Ssattler

4B Azure Active Directory
g Users

B Enterprise applications

24 Deleted groups
Settings
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¥ Expiraion
¥ NMaming policy
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ACCesS reviews
W Audit logs
Troubleshooting + Support
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M Leam more about group naming polices

Blocked words Growp naming palicy
et L

Current policy

Group naming palicy «<Group names

The Office 365 groups naming palicy allows you 1o add a spacific prefix and/or suffix to
the: group name and alixs of any Office 365 group created by users. For example:
<Finance> <groups <Seattias T ADD PRIFX

Salect the cype of prafl

Currentplicy @ @ © © © © © © © © © © @

& 0 Delete
[ _ | moosur
ADD PR Select the fype of suffir
Salace the type of prefi v
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COMMON GOVERNANCE CHALLENGES IN OFFICE 365 (CONT)

Divisions will often have different needs and
preferences for naming and the Microsoft
naming convention is one-size-fits-all within the
tenant. The native naming functionality also re-
lies heavily on Azure Active Directory properties
being complete and correct for all employees—
which is rarely the case.

Challenge: Public vs. Private Groups

When a new Group is created, owners are asked
if it should be a public or private group. However,
there is no clear messaging to users around the
implications of this choice. Users are generally
unaware that for public Groups anyone in the
organization can see, alter and delete your files.

A public Group is exposed to all users within your
Office 365 tenant, including any vendors or contrac-
tors to whom you may have granted an account
within your Office 365 subscription. Users can
browse, search, and instantly join a public Group.

Even non-members of a public Group can
access, edit, and share all the Group's files and
information. Every new user you add to your
Office 365 tenant receives the same rights.

Setting a Group to private immediately prevents
organization-wide access to files and information
which may only be appropriate for the eyes of

a few. However, even when a Groups is set to
private, its membership is still visible throughout
the entire organization.

Microsoft Teams

Search or type a command

Join or create a team

Your teams

- Retail

General
sae -

- Sales and Marketing Create a team

vee

Maonthly Reports 1
e
General
Design L]
Digital Assets Web
Go to Market Plan

Research and Development

Join a team with a code

Enter code

w

Contoso Public Team
Pubdic

Join team

Contoso Public Team
Pulbilic

Join team
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COMMON GOVERNANCE CHALLENGES IN OFFICE 365 (CONT)

Challenge: External Access

The next issue to consider is sharing with external guest users whose accounts and credentials are
not controlled within your Office 365 tenant. By default, at the tenant level, Office 365 Groups allow
Owners (therefore end users) and Office 365 global administrators the ability to:

n Add external guests as Members.

E Provide external guests and Members

access to Group files and OneNote.

Since this is at the tenant level, this is an all or nothing proposition. However, some departments
may have a greater need for external collaboration and deal with less sensitive information. To
establish multiple policies and more granular controls over external sharing, you need a third-party

governance tool.

External
Sharing

Expiration/

Retention

Allow These Users
to Create a Team

Recertify

Members

Department

No External
Sharing

after last accessed

All requests through
Central IT

after

Department Department
External sharing External sharing allowed
allowed in: only in:

®O00 ©

12 Months 9 Months

after last accessed after last accessed
- §F ]

All requests through Only Joe, Sally, and

Department IT Harold can create

after after

6 Months 12 Months
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COMMON GOVERNANCE CHALLENGES IN OFFICE 365 (CONT)

Management

Even in scenarios where organizations have control over the creation process, managing workspac-
es, users and other features through their lifecycle to maintain a secure and organized collaboration

platform can be a challenge.

Cloud Governance

search in Workspaces N

Workspaces

Request a Collab
28 Reguest a Collab

@& See all requests

Challenge: Recertifications

Part of the ongoing management of Microsoft
Teams and Office 365 Groups is recertifying per-
missions and metadata. In other words, making
sure that the right people have the right authori-
ty in the Group and that the Group is labeled and
categorized with the correct business context.

Recertification tasks are often manually intensive
and require extensive communication between IT
and business users. However, they're a critical com-
ponent to ensuring ongoing secure collaboration.

The Value of Automated Office 365 & Teams Governance

Challenge: Correcting Non-Compliant Actions

As teams audit and review information in

their systems, it will be necessary to correct set-
tings and permissions that do not align with
business policies.

For example, let's say that during the recertifi-
cation process, it's discovered that a Group has
several junior members with improper permis-
sions. Perhaps they shouldn't be Owners of a
particularly important Group or maybe they are
in a Group that has sensitive information that
they should not be able to access.



COMMON GOVERNANCE CHALLENGES IN OFFICE 365 (CONT)

This can also require communication with end
users and stakeholders to justify such changes
and advise of the corrections. Depending on
what needs to be corrected, this can involve a
small number to many hours of communica-
tions and meetings, let alone the actual correc-
tion of solution settings to fix the problems.

Challenge: Reporting

Reporting is an important and frequent operation-
al procedure that allows IT to communicate critical
aggregate information to the business. Reporting
on the number, membership, permissions, and
purpose of Groups can be time consuming.

It is much more effective to automate adminis-
trative and security reports to be generated on
schedules of the organizations choosing detailing:

* Why a site is provisioned
* Who is using it

* How itis being used

* Who has access

*  Who has administrative rights to
collaboration

End of Lifecycle

There are many things that happen to a Group or Team throughout its lifecycle. Some can be small
such as membership changes, others can involve a complete change of ownership. And in the case
where projects, committees, or virtual groups eventually disband—so too should the Group or

Team itself.

Challenge: Granular Expiration Settings

This becomes yet another challenge with using Teams...what happens when the Team no longer has
reason to exist? Because a Team sits on top of Office 365 Groups there are now a number of arte-

facts left behind:

Q SharePoint site

% Document Library

2ss Planner Board

a Conversation History

ﬂ OneNote File

®  Mailbox
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COMMON GOVERNANCE CHALLENGES IN OFFICE 365 (CONT)

These artefacts could contain private informa-
tion and cost money to continue to manage,
backup and store. Obsolete artefacts also make
your collaboration environment messy. Old
Teams and Groups degrade content quality
within the organization, making it hard for em-
ployees to find the right information quickly.

The first thing that needs to be addressed is
how to know when it's time to shut down the
Team or Group. In many scenarios this will ei-
ther happen manually or not at all—such that it
will generally rely on a person to delete it them-
selves, ask IT to delete it, get prompted by IT or

Dustiomd * Conoso * Grovgs - Exgiration
& Bachboars n, Groups - Expiration

“ A »
]

b Azure Actve Dvectony o5 Deleted groupe Rarwpaal rotfcations s smaded i grous cwnen 30 days. 15 days dnd as duy prior
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Semings

[pe—

someone else as to whether it is still required.
Otherwise, the Team will simply stay there until
IT decides to perform a clean-up.

It's possible to set tenant-wide expiration peri-
ods for Groups and Teams, to manually archive
or delete Teams, but there are many hurdles to
overcome in order to make these features actu-
ally align with business policies to ensure prop-
er lifecycle management for any organization.

Naming conventions and labeling policies must
be enforced for available organization wide poli-
cies to be effective.
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COMMON GOVERNANCE CHALLENGES IN OFFICE 365 (CONT)

Home
@ @ @

Office 365 Backup -

) e Exchange Online OneDrive for Business SharePoint Online

@ Nata Subject Access Requests

B Jub Monitor @ : il A .@ LA MORE

[=] Heporting v Mext backup will be on May 7, 20@7:10 PM Mext backup will be on May 7. 2019 &;

H settings v :

'MORE DETAILS ° .M}?B.E..F:'..E'.-:‘.!ly &
Dynamics 365 Backup =
N Change Backup Scope .
s Prolset O Edit Backup Frequency
& NS
Mext backup will be on May 7, 2019 5:40 PM Mext backup will be on May
ay 7, 2019 5:40 PM Mext backup will be on May 7, 2019 9,
NOREDETANLS
\/

Challenge: Expiration Oversight owner either purposefully or accidentally deletes
and Reporting the Group?
In order to properly manage the lifecycle of *Gulp*... By default, if caught within 30 days it
data, organizations must have a high level of can be restored using native functionality. If it's
confidence that data is ready to be archived or been longer than 30 days past deletion, you will
deleted. Organizations need to have more than be wishing you had acquired a third-party Office
basic blanket controls when it comes to man- 365 backup solution like AvePoint Cloud Back-
aging and enforcing lifecycle rules, and equally up (or grateful that you did).
important, they need reporting and oversight
over the process.
Challenge: Preventing Improper or IN SUMMARY
Accidental Deletion By Owner While provisioning may get the most at-

tention, as that is where many important
Group functions are first set, the ongo-
ing management and end of lifecycle are
equally, if not more important.

As previously mentioned, end users can become
Owners of a Group or Team, with the power to
delete the Group. What happens to the critical
business information contained within when the
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While provisioning may get the most attention, as that is where many important Group functions
are first set, the ongoing management and end of lifecycle are equally, if not more important.

For each organization, there is a balance between providing your users unfettered access to Office
365 services and ensuring the proper procedures and policies are being followed. It's important you
find what level of governance is right for your organization based on a number of key criteria.

Once that is determined, you will be able to make informed decisions around the tactics required to
establish, maintain and enforce the selected governance level.

Questions to Determine Your Level of Governance

0 Who should be able to create Office 365 Groups and Microsoft Teams, and what does
that process look like?

We find that the appropriate approvers may be business owners, but IT needs to ap-
prove the type and scope of what's available to which subset of users. Content owners
and stakeholders understand their processes and the information in their collaboration
spaces, but this does not mean they can be trusted to manage the complex governance
and security of integrated applications like Microsoft Teams.

There needs to be enough control to keep the creation process in line with business
policies. At the same time, the process also needs to be quick and simple enough for
end users to understand it. IT tickets and emails are really not the best way to do this,
especially on a large scale.

9 For what purpose should users be able to create Groups and Teams?

At first, it may seem great to allow everyone to provision these spaces. However, we've
seen organizations with 2,000 users that have 2,500 Office 365 Groups! It's super im-
portant to communicate with your users and stakeholders and come up with criteria
around how and why it's ok for people to create collaboration spaces.

9 How can your organization manage access and ownership?

Does your department have the appropriate resources to monitor and keep track of
Group/Team roles and access? Do they understand the power of Admins (new), Own-
ers, Members, and External Members in Microsoft Teams? Keeping track of who has
access and administrative rights over the features that Office 365 Groups and Microsoft
Teams bring to the table is vital to managing risk and resources.

The Value of Automated Office 365 & Teams Governance



RIGHT-SIZING YOUR LEVEL OF GOVERNANCE (CONT)

o What applications and services will users be allowed to add?

It is now possible to control which applications and integrations can be added to Mic-
rosoft Teams at the Team level. A common scenario is when IT doesn't want to enable
external sharing. Should users then be able to connect their Microsoft Teams to other
cloud storage solutions? Planning policies and a process that enforces them is very im-
portant when it comes to how this is managed.

9 How will you structure and enforce properties and naming conventions?

As previously mentioned, controlling how people name Groups and Teams and being
able to apply properties based on how people are using Microsoft Teams and other
collaboration spaces is key when it comes to maintaining the lifecycle of your data. You
cannot apply policies and maintain the lifecycle of your data if you don’t know why a
Microsoft Team exists and what kind of information resides within its storage areas.

G What content in which Teams will be saved, archived or deleted, and after how long?

Even though Microsoft Teams is a new format for collaboration, people will still be sharing
files and documents back and forth, and those files will still be stored within the SharePoint
sites that support the Team. This means that the classic questions around content lifecycle,
records management and data protection/DLP will still need to be addressed.

IN SUMMARY

If you find the answers to your questions above are some version of A) anyone B) for any rea-
son C) or it doesn't matter, then an ungoverned system might be appropriate for your organi-
zation. If your answers are some version of A) a controlled subset of users B) it depends C) |

don't know but it needs to be done, then a light or fully-governed system is more appropriate.
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RIGHT-SIZING YOUR LEVEL OF GOVERNANCE (CONT)

Symptoms of an Under-Governed System

Under-governed collaboration systems are full of pain points and opportunities for operationaliza-
tion. Here is how to find out if your collaboration system may be under-governed.

o Users struggle to find information as
they are forced to sort through the con-
fusion of randomly and similarly named
content and collaboration spaces.

9 IT tickets, emails to stakeholders and
questions slow production. People at-
tempt to look for the proper applications and
collaboration spaces to complete their tasks,
and as they attempt to find work arounds,
more out-of-policy content is created.

e Business processes vary from depart-
ment to department. There is no consis-
tency across the organization causing IT secu-
rity teams and users to spend time explaining
processes and content every time any audits
or risk reduction activities take place.

O Inconsistent training. IT cannot create
uniform trainings for the organization be-
cause of a wide variety of business practices.

The Value of Automated Office 365 & Teams Governance

e Shadow IT emerges. The security or

legal teams start to realize that the tools

at their disposal designed to mitigate risk
have been neither sufficient nor properly
implemented, causing the organization to
go through an in-depth security audit and
content restructuring project that becomes
a major burden on the entire organization.

Ad-hoc and informal processes. Users and
stakeholders do their best to come up with
ways to work, but their processes are ineffi-
cient and do not adhere to business policies.

Fire-fighting by the IT Team. Corrective
actions, lots of communication and trouble-
shooting and many user requests burden
the IT team on a constant basis.

Slow adoption. The team is unsure of
where and how users are finding value in
your systems. Because they are unaware of
how to collaborate more efficiently, users
do not feel like their lives are much easier
or that they are able to get more done.



RIGHT-SIZING YOUR LEVEL OF GOVERNANCE (CONT)

Right-Sizing Office
365 Governance

Recommended Features for
Ungoverned, Lightly Governed
and Fully Governed
Organizations
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The Third Way: AvePoint Cloud Governance

Commonly there are attributes of your workspaces that you'll want to understand— things like:

* Who is the business owner of this work- * When was the last time someone attested
space? Did they formally accept responsibil- that the access permissions to the work-
ity for managing it? Space were correct?

* What department owns this workspace? * What's the primary purpose of this workspace?

* What's the highest level of sensitivity for * When was the last time this workspace had
the work being done here? all the above information validated?
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RIGHT-SIZING YOUR LEVEL OF GOVERNANCE (CONT)

Normally you would gather the information
above during a managed provisioning process.
But if you want to remove barriers to productivi-
ty for your users and leave the native Office 365
self-service provisioning of Office 365 workspac-
es active, how can you ensure that you collect
these necessary details and, as importantly,
keep them current over time?

AvePoint’s Cloud Governance solution has long
supported the ability to have an automated and
fully-managed provisioning process for Share-
Point and Office 365, giving you control of every
option and setting available to the user, and
then allowing you to pass that request through
a fully configurable approval process.

AvePoint Cloud Governance latest feature is
called “Automatic Import” but we refer to it
internally as “create and chase.” Essentially, it al-
lows you to leave the native self-service options
for Office 365 turned on, but then automatically
chase the requesting user and require them to
formally accept ownership of the workspace

@ Microsoft Corporation [US] | https//outlook.office.com/owa/projection aspx

H Replyall|v [ Delete Junk|™v

Confirm Governance Details

u?'; Confirm Governance De...
=2 KB

[

Groups to confirm governance details.

The AvePoint Cloud Governance Team

HellbAdeleVance, © ©@ © © © © @ 0 0 0 0000 0000O0CGCOCGOGEOGEOSONOO

Several Office 365 groups have been successfully imported to AvePoint Cloud Governance. You are specified as the person who is responsible fo
confirming govemance details for the groups. A list of the groups is attachved for your reference. You can navigate 10 AvePoint Cloud Governance >

and supply any necessary additional governance
details, such as those listed above.

See how AvePoint Cloud Governance can ac-
complish all of this as well as enabling:

* Improved operations - Formalization of
processes, available services, and IT SLAs

* Improved IT Spend ROI and productivity
- User visibility into organizational content
structure so they know where to find, and
when to use content and applications, so the
organization truly reaps the benefits of their
spend on Office 365.

* Risk avoidance - Security and permissions
structures are enforced so that users only
have appropriate rights or access, and the pur-
pose of content is clearer to everyone in the
organization, reducing unintentional breaches.

Visit avepoint.com/products/cloud/office-365-
governance/ to request a demo or free trial.

Hello Adele Vance,

Several Office 365 groups have been sug
confirming governance details for the g
roups to confirm governance detail

ot Cloud Goverp
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Automated Governance Value Calculator Explanations

Understanding the process played out by IT in order to maintain operational governance is critical
when we look at productivity and time savings calculations.

For this series of calculations, savings comes as a combination of hours saved by IT no longer being
forced to manually configure collaboration spaces, and admins and users alike not having to com-
municate to clarify understanding of what is possible from what the users need.

As IT teams become less burdened with processing these requests, they in turn can work on strate-
gic solutions to add further increased productivity to business operations.

However, while it's critical to understand this, we're just scratching the surface when it comes to
understanding the value of automated governance. Arguably the risk reduction, having easy to find
content, and additional security provided by a well-governed system are just as, if not more import-

ant than the time you are saving your IT admins and end users.

Provisioning

Requirement verification

When it comes to creating workspaces in Of-
fice 365, many organizations limit creation to

a set of users or admins who have the respon-
sibility of receiving requests, then creating the
workspaces with the necessary security and
content settings applied. This process can take
many hours for a number of different reasons.
Sometimes, the person who should or can have
access to a certain workspace might need to be
verified before it's created.

Often, users are unclear in their requests, and
admin teams may need to go back and forth
communicating with one or more users to clar-
ify what is needed and verify that the user’s re-
quest is within organizational policies. Once the
requirements have been clarified and verified,
then the security and content settings need to
be applied for the workspace in question. After
it's created, users may go back and forth with

the admins again to request changes or correc-
tions needed as a result of the initial provision-
ing process.

Many of our customers admins spend hours
and hours per workspace walking through this
process. In some organizations, it's not unusu-
al for the entire provisioning process to take
from two to six weeks from start to completion,
though admins may only spend a dozen or
more hours per site communicating and adjust-
ing settings in Office 365.

PROVISIONING TOOL

We have conservatively estimated that it
takes an average of within a range of about
two to five hours of time per workspace
per year to review requests, communicate
with end users and align with policies.

The Value of Automated Office 365 & Teams Governance
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AUTOMATED GOVERNANCE VALUE CALCULATOR EXPLANATIONS (CONT)

Management

Permissions Recertification

- x

In order to run a permissions audit in Office 365, one must

either navigate through the SharePoint settings:

BROWSE

Site permissions

Manaye sile permissions or invile
others to collaborate

PERMISSIONS
Invite people
L3 Gty
@ ® &% Mermission Levels
L)
&y s Qe oo
Grant  Create ik AL e Uic - Site owners

Permiczinne  Group

Check
Permissinne F‘% Site Collcction Administrators

Check Manage

Adele Vance

Grant
= ’ sy cal Full control
g/ eag
] MName Type on Levels 2
rome i pray Alex Wilber
Conversations Adele Vance User Full Control o Full control ™
Documents Alex Wilber User Full Control
Allan Deyoung
Notebook Allan Deyoung Liser Full Cantrol o Full control v
Pages Christie Cline User Full Control Bt
L Christie Cline
Recenl Uebra Berger User Full Control i N | .
e Full contrul ™

Or run a PowerShell script

o Generate user reports
to get the permissions to

You might want to get a simple report for a few sites and display the users for those sites, their permission level, and ather

a location: properties. This is how the syntax looks:
:-ECcpy
$tenant = "<tenant name, such as litwareinc for litwareinc.onmicrosoft.com:"
$cite = "<site name>”

Get-SPOUser -Site https://$tenant.sharepoint.com/sites/$site | select * | Format-table -Wrap -AutoSize | Out-Fil

L3

This will grab the data for these three sites and write them to a text file on your local drive. Mote that the parameter —

Append will add new content to an existing file.
For example, let’s run a report on the Contosolest, leamSite01, and Project01 sites for the Contoso1 tenant:
™ copy

$tenant = "contosol”

$site = “contosotest”

Gel-SPOUser -Site hilps://$lenant.sharepoinl.com/sites/$site | Formal-Table -Wrap -AutoSire | Oul-File c:\UsersR
$site = "TeamSite@l"

Get-SPOUser -Site https://$tenant.sharepoint.com/sites/$site |Format-Table -Wrap -AutoSize | Out-Tile c:\UsersRe
$cite = "Projectel”

Get-SPOUser -Site https://$tenant.sharepoint.com/sites/§site | Format-Table -Wrap -AutoSize | Out-File c:‘\UsersR

L3

Mote that we had to change only the $site variable. The $tenant variable keeps its value through all three runs of the

command.
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AUTOMATED GOVERNANCE VALUE CALCULATOR EXPLANATIONS (CONT)

| A

8 DisplayName

Alex Wilber
b Allan Deyoung
i All Users {windows)
il Christie Cline

ji:} Isaiah Langer
I8 Johanna Lorenz

P28 Lynne Robbins
LY Megan Bowen
Py Miriam Graham

0l #TvPE Microsoft.Online.SharePoint.Powershell 5POUser

LoginName IsSiteAdmin IsGroup Groups UserTypes
adelev®@m365x102466.onmicrosoft.com FALSE FALSE System.Collections.Generic.List"1[System.5tring]l Member
alexw@®m365x102466.onmicrosoft.com FALSE FALSE System.Collections.Generic.List"1[System.5tring] Member
alland @m365x102466.onmicrosoft.com FALSE FALSE System.Collections.Generic.List"1[System.5tring]l Member
windows FALSE TRUE System.Collections.Generic.List"1[System.5tring]l Member
christiec@m365x102466.onmicrosoft.com FALSC FALSC System.Collections.Generic.List'1[System.5tringl Member
debrab@m365x102466.onmicrosoft.com FALSC FALSC System.Collections.Generic.List 1[System.5tring] Member
diegos@m365x102466. ft.com FALSC FALSC System.Collections.Generic.List 1[System.5tring] Member
dprodmgd105\ spocrwl 191167 FALSC FALSC System.Collections.Generic.List 1[System.5tring] Member
ilyb 1365%102466. ft.com FALSC FALSC System.Collections.Generic.List 1[System.5tring] Member
cnricoc@ma365x102466.onmicrosoft.com FALSE FALSE System.Collections.Generic.List 1[System.String] Member
TRUE FALSE TRUE System.Collections.Generic.List 1[System.String]  Member
spo grid all users/0cc5452f a6b8 4cd7 8355 Tc43846024cc FALSE TRUE System.Collections.Generic.List 1[System.String]  Member
grady 65x102466 ft.com FALSE FALSE System.Collections.Generic.List'1[System.String]  Member
henricttam@m365x102466.onmicrosoft.com FALSE FALSE System.Collections.Generic.List1[System.String] Member
irvins @m365x102466 tt.com FALSE FALSE System.Collections.Generic.List1[System.String] Member
iahl 365x102466.onmi tt.com FALSE FALSE System.Collections.Generic.List 1[System.String] Member
joh I 65x102466.0nmi tt.com FALSE FALSE System.Collections.Generic.List 1[System.String] Member
jonis@m365x102466.onmicrosoft.com FALSE FALSE System.Collections.Generic.List1[System.String] Member
Jordanm@m3bsx102966.cnmicrosoft.com FALSE FALSE System.Coll senaric.List 1[5y string] b
leeg@ma3bsx1U2bb.onmicrosoft.com FALSE FALSE System.Coll senaric.List 1[5y string] b
lidiah@m3b5x1024bb. onmicrosoft.com FALSE FALSE system. Collections Generic.List 1[System. string]  Member
lynner@ma3bsx1024bb.onmicrosoft.com FALSE FALSE System.Collections GGeneric.List 1[System.string] Member
meganb@m3b5>x10246b.onmicrosoft.com FALSE FALSE system.Collections GGeneric.List 1[System.string] Member
miriamgm3b5x1024bb. onmicrosoft.com FALSE FALSE System. Collections GGeneric.List 1[System.string] Member

Once the information is gathered, then the roles
must be checked against business policies and
the nature of the content to successfully com-
plete an audit/recertification of this information.

If done properly, this process can take several
hours for each collaboration space. Permissions
recertification with AvePoint Cloud Governance
enables administrative and security reports to
automatically be generated on schedules of
the organizations choosing. This means that
depending on why a site is provisioned, who is
using it and how it is being used, reports show-
ing who has access and who has administrative
rights to collaboration spaces can automatically
be generated for review.

Metadata Recertification

In order to make certain that the properties
and classification of collaboration spaces and
content match business policies, IT must com-

municate with users to confirm the purpose of
use. Once this is done, usage must be checked
against business policies.

Communication between IT and end users for
this purpose and analyzing the usage of content
can also take a great deal of time.

With Cloud Governance, it is possible to contex-
tually add metadata to collaboration spaces as
they are being provisioned, and force accuracy
by adding properties reflecting the business
use. This is done based on the users, user prop-
erties, organization structure and by forcing the
requester to select among a few options during
the provisioning process.

More than the hours of work per site, automat-
ing metadata recertification reduces risk. It can
also drastically reduce the time that end users
spend looking for information by keeping collab-
oration spaces and content properly labeled and
organized, search results become more efficient.

The Value of Automated Office 365 & Teams Governance
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AUTOMATED GOVERNANCE VALUE CALCULATOR EXPLANATIONS (CONT)

Search To-do List

i Home

B Workspace
[ Requests

+ New Request

Before we get started...

New Request > Project Management Questionnaire

We want to help you ensure that all your data is secure and that you have the right tools

for the right job. Please answer the following questions to the best of your ability!

Is this a new or existing project?

New Project w

How would you describe this project’s collaboration?

C ) Traditional Workstream

'?) Modern Workstream

Is this project going to involve sharing/storing any of the
following types of information?

Please select an option... e

Correcting Non-compliant Access & Settings

As teams audit and review information in their
systems, it will be necessary to correct settings
and permissions that do not align with business
policies. This can also require communication
with end users and stakeholders to justify such
changes and advise of the corrections.

Depending on what needs to be corrected, this can
involve a small number to many hours of commu-
nications and meetings, let alone the actual correc-
tion of solution settings to fix the problems.

AvePoint's Cloud Governance brings with it the
ability to automatically enforce business poli-
cies, such that if users make changes to settings

The Value of Automated Office 365 & Teams Governance
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or permissions that are out of business policies,
the actions can be automatically reverted by the
solution with notifications sent to the appropri-
ate parties. It's also possible to send notifica-
tions without corrections, or make corrections
without notifications.

MANAGEMENT TOOL

We have conservatively estimated a range
within about two to six hours per year, per
workspace with most of this being IT ad-
ministrator time and a smaller proportion
being time spent by end users.



AUTOMATED GOVERNANCE VALUE CALCULATOR EXPLANATIONS (CONT)

End of Lifecycle

Archiving & Managing Content Lifecycle
in Office 365

The implications of a well-enforced lifecycle
process are clear: users find relevant content
faster, and don't waste as much effort re-creat-
ing what's already there.

In addition, organizations do not have to worry
about retaining relegated content for discovery,
and the ability to more quickly and accurately
assess information reduces risk and shortens
any audits that may need to take place.

In order for the tenant-wide archiving and
retention settings to work in Office 365, users
must strictly adhere to correct labeling and
naming conventions, which makes the systems
available difficult to enforce.

As the volume of content and collaboration
spaces increase in the tenant, so too does the
work required for IT to confirm that content

can be deleted or archived and tracked. And to
do this again, it requires communication back
and forth with the content owners to confirm
the nature of the content, and whether it can

be removed or archived. As users continue to
use Office 365, more and more content is added

to the environment, but studies are showing
time and again, only about 20% of that content
remains relevant.

By automating and enforcing metadata policies,
naming conventions, and keeping an accurate
record of how users are interacting with content,
organizations already have a baseline to under-
stand what needs to be kept long-term, and what
can be deleted after various increments of time.

AvePoint's Cloud Governance can allow organiza-
tions to apply retention policies for various times
on content based on the nature of the content
and its relevance to users based on their roles,
and any of the factors we've explored above. This
means that far beyond blanket retention poli-
cies, organizations have an enormous amount
of control over archiving or removing stale data
and irrelevant content as soon as allowed by
business policies and regulations. The solution
provides reporting on all lifecycle management
activity and adds approval workflows, so neither
IT nor business users get any surprises.

Group/Team Inactivity Threshold

Choote whether to enabie the inactrty threshold for Office 365
paMi Teama. With this spti bled an insctivity
threshold task wil be generated if the groupytesm has been
inactive for § specified penod. Inactivity i defined 88 no changes
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the group team sites, bles, notebook, calendar, madbox or
conversations. The inactenty threshold task will be assigred to the
approvers aviong i they would ke to keep of delete the
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Create From This Existing Approval Process

« Enable group/team inactnvity threshold

ice 365
Eﬂv' ity
n

*Approval Process:

changes
tent in PM Ask Ray Hill v
or
Create New

:ed i Create From This Existing Approval Process
n also ‘Stage one:

oers Assign To:

of the Ray Hill

"Generate a group/team inactivity threshold task when the
group/team has no activities for |90 Dayls)

3 10 remind the approvers Assign To:
fed approval process of the inactrvty
anclics enabie sutomats deletion of the.
petnnty threshold task is not completed after Order
One 2t 2 time (serial)

Allow approvers to reassign tasks to others

Ray Hill

v Jitoematic deletion of the group/tesm, you
. i ¥ Enablé group/team inactity threshold warming
“Remandier profile
ATS_Dady Reminder Policy | ®

Create Mew

wBATS &5 the &-maal notification recigeents, 2
f setect from the folkowing options:

atic deletion of the group/team

OO0 0000 O 0|0 =< invinn
"Automatically delete the group/team if the inactivity threshold
task 15 not completed after

0 Dayls) ¥
W Enabile a reminder for the approvers before the
Group/teanm deletion task is generated
*Remindar profili:
ATS,_Daity Reminder Pobicy |

Create New

Hotify the following people upon the deletion of the

group/team

34 AvePoint, Inc. | Section 3: How We Calculated The Value of Automated Governance



AUTOMATED GOVERNANCE VALUE CALCULATOR EXPLANATIONS (CONT)

Extension of Workspaces

In addition, the solution enables a request for an extension, so if users still need content, they can
request that a collaboration space it remains active, but IT has the ability to add an approval to this,
and the users must provide a reason to keep the content.

END OF LIFECYLCE TOTAL

We have conservatively estimated a within about one-to-three hours per year per workspace to
review content, communicate with end users and ensure proper expiration policies are followed.

The Numbers: Web Calculator Assumptions

The following table outlines our assumption for how many “minutes per workspace, per year” assumed
for every level of effort outlined by admins seeing workspaces in Office 365 for the web calculator. The
tasks associated with the categories listed below correspond with outlines described above.

Minutes Per Workspace, per Year Low Effort Medium Effort High Effort With AvePoint
PRE PRE PRE POST
Services and Provisioning 120 185 275 115
Communications and planning 30 60 120 20
Provisioning and Setup 90 125 155 95
Auditing and Security 130 235 336 58
Updating Security and Configuration Changes 40 50 60 30
Auditing Roles and Permissions 39 80 120 20
Collecting Metrics and Reporting 51 105 156 8
Life-Cycle Management 72 144 216 31
General Workspace Management 30 60 90 15
Archiving and Deleting Workspaces 42 84 126 16

The calculator assumes a standard rate of
$67.67 per hour (this rate is a national average
for IT workers with PTO and holiday time re-
moved in consideration from the calculation).

For the web calculator, we assume that an or-
ganization has 12% the number of active work-
spaces in Office 365 as they have employees.

Additional Assumptions: In addition to these
assumptions, the growth of adoption of Office
365, the cost of paying information workers to

utilize and maintain AvePoint’s Cloud Governance
Solution, as well as the list cost of our product
licenses have all been factored into the equation.

For Additional Factors and Custom ROI
Estimates, Contact Us Today! Our teams
have the ability to custom tailor all of the
factors listed above and more to your
organization’s estimates or actual numbers.

The Value of Automated Office 365 & Teams Governance
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Real World Calculations

The following data has been aggregated from a real customer example with data specific to their
organization. If you reach out to our team, we can customize all estimates specifically for your orga-
nization to come up with accurate potential benefit that can be reached with the implementation of
our Cloud Governance solution

Example: International Luxury Good Company

Headcount: 38,000 employees
Starting Number of Workspaces: approximately 12,000
Workspace Growth Rate: 30% per year

Manual vs. Automated Work Tasks: All tasks are manual.

Maintenance Staffing: One employee will spend 25% of their time
maintaining our solution

Additional Factors Going into Estimate:

o This customer is starting with a pre-existing workspace count in Office 365 of 12,000.
12,000 workspaces are a lot to manage from a governance operations perspective.

e After 3 years the customers site count more than doubles in size.

e Only a single User Type and salary is specified.

Time Workload Estimates

Provisioning | .98 hours for each existing workspace | .66 hours for each new workspace
Management | 12.17 hours for each existing workspace | 0 hours for each new workspace

Expiration | .58 hours for each existing workspace | 0 hours for each new workspace

Time Savings Estimates

Year 1: 160,725 hours
Year 2: 208,942 hours
Year 3: 281,624 hours
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Pharma Company Implements Governance for Microsoft Teams

CASE STUDY

Enabled the deployment
of Office 365 and Teams
by extending strict inter-
nal container governance
policies to the provision-
ing of new sites, Teams
and Groups.

Worked closely with
Microsoft to obtain nec-
essary APIs to remove
security concerns around
service accounts.

Provided close monitor-
ing into the container
access of internal and
external users.

Cut deployment time-
line from six to three
months.

A AvePoint

Customer Profile

The global pharmaceutical company is a public, Fortune
500 company based in the United States. It has more than
65,000 users and 20 terabytes of data within its SharePoint
environment. The company has been an AvePoint custom-
er since 2007, previously using Governance Automation

to govern the provisioning and lifecycle of its on-premises
SharePoint sites. It has a large internal IT team and places a
priority on security.

The Challenge

One of the global pharmaceutical company’s highest priori-
ties is to attract the next generation of talent. The company
believes implementing and maintaining a modern workspace,
in this case Office 365 and specifically Microsoft Teams, is a
key enabler for this goal.

During an 18-month migration and cycle to the cloud, the
company discovered it could not turn on Microsoft Teams
given its internal security and governance policies. At the
global pharmaceutical company, container level access is par-
amount. All containers must be tagged, classified and moni-
tored with internal and external access fortified.

It's also important for the company to have a clear under-
standing of which users have access to what collaboration

AvePoint, Inc. | Section 4: Real World Results



CASE STUDY: PHARMA COMPANY IMPLEMENTS GOVERNANCE FOR MICROSOFT TEAMS (CONT)

containers, particularly external users. This is
somewhat complicated by the fact the company
employs numerous 1066 contractors on multi-
year contracts that it considers external users.

Additionally, the company's security team pre-
ferred to avoid service accounts where possible
to manage Office 365.

The AvePoint Solution

AvePoint played the role of trusted adviser
throughout the company’s transition to the cloud,
frequently consulting on matters related to gover-
nance. AvePoint is deploying its Governance Auto-
mation solution (soon to be its Cloud Governance
solution once the company is all-in the cloud) to
enable the use of Microsoft Teams so that is com-
pliant with internal governance policies.

Every time a Team, SharePoint site or Office 365
Group is created it is automatically classified

by AvePoint's governance solution using the
company’s low impact, medium impact or high
impact definitions.

Low impact containers have no secure informa-
tion and can be public, medium impact contain-
ers might possibly have some secure informa-
tion and permission management is needed,
high- impact containers have information only
certain people should have access to and set-
tings need to be recertified on a regular basis.

These classification and governance policies
are inclusive of all resources that get spun up in
conjunction with the creation of a Team includ-
ing OneNote, SharePoint and Outlook.

All Team names are also governed and ap-
proved to avoid the unauthorized use of Team

names like “IT Help Desk” or “CEO Team #1.”

AvePoint, as one of 40 Tier Zero Microsoft part-
ners worldwide, also worked closely with Micro-
soft and lobbied on behalf of the global pharma-
ceutical company to get key APIs released. These
APIs allowed AvePoint to “dumb down” the service
accounts and lower their permission and access
to company systems, completely removing all im-
plementation concerns from the security team.

The Bottom Line

By automating this governance process across
all user requests for the creation of new virtual
workspaces, other companies that have report-
ed their processes have been reduced from four
days to four hours. For the global pharmaceuti-
cal company, it has been the difference between
fully leveraging Office 365 and Microsoft Teams
or remaining on the sidelines.

The company deployed a test tenant and a
production tenant as part of its move to the
cloud. It set a six month deployment timeline for
AvePoint's governance solution, but has cut that
in half. All testing has been completed and live
deployment will take place in November of 2018.

The next priority for the company will be to
create divisional policies on recertification and
permissions of containers. AvePoint will be with
them throughout their digital transformation to
ensure their success.

A AvePoint

525 Washington Blvd, Ste 1400 | Jersey City, NJ 07310
P: +1.201.793.1111 | E: sales@avepoint.com
www.avepoint.com
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http://
https://www.avepoint.com/products/cloud/office-365-governance/value-calculator
http://Cloud Governance Product Page & Request a Demo 
https://www.avepoint.com/blog/
https://www.avepoint.com/ebook/microsoft-teams-best-practices
https://www.avepoint.com/blog/microsoft-teams/microsoft-teams-office-365-groups-sharepoint-yammer/
https://www.avepoint.com/events/webinar/office-365-delegating-administration
https://www.avepoint.com/events/webinar/microsoft-teams-adoption-strategies
https://www.avepoint.com/events/webinar/upgrade-from-skype-to-teams
https://www.avepoint.com/events/webinar/upgrade-from-skype-to-teams
https://www.avepoint.com/events/webinar/top-10-microsoft-teams-tips
https://www.avepoint.com/events/webinar/how-to-achieve-90-microsoft-teams-and-yammer-adoption-in-3-months
https://www.avepoint.com/ebook/microsoft-teams-office-365-groups

