
IRMSECURITY.COM

PERSONAL 
SURVEILLANCE

GUIDANCE 
PAPER

GDPR



SECURE CYBER UNLOCK OPPORTUNITY

The usage of such devices is permissible 
provided their use is in accordance with current 
legislation which specifically prevents the 
persistent recording of an individual amounting 
to harassment, deliberately filming on private 
property or areas where filming is otherwise 
prohibited, such as airports, ports, train stations 
and in or around other areas of sensitivity. 

Furthermore body worn devices, CCTV and 
Automatic Number Plate Recognition (ANPR) 
systems (collectively called ‘surveillance systems’) 
are pervasive within everyday life in a variety 
of scenarios not limited to the workplace, the 
emergency and security services, and sporting 
and recreational activities. 

The sensitivity of the information captured, 
which may include both video and audio content, 
will vary depending on the circumstances and 
situation where it was captured. 

However individuals have enhanced ‘rights’ and 
protections relating to their privacy which are 
being expanded further within the EU General 
Data Protection Regulation (GDPR). 

This paper focusses upon some practical and 
realistic requirements and obligations that users 
(individual and/or organisations) are required to 
consider and address to facilitate the use of such 
devices in everyday business life. This paper does 
not specifically reference drones, although the 
Principles below are applicable. The Principles apply 
whether or not there is any live viewing, recording of 
images, sound or other associated data.

It is incumbent upon organisations to periodically 
evaluate the necessity, proportionality and 
effectiveness of continuing to use these 
technologies whilst ensuring that employees are 
aware of their obligations and responsibilities and 
that they are being adhered to.

Where material from surveillance devices is 
likely to be used as some form of ‘evidence’, 
particularly in a court of law, it will be necessary 
to demonstrate and prove how the device and any 
captured data has been handled and protected 
through to its submission, failure to do so would 
likely invalidate its use.

INTRODUCTION
IT IS LEGAL, IN THE UK (NOT NECESSARILY IN 
OTHER COUNTRIES), TO FILM PEOPLE WITHOUT 
THEIR PERMISSION IF THEY ARE IN A PUBLIC 
PLACE.  THIS IS WHY IT IS ACCEPTABLE FOR 
CYCLISTS AND MOTORISTS TO USE HEAD AND 
DASH CAMERAS TO RECORD THEIR JOURNEYS. 



PRINCIPLES
Irrespective of the type of device, organisations 
and systems operators should adopt the following 
common principles (Surveillance Camera Code 
of Practice; Chapter 2.6) (SC Code). These apply 
to every individual or organisation that uses 
surveillance technologies:

• Use of a surveillance camera system must 
always be for a specified purpose which is in 
pursuit of a legitimate aim and necessary to 
meet an identified pressing need.

• The use of a surveillance camera system must 
take into account its effect on individuals and 
their privacy, with regular reviews to ensure its 
use remains justified.

• There must be as much transparency in 
the use of a surveillance camera system as 
possible, including a published contact point 
for access to information and complaints.

• There must be clear responsibility and 
accountability for all surveillance camera 
system activities including images and 
information collected, held and used.

• Clear rules, policies and procedures must be 
in place before a surveillance camera system 
is used, and these must be communicated to 
all who need to comply with them.

• No more images and information should be 
stored than that which is strictly required for 
the stated purpose of a surveillance camera 
system, and such images and information 
should be deleted once their purposes have 
been discharged.

• Access to retained images and information 
should be restricted and there must be clearly 
defined rules on who can gain access and 
for what purpose such access is granted; the 
disclosure of images and information should 
only take place when it is necessary for such  
a purpose or for law enforcement purposes.

• Surveillance camera system operators should 
consider any approved operational, technical 
and competency standards relevant to  
a system and its purpose and work to meet 
and maintain those standards.

• Surveillance camera system images and 
information should be subject to appropriate 
security measures to safeguard against 
unauthorised access and use.

• There should be effective review and 
audit mechanisms to ensure legal 
requirements, policies and standards  
are complied with in practice, and regular 
reports should be published.

• When the use of a surveillance camera system 
is in pursuit of a legitimate aim, and there is 
a pressing need for its use, it should then be 
used in the most effective way to support 
public safety and law enforcement with the 
aim of processing images and information  
of evidential value.

• Any information used to support  
a surveillance camera system which 
compares against a reference database  
for matching purposes should be accurate 
and kept up to date.
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CCTV
CCTV is a form of surveillance technology;  
its use must be in accordance legal and r 
egulatory requirements.

The Information Commissioner’s Office (ICO) 
produced a “Code of Practice (CoP) for 
Surveillance cameras and personal information” 
(V1.2 May 2017) which many organisations are 
familiar with and which forms the baseline for their 
policies and procedures. 

This CoP coupled and aligned with the Principles 
above will ensure all relevant controls and 
requirements are addressed.

BODY WORN 
CAMERAS
All forms of surveillance technologies must abide 
with data protection legislation and body worn 
cameras are no exception.

Where devices are used by for guarding licenced 
premises and property operators require a door 
supervision licence, additionally a CCTV licence 
is required and the requirements of the Code of 
Practice mentioned above (section 7.2) apply.

Body worn cameras must be worn in a forward 
facing and prominent position such that it is visible to 
anyone, and it should be evident (i.e. by a light) that 
the device is actively recording.

It is not permissible for the devices to continuously 
record (this is both excessive and intrusive), they 
should only be used in situations where there is or 
there could be confrontation, aggression or other 
safety and security concerns. 

The organisations policies shall clearly define what 
these situations are, and the user of the device at the 
time must be prepared to defend and explain any use 
in excess of these.

Personnel using the device are also required to 
make a verbal announcement (warning) prior to 
commencing any recording. The rationale and 
purpose of the warning is to give the subject of the 
recording an opportunity to modify their behaviour 
and actions. Appropriate and prominent signage 
must also be displayed (including on the individual 
wearing the device).

It must be noted that such devices could also capture 
sound and therefore conversations in the vicinity, but 
not directly connected to the specified event could 
also be captured without the participants knowledge, 
particularly if they are behind or to the side of the 
wearer of the device. 

Organisations must provide information to inform 
people of where and how they use such devices, 
these can be provided through privacy notices on the 
organisation’s website.

The ICO recommends the use of devices that enable 
audio and video to be controlled separately as they 
are separate data streams.

It is strongly advised that a Data Privacy Impact 
Assessment (DPIA) be conducted into the use 
of such devices before they are deployed and 
periodically reviewed to ensure their use and 
requirements has not altered over time.

IRM has produced a guide to conducting a DPIA; 
please contact us directly if you would like a copy  
and to discuss this further.



DASHBOARD 
CAMERAS
The use of vehicle dashboard cameras (Dash Cams) 
has seen an exponential rise in the last year. Some 
insurance companies are turning to this footage 
when investigating claims, and offer policy discounts 
where devices are fitted, whilst the police frequently 
request footage of incidents from ‘passers-by’ to aid 
their investigations.

However drivers may inadvertently infringe the law 
if the camera is not fitted and positioned correctly. 
Where corporate vehicles are concerned it is the 
company’s duty to advise their vehicle users of the 
rules, which fall within the Road Traffic Act 1998. The 
basic principles are:

• Not to mount the device on the windscreen in a 
position that intrudes obscures or hinders more 
than 1cm into the drivers field of vision; this can be 
referred to as the ‘Red Zone’;

• Not allowing any part of the device, i.e. camera, 
cradle, suction cups, cables, to intrude more 
than 4cm into the arc of a wiper blade on  
the windscreen.

• Where dash cameras have an accompanying 
display screen it is illegal for this to be switched 
on and in the drivers view at any time the vehicle 
is being driven – they must be switched off, 
repositioned or covered so the driver cannot see 
them (The Road Vehicles Regulations 1986). 

As a responsible employer, and within your ‘Duty 
of Care’ and in exercising your responsibilities 
individuals must be informed through policies, 
procedures and relevant training materials what 
they can / cannot do and what is expected of them. 
This then helps to make them responsible and 
accountable for their actions.

HELMET CAMERAS
A growing number of individuals use helmet 
cameras when cycling to/from work; which for their 
own personal use is perfectly legal.

However, individuals should not download or store 
the content on business systems, as this data then 
falls under the organisation’s Data Privacy Policy and 
associated obligations to safeguard the information. 
This could also potentially raise further issues if the 
information were to be mishandled and subject to 
unauthorised exposure and/or inappropriate use. 

It is also advisable that individuals who may wish 
use the material they have captured as evidence 
when making a complaint, ensure they have backed 
up the ‘original’ material and can provide a written 
statement that the material has not be edited or 
tampered with. 

NB: For cyclists and motorists who upload 
information (they have captured) onto various 
social media platforms. This should not be via any 
business/work related account if it is from their own 
personal device.

This could cause the organisation to fall foul  
of the regulations and encourage challenges  
from individuals. 

It is ill advised to post anything which may be 
required in a court of law, this could invalidate the 
materials use.

It is not required for faces or number plates to be 
pixelated (blurred out) before being posted online. 
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DEVICE USE
Recording devices shall only be used in accordance 
with defined rules and business practices.

The legitimate interests of a controller may 
provide a legal basis for processing, provided 
that the interests or the fundamental rights 
and freedoms of the data subject are not 
overridden and take into consideration reasonable 
expectations of data subjects based on their 
relationship with the controller.

Where practical and possible it must be  
ensured that devices are:

• Correctly functioning;

• Date and time settings are correct;

• Cleared of all previous recordings when the 
information is no longer required;

• Only used by authorised persons;

• Returned to safe/secure storage when  
not being used.

DEVICE STORAGE  
& DATA THEFT
Such devices are often small, portable and 
therefore an attractive target for theft.

Users, Data Controllers, must consider the method 
by which the device captures and stores data. 
Some models record directly onto storage within 
the device itself whilst others record to, or permit, 
recording onto removable cards. 

The loss of theft of a card or a device could be a 
significant business risk, more so perhaps than 
the inconvenience and cost of replacing the actual 
device, though currently most thefts will be of the 
device itself because of its easy resale value.

It is unlikely that data stored on these devices will 
be encrypted.  

Due to the potential volume and sensitivity of data 
that can be held on portable devices organisations 
must employ appropriate technical and physical 
security controls and processes. 

Where the device settings permit, implement an 
access code to guard against and reduce risk of 
unauthorised access to the data contained within. 
Controls should also include a ‘sign-out’ / ‘sign-in’ 
process when the devices are used.

Retain devices, with or without data stored on them, 
in a secure/controlled location when not in use.

Consideration must be given to any downloads 
of data from the device onto other business 
systems and storage media. If this occurs the data 
falls under Data Protection / GDPR checks and 
appropriate response to requests and complaints 
from individuals. 

It is therefore important that only that data strictly 
necessary and required is retained – all other data is 
to be erased as soon as practically possible once the 
journey / shift or other use has concluded, provided 
the data it is not likely to be required for any other 
legitimate business purpose.

If the recorded material are (or may be) required 
as ‘evidence’ by the organisation or authorities it 
would be necessary to include an audit trail ‘chain-of-
evidence/custody’ and associated controls of use. 



PRIVACY NOTICES
Todays’ technologies cover a vast range of activities 
and requirements. It is therefore incumbent upon 
organisations to be transparent in the use of such 
devices which in the first instance must be ‘fair’ 
and ‘legal’ and not adversely infringe the rights and 
freedoms of individuals.

The GDPR places a greater emphasis upon Privacy 
Notices and the need for transparency in processing 
activities and use of individuals’ data. There are 
separate guidance materials relating to this subject 
which will not be expanded further herein. If IRM can 
provide assistance and guidance in this area please 
contact us directly. We are frequently called upon to 
help our clients review and revise their offerings.

CONCLUSIONS
Surveillance systems are, by their very nature, 
intrusive.  Organisations are therefore obligated 
to consider whether their use is justified and 
proportionate to the solution being sought or to 
determine if alternative solutions exist and can be 
adopted. This can be achieved through a Privacy 
Impact Assessment, which considers the impacts 
upon individuals. 

Establish a clear business justification and legal basis 
for using such devices and subsequently processing 
personal data is essential for surveillance systems.  

Where services are provided by or through a third 
party responsibilities and obligations must be clearly 
defined and documented. 

Provide appropriate notification to individuals that 
these types of surveillance are taking place and be 
clear and transparent about how they can exercise 
their rights and the route(s) through which they can 
express their concerns and the mechanisms through 
which they can raise a legitimate request to access 
their information.

SOME APPLICABLE 
REGULATIONS 
AND REFERENCE 
MATERIALS
In addition to meeting requirements under Data 
Protection and GDPR uses of digital recordings 
in certain circumstances must conform to other 
regulations including but not limited to:

• PROTECTION OF FREEDOMS ACT 2012 (POFA) 
– Part 2 Regulation of surveillance – Chapter 
1 Regulation of CCTV and other surveillance 
camera technology. This document provides 
advice and guidance on operations, technical 
standards and effectiveness of systems. (N.B. 
only applicable in England and Wales, the Scottish 
Governments has produced the CCTV Strategy 
for Scotland).

• SURVEILLANCE CAMERA CODE OF PRACTICE 
(28 OCT 2014) the code of practice for 
surveillance camera systems.

• ARTICLE 6 OF THE HUMAN RIGHTS ACT 1998 
– provide the right to a fair trial. Therefore 
any data captured through the use of the 
aforementioned devices have the potential 
to be used in legal proceedings and must be 
safeguarded through appropriate controls  
and processes (chain of custody) as applicable 
to other materials and evidence.

• ARTICLE 8 OF THE HUMAN RIGHTS ACT 1998 
– concerns the right for private and family life, 
home and correspondence. Therefore recordings 
taken in a public place are only public for those 
present at the specific time and can therefore 
still be regarded as potentially private. Recorded 
conversations and actions of and between 
individuals should always be considered private 
- the devices must not be used to record beyond 
that which is necessary and expected for their 
specific use and situation. 

• CODE OF PRACTICE ON COMMUNICATING 
PRIVACY INFORMATION TO INDIVIDUALS, 
ICO, OCT 2016 – using this code should be able 
to use the recommendations contained therein 
to develop clear and effective privacy notices for 
their business.

• DATA SHARING CODE OF PRACTICE, ICO, MAY 
2011 (subject to revision in the near future  
to incorporate revisions under GDPR).
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ABOUT IRM
Founded in 1998, Information Risk Management Ltd 
(IRM) is an award winning and independent cyber 
security consultancy. The company’s vision is to align 
proportionate and innovative cyber security with the 
strategic direction of our clients.

IRM has a long established relationship with the National 
Technical Authority for Information Assurance, CESG, 
and is a founding member of the CESG CHECK Scheme. 
The company also receives industry insights from  
a number of well-respected sources, such as CREST, 
CERT-UK and the Cyber Security Information Sharing 
Partnership (CiSP) - a real time cyber threat  
information exchange. 

IRM works with a diverse range of organisations, 
including FTSE 100 companies, central Government 
departments and many international Blue Chip clients 
operating in EMEA.

DISCLAIMER
The information and guidance contained in this paper 
are the views and interpretations of Information Risk 
Management Ltd, it does not constitute legal advice. 
It is provided with the best of intentions to help 
organisations achieve their business objectives towards 
meeting the requirements of the EU General Data 
Protection Regulation (Regulation (EU) 2016/679  
– April 2016). 
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