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INTRODUCTION
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CONTROLLER’S  
LEGITIMATE  
INTERESTS
The legitimate interests of a controller may 
provide a legal basis for processing, provided 
that the interests or the fundamental rights 
and freedoms of the data subject are not 
overridden and take into consideration reasonable 
expectations of data subjects based on their 
relationship with the controller.

Legitimate interests can exist where the data 
subject is a client of the controller, though  
there are other conditions that must be met 
if sensitive personal data is processed – these 
are described below.

GDPR - REFERENCES
THE GDPR ARTICLES AND RECITALS WITH 
SPECIFIC RELEVANCE TO LEGITIMATE 
INTERESTS ARE:

ARTICLES

• 6(1)(f) – Lawfulness of processing;

• 13(1)(d) – Where personal data is collected directly 
from the data subject;

• 14(2)(b) – Information to be provided where 
personal data have not been obtained from the 
data subject;

• 21(4) – Right to object;

• 22(2)(b) –Automated (individual) decision making, 
including profiling; and

• 49(1) – Derogations for specific situations.

RECITALS 

47, 48, 49, 50 & 68.

DEFINITIONS
Article 6 (1) states that processing shall be lawful 
provided that: (f) “processing is necessary for the 
purposes of the legitimate interests pursued by 
the controller or by a third party, except where 
such interest are overridden by the interests or 
fundamental rights and freedoms of the data  
subject which require protection of personal data,  
in particular where the data subject is a child.”

In the first instance it must be determined that the 
processing activity is ‘necessary’ for the ‘purposes’ 
of the controller or third party’s legitimate interests.

The ‘purpose’ is the specific reason why the personal 
data is being processed.

The ‘legitimate interest’ is the stake or benefit the 
controller, or society, may have in the processing – 
which must be real and not vague. An ‘interest’ can 
be considered ‘legitimate’ provided the controller can 
pursue whilst complying with data protection and 
other applicable laws or regulations.

The ‘interests’, ‘rights and freedoms’ of individuals 
must be weighed in consideration to legislation  
such as the Human Rights Act against the  
controllers’ ‘interests’.

‘Legitimate interests’ may apply where the controller 
has corporate governance or legal compliance 
obligations, or the controller may have a routine 
activity to which is not practical to apply other lawful 
reasons or where they might not exist.

THE GDPR REQUIRES THAT ORGANISATIONS 
LOOK TO THE LEGITIMATE PURPOSE FOR 
PROCESSING PERSONAL DATA. 
Whilst consent is frequently at the foremost of the concepts there 
are other mechanisms such as contractual obligations and necessity, 
compliance with legal obligation or processing necessary for Legitimate 
Interests. This paper aims to provide some guidance on the latter.



LAWFUL BASIS
Controllers must determine the valid and lawful basis 
for processing personal data, balanced between its 
business interests and the rights and freedoms of 
the individual, from the following:

1 CONSENT
the data subject has taken an affirmative  
action through which they have given consent 
to the processing of their personal data for the 
specific requirement.

2 CONTRACTUAL
personal data is processed by the controller for the 
performance of a contract to which the individual 
data subject is a party or for the controller to take 
pre-contractual steps or decisions at the request of 
the individual.

3 LEGAL OBLIGATION
processing of the personal data is necessary  
to comply with a legal obligation to which the 
controller is subject.

4 LEGITIMATE INTEREST
the controller has determined that processing is 
necessary without them being able to be overridden 
by the interests, rights and freedoms of the individual.

5 VITAL INTERESTS
processing of the personal data is necessary  
to comply with a legal / professional obligation  
to which the controller is subject.

6 PUBLIC INTEREST
processing of the personal data is necessary in the 
public interest or to exercise an official authority.

CONSENT AND 
MARKETING
If your business is subject to bank secrecy laws 
it is highly likely you will require ‘consent’ before 
disclosure of personal data. It is understood that 
most bank secrecy laws do not have a legitimate 
interest condition that can be used to justify 
disclosures in the absence of consent.

Consideration must be given to other 
Regulations and Directives such as the ePrivacy 
Directive which imposes additional conditions 
for marketing by email or telephone, in that 
organisations can send direct marketing if:

• The individual has given their consent, or

• Your business has an existing relationship 
with them and they then fall within the similar 
products and services exemption.

GRANDFATHERING 
CONSENT
Where consent has been provided under current 
Data Protection legislation it may continue to be valid 
under the GDPR. However, there is a catch in that it 
must meet the more stringent requirements specified 
in the Regulation, and given that most organisations 
would not have retained sufficient records and audit 
trails to support such activity it is unlikely that many 
organisations will be able to use this as a valid option.

WHAT THE CURRENT 
DATA PROTECTION  
ACT STATES
The “legitimate interests” condition is intended to 
permit processing provided certain criteria are met 
and where other conditions for processing do not 
specifically apply.

1 Can it be established that there is the need to 
process the information for legitimate business 
interests or for those of a third party to whom the 
information is disclosed.

2 The legitimate interest condition will not be met if the 
processing is unwarranted or it has a prejudicial effect 
on the individual’s rights, freedoms and interests.

Legitimate interests do not need to be in harmony 
with those of the individual for the condition to be met. 
However, where there is a serious mismatch between 
competing interests, the individual’s legitimate interests 
will take preference.

Processing information under the legitimate interest 
condition must be lawful (Article 5) and in compliance 
with the data protection principles.
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IS PROCESSING 
NECESSARY?
Many conditions for processing personal data 
depend on the processing being “necessary” for the 
particular purpose to which the condition relates. This 
imposes a strict requirement, because the condition 
will not be met if the organisation can achieve the 
purpose by some other reasonable means  
or if the processing is necessary only because the 
organisation has decided to operate its business  
in a particular way.

EXAMPLE

An employer processes personal data about its 
employees on the basis that it is necessary in 
connection with their employment contract and 
to comply with its employer’s legal obligations. 
However, the employer elects to outsource its HR 
functions to an overseas company and transfers 
employee data to that company.  It is not ‘necessary’ 
to transfer the data overseas for these purposes, and 
the employer would instead have to rely on consent, 
or on the legitimate interests’ condition, to be able  
to process its employees’ personal data in this way.

CONDITIONS 
RELATING  
TO SENSITIVE  
PERSONAL DATA
If the information is sensitive personal data, at least 
one of several other conditions must also be met 
before the processing can comply with the first data 
protection principle. These other conditions are  
as follows:

• The individual relating to the sensitive personal data 
has given explicit consent to the processing.

• The processing is necessary to comply with 
employment law.

• The processing is necessary to protect the vital 
interests of:

+ the individual, in a case where the 
individual’s consent cannot be given or 
reasonably obtained; or

+ another person (in a case where 
the individual’s consent has been 
unreasonably withheld).

• The processing is carried out by a not-for-profit 
organisation and does not involve disclosing 
personal data to a third party, unless the individual 
has provided their consent. Additional limitations 
apply to this condition.

• The individual has deliberately made the 
information public.

• The processing is necessary in relation to legal 
proceedings; i.e. to obtain legal advice; or otherwise 
for establish, exercise or defend legal rights.

• The processing is necessary for:

+ administering justice, or to exercise 
statutory or governmental functions.

+ medical purposes - undertaken by a 
health professional or by someone 
who is subject to an equivalent duty of 
confidentiality.

+ monitoring equality of opportunity, and is 
carried out with appropriate safeguards 
for the individuals’ rights.

In addition to these conditions (which are set out in 
the Data Protection Act) the GDPR sets out other 
conditions for processing sensitive personal data. 
Their effect is to permit the processing of sensitive 
personal data for a range of other purposes – 
typically those that are substantially in the public 
interest, and which must necessarily be carried 
out without the explicit consent of the individual. 
Examples of such purposes include preventing or 
detecting crime and protecting the public against 
malpractice or maladministration.



INDIVIDUALS’ RIGHT  
TO OBJECT TO 
PROCESSING
Where processing is based upon Legitimate 
Interests the controller must notify and inform 
individuals of their rights with regards to raising 
any objection to such processing. It is incumbent 
upon the controller to provide a Privacy Notice at 
the point of data capture that clearly details the 
individual’s rights.

Where direct marketing is used, an objection 
from an individual will be sufficient to override 
the controllers’ use of legitimate interests. As with 
all instances of direct marketing the controller 
must uphold the individual’s rights to object and 
be excluded from such processing. However, for 
activities such as fraud prevention or to prevent 
security infringements of networks and business 
information systems the objection may not override 
the controllers’ legitimate interests.

Consideration has to be given to ascertain how a 
controller will capture that individuals have raised 
an objection and to build processes that deliver a 
timely response to the request. A link to unsubscribe 
from online activities may be relatively easy to build 
whereas objections to and notifications of other 
processing may require more thought and effort to 
ensure a timely and appropriate response occurs.

DATA PORTABILITY
The data subjects’ rights for portability do not 
extend to personal data processed on the basis  
of legitimate interests.

OBJECTION  
TO PROCESSING
Where personal data is lawfully processed because 
it is necessary for the performance of a task carried 
out in the public interest, to exercise an official 
authority vested in the controller, or on grounds 
of the legitimate interests (of a controller or a third 
party) a data subject is entitled to object to the 
processing of their personal data.

It is for the controller to demonstrate it has 
compelling legitimate interests to override  
the fundamental rights and freedoms of the  
data subject.

APPLICATION 
OF LEGITIMATE 
INTERESTS
The following are key considerations  
where legitimate interests might apply  
to many organisations:

• Data subjects are very likely to have a reasonable 
expectation that the controller will process their 
Personal Data for the reasons specified;

• There is a relevant and appropriate legal basis, 
contract and pre-existing relationship between  
the controller and data subject;

• Where processing is strictly necessary for  
the purpose of fraud prevention;

• Where processing is strictly necessary for  
the purpose of ensuring network and  
information security

PRIVACY NOTICES
Controllers must inform individuals where they 
intend to use legitimate interests and must describe 
what those interests are.

The rules and requirements pertaining to Privacy 
Notices state that they must be in a concise, 
transparent, intelligible and easily accessible form 
using clear and plain language, in particular for any 
information addressed specifically to a child.

Keeping privacy notices succinct may be a 
significant challenge for some organisations and 
it is suggested that adopting a layered approach 
whereby data subjects can follow clearly labelled 
and positioned links to more detailed descriptions 
and information. This would be particularly beneficial 
given the significant growth in the use of (small) 
mobile devices through which individuals interact 
with businesses to conduct their activities.

Consideration must also be given where information 
may be collected offline although it is still necessary 
for the controller to inform data subjects how they 
will process the information provided.
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DETERMINING  
IF LEGITIMATE  
INTERESTS APPLY
In determining if legitimate interests 
can be applied the controller must 
balance business against the rights and 
freedoms of the individual data subject 
including the potential harm that could 
occur to data subjects as a result of the 
processing, or if the individuals’ rights 
override those of the controller.

It is important that the decision making 
process is documented and retained  
as a record which can be ‘evidenced’  
in circumstances such as:

• Demonstrating to individuals if they 
should make a challenge or complaint;

• Demonstrating to a Supervisory 
Authority if called upon to do so;

• Demonstrating to auditors that due 
process has been applied and followed;

• For due-diligence processes in concert 
with other controllers;

• Where personal data is sold or acquired;

• Following business acquisitions  
and mergers;

• As part of any due-diligence process; or

• For review if the scope of processing 
changes.



DISCLAIMER 
The guidance contained herein convey the 
views and interpretations of Information Risk 
Management Ltd; it does not constitute legal 
advice and cannot be construed as offering such. 

This guidance paper is provided to help 
organisations make informed decisions towards 
achieving business objectives in respect of the 
related requirements specified within the EU 
General Data Protection Regulation (Regulation 
(EU) 2016/679 – April 2016).
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ABOUT IRM
Founded in 1998, Information Risk Management Ltd 
(IRM) is an award winning and independent cyber 
security consultancy. The company’s vision is to align 
proportionate and innovative cyber security with the 
strategic direction of our clients.

IRM has a long established relationship with the 
National Technical Authority for Information 
Assurance, CESG, and is a founding member of the 
CESG CHECK Scheme. The company also receives 
industry insights from a number of well-respected 
sources, such as CREST, CERT-UK and the Cyber 
Security Information Sharing Partnership (CiSP) - a real 
time cyber threat information exchange. 

IRM works with a diverse range of organisations, 
including FTSE 100 companies, central Government 
departments and many international Blue Chip clients 
operating in EMEA.
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