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INTRODUCTION 
DPIA V PIA
Article 35 of the General Data Protection 
Regulation (‘GDPR’) (‘the Regulation’) introduces 
the need for data controllers and data processors 
to undertake mandatory ‘Data Protection Impact 
Assessments’ (‘DPIAs’) before conducting any 
“high-risk” data processing activities, however 
their use is encouraged in other circumstances. 

A DPIA is a high-level assessment of the impact 
of envisaged processing operations on the 
protection of personal data; it does not assess 
business risk or technology.

Alternatively a PIA addresses privacy compliance 
and risk mitigation through processes and 
technologies. The advantages in the longer 
term could be: tighter compliance, investor and 
board confidence, a lower risk of expensive and 
potentially damaging regulator interventions.

WHAT IS THE 
PURPOSE OF A PIA
The purpose of a PIA is to minimise privacy risks 
whilst meeting business objects and specific aims 
of a project, it does not have to be overly complex 
or time consuming but there is a need for a level 
of rigor in proportion to the privacy risks arising.

PIAs will force organisations to carry out a greater 
level of data protection due diligence before 
undertaking riskier data processing activities. This 
work will only be effective if organisations carry 
out reasonable risk analysis assessments to ensure 
‘privacy-by-design’ and where meaningful reports 
are produced, as opposed to organisations simply 
completing a bureaucratic box ticking exercise 
(or sub-contracting this work to data processors 
without proper consideration).

Ideally a PIA:

• is performed on a project or business initiative 
where personal data is processed; 

• is conducted in advance of or in parallel with 
the development of an initiative, rather than 
retrospectively; 

• has broad scope in relation to the dimensions of 
privacy, enabling consideration of privacy of the 
person, privacy of personal behaviour and privacy 
of personal communications, as well as privacy of 
personal data; 

• has a broad scope in relation to the perspectives 
reflected in the process, taking into account the 
interests not only of the sponsoring organisation, 
and of the sponsor’s strategic partners, but also 
of the population segments affected by it, at least 
through representatives and advocates; 

• has broad scope in relation to the expectations 
against which privacy impacts are compared, 
including people’s aspirations and needs, public 
policy considerations and legal requirements; 

• is oriented towards identifying potential problems 
and of solutions to them; 

• emphasises the assessment process including 
information exchange, organisational learning, and 
design adaptation; 

• requires intellectual engagement from executives 
and senior managers (it is not a checklist exercise).

WHAT IS 
INFORMATION 
PRIVACY
Information privacy is the ability of a person to: 
control, edit, manage and delete information about 
individuals and to decide how and to what extent 
such information is communicated to others.



WHAT IS  
PRIVACY RISK
Privacy risk is the potential harm arising through an 
authorised intrusion or exposure of Personal data.

Privacy risks have the potential to impact an 
individual, or group of individuals, in terms of the 
damage and/or distress that could affect them if their 
Personal data is not processed or handled correctly.  

Projects with higher privacy risk levels are more 
intrusive and therefore more likely to have a higher 
impact upon privacy.

Privacy risks can arise or increase from:

• The collection of excessive personal 
information;

• The disclosure of personal information 
without consent;

• The misuse of personal information;

• The collection of information through 
surveillance or monitoring of how people 
act in public or private spaces including 
monitoring communications whether by post, 
phone or online. This extends to monitoring 
records of senders and recipients as well as 
the content of messages themselves.

WHEN TO  
CONDUCT A PIA
GDPR Article 35(1) states: where data processing 
operations “present specific risks to the rights and 
freedoms of data subjects by virtue of their nature, 
their scope or their purposes.” 

The data controller, or the data processor acting on 
the controller’s behalf, will be required to carry out 
a PIA to consider what the impact of the proposed 
processing operations will be on the protection of 
Personal data.

Article 35(2) sets out a number of circumstances 
requiring a DPIA to be undertaken – these 
requirements along with a broader set of areas for 
consideration in a PIA are at Appendix A.

WHO TO INVOLVE  
IN A PIA
Internal stakeholders who (may) contribute  
to a PIA are:

• Project Team – responsible for the implementation 
of the project are integral to the process;

• DPO – specialist knowledge of privacy issues, legal 
guidance and alignment with business governance;

• Developers / system engineers – providing 
technical solutions to manage and reduce 
identified risks;

• Information security – consideration of security 
threats, risks and viable solutions;

• Procurement – where the organisation is procuring 
systems and or services to ensure that the privacy 
requirements of the project are established before 
procurement takes place;

• Suppliers and Service Providers – where part of 
the project is outsourced their early engagement 
and understanding of the requirements will help 
determine the options and solutions available;

• Legal – that contracts and service level 
agreements contain relevant clauses;

• Communications – to help establish a clear 
message about the privacy implications of  
a project, may need to revise Privacy Notices  
and other customer facing materials;

• Customer services – those who will interact  
with the customers who use the product / services  
to be able to answer questions and advise on 
whether the solution is working as intended and 
who may need to answer questions or provide 
advice and guidance;

• Corporate governance / compliance – to integrate 
risk management into the PIA process, both during 
the project development but also as part of BAU;

• Senior management – with responsibility for sign-
off / approval of the project and the PIA process. 
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WHAT INFORMATION  
IS REQUIRED
GDPR Article 33(3) states that a PIA needs  
to address the following: 

• a general description of the envisaged data 
processing operations; 

• an assessment of the risks to the rights and 
freedoms of data subjects;

• the measures proposed to address the risks;

• the intended safeguards, security measures  
and mechanisms to ensure the protection  
of personal data

• how compliance will be demonstrated and 
measured against the Regulation taking into 
account the rights and legitimate interests  
of individuals.

Policies and procedures are required to ensure 
their employees know how to conduct a DPIA/PIA 
(Article 25(2)).

Data controllers may in some circumstances 
be allowed to delegate responsibility to data 
processors.  This may include the need to carry 
out a DPIA/PIA or to consult with the data 
protection authority before starting to process 
information in riskier ways. 

It is very important that controllers and 
processors contractually set out:

• a clear division of any such responsibilities; and

• appropriate warranties and indemnities to ensure 
that if a breach does occur, it is clear who has 
financial liability and responsibility for the breach.

WHAT ARE THE RISK 
CONSIDERATIONS
The following are some suggested most common 
risks that might impact both individual data subjects:

• Information collected and stored 
unnecessarily, or is not properly managed  
so that duplicate records are created, presents 
a greater security risk; 

• If a retention period is not clearly defined 
and managed information might be used / 
retained longer than is legally justified;

• Inadequate disclosure controls increase 
the likelihood of information being shared 
inappropriately. 

• The context in which information is used or 
disclosed can change over time, leading to 
it being used for different purposes without 
people’s knowledge. 

• Sharing and merging information can allow the 
collection of a much wider dataset than might 
be expected or necessary.

• New systems monitoring and surveillance 
methods may be an unjustified intrusion  
on privacy;

• Identifiers might be collected and linked 
which prevent people from using a service 
anonymously;

• Measures taken against individuals as a result 
of collecting information about them might be 
seen as intrusive;

• Information may be shared with third parties 
without appropriate contract provisions  
and controls;

• Data losses could lead to compensation claims;

• Non-compliance with the Regulation could lead 
to sanctions, fines and reputational damage;

• Problems identified after the project has 
launched are likely to be more expensive  
and difficult to fix. 



HOW TO REDUCE 
PRIVACY RISK
Considerations to reduce privacy risk within  
an organisation are to:

• Not collect or store particular types 
of information. 

• Implement retention policies that require Personal 
data to be retained for the minimum period 
necessary for business requirements and plan for 
its secure destruction at the end of that period. 

• Implement, monitor and measure appropriate 
technological security controls to deter and 
prevent unauthorised access to or use of Personal 
data and the systems and infrastructures through 
which the Personal data is processed.

• Ensure that staff are properly trained and are 
aware of potential privacy risks. 

• Develop ways to safely anonymise the information 
when it is possible to do so. 

• Produce guidance for staff on how to use new 
systems and how to share data if appropriate. 

• Use systems which allow individuals to access 
their information more easily and make it simpler 
to respond to subject access requests. 

• Take steps to ensure that individuals are fully aware 
of how their information is used and can contact 
the organisation for assistance if necessary. 

• Select data processors who will provide a greater 
degree of security and ensuring that agreements 
are in place to protect the information which is 
processed on an organisation’s behalf. 

• Produce data sharing agreements which make 
clear what information will be shared, how it will 
be shared and who it will be shared with. 

THE PIA STEPS
THE FOLLOWING ARE THE SUGGESTED 
STEPS AND REQUIREMENTS, HOWEVER IT 
MUST BE NOTED THAT EACH ORGANISATION 
WILL NEED TO INTEGRATE THIS INTO 
THEIR OWN PROJECT MANAGEMENT AND 
AUTHORISATION PROCESSES.

STEP 1  
IDENTIFY THE NEED  
FOR A PIA
Determine the projects aims, objectives and 
benefits to the organisation, to individuals and 
any other parties involved. 

STEP 2 

INFORMATION FLOWS
Describe the collection, use(s), retention period 
and deletion of personal data.

STEP 3 
IDENTIFY PRIVACY RELATED RISK
Identify the key privacy, compliance and corporate risks, 
these should be incorporated into the organisations risk 
management methodology framework.  

STEP 4 
IDENTIFY PRIVACY 
SOLUTIONS
Describe the actions that could be taken to 
reduce risks and any additional requirements 
which may be necessary to support them in the 
longer term.

STEP 5 
SIGN-OFF AND RECORD 
OUTCOMES
Approval / authorisation process and the 
solutions that are to be implemented.

STEP 6 
INTEGRATE SOLUTIONS  
IN PROJECT PLAN
Ensuring that agreed and authorised solutions are 
integrated into the project plan and updating any 
project management paperwork.
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•  systematic and extensive evaluation of personal 
aspects relating to a natural person, or for analysing 
or predicting in particular the natural person’s 
economic situation, location, health, personal 
preferences, reliability or behaviour, which is based 
on automated processing and on which measures 
are based that produce legal effects concerning the 
individual or significantly affect the individual;

•  information on sex life, health, race and ethnic 
origin, or for the provision of health care, 
epidemiological researches, or surveys of mental or 
infectious diseases, where the data are processed 
for the purpose of taking measures or decisions 
regarding specific individuals on a large scale;

•  monitoring publicly accessible areas, especially 
when using optic-electronic devices (video 
surveillance) on a large scale, e.g. CCTV systems;

•  personal data in large scale filing systems 
concerning children, genetic data or biometric data;

•  any processing operations which data protection 
authorities ultimately designate as being likely to 
present specific risks to the rights and freedoms 
of data subjects by virtue of their nature, scope 
and/or purpose(s). Authorities will have the right, 
provided that they establish and make public a 
list of any processing operations where a DPIA 
will be necessary;

•  any processing operations which the European 
Commission (‘EC’) ultimately designates as 
presenting specific risks to the rights and freedoms 
of data subjects.

In a broader context PIAs should be used to assist 
with data protection compliance by:

•  identifying what processing is being conducted;

•  identifying the risks to individuals and the 
organisation of new data processing activities,  
particularly on projects with a wide ranging scope 
or using intrusive technologies, or involving sensitive 
or high risk information;

•  identifying the privacy risks beyond data 
protection law;

•  identifying problems that might occur before they 
actually happen, to avoid (in the ICO’s words) 
“expensive, inadequate ‘bolt-on’ solutions” when the 
issue could have been more cheaply and effectively 
resolved at an earlier stage of the project;

•  identifying solutions to those risks and problems;

•  preventing loss of public confidence and minimising 
reputation risk to corporations and public sector 
bodies if a data breach occurs. In the ICO’s words, 
“experience shows that once an organisation’s 
reputation is damaged and trust is lost, it is then 
very hard to regain that trust”;

• creating a ‘privacy friendly culture’  
in organisations; and

• complying with legal and regulatory requirements, 
in addition to any relevant best practice guidelines.

It is recommended that PIAs are also used for the 
following not all of which constitute ‘high-risk’ 
activities but may nevertheless be circumstances 
where it would be beneficial to ensure business 
requirements and objectives are fully met:

• the replacement of existing personal data IT systems;

• the collection of items of personal data from a new 
third party source;

• carrying out revisions to data disclosure notices, 
corporate policies or staff communications;

• the application of a new technology to an  
existing purpose;

• drafting new customer verification procedures; 

• re-designing data collection web-forms;

• outsourcing or off-shoring business processes 
involving personal data;

• the application of existing personal data to  
a new purpose;

• enacting changes to data retention policies; and

• making amendments to the organisation’s  
privacy policy.

 

THE FOLLOWING ARE CIRCUMSTANCES THAT  
GIVE RISE TO A PIA BEING UNDERTAKEN:



PRINCIPLE 1 

Personal data shall be processed 
fairly and lawfully and, in particular, 
shall not be processed unless: 

A) at least one of the conditions 
in Schedule 2 is met, and 

B) in the case of sensitive personal 
data, at least one of the conditions 
in Schedule 3 is also met. 

CONSIDERATIONS:
•  Identify the purpose of the project;

•  How individuals are notified about 
the use of their personal data;

•  How privacy notices are amended 
and maintained; 

•  Have the conditions for processing 
been established and documented; 

•  Does the processing of Personal 
data rely on consent and how will 
this be collected

•  What are the actions to be taken if it 
(consent) is withheld or withdrawn.

PRINCIPLE 2 
Personal data shall be obtained 
for one or more specified and 
lawful purposes, and shall not be 
further processed in a manner 
incompatible with that purpose 
or those purposes. 

CONSIDERATIONS:
•  Does the project plan cover all 

of the purposes of processing 
personal data

•  Have any new purposes been 
identified or introduced as the 
scope of the project expands

PRINCIPLE 3 
Personal data shall be adequate, 
relevant and not excessive in relation 
to the purpose or purposes for which 
it is processed.

CONSIDERATIONS:
• Is the quality of the information 

appropriate for the purpose for 
which it is used

• Is there personal data that does 
not need to be used without 
compromising the needs of the 
project / business

PRINCIPLE 4 

Personal data shall be accurate 
and where necessary kept up-
to-date.

CONSIDERATIONS:
• Is the quality of the information 

appropriate for the purpose for 
which it is used

• Is there a process to verify that the 
personal data obtained is accurate 

PRINCIPLE 5  
Personal data processed shall not be 

kept for longer than necessary for 
the purpose or purposes.

CONSIDERATIONS:
• Have the retention periods been 

identified and defined for the 
Personal data being processed

• Will any procured software 
enable the deletion of Personal 
data in accordance with the 
retention policy

PRINCIPLE 6 

Personal data processed shall be 
processed in accordance with the 
rights of the data subjects.

CONSIDERATIONS:
• Will business systems and 

supporting processes allow a timely 
response to requests

• Are there processes and procedures 
that allow Data Subjects to opt-out 
of marketing

PRINCIPLE 7 

Appropriate technical and 
organisational measures shall be 
taken against unauthorised or 
unlawful processing of personal 
data, and against the accidental 
loss, destruction or damage to 
Personal data.

CONSIDERATIONS:
• Do new systems and processes 

provide adequate and appropriate 
protection against identified 
security risks

• Are there training and instructions 
provided to staff to ensure they 
know how to operate the system 
and/or processes securely

PRINCIPLE 8 

Personal data shall not be 
transferred to a country or 
territory outside the EEA unless 
an adequate level of protection 
for the rights and freedoms of 
data subjects is assured.

CONSIDERATIONS:
• Will the project / solution transfer 

data outside the EEA

• If data transfers outside the EEA are 
made how will adequate protection 
of it be ensured
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APPENDIX B 
DATA PROTECTION 
PRINCIPLES 

THE GDPR INCORPORATES THE FUNDAMENTAL PRINCIPLES OF 
DATA PROTECTION THAT ARE ALREADY IN PLACE. THESE ARE:
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ABOUT IRM
Founded in 1998, Information Risk Management Ltd 
(IRM) is an award winning and independent cyber 
security consultancy. The company’s vision is to align 
proportionate and innovative cyber security with the 
strategic direction of our clients.

IRM has a long established relationship with the National 
Technical Authority for Information Assurance, CESG, 
and is a founding member of the CESG CHECK Scheme. 
The company also receives industry insights from  
a number of well-respected sources, such as CREST, 
CERT-UK and the Cyber Security Information Sharing 
Partnership (CiSP) - a real time cyber threat  
information exchange. 

IRM works with a diverse range of organisations, 
including FTSE 100 companies, central Government 
departments and many international Blue Chip clients 
operating in EMEA.

DISCLAIMER
The information and guidance contained in this paper 
are the views and interpretations of Information Risk 
Management Ltd, it does not constitute legal advice. 
It is provided with the best of intentions to help 
organisations achieve their business objectives towards 
meeting the requirements of the EU General Data 
Protection Regulation (Regulation (EU) 2016/679  
– April 2016). 

The Anonymisation CoP can be obtained from the ICO’s 
website at: https://ico.org.uk/media/for-organisations/
documents/1061/anonymisation-code.pdf
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