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Built-in integration with SIEM, log 

management, asset management 

systems, ticketing systems and 

more provide SOC teams with 

real-time alerts and proactive threat 

hunting capabilities.

Security Architects can leverage 

Continuous Threat Detection’s 

visibility to improve and speed up 

network segmentation projects

 

Security Operations can monitor 

the industrial network and 

automatically identify device and 

other network vulnerabilities saving 

time and improving cyber resiliency

Operations personnel can 

monitor for unauthorized 

behavior such as new devices 

and changes to PLC logic that 

can impact physical processes

• Rapidly detect industrial operations risk, enhance 

cyber resiliency, and minimize unplanned downtime

• Prevent impact to physical processes, expensive 

industrial equipment or injuries to people

• Quickly deploy and scale across multiple sites and 

reduce overall management costs 

 

Continuous Monitoring for 
Industrial Networks

Use Cases

Key Benefits

Claroty’s flagship product, Continuous Threat 

Detection (CTD), provides extreme visibility, 

continuous threat and vulnerability monitoring, and 

deep insights into ICS networks. It was specifically 

designed to ensure safe, secure and reliable 

operations in large, complex industrial networks – 

ensuring zero impact to the underlying operational 

processes and improved cyber resiliency.

Continuous Threat Detection extracts precise details 

about each asset on the industrial network, profiles 

all communications and protocols, generates a 

fine-grain behavioral baseline that characterizes 

legitimate traffic, and alerts you to network changes, 

new vulnerabilities and threats. The alerts the system 

generates provides the contextual information you 

need to investigate and respond quickly.

Continuous Threat Detection delivers 
immediate value enabling customers to:

Continuous Threat Detection
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Continuous Threat Detection deeply understands ICS network communications, protocols and behaviors – providing 

detailed, accurate information that remains up-to-date. The system automatically discovers asset details across the 

entire industrial network – IP assigned, nested assets and assets that communicate over serial connections.

It automatically profiles all the communications that happen between assets in the network - generating very high-

fidelity baselines that are used to detect anomalies, create virtual zones and to hunt for threats.

Capabilities

Extreme Visibility 

Continuous Threat Detection
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This visibility goes way beyond simple asset identification – discovering details about each ICS asset.  Unlike other 

tools that can only recognize that an IP is communicating with another IP, the system understands the “industrial 

conversations” that are taking place. For example, it knows the difference between an HMI performing a read 

operation to a PLC and an engineering workstation uploading a configuration file with new ladder logic or updating 

a set point in a PLC or RTU memory block. This “extreme visibility” enables customers to  understand, monitor and 

secure their ICS networks and it underpins the rest of the system’s advanced capabilities.

Capabilities
Continuous Threat Detection
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With extreme visibility, Continuous Threat Detection creates a very fine-grain “baseline” model of the ICS 

environment.  Leveraging a “known good” baseline, and knowledge about how ICS systems work, Continuous 

Threat Detection employs advanced pattern matching techniques; generating rich alerts when anomalous activity 

or critical changes occur.

For example, the system can spot a single deviation from an assets’ baseline such a new card in a PLC or a Windows 

endpoint issuing a write command to a controller it has never communicated with. Or, highlight a more complex 

event, comprising multiple baseline deviations. In the latter, the system applies its analysis engine and consolidates 

the event stream into a single, human readable alert. In both cases, the system provides detailed context with the 

alert enabling rapid investigation and response.

Real-time Threat Monitoring  

• Critical changes: rapidly detect changes that pose a potential or actual impact to the industrial process.

• Known and Unknown Threats: Identify anomalous behavior and other indicators that reveal malicious 

presence in the network.

 

Capabilities

Security and Operational Alerts

Continuous Threat Detection
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• Precise CVE Matching: identify assets with known vulnerabilities (CVEs) – all the way down to firmware versions for 

industrial devices.

• Specific Configuration Insights: uncover network configuration and other “network hygiene” issues to proactively 

reduce the attack surface and improve operational reliability.

• Proactive Network Resilience: find and fix issues that can impact security and operations, such as software 

vulnerabilities, network misconfigurations, clear-text passwords, unsecured connections, and many more

Capabilities
Continuous Threat Detection

Advanced Vulnerability Detection
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With deep insights into the ICS environment, CTD enables users to proactively identify and fix configuration and other 

network hygiene issues that can leave your network vulnerable to attacks. Leveraging proprietary intelligence, the 

system continuously monitors the network for new known vulnerabilities – providing precise CVE matching down to 

the firmware versions for industrial devices.

Leveraging advanced anomaly detection capabilities, the system delivers superior threat detection providing alerts 

across the full “cyber kill chain” – from early reconnaissance activity to later-stage attacks designed to impact the 

control systems and processes. The system enables unparalleled threat hunting capabilities for a range of threats 

– including ICS-specific malware. A key differentiator is the system’s context-rich alerts – ensuring SOC teams have 

immediate situational awareness and the details required to rapidly investigate issues and collaborate with “shop floor” 

teams to resolve problems.

CTD helps find and fix issues that can impact security and operations, such as software vulnerabilities, network 

misconfigurations, clear-text passwords, unsecured connections, and many more.

By generating context-rich actionable alerts – SOC and Security teams have immediate situational awareness and 

the details required to rapidly investigate issues and collaborate with “shop floor” teams to resolve problems. 

• Detailed asset inventory enables fine-grain CVE matching

• Network Hygiene Insights

• Detailed Windows endpoint configuration and AV information - WMI, SNMP, WSUS, and Mcafee/ Symantec

• Passive real-time monitoring

• Centralized multi-site management

• Deepest visibility into all major ICS vendor protocols

• Threat Hunting

Capabilities

Continuous Vulnerability Monitoring 

Advanced Threat Detection 

Increased Operational Efficiency 

Continuous Threat Detection
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Attack Vector Analysis - Is an analysis and simulation tool that helps identify what are the potential vulnerabilities and 

potential pathways to critical assets within your ICS network. Leveraging advanced correlation and detailed insights, 

SOC and security teams can prioritize remediation efforts.

Virtual Zones - The system analyzes the network and smartly combines assets into logical groups (micro 

segmentation). It automatically generates alert policies for communications between assets in a segment and 

enables the system to highlight and alert on potentially critical communications across micro segments.

Point in Time Assessment Reports - Click a button and get a security posture assessment report outlining assets, 

current threats, vulnerabilities and other insights about network hygiene/configuration issues.

Integrations - With existing security tools including: Security Event and Incident Management (SIEM), Log 

Management, Security Analytics.

Additional Features

Scalable Deployment Architecture

Enterprise-Class Scalable Architecture

Continuous Threat Detection provides a scalable architecture supporting deployments in environments characterized 

by large geographic spread across multiple remote/isolated sites – often in extreme environmental conditions.

Claroty’s sensor architecture is tuned to support limited computing power, smaller physical footprint, and specific 

scenarios requiring communication over low bandwidth networks e.g., electric transmission grids, or oil and gas 

pipelines where space, power consumption and bandwidth are all precious commodities. This unique architecture 

delivers immediate value when deployed at large, distributed installations, monitoring thousands of devices.

Continuous Threat Detection

Enterprise Management 
Console

SOC Plant | Control Center Remote Sites

Continuous Threat 
Detection Server

Continuous Threat 
Detection Sensor
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Sample Deployment Architecture
Continuous Threat Detection

End-to-End Fully Integrated Platform 

Claroty’s fully integrated suite of cybersecurity products addresses the unique challenges of ICS systems so that 

engineers, operators, and cybersecurity professionals can protect even the most complex industrial networks.

When integrated into Claroty’s Secure Remote Access, remote session information is displayed directly within the 

Continuous Threat Detection activity bar allowing SOC and plant operators to see when a remote session is initiated. 

Furthermore, they can also validate the session’s integrity, monitor users and correlate user activity with performed 

changes to the industrial environment. 

In a multisite installation (either physically remote sites or isolated production islands) each individual Continuous 

Threat Detection system sends processed data to Claroty’s Enterprise Management Console which aggregates data 

from multiple sites and provides a unified view of all site assets, activities and alerts. This consolidated management 

provides immediate insights into the OT network’s cybersecurity posture – making it highly suitable for security 

operations center (SOC) deployments.
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Automation & Production

Electric & DistributionDistributed Control Systems (DCS)

SafetyOil & Gas

Building Management Systems (BMS)

 IT protocols

• OMRON Fins

• Plus-S7/S7

• Siemens IP/EtherNet

• Rockwell including (CIP 

extension)

• CSPv4/PCCC 

• Compresson Controls 

Corporation (CCC)

• OPTO Control Technology Inc 

(CTI)

• Lantronix 

• GE-SRTP

• GE QuickPanel

• GE EGD 

• GE PAC8000 

• Mitsubishi Melsec/Melsoft

• Sattbus 

• OPC DA/AE/UA 

• Profinet-DCP

• Profibus 

• Modbus 

• Modbus Schneider 

• Modbus Altivar 

• Modbus Concept/Momentum

• Modbus RTU

• OSISoft Pi

• Schneider 

• SCADAPack

• Schneider Magelis 

• GE Mark 6e

• ABB 800xA DCS 

protocols

• ABB Bailey

• MMS (including ABB 

extension)

• ICCP TASE.2

• IEC104/101

• DNP3

• GOOSE

• Schweitzer

• Brüel & Kjær Vibro 

(BKV) 

• Bently Nevada

• Honeywell Experion

• FTE (Honeywell)

• Emerson Ovation DCS protocols

• Emerson DeltaV DCS protocols

• Yokogawa VNet/IP 

• GE Mark6e (SDI)

• Schneider Foxboro

• TCP/IP 

• SNMP

• SSH

• HTTP / HTTPS

• Telnet

• FTP

• SMB / CIFS

• DNS

• ICMP

• IGMP

• Browser

• FTP

• SMB2

• CDP

• LLDP

• DCE/RPC

• DHCP V4/V6

• ARP

• VNC

• TFTP

• NTP

• RDP

• SSL

• NTLMSSP

• ATSVC

• SMB-PIPE

• Triconex

• Yokogawa ProSafe

• Emerson ROC

• ABB TotalFlow

• Siemens P2 

• Bacnet

• Niagara fox

Broad Support for Industrial Control System and ICS / IT Protocols1

Full list of Supported Protocols: https://cdn2.hubspot.net/hubfs/2553528/ProtocolUpdateDataSheet-1-1.pdf

Supported Protocols
Continuous Threat Detection



The Industry’s Leading Industrial Cybersecurity Company

Claroty was conceived and is actively supported by the world famous Team8 foundry. With substantial funding from 

an unrivaled syndicate of global investors, including some of the most important industrial automation companies on 

earth, Claroty has built the leading company in industrial cyber today.

Claroty’s technology has been tested, selected and adopted by the most influential industrial automation control vendors 

and networking companies in the world. Our strategic partnerships also include prominent system integration and 

managed security services firms worldwide.

Claroty has assembled an unprecedented executive team and attracted a premier interdisciplinary team of cybersecurity 

and industrial control system experts. We leveraged deep ICS knowledge and experience gained from industry and 

elite cyber units of the Israeli Defense Forces to design and build a platform for protecting your plants, processes and 

operations from cyber threats.

Claroty has very large-scale production deployments across six continents and nine industrial segments. With offices 

around the globe and an unmatched team, technology and partnerships, Claroty is the company that will be there to 

protect your critical industrial processes over the long-haul.

Claroty was conceived to secure the safety and reliability of industrial control networks that 

run the world from cyber-attacks. The Claroty Platform is an integrated set of cyber security 

products that provides extreme visibility, unmatched cyber threat detection, secure remote 

access, and risk assessments for industrial control networks (ICS/OT).

Copyright © 2018 ClarotyLtd. All rights reserved

About Claroty
Continuous Threat Detection

http://www.claroty.com
http:// contact@claroty.com
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https://blog.claroty.com/
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