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Securing the Digital Industrial Revolution
Protecting the Industrial Internet of Things from Cyber Attacks
The speed at which advanced technologies are integrating with critical infrastructure is rapidly outpacing the
adoption of industrial cybersecurity solutions. Our cities, electrical grids, and transportation systems are getting
“smarter” and more efficient, but this new-found connectedness and interoperability leaves them more vulnerable to
malicious exploitation and accidental disruption than ever before.
These vulnerabilities paired with politically, ideologically, and
financially motivated threats carry demonstrable economic and
kinetic consequences for countries, business, and individuals.
Over the last decade, according to the Wall Street Journal,
29 nations have established a centralized unit for conducting
offensive cyber operations. All of these factors, combined
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experts about the state of industrial
cybersecurity. This is what they said:
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is changing the way we

A Whole New Reality: IT, OT and IoT

design, build, and distribute

When industrial processes were first automated decades ago,
cybersecurity was not front of mind – and understandably so.

everything. Hyper-connecting industrial
systems, business networks, and the IoT will
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continue to unleash industry transforming
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collaboration, automation, and AI. Securing

sabotage or natural disasters, there were few threats to worry

increasingly connected industrial networks

about. In the absence of digital attack vectors, security was
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and protecting critical infrastructure from
cyber attacks is fundamental to this digital

Fast forward
to today when
PLCs and other
industrial control
systems (ICS)

industrial revolution.” - JUNE 2018
– Eric Schmidt, Founding Partner of
Innovation Endeavors and former
Executive Chairman of Alphabet

or operational
technologies (OT) – the purpose-built software and hardware that
automate the industrial world – are highly networked to optimize
efficiencies and facilitate data sharing enterprises and with third
parties. Indeed the Internet of Things (IoT) has penetrated the
industrial ecosystem across all sectors. Demand for real-time
analytics to ensure uptime and enable better decision-making
Claroty: The State of Industrial Cybersecurity 2018

1

has ushered in a whole new reality for manufacturing
companies and critical infrastructure operators – one
in information technology (IT), OT, and IoT devices are
converging to form a highly interoperable ecosystem
that hyper-connects the shop floor to the back office to
the cloud.

Systemic Risk
It’s no secret that digital technologies are vulnerable,
and ICS/OT devices are no exception. A day rarely
passes without news of a newly discovered ICS
bug or hardware flaw. But software and hardware
vulnerabilities are only a small component of a much
more systemic risk equation that is unique to ICS/OT
environments.
Whereas a corporate IT network has the luxury of
off-hours to conduct system maintenance and patch
vulnerabilities, manufacturing plants and critical
infrastructure facilities run around the clock. The
simple task of rebooting a workstation to update its

“Starting with my time at NSA and
continuing through my tenure at
U.S. Cyber Command and beyond,
I witnessed cyber-related threats to
industrial systems escalate. Risk to our
critical infrastructure and key industrial systems from
cyber-attacks has never been greater.” - JUNE 2018
– General (Ret.) Keith B. Alexander, former Director
of the National Security Agency and Commander of
U.S. Cyber Command, CEO of IronNet Cybersecurity
“Digital technologies are changing our
lives and economies. But failing to
protect the systems that connect and
control our homes, hospitals, factories,
power grids and infrastructures from
escalating cyber attacks could have devastating
consequences. The digital world needs baseline security,
to match the commonly accepted safety measures
we take for granted in the non-digital world. It will
take action from a broad alliance of companies and
governments to solve the problem.” - JUNE 2018
– Roland Busch, Chief Technology Officer and
member of the Managing Board of Siemens AG

software can bring operations to a costly or even
dangerous halt. In fact, most companies willfully trade
the risk of running systems with vulnerabilities for
maintaining uninterrupted uptime.
Also complicating vulnerability management for these
companies is the twenty-five year (and over) lifecycle
of most ICS/OT assets, which usually run proprietary
applications supported by legacy operating systems.
Upgrading this expensive hardware and software, en
mass and before it breaks, is simply cost prohibitive
for most organizations. But vulnerabilities are of little
consequence in the absence of credible threats.
Unfortunately, the last several years have borne

“While business systems continue
to remain at risk, threat actors are in
addition focusing attention on gaining
access to industrial automation systems
running the critical infrastructure that governments,
businesses and citizens rely on daily. Given their
strategic value in geopolitics we believe campaigns
targeting critical infrastructure will accelerate moving
forward - at Airbus we therefore are giving more and
more of our attention to securing these industrial
automation systems.” - JUNE 2018
- Dirk Hoke, CEO Airbus Defense and Space

witness to a marked increase in the rise of capable and
willing threats.
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Falling Barriers to Entry,
Expanding Attack Surface
Not long ago ICS/OT attack capabilities were the
exclusive property of a few well-resourced militaries
and foreign intelligence services, most of whom were
sufficiently deterred from deploying their tools by a
variety of economic and diplomatic factors. Thanks to
the proliferation of malicious code, ubiquitous access
to network intelligence, and the automation of cyber
delivery systems, the pool of actors capable of disrupting
industrial infrastructure has ballooned beyond a handful
of countries to include many more nation-states and
even non-state actors, the latter of whom are far less
easily deterred than their state counterparts.
These falling barriers to entry are most profound as it
relates to the first stage of the ICS Cyber Kill Chain –
specifically the reconnaissance, weaponization, and
targeting phases – which has always posed the highest
barriers to entry for any actor. As we observed with
the collateral effects of the NotPetya and WannaCry
ransomware campaigns, for example, the victims of

“Attacks on industrial control systems and
critical infrastructures are becoming more
frequent and increasingly sophisticated.
In addition to the ransomware attacks
that impacted operational systems around
the globe, recent attacks on safety systems are one
important indication that adversaries are looking to cause
damage to people and industrial assets.” - JUNE 2018
– Christophe Blassiau, Digital Security Senior Vice
President and Chief Information Security Officer
Schneider Electric
“Threat actors from around the globe
have the capability to penetrate
critical infrastructure - and some
have demonstrated the willingness to
cause disruption. In a domain where
cyber attacks can lead to physical consequences, it’s
imperative that we improve the security resiliency of OT
environments.” - JUNE 2018
- Charles Carmakal, Vice President, FireEye/Mandiant

these attacks are not always the targets. A seemingly
benign connection between a third-party IT asset and an
ICS/OT can result in malware metastasis on a massive
scale.

plants, critical infrastructure sites, data centers, and
even office and residential locations with building
management systems (BMS), attackers are leveraging

Furthermore, by virtue of its interoperability with other IT

this newly connected terrain to access heretofore

systems, the ICS/OT attack surface is expanding at an

hardened targets. This attack surface extends far

exponential pace. As more and more networked ICS/

beyond the confines of a single ICS/OT network – it

OT assets and other IoT devices populate manufacturing

is often globally dispersed and rife with multi-party

ICS Campaigns & Attacks
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interfaces. Each of these connections
constitute new, unmonitored threat vectors
that are ripe for exploitation.
Finally, ICS/OT assets, especially
those that run the world’s most critical
infrastructure, are prime targets for
politically and ideologically motivated actors seeking
to inflict maximum economic disruption or worse, life
threatening damage. The ability to hold another state’s
critical infrastructure at risk in the event of a geopolitical
contingency is an increasingly influential means of
military force projection.
It comes as no surprise, therefore, that earlier this
year the U.S. Department of Homeland Security and
the Federal Bureau of Investigation jointly announced
that the Russian government had “staged malware”
and “gained remote access into energy sector
networks”. Once they gained access, according to
the U.S. government, the actors, “conducted network
reconnaissance, moved laterally, and collected
information pertaining to Industrial Control Systems.”
The United Kingdom’s National Cyber Security Centre
(NCSC) also joined in the chorus. Another joint DHS
and FBI report followed shortly thereafter highlighting
North Korea’s “malicious cyber activity” – codenamed
HIDDEN COBRA – targeting, among other sectors, critical
infrastructure in the United States and globally. These
overt expressions of warning come after a string of
attacks in 2015 and 2016 against the Ukrainian power
grid.
All of these developments and trendlines are troubling
for operators and defenders of ICS/OT assets who are
already at an inherent disadvantage. The introduction of
new attack vectors places a premium on early detection
of ICS threats. Doing so, however, requires deep visibility
into a mostly invisible world.

High Trust, Zero Visibility
Unlike IT systems that respond to human-generated
commands and are therefore inherently unpredictable,
ICS/OT equipment is programmed to automatically

“Nation-states are more determined
and capable than ever to target critical
infrastructure. Protecting these assets
begins with gaining deep visibility into bad
actors’ activities on ICS networks.” - JUNE 2018
– Dan Ennis, former Director NSA National Threat 		
Operations Center, Head of Threat Intelligence and
Operations, BlueVoyant
“We are indeed experiencing a “perfect
storm” that has placed critical infrastructure
and other industrial control systems in the
crosshairs of adversaries. This is a global
issue and will, if unchecked, continue to
have an adverse economic impact and quite possibly a
kinetic impact affecting people and very expensive industrial
assets.” - JUNE 2018
– Dave DeWalt, Chairman of Claroty and former CEO of
FireEye and McAfee
“Protecting industrial control systems
is one of the most important sectors
in cybersecurity today. The threat has
progressed from a few serious but scattered
attacks over the last decade to billions
in losses as numerous industrial systems are impacted
by cyber attacks each year. The convergence of two
generational technologies, IT networks and industrial control
networks, that were never meant to connect is inevitable.
As we continue to build a world in which everything is
connected, the stakes only get higher.” - JUNE 2018
– Nadav Zafrir, Founder of Team8 and former 		
Commander of IDF Unit 8200
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respond to commands from other programmed

easily go unnoticed by an operator. In other cases, such

machines. These commands correlate with carefully

as a recent attack at a chemical plant, malicious cyber

curated, repeatable and therefore highly predictable

actors deployed a sophisticated malware framework

logic that controls the operations of industrial

to gain and maintain persistent access to an industrial

equipment. In the IT world, what might appear to be a

controller with the apparent goal of disabling automatic

suspicious anomaly is in many cases a human behaving

safety controls. This tactic was not dissimilar to the

in an unpredictable but perfectly innocuous fashion. In

2010 Stuxnet attack on Iranian centrifuges, which

the ICS/OT world, however, anomalies almost always

deceived the uranium enrichment facilities’ workers by

correlate with threat activity. False positives are few and

manipulating the data displayed on monitoring screens.

far between.

In this case, the operators were not alerted to a problem

A “set it and forget it” approach to industrial operations

until the attack had already manifested in kinetic form.

worked just fine when hackers lacked so many

Therefore, the most efficient and effective means of

opportunities to manipulate machine-to-machine

detecting ICS/OT threats is gaining deep visibility into

communications without an operator’s knowledge. The

ICS/OT network activity. It starts with understanding

last decade, however, has taught us that a high trust,

the normal behavior of each ICS/OT asset, to include

zero visibility culture yields systemic risks in today’s

the specific protocols, commands, configurations,

technological and threat landscape.

communication flows, and other identifying

Detecting ICS/OT Threats

characteristics of the devices. In the absence of human
intervention or machine learning applications, these

While each ICS/OT attack possesses unique

attributes will remain unchanged. If, on the other hand,

characteristics, they all share one common attribute:

a new configuration is randomly downloaded to a PLC

the attacker must access, directly or indirectly, at least

or a workstation that is only authorized to communicate

one ICS/OT asset and manipulate its logic. Often times

with one device begins communicating with another

attackers do so without the use of a sophisticated exploit

device, then the likelihood of an intrusion is high. In

or any malware whatsoever. Once they gain access to

this context, these subtle deviations represent critical

an ICS/OT device, they issue native commands that can

indicators of compromise.

Flipping the Paradigm
The technological, business, and geopolitical developments of
the last decade have compelled the owners and operators of
the world’s critical infrastructure to fundamentally recalibrate
how they think about risks to their operations, reputations, and
bottom lines. Once virtually sheltered from cyber threats, ICS/
OT assets are now an accessible and valued target for politically
and ideologically motivated actors capable of disrupting industrial
operations and even damaging infrastructure. Indeed one thing
is certain about the future: our society will be far more connected and interoperable than it is today. The only
remaining question is, will it be more secure? Answering “yes” to this question starts with flipping the paradigm of
today’s digital industrial ecosystem, one that is far more visible to attackers than the people who own it, operate it,
and are charged with defending it.
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