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Want more cyber?
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| am a spyware software developer.
Your account has been hacked by me in the summer of 2019.

The hacking was carried out using a hardware vulnerability through which you went online (Cisco router, vulnerability CVE-2019-12643),

I'went around the security system In the router, installed an exploit there.
When you went online, my exploit downloaded my malicious code (rootkit) to your device,
This is driver saftware, | constantly updated it, so your antivirus |s silent all time.

Since then | have been following you (| can connect to your device via the VNC protocol).
That is, | can see absolutely everything that you do, view and download your files and any data to yourself.
| also have access to the camera on your device, and | periodically take photos and videos with you,

At the moment, | have harvested a solid dirt... on YOu..,
S m | I saved all your emall and chats from your messangers. | also saved the entire history of the sites you visit.
O p e | note that it is useless to change the passwords, My makware update passwords from your accounts every times,
I know what you like hard funs (adult sites).
rO I I S O I I I W O < ! Oh, yes .. I'm know your secret life, which you are hiding from everyone.
Oh my God, what are your like.., | saw THIS ... Oh, you dirty naughty person ... ;)

°
e m O I | | took photos and videos of your most passionate funs with adult content, and synchronized them in real time with the image of your camera.
Beligve It turned out very high quality!

5, to the busingss!
I'm sure you don't warit to show these files and visiting history to all your contacts.

Transfer $583 to my Bitcoin cryptocurrency wallet: 1CDKLgabxUnAwP gt dOyas7Eat2ICE
Just copy and paste the wallet number when transferring,
If o dir riot kel Nt do thits - ask Goagle,

My system autematically recognizes the translation.

A3 4a0n a5 the specified amount 8 receved, all your data will be destroyed from my servér, and thie rootkit will be automatically removed fram your syitem.

D ot warry, | really will delate everything, since | am ‘warking” with many people wha have fallen into your position.

¥ou will only have to inform yaur provider abaut the vulnerabilities in the router 5o that other hackers will nat use it,

Since opening this ketter you have 43 hours,

If funds nat will be received, after the specified time has elapsed, the disk of your device will be formatted, and from my server will automatically send email and sms to
3||'|\‘.'!.Ir :nmﬁs-mthcamprnmismg material.

P.5. Do nat try to contact me (this is impaossible, sender's address was randomly generated).

| advise you to remaln prudent and not engage in nonsense (all files an my server),

Good luck!




Resource Links

Ransomware in the News
https://statescoop.com/tag/ransomware/

FTC Protecting Small Business
https://www.ftc.gov/tips-advice/business-center/small-businesses

https://www.ftc.gov/tips-advice/business-center/privacy-and-
security/data-security

Choosing an IT Provider

https://www.independentagent.com/ACT/Site Assets/Pages/plan
ning/SecurityPrivacy/Cyberguide?2/18ACT CvyberGuide? FINAL.p
df
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Leading the way to smarter
and more efficient
risk and insurance communities.

Advisen delivers:

the right information into
the right hands at

the right time

to power performance.

About Advisen Lid.

Adyvisen is the leading provider of data, media, and technology solutions for the commercial property and casualty insurance
market. Advisen's proprietary data sets and applications focus on large, specialty risks. Through Web Connectivity Ltd., Advisen
provides messaging services, business consulting, and technical solutions fo streamline and automate insurance fransactions.
Advisen connects a community of more than 200,000 professionals through daily newsletters, conferences, and webinars. The
company was founded in 2000 and is headquartered in New York City, with offices in the US and the UK.

+1 (212) 897-4800 | info@advisen.com | www.advisenltd.com



	Slide Number 1
	Slide Number 2
	Slide Number 3
	Want more cyber? 
	Book your 2020 Travel!�
	Today’s Moderator
	Today’s Panelists
	Detect and Prevent Ransomware
	Typical steps in a ransomware attack
	What does ransomware look like?
	Sample ransomware email
	Resource Links	
	Cyber for Small Businesses: �Coverage, Misconceptions, and Common Threats 
	Thank you, panelists!
	Slide Number 15
	Slide Number 16
	Slide Number 17

