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The OWASP Web site has detailed information about what changed from
2013 to 2017, better to use it as reference than what I could tell you.
Instead, I’d rather examine the big picture.

My perspective may be a little unique, considering I’ve had a long career
working with the Web since the very beginning, and seized an opportunity to
pivot into Information Security.
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WHERE I’VE WORKED, WHAT I’VE LEARNED

“PORT 80 AND 443 ARE THE BIGGEST
VULNERABILITIES EVER”
-ME

Relatively speaking, I may have much less professional exposure than some
of you. But the interesting thing I’ve learned about Web Application Security
is that the problems are occurring with the fundamentals. That often the
problems are being created by developers who are practicing in the field for
less time than I’ve even been in Cyber.

My career has spanned working for many companies, large and small, in
many different industries. I’ve learned different things from each. But they all
have something in common…

Port 80 and 443 are the biggest vulnerabilities ever!
Think about it: we harden our networks to keep everyone out, but lower the
drawbridge to HTTP requests which in the beginning just retrieved
information. But now those requests execute real business functionality, and
if flawed, allow arbitrary commands to execute inside. Completely bypassing
all the walls that were constructed.
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Changes frequently (Agile, DevOps, etc)

Before we go to far, let’s agree on some terminology.
“Property” is what I call the hostname+domain. You could also call it the
Web site, but that is a common term which may mean different things to
different people. “Property” is specific; it is something you own and want to
defend.
The “Server” is the computer underneath, answering those 80/443 requests.
Whether this server is physical hardware or virtualized machines, the best
way to think of it is an IP address.
The “Application” is another loaded term. Here, it represents the bundle of
code that lives on the server and responds to a part of the property.
At Zurich, our Vulnerability Management team oversees patching of the
servers.
Our Cyber Application Security team is mostly concerns with protecting the
properties and the applications residing under them. Securing applications is
challenging, because most companies focus on building functionality first as
fast as possible, and security is just automatically assumed.

Functionality foremost, security afterthought
Problems found in production
“Verify” SDLC vs. Cyber “Protect”

“A list of the 10
Most Critical
Web Application
Security Risks”

https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project

Are you familiar with the OWASP Top 10? It’s very interesting, because it
calls out the top RISKS. From what I’ve learned in my short infosec career, a
risk is a very meaningful term to a business, and thus it’s not just limited to
technical flaws. That is why I liked the direction the RC1 candidate went with
the new A7, which is why I want to talk about that here.

Here is the full list from the RC1. Notice A7 and A10. Before this was even
released, Zurich’s application security program was focused on standing up
an adequate “first line of defense” just like A7 suggests, and I personally
believe that A10 will yield huge breaches in the future, because Web Services
are all signal (vs. noise)…it will be difficult to identify breaches and and data
leakage there.
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The OWASP Top 10 document even has direct guidance for Developers in
your organization…

For Testers too…

And even your Organization as a whole.

So let’s step back from the specifics of 2017 and look at what the OWASP
Top 10 has meant over the years.

THE BIG PICTURE

OWASP comparison over the years
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The blue squares are the common risks from revision to revision.
(I didn’t include 2003 because it was too raw…2004 was significantly
matured.)
The yellow squares are more of the “one-off” risks.
See the pattern? It means the fundamentals aren’t changing. Most of a
company’s risk is going to come from the same stuff year after year. So focus
on the fundamentals.
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This was a headline from the news, and my friends on Facebook criticized it
incessantly, thinking the CEO was just finding a scapegoat. I know better,
because I’ve seen how corporations actually do have usually one person in
charge of patching one kind of technology. It doesn’t matter if Equifax had
450 infosec professionals; there was probably one guy in charge of one
system who didn’t follow the memo to update his Struts instance.

FROM 2017-RC1
R.I.P.

Going back to 2017-RC1 A7, I do believe “insufficient attack protection” is a
legitimate business risk, and being able to detect/prevent attacks is a
fundamental capability that modern Web applications need in front of them.
From a Cyber standpoint, it is simply a measure of control that an
organization needs above the application functionality itself, just in case.

Read each one of these boxes. Outside of your code, regardless of
vulnerabilities, why WOULDN’T you want to be able to defend against
attacks this way?

Again, OWASP Top 10 attempts to warn us against the top Risks.
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Getting constantly attacked by killer robots and zombies is risky!
It’s only a matter of time before they find a soft spot in the fence and pile
through.

The official 2017 OWASP Top 10 changed to include this risk: “insufficient
logging & monitoring”.
To me, this is too passive. If you’re designing a security solution that focuses
on logging, you’re already admitting you don’t need to deal with threats in
real-time. I don’t know how that is justifiable in 2017.

THE NEED FOR APP INTEL
1. How big the perimeter is (constantly discovering new sections)
2. What constitutes the perimeter (brick wall vs chain link fence)
3. Where are the weak spots

WHAT CHANGED IN 2017?
IN MY OPINION…
•

Awareness of the problem, no longer out of sight out of mind.

•

Appreciation of the complexity of application security.

•

Acknowledgement that the next breach will be Web-based.

•

Admission that we are all playing from behind and outnumbered.

•

…?

What often goes unsaid until it is too late is a lack of accurate information
about how much is exposed to the Web. How many Web sites does the
company operate? Are there up-to-date records of what technologies are
used? Is it known how often it changes? These answers are needed every
single time a new vulnerability is discovered in a common library or
framework.

So in the big picture, what changed in 2017? In my opinion: Awareness,
Appreciation, Acknowledgement, and Admission.
You can probably think of your own “A” word to complement this list too.

