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THE WORLD HAS A PASSWORD PROBLEM




~

THE WORLD HAS A PASSWORD PROBLEM nao
81% i
Data breaches in 635% 1 093
\ZNO;:kth;etf?Jlilelq Increase in phishing )
stoler’m passwo;'ds1 attacks over the Breachgs in 2016,
number of attacks a 40% increase
recorded in 20152 over 20153

CLUMSY | HARD TO REMEMBER | NEED TO BE CHANGED ALL THE TIME

Verizon 2017 Data Breach Report |2Anti-Phishing Working Group | 3ldentity Theft Resource Center 2016
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ATTACKS AGAINST SMS OTPS ON THE RISE 1.0

SS7 routing protocol vulnerability let
thieves drain 2FA-protected bank

accounts .
@ technica
Two-factor security is so broken, now

NSECURITY NEWS THIS WEEK: hackers can drain bank accounts
OH GOOD, HACRERS BEAT TWO-
FACTOR TO ROB BANK

AGCOENTS “Whenever possible, people should also avoid using text
messages to receive one-time passwords. Instead, they should

rely on cryptographically based security keys as a second

m I m E m authentication factor”
Ars Technica, April 2017



THE WORLD HAS A “SHARED SECRETS” PROBLEM




7
™
-
O
>
=
L)
Z




Let’s Agree on Some Things.

NATIONAL STRATEGY FOR
TRUSTED IDENTITIES
IN CYBERSPACE

Enhancing Online Choice, Efficiency,
Security, and Privacy
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NATIONAL STRATEGY FOR
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A MODEL THAT TAKES ADVANTAGE OF
COMMODITIZED SECURE HARDWARE

» Secure, hardware-based isolated execution environments (TPM/TEE/SE) —
capable of generating, securing and applying cryptographic keys

» Multiple biometric sensors (finger/face/iris/voice)

e Other sensors and capabilities




|

®

O

[liance

@) 0]®

O ||DO) || || 9¢

=

Flexible authentication spanning a
myriad of service providers



FIDO U2F (Second Factor Experience)

. Password

______________

User Presence

R R g FIDO Server




FIDO UAF (Passwordless Experience)

P i e N
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: @ FIDO
uthenticator

________________________________

_______________

ﬁ i = FIDO Server
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EXPERIENCES ADDRESS ARRAY OF USE CASES elalliang
FIDO standards provide support for user-friendly, privacy-aware
user experiences across platforms to meet varying requirements
» Biometrics authn via mobile device + External token to PC (USB, BLE)
« Biometric authn via PC + External token to mobile device (NFC/BLE)
« Biometrics authn to PC via mobile device « Embedded second factor on PC
| O] P 3| (¥ |T| |0




~ o

PASSWORDLESS AUTHENTICATION TO MOBILE APPLICATIONS USING BUILT-IN |
AUTHENTICATORS a
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PASSWORDLESS AUTHENTICATION TO WEB APPLICATIONS/

PLATFORMS ON A PC USING BUILT-IN AUTHENTICATORS
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PASSWORDLESS AUTHENTICATION TO WEB APPLICATIONS/PLATFORMS ON A PC |
USING EXTERNAL AUTHENTICATOR a
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SECOND FACTOR AUTHENTICATION TO WEB APPLICATIONS/

PLATFORMS ON A PC USING EXTERNAL AUTHENTICATOR

USERNAME: BRETTM
PASSWORD: ********
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SECOND FACTOR AUTHENTICATION TO MOBILE APPLICATIONS USING EXTERNAL |
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USERNAME:
BRETTM
PASSWORD:
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USERNAME: BRETTM
PASSWORD: ******+*

o

| New Device!
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SECOND FACTOR AUTHENTICATION TO WEB APPLICATIONS ON A PC USING BUILT- |
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Who is driving FIDO?



Who is driving FIDO? ©

Go gle =% Microsoft



Who is driving FIDO? 4

[liance

Bankof America

= o

mf Microsoft

Google ING &

r

V)
a

C
wn
2



|

Who is driving FIDO?

O

[liance

Bankof America

=

‘ 2% Microsoft
a rcar

Google

&

tar
>
=



|

Who is driving FIDO?

O

[liance

€L

_ BankofAmerica
y AIVIERICAN /\\
Alibaba Group ~ //
. 2% Microsoft

mastercard

Google

P PayPal

VISA

N

%
AA@

Cc
wn



Who is driving FIDO? -

1
alliance
o Bankofﬂmerica
aetna Alilﬁroup %ESS ////
Go g|€ . % Microsoft
P PayPal

N\

%

Sy VISA



Who is driving FIDO? o

[liance

= Bankof America
a, AMERICAN e
a’etna Allbaba Group EXPRESS ////

. % Microsoft

mastercard

Google

décomo P PayPal

VISA

r

V).
2 ull

Cc
wn



Who is driving FIDO? -

1
alliance
e Bankof\imerica
aetna Alilﬁroup éess ////
Google qd BE Microsoft
décomo P PayPal
Phinsuncg Y% VISA

C
wn
=



Who is driving FIDO? o

[liance

o Bank ofimerica
aetna Alit%roup % ARM ////

(intel)'
‘ a8 Microsoft

mastercard

Google  (infineon

décomo X P PayPal  QUALCOMWM

Pisuug % VISA



Who is driving FIDO? o

[liance

Bankof America

aetna Alit%roup % ARM o}/ @ Bccard

iy

Crucial e Daon gigg ) v,vf EITIAN

Google (infineon ING

Nok Nok décomo Y4 @oberthur B paypal  QuaLcomm

LABS HHHHHHHHHHH

RSA & [@omaic ¥\ o vascor  VISA

(intel)  gemalto’
FINGERPRINTS SEEUTIAY 1D D EE
‘ a8 Microsoft

mastercard




Who is driving FIDO? fdo
alliance

aetna . Igﬁroup % ARM Bank/o,f\};:rica @ BCcard
cruciatre Daon @gis  FEITIAN (intel)  gemalto’

FINGERPRINTS

Lenovo. ‘ a8 Microsoft

mastercard

Google (infineon ING

Nok Mok docomo N @%‘é’ﬁ'&o‘?jh‘{ P PayPal  QUALCOMWW
RSA B Bsrmwis ¥ o vascos  VISA

+ SPONSOR MEMBERS + ASSOCIATE MEMBERS + LIAISON MEMBERS



360+ FIDO® CERTIFIED PRODUCTS

v An open competitive market
v Ensures interoperability
v Sign of mature FIDO ecosystem
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FIDO CROSS-PLATFORM SUPPORT 1.0
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FIDO IMPACT ON POLICY
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As technology evolves,
policy needs to evolve with it.



FIDO IS IMPACTING HOW GOVERNMENTS THINK

ABOUT AUTHENTICATION

HM Government

» Pri

NATIONAL CYBER SECURITY :
STRATEGY 2016-2021
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[lianc

orities:

Ensuring that future online products and services
coming into use are “secure by default”

Empowering consumers to “choose products and
services that have built-in security as a default
setting.”

“[We will] invest in technologies like Trusted Platform
odules (TPM) and emerging’industry standards such as
Fast IDentity Online fFI 0), which do not rely on
passwords for user authentication, but use the machine
and other devices in the user’s possession to authenticate.

The Government will test innovative authentication
mechanisms to demonstrate what they can offer, both in

. . )

terms of security and overall user experience.’
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FIDO IS IMPACTING HOW GOVERNMENTS THINK
ABOUT AUTHENTICATION
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U.S. Commission on Enhancing

National Cybersecurity: T

» Bipartisan commission established by
the White House in Apr1l _ Charged An ambitious but important goal for
with crafting recommendations for the thewext administraticn ghould be to

see no major breaches by 2021 in

next President

. Major focus on Authentication which identity—especially the use of

passwords—is the primary vector of
attack.

U.S. COMMISSION ON ENHANCING
NATIONAL CYBERSECURITY




US COMMISSION ON ENHANCING NATIONAL r (o)

CYBERSECURITY

COMMISSION ON ENHANCING
NATIONAL CYBERSECURITY

DECEMBER 1, 2016

REPORT ON SECURING AND
GROWING THE DIGITAL ECONOMY
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“Other important work that must be undertaken to overcome
identity authentication challenges includes the development
of open-source standards and specifications like those
developed by the Fast IDentity Online (FIDO) Alliance. FIDO
specifications are focused largely on the mobile smartphone
platform to deliver multifactor authentication to the masses,
all based on industry standard public key cryptography.

Windows 10 has deployed FIDO specifications (known as
Windows Hello), and numerous financial institutions have
adopted FIDO for consumer banking. Today, organizations
complying with FIDO specifications are able to deliver secure
authentication technology on a wide range of devices,
including mobile phones, USB keys, and near-field
communications (NFC) and Bluetooth low energy (BLE) devices
and wearables.

This work, other standards activities, and new tools that
support continuous authentication provide a strong foundation
for opt-in identity management for the digital
infrastructure.”



TECHNOLOGY IS NOW MATURE ENOUGH TO ENABLE TWO SECURE, DISTINCT

AUTHN FACTORS IN A SINGLE DEVICE

(]

Article 9
Independence of the elements

Payment service providers shall ensure that the use of the elements of strong
customer authentication referred to in Articles 6, 7 and 8 shall be subject to
measures in terms of technology. algorithms and parameters. which ensure that the
breach of one of the elements does not compromise the reliability of the other
elements.

Where any of the elements of strong customer authentication or the authentication
code is used through a multi-purpose device including mobile phones and tablets.
payment service providers shall adopt security measures to mitigate the risk
resulting from the multi-purpose device being compromised.

For the purposes of paragraph 2. the mitigating measures shall include each of the
following:

(a) the use of separated secure execution environments through the software
mnstalled inside the multi-purpose device:

(b) mechanisms to ensure that the software or device has not been altered by the
payer or by a third party or mechanisms to mitigate the consequences of such
alteration where this has taken place.
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FIAL REPORT ON DRAFT RTS ON SCA AND CSC EL m

EBA/RTS/2017/02
23 February 2017

Final Report

Draft Regulatory Technical Standards

on Strong Customer Authentication and common and secure
communication under Article 98 of Directive 2015/2366 (PSD2)
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TECHNOLOGY IS NOW MATURE ENOUGH TO ENABLE TWO SECURE, DISTINCT |
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NIST Special Publication 800-63B

Digital Identity Guidelines

Authentication and Lifecycle Management

Ray A. Perlner
Andrew R. Regenscheid
William E. Burr

AN
Justin P. Richer
Privacy Authors:

Naomi B. Lefkovitz
Jamie M. Danker

[
@ -
Usability Authors:
Yee-Yin Choong

Kristen K. Greene

SP 800-63-3 SP 800-63A SP 800-63B SP 800-63C Mary F. Thofanos

Digital Identity Guidelines Enroliment & Identity Proofing Authentication & Lifecycle Mar it Federation & Assertions
This publication is available free of charge from:
https://doi.org/10.6028/NIST.SP.800-63b

FIDO recognized at the highest L ";“'":':fls";:.,s
Authenticator Assurance Level & O o o
(AAL3) by NIST



NCCoE for First Responder Mobile SSO

. FirstNet

\\

NOLLdOS30 130 ¥d

MOBILE
APPLICATION
SINGLE SIGN-ON

For Public Safety and First Responders

Paul Grassi
NIST Applied Cybersecurity Division

William Fisher
NIST Nati Cyb ity Center of Excell

FINAL DRAFT
November 2016
PSFR-NCCoE®nist zov
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