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2017 OWASP

TOP 10

The OWASP Web site has detailed information about what changed from
HTTPS://WWW.OWASP.ORG/INDEX.PHP/TOP_10-2017_RELEASE_NOTES
Se— —_— 2013 to 2017, better to use it as reference than what | could tell you.
= Instead, I’d rather examine the big picture.

My perspective may be a little unique, considering I've had a long career

e working with the Web since the very beginning, and seized an opportunity to
AR e pivot into Information Security.

Pivoted to Information Security in 2014

Focus on Cyber Application Security

ZURICH'




20 years 3.5 years
Web Cyber

Relatively speaking, | may have much less professional exposure than some
of you. But the interesting thing I've learned about Web Application Security
is that the problems are occurring with the fundamentals. That often the
problems are being created by developers who are practicing in the field for
less time than I’ve even been in Cyber.

WHERE I'VE WORKED, WHAT I’VE LEARNED
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My career has spanned working for many companies, large and small, in
many different industries. I’'ve learned different things from each. But they all
have something in common...

“PORT 80 AND 443 ARE THE BIGGEST
VULNERABILITIES EVER”

-ME

Port 80 and 443 are the biggest vulnerabilities ever!

Think about it: we harden our networks to keep everyone out, but lower the
drawbridge to HTTP requests which in the beginning just retrieved
information. But now those requests execute real business functionality, and
if flawed, allow arbitrary commands to execute inside. Completely bypassing
all the walls that were constructed.



WEB SITE
“PROPERTY”
WWW.DOMAIN.COM

WEB SERVER 'WEB APPLICATION
“OPERATING SYSTEM” “CODE”
WINDOWS /PATH/

Before we go to far, let’s agree on some terminology.

“Property” is what | call the hostname+domain. You could also call it the
Web site, but that is a common term which may mean different things to
different people. “Property” is specific; it is something you own and want to
defend.

The “Server” is the computer underneath, answering those 80/443 requests.
Whether this server is physical hardware or virtualized machines, the best
way to think of it is an IP address.

The “Application” is another loaded term. Here, it represents the bundle of
code that lives on the server and responds to a part of the property.

WEB APPLICATION

“CODE"
/PATH/

Changes frequently (Agile, DevOps, etc)
Functionality foremost, security afterthought
Problems found in production

“Verify” SDLC vs. Cyber “Protect”

At Zurich, our Vulnerability Management team oversees patching of the
servers.

Our Cyber Application Security team is mostly concerns with protecting the
properties and the applications residing under them. Securing applications is
challenging, because most companies focus on building functionality first as
fast as possible, and security is just automatically assumed.

“A list of the 10
Most Ceritical
-, /. Web Application

5 Security Risks”

rel/.,ease

https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project

Are you familiar with the OWASP Top 10? It’s very interesting, because it
calls out the top RISKS. From what I’ve learned in my short infosec career, a
risk is a very meaningful term to a business, and thus it’s not just limited to
technical flaws. That is why | liked the direction the RC1 candidate went with
the new A7, which is why | want to talk about that here.



OWASP Top 10 Application Here is the full list from the RC1. Notice A7 and A10. Before this was even
Security Risks —2017

T released, Zurich’s application security program was focused on standing up

A2 Broken

b e an adequate “first line of defense” just like A7 suggests, and | personally

Management

SEE, = believe that A10 will yield huge breaches in the future, because Web Services
are all signal (vs. noise)...it will be difficult to identify breaches and and data
leakage there.
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Injection
Miack g eennns ‘ Securlty gy uuunckeg Technical . ). g Busines
O * vecors 1 * .J Weskness ¢ 2 Cmpecs TUPTT impacts
Agents -
Prevalence Detectability Application /
Application Specific COMMON AVERAGE Business Specific
Consider anyone |Attackers send Injection flaws cccur when an application Jinjection can result | Consider the
who can send simple text-based sends untrusted data to an interpreter. in data loss or business value of
untrusted datato | attacks that exploit |injection flzws are very prevalent, corruption, lackof | the affected data
the system, the syntax of the particularly in legacy code. They are often Jaccountability, or and the platform
including external targeted found in SQL, LDAP, XPath, or NoSQL denial of access. running the
users, business interpreter. Almost | queries; OS commands; XML parsers, Injection can Interpreter. All data
partners, other any source of data | SMTP Headers, expression languages, etc. |sometimes leadto | could be stolen,
systems, internal | can be an injection | injection flaws are easy to discover when | complete host modified, or
users, and vector, including examining code, but frequently hard to takeover. deleted. Could your
2dministrators. internal sources, | discover via testing, Scanners and fuzzers reputation be
can help attackers find injection flaws.
Example Attack Scenarios
A necion

Included for reference.

Broken Authentication and
Session Management
Attack [ Security Techs Business
wenshep O gfeenenn o o YUY gesenane . nical g uufl e
S * Vectors 1 ® I Weskness § P mpees T[T mpscs
Agents gt
Exploitability Prevalence Detectability Application /
Applicati £
cation Specific | 4yepage COMMON AVERAGE Business Specific
Consider (Attackers use leaks ‘requently buld custom Such flawsmay | Consider the
anonymous or flaws in the d session or even
external attackers, |authenticationor  |schemes, but building these correctlyis | all accounts tobe | the affected data
25 well 35 session hard. As a result, these custom schemes  |attacked. Once | and application
3 frequenty have fiaws inareassuchas  [successful the  |functions.
who may astempt [functions (e:g.,  |logout, create account, change password, fattackercando | G
tosteal accounts | exposed accounts, | forgot password, timeouts, remember anything the victim | 1 Iso conskler the "
from others. Also | passwords, session | me, secret question, account update, etc. |could do. Privileged “;“"255 impact "f
consider insiders | IDs) to temporarily | Finding such flaws can sometimes be accounts are Lew ‘f"“":“‘” of
wanting to disguise | or permanently difficult, as each implementation is. frequently targeted, | the vulneradility.
their actions. impersonate users. Junique.
Example Attack Scenarios
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Cross-Site Scripting (XSS)

Application Specific

Consider anyone
who can sen
untrusted data to
the system,
including external
users, business.
partners, other
systems, internal

administrators.

Attack [ Business
Vectors [ o ® impacts
Exploitability Detectability Impact Application /
AVERAGE AVERAGE MODERATE Business Specific
Attackers send text- | XS5 flaws occur when an application Attackers can Consider the
based attack scripts | updates 2 web page with attacker execute scriptsina | business value of
that exploit the | controlied data without proerly escaping Jvictim’s browser to | the affected system
preter in the or using a safe JavaScript APL. | hijack user sessions, | and allthe data it
browser. Amost | There are two primary categories oSS | deface wepsies, [ processes.
any source of data | flaws: (1) Stored, and [2) Refiected, and  Jinsert hostile A dec th
canbeanattack  feach of these can occur on (a) the Server | content, redirect s consicer the
vector, including | or (b) on the Client. Detection of most users, hijac; business impact of
internal sources Server XSS flaws is fairly easy via testing or fuser’s browser public exposure of
such as datafrom | code analysis. Client XS5 can be very using malware, etc. | 1€ vuinerasity.
the database. difficult to identify.

Example Attack Scenari
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Included for reference.

Broken Access Control

Application Specific

Consider the types
of authorized users

Security v Technical Business
Weakness * Impacts 1 ® impacts

Impact Application /

MODERATE Business Specific

(Attackers, who are | For data, applications and APls frequently | Such flaws can Consider the
authorized users, | use the actual name or key of an object 2lith
simply changea | when generating web pages. For

users restricted to | parameter value to | functions, URLs and that bl and
certain functions | another resource | frequently easy to guess. Applications and | Unless references | derth
and data? Are they aren't APIs don't always verify the user is are unpredictable, | 115C <onser e
for.lIs  Jauthorized for the target resource. This  Jor access control is “z‘,"“’ impact "i
users allowed access to this results in an access control flaw. Testers [ enforced, dataand | Public exposure of
access to any functionality or data | can easily manipulate parameters to can be
functionalityor | granted? detect such flaws. Code analysis quickly | stolen, or abused.
shows whether authorization is correct.
Example Attack Scenario
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Security Misconfiguration
Atack — Business
Vectors 1® P mpees T[T mpscs
Impact Application /
Application Specific MODERATE Business Specific
Consider | Attackers access Security misconfiguration can happen at I Such flaws The system could
anonymous default accounts, any level of an application stack, including | frequently give be completely
external attackers  |unused pages, the platform, web server, application attackers compromised
as well as unpatched flaws, server, database, frameworks, and you
fles | code. Developers and system 0 some system knowing it. All of
that may attempt d di , etc. eed to work together to | data or your data could be
compromise the o gain ensure that the entire stack is configured | functionality. stolen or modified
system. Also unauthorized access | properly. Automated scanners are useful | Occasionally, such | slowly over time.
consider insiders to or knowledge of | for detecting missing patches, flaws result in a R
wanting to disguise ystem. use of default complete system ";;V:'V costs
their actions. accounts, unnecessary services, etc. compromise. could be expensive.
Example Attack Scenarios
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Sensitive Data Exposure

Artack
Thesat” vetors 1%
Agents
Exploitability Prevalence Detectability
Application Specific DIFFICULT UNCOMMON AVERAGE

Consider who can
gain access to your
sensitive data and

di

Attackers typically
don't break crypto

rectly. They break

The most common flaw is simply not
encrypting sensitive ata. When cryptois
employed, weak key generation and

¥ ps of that
data. This includes
the data at rest, in
transit, and even in
your customers’
browsers. Include
both external and
internal threats.

st

in

such as steal keys,
| do ma
middle attacks, or

n-in-the-

teal clear text data

off the server, while

transit, or from

the user’s browser.

nd wesk sigorithm usage
is common, particulariy weak p

hashing techniques. Browser Fesknesses
are very common and easy to detect, but
hard to exploit on a large scale. External
attackers have difficulty detecting server
side flaws due to limited access and they
are aiso usually hard to exploit.

Failure frequently
compromises all
data that should
have been imy
protected. Typically, | reputation. What is
this information

includes sensitive | this datais
data such as health | exposed? Also
ecords, credentials, | consider the

personal data,
credit cards, etc.

Application /
Business Specifi
Consider the

business value of
the lost data and

your legal lability If

damage to your
reputation.
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A7

Insufficient Attack Protection

application detect
and respond to
both manual and
automated attacks?

detect the attack?
How does
respond? Can it
thwart attacks

it

ainst known
vulnerabilities?

compromised user probing or exploiting
Det

Security v Technical Business
feaknn 2 mpscs TUPTT mpacts
Prevalence Detectability Impact Application /
Application Specific COMMON AVERAGE MODERATE Business Specific
Consider anyone | Attackers, known | Applications and APis are attacked all the | Most successful | Consider the impact
with network access fusers or time. Most applications and APIs detect | attacks start with | of insuffcient attack
can send your 2nonymous, send in finvalid input, but simply reject t, letting | vuinerability protection on the
application 2 attacks. Doesthe | the attacker attack again and again. Such | probing. Allowing | business. Successful
t. Does your Pl malicious or such probes to attacks may not be

continue can raise

prevented, go
for

both manual and automated attacks, is

one of the most effective ways to increase

3 uickly can you patch a
critical vulnerability you just discovered?

successful exploit to flong periods of
100%.
deploying patches
aids attackers.

Not quickly [ time, and expand
far beyond their

initial footprint.

Example Attack Scenarios
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Cross-Site Request Forgery
(CSRF)

who can loa
content into your
users’ browsers,
and thus force them
to submit a request

requests and trick
victim into

submitting them via
image tags, fframes,

Atack
Vectors |
‘Exploitabilty prevalence
Application Specific | =y epnce UNCOMMON
Consider anyone | Attackers create | CORF takes advantage of the fact that

most web apps allow attackers to predict

all the details of a particular action.

Because browsers send credentials like
session cookies automatically, attackers
can create malicious web pages which

Business
. Impacts.

Application /
Business Specific

Attackers can trick | Consider the
victims into

performing any
state changing application
operation the victim | functions. Imagine
is authorized to

usiness value of
the affected data or

not being sure if

toyour website, | XSS, or various (eg., users intended to
Including any other techniques. If |Be)er ;‘ufls,:gf;,’e’f,:‘,‘:f;:;'l‘m‘;e nes. |updatingaccount | cake these actions.
website or other | the user is detalls, making
HIML feed that the CSRE flaws s fairly purchases, Consider "‘"“a’;‘““
your users visit. 3 testing or code analvsm medifying data). to your reputation.
Example Attack Scenario
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Using Components with Known
Vulnerabilities

framework libraries) | through scanning or
can be identified | manual analysis.
2nd exploited with | They customize the
automated tools, | exploit as needed
expanding the 2nd execute the
threat agent pool | attack. It gets more

and libraries are up to date. In some

the components they are using, never
mind their versions. Component
dependencies make things even worse

don't focus on ensuring their components

cases, the developers don't even know all

possible, including
injection, broken
access control, XSS,
etc. The impact
could range from
minimal to

Attack | Security o Technical gu.f.q Bushess
Vectors [ Weakness Impacts impacts
Exploitability Prevalence Detectability Impact Application /
Applcation Specific AVERAGE COMMON AVERAGE MODERATE Business Specific
Some vulnerable | Attackers identify a | Many applications and APls have these | The full range of | Consider what each
components (eg., | weak component  |issues because their development teams | wezknesses is vulnerabllity might

mean for the
business controlled
by the affected
application. It could
be trivial o it could
mezn complete

beyond targeted | difficuitif the used | Tools are becoming commonly available | complete host compromise.
attackers to include | component s deep |0 help detect components with known | takeover and data
chaotic actors. in the application. | vulnerabilties. compromise.

Example Attack Scenarios
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Underprotected APIs

Security e Technical Business
akn 2 mpscs TUPTT mpacts
‘Exploitability Prevalence Detectability Impact. Application /
Application Specific | * “ayepage COMMON DIFFICULT MODERATE | Business specific

Consider anyone | Attackers can
with the abilityto | reverse enginee
send requeststo | APIs by examining
your APls. Client
software iseasily | simply monitoring

Modern web applications and APls are

The full range of
negative outcomes

reverse

Sor
easily intercepted, | vulnerabilities can
so obscurityisno | be automatically

defense for APIs. | discovered, others

(browser, mobile, desktop) that connect  Jis possible,
client code, or to backend APIs (XML, JSON, RPC, GWT, including data theft,
custom). APIs (microservices, services, corruption, an
the full
range of attacks. dynamic access
and sometimes even static tools don’t to the entire

work well on APls, and they can be
difficult to analyze manuzlly, so these

application; and
complete host
keover.

Consider the impact
of an APl attack on
the business. Does
the API access
critical data or

nctions? Many
APIs are mission
critical, so also
consider the impact
of denial of service
attacks.

only by experts. vulnerabilties are often undiscovered.  |takeover.
Example Attack Scenarios
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What's Next for Developers
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The OWASP Top 10 document even has direct guidance for Developers in
your organization...



Ll lll What's Next for Security Testing For TeSterS tOO. ..

Establish Continuous Application Security Testing

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

IPSY 1o Next for Organizations And even your Organization as a whole.

So let’s step back from the specifics of 2017 and look at what the OWASP
Top 10 has meant over the years.

THE BIG PICTURE
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The blue squares are the common risks from revision to revision.

(I didn’t include 2003 because it was too raw...2004 was significantly
matured.)

The yellow squares are more of the “one-off” risks.

See the pattern? It means the fundamentals aren’t changing. Most of a
company’s risk is going to come from the same stuff year after year. So focus
on the fundamentals.

TECH \ CIBERSECORITY

Former Equifax CEO blames breach on a single
person who failed to deploy patch

The company is still investigating

This was a headline from the news, and my friends on Facebook criticized it
incessantly, thinking the CEO was just finding a scapegoat. | know better,
because I've seen how corporations actually do have usually one person in
charge of patching one kind of technology. It doesn’t matter if Equifax had
450 infosec professionals; there was probably one guy in charge of one
system who didn’t follow the memo to update his Struts instance.

FROM 2017-RC1

REIEP

ions and APIs lack the basic
ated attacks. Attack protect
cally detecting, logging, resp
0 need to be able to deploy

A7 - Insufficient th
Attack Protection = andin

Going back to 2017-RC1 A7, | do believe “insufficient attack protection” is a
legitimate business risk, and being able to detect/prevent attacks is a
fundamental capability that modern Web applications need in front of them.
From a Cyber standpoint, it is simply a measure of control that an
organization needs above the application functionality itself, just in case.



Insufficient Attack Protection

request. Does your | application or APl fattacks indicate a malicious o
application detect | detect the attack? | compromised user probing or exploiting | continue can raise | prevented, go

andrespondto | How does it vulnerabilities. Detecting and blocking | the Iikelinood of  Jundiscovered for

both manual and _ frespond? Canit | both manual and automated attacks, is | successful exloit to flong periods of

2utomated attacks? | thwart attacks one of the most effective ways to increase | 100%. Not quickly | time, and expand
2gainst known security. How quickly canyoupatcha | deploying patches | far beyond their
vulnerabilities? | critical vulnerabilty you just discovered? | aids attackers. initial footprint.

% Attack L security Tedhn Business
@sssched ofsesses N Qussnnns .. nical @ uuf e
Threat Vectors ‘ ‘Weakness Impacts =
Agents
Prevalence Detectability Impact Application /

lication Specifi M
Application Specific COMMON I AVERAGE MODERATE Business Specific
Consider anyone | Attackers, known Applications and APIs are attacked all the | Most successful Consider the impact
with network access Jusers or time. Most applications and APIs detect attacks start with of insufficient attack
can send your anonymous, send in Jinvalid input, but simply reject it, letting vulnerability protection on the

2pplication 2 attacks. Doesthe | tne attacker attack 2gain and again. Such | probing. Allowing | business. Successful
v such probes to attacks may not be

Example Attack Scer

Read each one of these boxes. Outside of your code, regardless of
vulnerabilities, why WOULDN’T you want to be able to defend against
attacks this way?

OWASP Top 10 - 2017

The Tes

“A list of the 10
Most Critical

rel/_ease

-
_—

Security Risks”

https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project

Web Application

Again, OWASP Top 10 attempts to warn us against the top Risks.

Getting constantly attacked by killer robots and zombies is risky!
It’s only a matter of time before they find a soft spot in the fence and pile
through.



Top 10-2017 A10-Insufficient Logging&Monitoring
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The official 2017 OWASP Top 10 changed to include this risk: “insufficient
logging & monitoring”.
To me, this is too passive. If you’re designing a security solution that focuses

on logging, you’re already admitting you don’t need to deal with threats in
real-time. | don’t know how that is justifiable in 2017.

THE NEED FOR APP INTEL

1. How big the perimeter is (constantly discovering new sections)

2. What constitutes the perimeter (brick wall vs chain link fence)

3. Where are the weak spots

What often goes unsaid until it is too late is a lack of accurate information
about how much is exposed to the Web. How many Web sites does the
company operate? Are there up-to-date records of what technologies are
used? Is it known how often it changes? These answers are needed every
single time a new vulnerability is discovered in a common library or
framework.

WHAT CHANGED IN 20172

IN MY OPINION...

Awareness of the problem, no longer out of sight out of mind.

Appreciation of the complexity of application security.

Acknowledgement that the next breach will be Web-based.

Admission that we are all playing from behind and outnumbered.

Sl

So in the big picture, what changed in 20177 In my opinion: Awareness,
Appreciation, Acknowledgement, and Admission.
You can probably think of your own “A” word to complement this list too.



