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A guide to developing your data breach response plan

Complacency will cost you

According to research published by IBM and Ponemon Institute,’ the average Australian data breach in 2018

saw 19,442 records exposed or compromised. The average cost of a breach to an Australian organisation was
$1.99 million. The research also found that the average global probability of a material breach over the next 2

years stands at 27.9% - a 2.2% increase from 2017.

So the bottom line is that data breaches are expensive, and they’re increasingly common. It’s no longer a
question of if your company will be breached, but when. So how will your organisation respond?

A data breach response plan:

what it is, and why you need one

A data breach response plan is a tool for managing and mitigating
the impact of a data breach. Think of it as framework for
organising your response efforts: it sets out the roles and
responsibilities for people within your organisation tasked with
managing a breach.

TherpIFRERYSRPATEEL YouY BB gt aréimaesach response
planthe Privacy Act.

As a company, you're obligated to take reasonable steps to protect
any personal information from misuse, interference and loss as
well as unauthorised access. Those ‘reasonable steps’ likely include
having a data breach response plan.

2. The Notifiable Data Breaches (NDB) scheme commenced
on 22 February 2018

This scheme requires organisations to notify individuals if they’'ve
been affected by a serious data breach. Having a data breach
response plan will make it easier to adhere to the NDB scheme and
avoid fines for non-compliance.

3. It helps protect your assets.

A data breach results in the loss or exposure of your company’s
most important asset - its data. But it can also result in substantial
reputational damage, fines, legal bills and loss of future
profitability. A data breach response plan will help you mitigate the
impact of a data breach and stop additional loss, while also
maintaining a high standard of customer service and transparency.

' IBM/Ponemon Institute (2018) 2018 Cost of a Data Breach Study: Global Overview

What to expect in this guide

In this guide we'll show you how to develop your data breach
response plan, with advice and tips for best practice along the
way. You'll also find an example response task checklist that you
can use as the basis for your plan, as well as other helpful resources.

Remember: every organisation is different. The information in

this guide is applicable to companies with between 500-1000
employees, but the advice is general and you can adapt it for your
organisation’s needs. If you have any questions or would like more
information, get in touch with our specialist cyber risk team.
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Getting started

A written data breach response plan is just one piece of the puzzle. There are a few things you need to do before
you get to that stage.

Assemble your Data Breach Response Team
Your Data Breach Response Team (‘response team’) is responsible for coordinating your company’s response efforts in the event of a
breach. They play a critical role in mitigating the damage caused by a breach and execute your data breach response plan.

The response team needs to be aware of its responsibilities and activated the moment a breach is discovered, so it’s important to have
them assembled and trained in advance.

Example response team structure
Here’s what your response team might look like:

Chief Privacy Officer
Data Breach Response Team Coordinator

Corporate & Legal & Human _
Communications Compliance Resources VEEIEIG S PR

Primary Primary Primary Primary Primary
contact contact contact contact contact

Secondary Secondary Secondary Secondary Secondary
contact contact contact contact contact

When should the response team be activated?
Not all data breaches require a formal response, and it is the CPO or director’s job to determine whether a breach needs to be escalated to
the response team.

But how do they decide whether a breach should be escalated? Consider these questions:

« How many individuals, if any, have been affected by the breach? Is there a risk of significant harm to these individuals?
* Was the breach caused by a breakdown in company process, procedure or security protocol?

» Could there be legal, financial or reputational ramifications?

If the answer to any of these questions is ‘yes’ then the response team should be notified in writing as soon as possible. This activates the
response team and your data breach response plan.
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Get help from the experts
It takes a village to mitigate the impact of a data breach. That's why
it's important to proactively engage partners who can help you

investigate, remedy and prevent security incidents. Consider engaging:

» A forensics partner. They can conduct in-depth technical
investigations into data breaches, advise you on how to stop data
loss and help you manage reporting and evidence gathering
during an incident.

* Legal counsel. If you don’t have the resources in house, an
external legal partner is essential. They’ll advise you on what you
need to disclose to individuals and authorities and help you avoid
litigation risks.

* A communications partner. Again, if you don’'t have the
resources or capability in-house, it’s worth investing in a
communications partner to help you communicate with your
customers and manage highly-publicised security incidents.

Don’t wait for a data breach to happen before engaging partners;
you don’t want to rush the decision and commence a relationship
with a firm you haven't fully vetted. Do your due diligence and be
confident in your choice. After all, you'll be relying on them to help
you through a very challenging time.

A guide to developing your data breach response plan

Purchase the right insurance

Considering that data breaches are increasingly common it’s
important that you consider purchasing cyber insurance.
Having the right coverage is essential for managing your cyber
risk and protecting your business from significant financial loss
in the event of a data breach.

Work with your insurance broker to develop an insurance
program to cover risks such as:

« Financial loss arising from lost revenue, customer churn, privacy
fines, court awards, legal expenses, forensic investigator costs
and data reconstitution

» Reputation or brand damage
* Loss of intellectual property

Your broker will help you understand your risk exposures

and your overall security posture, and they’ll use this information

to negotiate the terms and cost of your policy. They’ll also help

you decide whether you need additional coverage in the form of
Directors’ and Officers’ insurance or management liability insurance.

Start putting together a plan

After assembling a response team and consulting with your
insurance broker and external partners, you'll be well-placed to
start putting together your data breach response plan.

There is no single method or process for responding to a data
breach. Your response depends on the nature and extent of the
breach, the size of your company and other varying factors. At its
core, your response plan should set out the procedures and tasks
involved in assessing, mitigating and resolving the breach.

!
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Example data breach
response plan checklist

Below is a sample checklist of tasks that a company with 500-1000 employees can use as the basis for a data breach response plan.
You can adapt this checklist to suit your organisation’s needs.

O Record the date and the time the breach is discovered. Also note down the date and time your
response plan is activated.

[0 Alert and activate the Response Team. Begin executing the response plan.

[0 Contain the breach. Secure the area where the breach occurred and take affected machines
offline.

O Activate the ICT incident response plan.

O Gather documentation. Record who discovered the breach, to whom it was reported, the extent
of the breach and any other evidence that may be of use to forensics firms and law enforcement.

O Interview involved parties about their knowledge of the breach. Document their responses.

O Launch initial investigation. Begin collecting the following information:
Date, time, location and duration of breach

How the breach was discovered and by whom

Type of information compromised in the breach

What personally identifiable information (PIl) or proprietary information was exposed, if any

O o0Ooo o

Names of (possibly) affected individuals and organisations

O Carry out arisk assessment. Evaluate the extent of the damage caused by the breach to
individuals and your business.

[0 Assess priorities and evolving risks based on what you currently know about the breach.

[0 Engage a forensics firm. Commence in-depth investigation into the breach.

[0 Review notification procedures. Determine who needs to be made aware of the breach, both
externally and internally in preliminary stages. Ensure all notifications occur within mandated
timeframes.

O Notify affected individuals if there is a real risk of serious harm. Where there is a high risk of
serious harm, individuals must be notified immediately.

[0 Notify law enforcement if necessary, after consulting legal counsel and leadership.

[0 Engage communications and PR teams. Activate media plans and notification protocols.

O Review findings of investigation into the breach. Collate all documentation, evidence and
findings for evaluation.

[0 Update response plan and other incident response plans as necessary.

O Make appropriate changes to policies and procedures, including information security and data
management policies.

O Revise staff training practices to ensure staff have up-to-date knowledge of procedures and
responsibilities.

[0 Evaluate the response process and audit if necessary.
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About Gallagher

Gallagher is one of Australia’s - and the world’s - largest
insurance broking and risk management companies. We're

the broker of choice for more than 120,000 Australian businesses
- from micro-SMEs through to multinational corporations and
iconic brands.

With 25+ regional and metropolitan branches across Australia,
we understand local business communities because we're part
of them ourselves.

Globally, the Gallagher network of 600+ offices in over 30
countries, enables us to leverage relationships with international
insurance partners to create programs that achieve claims
outcomes beyond the scope of many smaller brokers.

Find out more at ajg.com.au
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