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Data Management Services

Cognitivo has a comprehensive catalogue of services and experience establishing and operationalising data management
functions within organisations

1.1 Population of Data Management Framework

1.1.1 User Roles
Definition
(Who accesses)

1.1.2 Business
Classification
Scheme
(Why Access)

1.1.3 Conceptual
Data Model Matrix
(What Access)

1.1.4 Obligations

(Rules that apply)

1.1.5 Data
Standards

Our Approach

* Two phase approach:

Framework

1.2 Developing Data / Information Risk — Framework & Toolkit (aligned to 1ISO 31000)

1. Data Management

1.2.1 RCSA (for Data)

2.1.2 PIA

2.1.3 Security Impact
Assessment
(aligned to PSPF)

2.1.4 Records Mgt
Maturity Assessment

* The phase 1 ensures population of

2.1 Data Quality

2.1.1 DQ Approach

2.2.2 DQ Cleansing Plan
2.2.3 DQ Cleansing Execution

2.2 Master & Reference Data
Management

2.2.1 Match Assessment
2.2.2 Data Model Design
2.2.3 MDM Interface
Definition

2.3 Integration (ESB/API)
2.3.1 Integrations Interface
Definition

2.3.2 Data Share

2.3.3. Open Data

2.4 Infrastructure / Cloud
2.4.1 Compliance Assessment
2.4.2 Security Architecture
and Design

2.4.3 Data Migration Strategy

2.5 Analytics & Al

2.5.1 Data Engineering
2.5.2 Realtime reporting
2.5.3 Machine Learning

Operationalisation
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2.6 Cyber / Infosec
2.6.1 Define Controls
2.6.2 Implement Controls

2.7 Metadata Management &
Data Linage

2.7.1 Business Glossary

2.7.2 Data Linage

2.8 Data Governance Office
2.8.1 Operating Model
2.8.2 Roles and
Responsibilities

2.8.3 Data Stewardship
Program

- Phase 1: Building
foundational/core data
management capabilities

- Phase 2: Operationalising data
management processes

data management framework
with the organisation specific
roles definition, data access
requirements, the
rules/obligations around data and
the information risk management
toolkit.

The phase 2 helps organisations to
operationalise their data
management activities, and
maximise value from their data.

Recommended scope of initial engagement for organisations
looking to establish a Data Management Capability
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Data Management is a crucial enabler to digital transformation

Data Management is the connective tissue between multiple business and technology objectives & disciplines
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Data Management Framework
(or IM framework)




However a broad range of tools and practices must be aligned

Cognitivo has experience in connecting the relevant tools and practices to enable implementation of Information

Management Framework

Integrity & Pri | t
" egrl y Confidentiality p "rvacyimpac
Availability l Assessment
CIA Alignment to GDPR Impact & N Risk Mgt. Defensible Digital Transition Freedom of Open Data 3rd Party Data
h PSPF1 Readiness Assessment Framework Disposal (Paperless) Information Data.gov.au (Veda, ..)
| Records Mgt.
Maturity Assessment |
- —
f f identification
‘ Solution
. Architecture
Information Management BCS / Functional
Register Framework Model . jCustomer Analytic
Records (CAR)
DQ Assessment & Info Asset Reference Source of Truth Conceptual & Logical
Dashboard Register Data Mgt Data Model Fine-grain access
On Premise — rights &
T entitlements
Cloud B

S

Certification for

Master / slave

Protected Data i Self Service Maintenance
+ + + Improves Matching . Operational system
Analytical Master .
Agile WOW | Data ownership | Training Master (CRUD matrix)
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Our framework is aligned to operational risk methodology

We have a systematic risk control self assessment(RCSA) tool and approach for effective operational risk methodology

implementation

Organisational Risk Management Framework — Material Risks

Strategic Risk [Operational Risk]

Assessment of material operational risks relating to the following information
management topics
Records
Retention &
Disposal

Pri
rivacy & Data Quality

Confidentiality

Risk Control Self Assessment (RCSA)

Self-Assessment Questionnaire

Scenario Analysis
(“Forward looking risks”)

RMF Action Plan
Risk Rating

Recommendations & Remedial actions

Risk Management Framework — w.r.t Operational Risk Management

Operational risks are linked to the Business Plan objectives and take into consideration risks which will
prevent organisations from delivering their business plans and ongoing services.

Risk assessment is undertaken in accordance with this Framework to determine the risks in meeting its
obligations and objectives.

Scope of this workstream includes the assessment of information / data risk which we deem to be a
type of operational risk.

RCSA provides a systematic means of identifying control gaps that threaten the achievement of defined
business or process objectives and monitoring what management is doing to close these gaps.
A typical RCSA incorporates:

Identification of business objectives

Identification of risks that could threaten the achievement of those objectives

Identify controls to prevent risks events from occurring

Determine responsibility and ownership of those controls

An assessment of the effectiveness of controls in operation and level of residual risk (qualitive
assessment within this phase)

Organisations operational risk profile to be maintained.
Periodic review of Organisations operational risk registers are undertaken and reported.
Management oversight of remediation progress.
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Unified Data Classification Approach

Cognitivo’s unified data classification approach can drive control requirements for Privacy, Records & User Access

P1.1 Organisational Model P1.2 Purpose of Access P1.3 What they want to access P1.4 Rules that apply that restrict access

Polic
o Property Local Laws Stat Planning H.ealth.& Customer . v
rg Disability Privacy

| Rule 1: ...
[ [ [ | ; - .
Parks & Infra Asset Mgt.  Leisure & Sport gy Rule 2: ...
) Corporate Dev Event
Sales HR Operations Services
: Arrangement Records Retention & Disposal
Environment & . . .
\ \ \ \ B Building Strategic Projects & Rule 3:
Sustainable Support Planning Strategy o
Living Rk Sensitive Rule 4: .....
Systems - Asset Customer .. Rating Fields
Common Functions
1. CRM v v v ' Confidentiality & PCIDSS
Finance IT Legal Risk 2. Finance v M Pll Rule 5: ...
3. Asset Mgt PAN .
. g v L Rule 6: .....
v
Business Classification Scheme (BCS) Conceptual Data Model Data Obligations Library

Organisational Model

i

Drives Information Lifecycle Management & Data Risk Controls

Privacy & Confidentiality
Records Retention SR UL
Identification of sensitive data Definition of records retention &
requiring PIl / PClI masking or disposal schedules

tokenisation

Definition of Roles Based
Authentication Groups
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This alignment links Data Mgt to existing assets & controls

Our framework provides a holistic view on how the business and compliance requirements impacts the organisation
information assets, and the controls required to be in placed

Business
Requirements

Who & purpose of access

BCS Function

(function / activity that isn’t likely to change for all
councils in Australia)

Functions / Activities Carried out by

Organisational Model
Teams / Individuals
(Org Structure — changes over time, subject to
restructures)

Systems & Networks

Data and records are stored and transmitted

within Systems.

to systems which must meet business requirements on

1
1
1
1
! Information security controls (such as user access) is applied
1
1
1 confidentiality, integrity and availability.

1

Allowable / sanctioned

Rules governing confidentiality, accuracy, retention/disposal, ..

Legislation Relevant Laws and regulations relating to data

Organisational policies that govern the organisation and
any data that is created, stored, transmitted and disposed
of (throughout the information lifecycle)

Org Policy
(relating to information
assets and records)

The information / data to be accessed

Information Asset

use of certain
(IAR or Source Catalogue)

information assets

An information asset is a body of information

A record is information created, received, and

Allowable /
sanctioned use maintained as evidence and information by an
of certain organization or person, in pursuance of legal obligations
records (e.g.
specific legal Records can be electronic / non-electronic, structured or
case) assets unstructured.
Example:

Confidentiality
requirements
(imposed by law)

Personal information is generally sensitive /
confidential, except when it is supplied by
customers in public submissions they are not
confidential.

Data Model

The structural
representation of
data

Paper / Electronic
Email / Database

Therefore obligations on how data is captured,
transmitted, stored and disposed of applies at the
levels of the information assets and records.

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
or in the transaction of business. :
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
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New risks in the open data / data sharing economy

Data linkage will introduce new data risks associated with re-identification, in the data sharing world, user access controls
will not help, new statistical disclosure risk measurement and avoidance controls will need to be implemented

Data Holders / Contributors Banking
Retail * The purpose of the Statistical Disclosure

Partv A D Partv B Electricity Avoidance (SDA) framework is support the
Y Y Agree hash salt key to Telecom protection of individual privacy by testing and

encrypt Pll at record level Aggregators measuring the level of risk of re-identification
of previously de-identified data

Data Set (A) Data Set (B)
* Current methods use rules-based controls on

restricted (PII/PAN/HIPA) data fields and

Data Linkage Environment (Safe Harbour) minimum cohort sizes

Non-Pl| Data Product L_inked Data Set which is a combina’Fion of data * E.g. between 2-3pm there were only 5
data set fields data sets A & B as well as derived . t ing thei | q bank
(C) attributes from the resultant attribute pensioners tapping tneir opal card, a ban

may have enough demographic data to re-
identify these individuals

; * Furthermore, testing of outbound data sets
3" Party Data User that vary in cohort size for personal
Potential re-identification of

I Sy ey information risk is rarely (if ever) undertaken
Party C ownerof D@5t \ith data set (D)
Pll Data
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No method currently exists to quantify re-identification risk

Organisations need to begin with qualitative methods to size data sharing risks that can be linked to existing tools in the
Information / Data management tool kit

High Level Approach

Data Classification (document sensitive data fields)
Define SDA methodology & guidelines (aligned to

y
Tightly Controlled

Framework organisation’s Risk Management Framework for risk Controlson 2 Unit Level
e levels) o o o access, storage & g Data
Development of minimum criteria such as minimum transmission & PR
identifiable cohort sizes for different data concepts (CIA & ACL) E ggD tg
(e.g. consumer, businesses etc.) ata
Public / o

Define Data

Sets /
Products

Define outbound datasets (data sets to be shared
externally) and record these data sets within the
organisation’s information asset register

Highly Accessible

Open

Data o e

»
»

Information / Privacy Risk Factor

(Personal Information Factor which is a
function of feature Depth and cohort size)

* Static testing of data fields based on specifications
(looking at sensitive data fields and indicative cohort

) Sample Information Asset Register
sizes)

TESting & . Deploy machine-based and online monitoring capability n Description Permitted Users & | Custodian Confidentiality PAN/PCI | Retention
¢ : (Data Set) Purpose
Monitoring attached to outbound AP/’s.
. . . . . . Monthly Credit Transactional Level  Business Insights Head of Highly No Masked 7 years

Online data risk mqnltorlng is capable of a_ggrEg?tmg i Card Spend in spend data for NSW Unsecured Confidential PAN

data across streaming data sets to determine privacy risk NSW LRI
2 New mortgages by Regulatory Report APRA, RBA, ABS for CRO Confidential No No No 20 years

state economic planning

3 Product Reference List of all products,  Public consumption CMO Public No No No 10 years

Data

features, fees etc.
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Privacy Preservation Techniques

A number of privacy preservation technigues are available, what to use in which scenario must be driven by the Data
Catalogue

A selection of Privacy preservation techniques:

1.

Minimum cohort sizes — The most basic, but ensure data sets are sufficiently deep
(row counts) so that there are no unique outliers

Tokenisation & Anonymisation — Substituting a sensitive element with a non-
sensitive equivalent (a token), this is a technique widely adopted to protect
payment card numbers (PCl DSS) however given token’s are unique, this technique
offers little protection against 37 party reidentification

Redaction — Omission of data fields / attributes is effective but reduced the utility
of data sets

Generalisation — By provided a summary or rolled-up version of the data element,
for example, instead of address use the ABS’s statistical area definitions, or a
product category instead of a purchase item

Differential Privacy — A process of actively measuring and modifying queries in
databases in order to maximise the statistical integrity of a query while protecting
privacy of individual records.

Bring the model to the data — Secure data vaults or safe harbours where data
science models can be executed securely. However this increases consequences
associated with cyber attacks and insider data breaches.

Shoristop Coffee & Donuts

Merchant Categorisation

“Coffee & Donuts” - Café

/ Restaurant

Semantic Mapping of
items to cost categories

“black” = “black coffee”
- beverage

Example of attribute generalisation
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Contact Information
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DA contact@cognitivo.com.au

& | www.cognitivo.com.au

CONSULTING




