
7 SIGNS THAT YOU’VE BEEN 
SENT A PHISHING EMAIL

Phishing attacks are an increasingly common and effective form of cyber-
attack, causing nearly a third of all data breaches reported in 2018 (Verizon, 
2019 Data Breach Investigations report). Organisations are being pushed to 

train their employees about cyber security and potential threats to the 
business, given that people are the biggest threat vector of a business and 

30% of phishing emails bypass default security measures (Avanan Research).

Cyber-attacks are always increasing in sophistication and with 58% of 
phishing sites using SSL certificates in Q1 2019 employees need help 

spotting malicious emails more than ever.

Here is a quick guide on what to look out for when you receive a suspect 
email.

HOW TO SPOT A PHISHING EMAIL

1: Mismatching URLs 
The problem with links in emails is that the hyperlink doesn’t have
to match the text link you see in the email. 

Advice: Hover over any suspect url’s to show the actual hyperlink text.
If this doesn’t match don’t click.

2: Poor spelling & grammar
Most phishing scams are sent in mass and many are sent from non-english 
speaking countries.

Advice: Pay special attention to the grammar in emails as anyone can make 
spelling mistakes, but incorrect grammar can be a sign of a phishing email.

3: URL contains misleading domain
A lot of users don’t know the technical structure of domains and cybercriminals 
often rely on this to successfully phish. E.g. seeing apple.info.com is not from 
the domain apple.com 

Advice: The domain should be at the end of a url following a .com .co.uk etc… 
not before. If you are unsure, always google the company page.

4: Message asks for personal information
Emails that ask for your personal information, regardless of how official it looks, 
should raise a red flag. Your bank does not need you to confirm your account 
details and likewise any email asking for passwords or credit card details 
should be eyed with suspicion and treated with caution.

Advice: Don’t give out personal information over email, no matter how ‘legit’ it 
may look. Always look to confirm the legitimacy of the request by other means.

5: Incorrect Domain
Along with misleading domains, scammers may also try to trick recipients into 
incorrectly reading  domain names e.g. virginrnedia.com can look a lot like 
virginmedia.com at a glance

Advice: Try to be wary of these tricky domains especially if you notice some of 
the other signs we’ve highlighted.

6. The message is designed to make you panic
Urgency can hinder clear thinking and that’s what phishers are counting on. If 
an email states that your account has been compromised and/or will be closed 
unless you input your login details, stop!

Advice:  Take a moment and ensure the email is asking for something 
reasonable. If not, try confirming the legitimacy through other methods without 
clicking on any links/attachments.

7. Suspicious attachments
If an organisation sends you an email out of the blue with an attachment, this 
should start some alarm bells ringing. A popular attachment name used for 
phishing is “invoice” and are used to contain malicious code or ransomware.

Advice: Question any unexpected emails with attachments and always scan 
with anti-virus.
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