TRENDS IN MEDIUM
AND LARGE->I/ED]
UANAUIAN GUMPANIES

N NOVIPRO Lecer




INTRODUCTION

A raft of cyberattacks and data
breaches recently exposed how
vulnerable organizations are in
terms of cybersecurity. Yet despite
these alarming events, Canadian
businesses have been slow to tighten
up their practices and are struggling
to respond to the growing threat.

Such is one of the main findings of this fourth

annual NOVIPRO/Leger Portrait of IT Trends, a
status report on information technology (IT) in
medium and large Canadian companies.

Cybersecurity threats are among businesses’
most pressing concerns. And yet the

2020 study found that fewer than half the
companies (48%) reviewed their data security
practices after the recent and widely publicized
leaks in the banking sector.

Transparency remains the Achilles’” heel for
many organizations: Only 38% of respondents
said they would notify their customers in the
event of a cyberattack, down from nearly half
(49%) in 2018. The study also revealed serious
shortcomings in how businesses protect

their data.

In addition to cybersecurity, the study looked
at other hot topics in IT such as artificial
intelligence and cloud computing. It also
delved into the key sectors businesses plan to
investin.

Organizations’ interest in artificial intelligence
continued growing at a leisurely pace, while
cloud computing kept expanding into more
and more organizations. Security topped the
list of planned investments (42%), reflecting
how important the issue is to businesses.



PERCEPTION OF
IT AND STATE OF
TECHNOLOGICAL
INFRASTRUCTURE

IT is now mainly perceived
as a strategic partner,
whereas in 2016 it was
generally considered a mere
investment.
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ARTIFICIAL
INTELLIGENCE

CLOUD
COMPUTING

No fewer than 92% of
Canadian businesses felt
they had a solid grasp of Al
solutions. Quebec however
lags on this issue (85%)

P18

despite its status as an Al hub.

Cloud computing was still
flying high. Just shy of one
in two companies (47%)
felt that cloud computing
technology had made them
more efficient than ever.
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IT IS NOW MAINLY SEEN AS A STRATEGIC PARTNER.

Canadian companies’ perceptions of IT have evolved since 2016, although they were
unchanged from 2018 to 2019. IT was most often lumped in with investments (47%) in
2016, but has since attained the status of a strategic partner (41%).

PERCEPTIONS OF IT IN CANADIAN COMPANIES

2016 2019
A necessary evil 13% 15%
An investment 47% 28 %
An expense 19% 16%
A strategic partner PAL 41%
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Financial sector IT infrastructure was mainly
described as “functional” (72%) despite the
sector’s resources. A mere 25% of financial
industry respondents described their company’s
infrastructure as “state-of-the-art.” Tech and
media sector respondents were the most
inclined to see their infrastructure as
state-of-the-art (67%), while those in agriculture
were least likely (0%). Another finding was that
fewer and fewer organizations reported using
obsolete infrastructure overall (6% in 2016

vs. 1% in 2019).

STATE-OF-THE-ART

FUNCTIONAL

MINIMAL

OBSOLETE

“Finance is a conservative,

tightly regulated fiela

with rigorously enforced
standards, which may
explain why the IT
infrastructure of so many
financial sector companies
was described as merely
functional.”

Yves Paquette
Cofounder and CEO
NOVIPRO

P.9
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“Companies mistakenly think they’re prepared
to deal with security issues. They seem to relate
security problems to infrastructure issues. A
holistic approach would be much more effective.
Security issues must be built into the entire
development cycle, from the start of production
of IT systems to their use.”

Foutse Khomh

Associate Professor, Department of
Computer and Software Engineering
POLYTECHNIQUE MONTREAL

The survey found that not quite
half the companies (48%) had
reviewed their data practicesin
2019, despite recent breaches in
the banking sector.

Those that reviewed their policies
did the following:

adopted a crisis updated their
management software
plan

hired security
experts

upgraded their
infrastructure
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Particularly affected by security issues, not all players in the financial sector
reacted in the same way to the leaks that made the headlines: 38% maintained
their existing practices. Nevertheless, the financial sector was more responsive
than health care organizations, the latter at 39%. Businesses in the agriculture
sector are at the top of the list: 60% have revised their existing processes.

Quebec had the highest number of companies that had reviewed their
cybersecurity practices (52%), while British Columbia (43%) and the Atlantic
provinces (36%) brought up the rear.

e @k

Ontario 50%
Prairies 50%
British Columbia 43%

Atlantic Provinces 36%

These numbers are particularly alarming given that more than one in three
Canadian companies (37%) had fallen prey to a cyberattack in the previous
year—a significant increase over the previous year’s 28%.

Security remains a constant concern, with fewer than half of all Canadian
companies saying they are very well protected against data loss (46%), data
breaches (44%), and viruses (45%).




WHERE DO THREATS COME FROM?

This vulnerability made it all the U

more troubling to find that 61% of the 6 1 /0 0
organizations were holding critical OLD CRITCAL 36 /[]
customer data (credit card number, CUSTOMER DATA

social insurance number, confidential
information), up slightly from 2018 (57%)).

IT TRENDS IN MEDIUM AND LARGE-SIZED CANADIAN COMPANIES

PARTNERS, SUPPLIERS, INTERNAL RESOURCES EXTERNAL THREATS WITH NO
CUSTOMERS CONNECTION TO THE COMPANY
Organizations’ lack of transparency remains a problem. Just over a third (38%) of
respondents would notify their customers in the event of a cyberattack, whereas Quebec is the province most [;rone to being the victim of external threats (38%),
just under half (49%) would have done so in 2018. Organizations in Quebec (39%) while Ontario predominantly associates attacks with partners, suppliers and
and Ontario (40%) were the most likely to reach out to their customers, although customers (38%).

even that percentage is dismal.
At the business sector level, all the construction companies surveyed identified

With whom do companies communicate in the event of a cyberattack? internal threats as the leading source of attacks, while all those in agriculture saw
the greatest risk as coming from partners, suppliers, and customers.
Would notify IT team 60 %
Would notify senior management b4 % uUEBEc
Would notify law enforcement 44 % EXTERNAL THREATS WITH
BRITISH CULUMBIA NO CONNECTION TO THE
Would notify customers 38 % ML COMPANY
Would notify suppliers and partners 38 % THE PRAIRIES
INTERNAL RESOURCES

PARTNERS, SUPPLIERS,
CUSTOMERS

MARITIMES

n Faulty protection of critical customer data, increasing lack of transparency:
a troubling combination. 38% INTERNAL RESOURCES
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44

Threats from inside an
organization are very real.
Problems often occur
unintentionally, with too few
employees trained to identity
risk. Organizations need to
bring in sound processes and
methods of governance to make
employees aware of IT threats.”

Roger Ouellet
Solutions Designer and Security Practices Manager
NOVIPRO

Nearly three in four Canadian
companies (74%) trained
their employees on
cybersecurity in 2018.

Onein two (51%) want to do
So again next year.

While one in two organizations didn’t review its practices after the year’s high-

profile data breaches and theft, virtually all (98%) took at least one action during
the year to prevent data breaches. In Quebec, 94% did so.

Mechanisms adopted to prevent data breaches:

Malware protection 38%
Data encryption 38%
Network intrusion monitoring 34%

Preventive solutions 2204

Companies also tended to be model students in terms of security audits and
recovery tests, with 38% of the organizations doing them in 2019 and 40% in 2018.
Results were consistent across all provinces and sectors.
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THE UPSWING IN COMPANIES ENTHUSIASM
FOR ARTIFICIAL INTELLIGENCE (AD IN 2018 SEEMED

TORUN OUT OF STEAM IN 2019.

A little over one in three Canadian
companies (36% vs. 34% in 2018)
wanted to invest in Al in the next
two years.

“Companies are using artificial intelligence
more than they think. Cybersecurity is the
issue of the day and most of the tools we
use to fight off cyberattacks are Al driven.”

Eric Cothenet
Director, Technology Solutions
NOVIPRO

2018

2019

34%
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No fewer than 92% of Canadian
businesses reported having a solid grasp
of Al-based solutions.

Quebec organizations however trailed

the pack (85%) despite Montreal’s status
as an Al research hub. McGill University
and Université de Montréal alone have
more than 250 Al researchers and doctoral
candidates—the world’s largest academic
community dedicated to Al.

Companies know that artificial
intelligence will affect their business.

Barely 1% of companies think that Al will
not affect their business or sector. One in
four (24%) reported that Al had already
begun transforming their industry. Just
under a third (31%) expected IA-related
transformation within a year or two,

92%

CANADA

85%

QUEBEC

with 34% predicting it to come in three to
five years. In Quebec, 25% of respondents
reported seeing the effects of Al in their
workplace already, with the barely same
percentage (27%) expecting effects one or
two years down the road.

As in the previous year, companies’ main reason for investing in Al in 2019 was to
increase productivity (51%), followed by cutting costs (38%), replacing manual tasks
(36%), deciphering market trends (32%), and improving customer experience (31%),
which fell from second place in 2018 to dead last in 2019.

TECHNOLOGICAL INVESTMENTS PLANNED
IN ANALYTICS AND Al

ADVANCED STATISTICAL
ANALYSES

45%

MACHINE LEARNING

DEEP LEARNING

DATA VISUALIZATION

P.21
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RECENT CHANGES IN EUROPEAN AND NORTH AMERICAN
DATA MANAGEMENT LEGISLATION CAUSED COMPANIES
TO REVIEW CERTAIN PRACTICES. THE GOOD NEWS IS
THAT JUST OVER THREE IN FOUR OF THEM (76%] FELT
THEY HAD A SOLID GRASP OF THE NEW REGULATIONS
AND THEIR IMPACTS.
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Companies continued to acknowledge the importance of using external data flows.
They did so for essentially the same reasons as in 2018.

A large majority (82%) of companies used or planned to use an external data flow.

Of those, 38% saw it as a way to better understand market needs.
v foc-] Reasons that motivate companies to use an external data flow are:
CPUID_DATA

MOV EAL
cPuid Better understand market needs 38%
MOV SAVED_CPUIDAER

ANp  EAL PO Better understand customer behaviour 37%
SHE [AL D
e oot K Identify opportunities 4%
FALSAVED_CPUID . . . . .
Quantify customer satisfaction with products or services 32%
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As in 2018, a hefty majority of the companies
surveyed (92%) were expecting to invest

heavily in technology in the next two years.

Security led the pack (42%), ahead of

infrastructure (40%) and business (37%). 9 2 0/0
Security thus rose from second priority in 2018
to top-of-mind for 2019’s decision-makers.
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Security solutions 420/[]
(software, training, audits, etc.)

| 2019
Infrastructure solutions 40[y0

(both hardware and software)

Business solutions
(ERP, customer relations management, etc.)

Artificial intelligence
(advanced data analysis, machine learning,
deep learning)

SIGNIFICANT INCREASE
n Professional services

(consultation, implementation, etc.) t t

Blockchain technology
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N
CLOUD
COMPUTING

“Most companies have their own infrastructure and
rely on their own people to do maintenance and
management. It looks like that’s going to continue
for the time being, with most businesses planning to
stick with their own infrastructure and in-house IT
support.”

Foutse Khomh

Associate Professor, Department of Computer
and Software Engineering

Polytechnigue Montréal

COMPANIES MORE AND MORE LIKELY T0
OPT FOR GLOUD COMPUTING

Close to one in two companies (47%) felt
that cloud computing technology made
them more efficient than ever. The road

47%

FELT THAT CLOUD
COMPUTING TECHNOLOGY
MADE THEM MORE EFFICIENT
THAN EVER

to implementing it however varies from

one organization to the next. And yet one
respondent in three (33%) said that, although
the future was in the cloud, their company
wasn’t ready to go there yet.

CANADIAN ENTERPRISES’ PERCEPTIONS
OF CLOUD COMPUTING

2016 2019
Has made us more efficient than ever 20% 47%
Has created more and more problems since implementation 13% 9%
My company isn’t there yet h4% 33%
Not a solution for our company 14% 10%
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WHY DO COMPANIES GO WITH CLOUD COMPUTING?

| The question of cost continues to divide respondents. While 33% see cloud
computing as too costly, 53% are mainly using it to cut costs.

33%

FIND THE COST

That said, business confidence in cloud 10 HiGH

computing showed a marked improvement.
While 43% of respondents saw it as not
secure in 2018, only 27% thought that in
2019.

T0 REDUCE COSTS FOR AGILITY AND
FLEXIBILITY

J1%  29% 27% 25%

LACK OF UNPROVEN LACK DOUBTS ABQUT ITS
SUPPORT RELIABILITY OF ECURITY PERFORMANCE 42%

FOR SECURITY T0 MODERNIZE THEIR IT
ENVIRONMENTS

Fifty-five percent of Quebec companies choose cloud computing because
of its agility and flexibility. Fifty-six percent of Ontario companies agree
that cloud computing is more agile and flexible and also prefer it because it
reduces costs (56%).

P.31

A STUDY CONDUCTED BY NOVIPRO AND LEGER



P.32

IT TRENDS IN MEDIUM AND LARGE-SIZED CANADIAN COMPANIES

=

N

\

HUMAN
RESOURCES

IT'S POSITIVE!

One bright spot is that the IT workforce is getting
younger, defying the general national trend. The
study found that 65% of IT employees are under 41, 3 1 0/0

i 0,
an increase of 3% over 2018. 30 OR UNDER

Intergenerational conflicts have also become more
prominent. The issue was identified as important
by 51% of companies surveyed in 2018, climbing
to 56% in 2019. This is a sign of a demographic
shift underway in IT departments.

34%

317040
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Staff retention seemed to cause managers fewer

headachesin 2019. In 2018, 56% said they had little CANADIAN
difficulty hanging on to data scientists. 64% said so EMPLOYEES
in 2019.

= All the same, data scientist and Al expert positions 0
‘ O O n to tt a \/\/ a remained the toughest positions to fill and the ‘ 22 /U
) )

hardest professionals to retain in 2019.
NON-CANADIAN

\Vancouver, Waterloo and
Montreal are among the

'op 5 Canadian cities that
generate talent in the -

DATA

technology sector.

SECURITY
SPECIALIST

DATABASE
MANAGER

Source: ‘ ‘ NETWORK
2019 Scoring Canadian Tech Talent ADMINISTRATOR
CBRE Research

SYSTEMS
ADMINISTRATOR

Regarding their greatest human resources concern, respondents mainly cited lack of
training and skills development (64%). It is an increase (57%) over 2018.

Work-life balance was another issue of the day. It was given as an important problem
for 59% of the companies in 2019 and 52% in 2018.




CONCLUSION

Everyone was talking about cybersecurity in
2019, but NOVIPRO/Leger’s 2020 IT Portrait
still found many organizations spinning
their wheels. The study spotlighted the
main areas companies need to work on to
protect data and improve security.

The threats are very real, and IT needs

to be used properly and optimally to

keep business data secure. To offset the
increasingly advanced, complex, and
numerous risks, companies have no choice
but to improve their governance and
technology practices.

Companies also need to keep an eye on the
rapid advances in artificial intelligence and

consider Al-based solutions that could help
them grow and develop.

This year once again the study offered
organizations with 100 or more employees
a chance to compare and measure the
progress of their own IT deployments. The
portrait can also support decision-making
by those managing an organization’s core
business lines.

" Companies need to quit thinking

of information assets as a sunk
cost. Information assets are
actually a strategic investment
that helps them achieve their
business objectives. Not only that,
but companies would benefit
from doing more to make their
employees, and even business
partners, stronger links in the
information-asset protection
chain by raising their awareness
of security risks.”

Alina Dulipovici

Associate Professor

Department of Information Technologies
HEC Montréal
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