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Disclaimer

* Notice: Clients are responsible for ensuring their own compliance with various laws and regulations, including the European Union General Data
Protection Regulation. Clients are solely responsibility for obtaining advice of competent legal counsel as to the identification and interpretation
of any relevant laws and regulations that may affect the clients’ business and any actions the clients may need to take to comply with such
laws and regulations. The products, services, and other capabilities described herein are not suitable for all client situations and may have
restricted availability. IBM does not provide legal, accounting or auditing advice or represent or warrant that its services or products will ensure
that clients are in compliance with any law or regulation.

+ IBM’s statements regarding its plans, directions, and intent are subject to change or withdrawal without notice at IBM's sole discretion.

+ Information regarding potential future products is intended to outline our general product direction and it should not be relied on in making a
purchasing decision.

+ The information mentioned regarding potential future products is not a commitment, promise, or legal obligation to deliver any material, code
or functionality. Information about potential future products may not be incorporated into any contract.

+ The development, release, and timing of any future features or functionality described for our products remains at our sole discretion.

+ Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput or
performance that any user will experience will vary depending upon many factors, including considerations such as the amount of
multiprogramming in the user’s job stream, the |/O configuration, the storage configuration, and the workload processed. Therefore, no
assurance can be given that an individual user will achieve results similar to those stated here.

+ Any statements about project durations and prices are estimations without any legally binding effect and are subject to change or withdrawal
without notice at IBM's sole discretion.

None of the statements contained herein constitutes legal guidance - it is process guidance only.
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Pero .... ;de qué va realmente GDPR?

5 dreas clave de actuacion ...

5.Proteccion de
Datos desde el
Diseno y por
Defecto

4. Evidenciar el
Cumplimiento
de GDPR

1. Derechos de
las personas
sobre sus datos
personales

2. Garanfizar la
Seguridad de
los Datos
Personales

3. Gestion del
Consentimiento
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que impactan en todos los dmbitos
de la organizacion
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Gobierno

Personas, )
Comunicacion
& Reporting

Procesos

Gestion de Datos

Seguridad



Marco general de adecuacion: Ciclo de vida

Gestion del Consentimiento

+ Obtenciony

+ Registro Histérico de cambios. No repudio
« Autoservicio para la gestion

Concienciacion

Descubrimiento de datos

« Categorias de datos (multiidioma)

* Repositorios estructurados/ no
estructurados vy fisicos

« Por qué / Para qué Datos / + Biblioteca de filtro de datos

- Cudndo / Dénde Evidenci ositorios

Gestion de derechos ARCO +PL @
« Acceso, Rectificacion, Supresion
(“olvido™), Oposicion ﬂ Procesos

Trazabilidad sobre los datos
« Quién

“Por defecto” y
“pordheﬁo"

« Portabilidad y Limitacién de Uso AnCI|ISIS de Tratamientos
Tr t mlen OS « Finalidad / Legitimacion

Informacion al titular
Cesiones / transferencias
Encargados / Proveedores
Ciclo de vida / flujos

Ejecucion de Derechos (Gobierno Dato)
« Catdlogo ' = .
+ Vision integrada de los datos P Smem e Registro de @

« MUltiples repositorios/entornos . Tratamientos
Gestion de brechas de seguridad & Gobierno / Dashboard

» Registro de incidentes

« Coordinacion con dreas de seguridad
» Auditoria & Forensics

« Resolucién & Capitalizacion

€sgos Anadlisis de Privacidad ...

« Derechosy Libertades
Registro de Riesgos + Andlisis de Impacto sobre

Medi

m:%rglggléogggg ggvé%?gsde @ Proteccio /| EIPDs Privacidad
Proteccién Blogqueo Seudonimi- .‘-'. ... Y de la Seguridad
Proteccion Auditoria, dindmico zacion + Bases de Datos
* Aplicaciones

Monitorizacion y Trazabilidad g
éB K * Infraestructuras
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Funcionalidades tecnologicas necesarias

GDPR

EU General Data Protection Regulation

v
&
<
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Decision Tecnologia

Mantenimiento/
Operacion

Madurez . »
GDPR >> Inventario >> Z Transformacion '

Gobierno, gestién del cambio, proceso

r Inventario de conformidad — Registro de tratamiento & Plan de remedicacion/PIAs, Conservacion de datos

Datos personales: andlisis deriesgos y proceso de tratamiento

Cartografia de datos personales Anonimizacién / enmascaramiento

Cartografia de
Datos & Cifrado
Borrado, Supresion / Puesta en cuarentena

Portabilidad - - = - —
Restitucion/Transfererencia/Rectificacion

e —

Descubrimiento datos no estructurados

Descubrimiento datos estructurados

— Seguridad y Proteccién operacional

Seguridad Operacional del Sistema de Informacién
Proteccion operacional de los datos

Control de actividad de usuarios, permisos

Gestion de incidentes

Consentimiento

|— Gestion del consentimiento

Privacidad por Disefio/ por defecto

Base de datos

licaciones

D] :

Infrastructura/ Movilidad




Arquitectura de Referencia Funcional para GDPR

Personas,
Comunicacién Organization & Roles Training & Communication Dashboard
Gobierno
Data Governance Governance, Risk & Compliance Security Governance
Procesos
Data Collect & ARCOP Consent Management Incident Management Evidence Management
Gestion Data Repositories Data Discover & Profiling Data Masking Data Archiving
de Datos
Master Data Structured Data Structure Data Structured Data Archiving /
Management Repository Data Disposal
& Data Masking /
Consent Data Anonymization -
Repository Unstructured Data Unstructured Data Unstructured Data Archiving /
Repository Data Disposal
Segurldad Data Security User & Application & Device Security Network Security
Database Vulnerability Do’rq A(;hw’ry Data Identity Access Appllcqhon & Security Event
Discovery Testing MISITETIE) & Encryption Security Security DERIES Mngt
protect Security )
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Arquitectura de Referencia Funcional para GDPR

Personas 6 IBM Data Risk Manager
Comunicacién Organization & Roles Training & Communication |_ Dashboard —l
Gobierno
Data Governance Governance, Risk & Compliance Securitv Governance
—InfoSphere.—— ——— " OPENPAGES —§ BM security —
Inf. Governance Catalog
Procesos
Data Collect & ARCOP Consent Management Incident Management Evidence Management
— InfoSphere. — € resilient € cuardivm
MDM for Consent Management
Gestion Data Repositories __ Data Discover & Profiling Data Masking Data Archiving
de Datos L InfoSphere..
Master Data Structured Do’ro° '”fg’;mi;’d‘rérggf:r ‘optim, S S |
Management Repository Data Disposal‘@ Pt |
& Data Masking /
ansemeom Unstructured Dat Anonymization Unstructured Data Archivina / |
epository nstructured Data Unstructured Data nstructured Data Archivina
Repository Data Disposa
InfoSphere.| [ “*>"" | StoredlQ— StoredIQ
MDM for Individual
Segurldqd Data Security User & Application & Device Security Network Security
Database Vulnerability ‘ ‘ AD,\%TSQE:V”&Y Data Identity ‘ Access ‘ ‘ Ap%i;:\?i:r:ign & ‘ Security Event ‘
Discovery Tretin~ oro ’rec? Encryption Security Coanuwiby security Mt
§ Guardium — @& |BM Security QRadar

© 2018 IBM Corporation



Proyecto GDPR: Roadmap global y metodologia de trabajo

Anélisis y Hoja de Ruta
(1-2 meses aprox.)

3

Disefio y Transformacion
(4-12 meses aprox.)

Operacidn y Verificacion
| (servicio continuo)

Reg. actividades y Plan
Proyectos (alto nivel)

Analisis Normativo

Analisis de areas de
impacto clave

Plan de Proyectos a alto
nivel

Lanzamiento de
Iniciativas prioritarias

Org. + Politicas + Roles
(DPO, Delegados, etc.)
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Oficina de Acompanamiento

Iratamiento-
Legitimidad / Clausulas ~ AARR + EIPD

1
1
1
1
1
!
:
= 5 4 tA D 1 B Il‘ L

[ratamiento 2 (ej. RRHH)

1
Legitimidad / Clausulas ~ AARR + EIPD Plan Accion

Iratamienton
Legitimidad / Clausulas ~ AARR + EIPD Plan Accion

Discovery Estructurado / No estructurado

De Datos "

No automati

Registro actividades
(detallado)

zado (papel) /

Catélogo Medidas
Seg. (TOM)
T

Procs. ARCO +
PL extendido
T

|

Dashboard /
Governance
T

ala Transformacion

Plan Accion

Procesos ARCO+PL extendldlos y Cesiones/Transfer

Dashboard (Datos vs. Riesgos vs Org)

1
I

Resp.
Proactiva

Gob Consultas /
privacidad Dudas

1
Medidas de Prgiar*r“un (lecnicas/ Organizativas)
1

Gest. Proveedores deI Trto.

Gest. Deber Informacion del Trto.
1

Impl. Medidas Seg. del Trto

Implantacion Control n -1

Implantacion Control n

Remediacién Findings
(Nuevo Tratamiento / Borrado Seguro)

7

(Acceso, Rectificacion, Cancelac:é)n Olvido, Portabilidad, leltamon)

Modelado (Procs, Org, etc.)

Implantacién

N

Procs Notificacion Violaciones Seg.

(Aufor/dad de Control / Interesados)
Modelado

Implantacion

>

Fin de la Fase
Transformacion

7/

Proyectos tecnoldgicos identificados

Gestién del consentimiento

Cif.rado / Anonimizacion

Utilizacién DCP en Entornos no Productivos

Gobierno del Dato

Dashboard

-SD -

8 Oficina Soporte continuo al DPO

Verificacion continua Eficacia Medidas

7

(revision /audit periodicas)

Nuevo Tratamiento: n+4
Legitimidad / Clausulas ~ AARR + EIPD Plan Accion

Nuevorratamiento  n+2
Legitimidad / Clausulas ~ AARR + EIPD Plan Accion

Respuesta al Titular 1

))/

Notificacion Violacion Seguridad

Consentimientos / Usos ’ )

Proyectos de Mejora W

Plan Concienciacién y Formacion

(acc. periddica)




Principales lineas de actuacion: “Building Blocks”
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Dashboard & Reporting
(Data Risk Manager)

Consent Management
(InfoSphere Consent Manager for GDPR)

Data Discovery, Mapping, Profiling & Governance
(InfoSphere |A - IGC - ILG, StoredIQ)

Data Masking & Archiving
(Optim, StoredIQ)

Data Security, Enforcement, Monitoring & Encryptioning
(Guardium, Resilient)

Network & Devices Security
(Qradar, Security Access Manager)

Andlisis de
Tratamientos

Analisis de Definicion de Medidas de
Riesgos y PlAs Procesos Proteccion

Resporting y
Control




Es necesario arrancar cuanto antes !l

= Y para comenzar, hay 4 puntos clave de actuacion:

Andlisis Regulatorio GDPR

s IBM Data Risk Manager

“Data Risk Dashboard”

Localizar los Datos

Descubrir, localizary
entender donde estd la
Informacion Sensible /
P°ersonal.

Estructurados y No
Estructurados.

InfoSphere.

Information Analyzer
Governance Catalogue

StoredIQ
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Asegurar los Datos

Monitorizar accesos:
Quién, Qué, Cudndo.

Securizar los datos:
bloqueo, cifrado, etc.

Vulnerabilidades en
repositorios

Gestion Consentimiento

G IBM Guardium

Captura

Granularidad

Propdsito / Finalidad

Derechos ARCO

InfoSphere.

MDM for Consent Management




Creating Value with
General Data Protection
Regulation

Gracias por su atencion

SSLOGICALIS

Los clientes son responsables de garantizar el cumplimiento de las leyes y normativas aplicables, incluyendo el Reglamento General de Proteccion de Datos de la Union Europea.
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1. Localizacion y Descubrimiento de Datos Personales

PRI ST g e o memT s

I nfos p hereo il e e BN Seluct Infoset Dt Map Lt Lidate /2052 1156 Data Map Details
: P d|edE]e [ A Cece prsamn z [ ones o RIS tmall Files
Information Analyzer e = — AR
Welcomeadmin E3 Group ny Nl miset -
Governance Catalogue ? et _ : e  Eachange
Name Desaription | Type - | Createdon | Last Activity Cabmite pan
BSR - South Breeze  BSR - South Breeze Information Analyzer = 8/1/2006 1:36:09 PM 8/1/2006 1:39:38 PM —
tonya-test tonya-test Information Analyzer 7/26/2006 3:47:45 AM  7/26/2006 1:3%:04PM n View .,
Sto red IQ Saturday_cg Saturday_cg Information Analyzer = 7/29/2006 4:13:56 PM 7/29/2006 7:05:07 PM Tash tom
1 || e e e i e =i (oot z s
§ Labrie Labrie Information Analyzer = 8/3f2006 8:25:02PM  8/3/2006 8:59:37 PM [F] Comaner asd Manive Norrnage mal
| e e S T @ Ema S
2 th_test th_test Information Analyzer = 7/26/2006 4:04:38PM  7/26/2006 4:11:28 PM B gy .
GDPR Outcome o s St Grectsommen) 4| haeased oreles s O Mesccisiia -
Rapidly discover the most common Personal - (@ Provaniaton Mmoo
. .. . B Progammng - | T
data in all the usual places, avoiding internal o B e Cwws o [ E = |
. . . | i} . 100 o o ; | Eapont Gyt Lt
time and resources trying to define and manage G 1 1005 i ] Srwem e ;
i 04 ool o 01 [ wort Processng
these rules; Ensuring IT can help other Ctmoraua || a -
. 3 e NorthwindThunder .. GlobalCa RetalCo Ol Olpete: 3,903
stakeholders reduce Risk and Cost of Discovery. — ‘
8 Corpltercss &Yy ‘ [} Select Data Overlay 3 2 A | Did you know?
I Property l gy = Infosets show
. . . . = = = = n - cusiom groupings | g
Plug-in discovery accelerators to find a more extensive Chevhoe | e (SescPromat] compriey Select ary Ovmelaus b simimal G L] L r

oy informse
set of EU citizen personal data E¥ select Infoset Data Map : A itoser — Data Map Details
* Maximising the use of RegEx strings [ A1 Obiects infoset s SzeOnDisk | serzaaiil Seram L Email Files
i i i 3 Group By AlInfoset =
L] -
L?veraglng Machine Learnl‘nfg Annotators to auto e — S
discover personal data entities such as Names, TotalRows  Data Class Cardinalty =R S
. . i . i
Addresses, Countries that can’t be defined or (e e | & oo 3 View By . Cartabrs —
found by RegE | QIYORD Column ([ Gatsgory view = o
ound by Regex Container and Archive - . —
i i i mail o s Message (mail)
+ Tailorable & extensible by clients 5 aar o . _— - I ——
mage - = S
— * P
Proven enterprise-scale capability to assess in-place ! ot ::““’"“"g Message em)
g 348 v rogramiming - 455
the common sources and types of unstructured . = Spreadsheet CIFs —
information : - Systemries . Spreadsheet | Containers Image IM
) L 7 287 Word Processing W Total Overlay Hits: 3,068
*  Heatmap view to prioritise Where Personal = 285 B Total Objects: 12576
. . 4 254
information has been found 10 23 [ select Data Overlay H Did you know?
. . 16 219 : . . e
* Actionable outcomes and exports of specific data - po (Lresi Card itomation 7] - - ety showyou
types and files for remediation & mapping | = e LorllDown || v — embecded n your

Show Labals.

© 2018 IBM Corporation 12



2. Aseguramiento de los Datos Personales

Base de conocimiento predefinida mapeada con las obligaciones
GDPR (Articulos) que incluye:

s IBM Guardium

<«

Accelerators X e Descubrimientoy clasificacién de datos personales
Welcome * Identificar y remediar vulnerabilidades
GDPR Outcome - P — Informes de monitorizacién y auditoria en tiempo real para

. . datos personales GDPR
Monitor and audit access to personal data, P

detection and alerting of non-compliant access.

2 Plan & QOrganize . -
Discover * Politicas y grupos predefinidos para datos personales GDPR
2 GDPR Security of Processing . ..
* Flujos de procesos para cumplimiento

A @ O@&@ § Y =3

Harden 2 GDPR Data Security Impact .
IBM® Security Guardium® Data Activity Monitor prevents unauthorized data Assessment * Paneles para auditores, controllers y DPOs
access., alerts on changes or leaks to h'elp .ensure data integrity, automates T > GDPR Data Security Compliance
compliance controls and protects against internal and external threats. Review
Continuous monitoring and real time security policies protect data across the Brotect
enterprise, without changes or performance impact to data sources or
applications. Comply
How do | help meet GDPR Article 32, Security of processing?
Guardium Data Activity Monitor protects data wherever it resides, and Encrypt personal data with Guardium Encryption
centralizes risk controls and analytics with a scalable architecture that provides
100% visibility on data activity. Reports
It supports the broadest set of data source types, and it is the market leader for On Prem: Guardium Data Encryption
) . . M

big data security solutions. Dgshboards - DBs and big data platforms
* Monitor and audit all data activity—for all data platforms and protocols. - Files and folders
»  Enforce security policies in real time—for all data access, change control - Applications ) )

and user activities. - Supports separation of duties o L Security
* Create a centralized normalized repository of audit data—for enterprise On Cloud (NEW!): Guardium Multi-Cloud Protect

compliance, reporting and forensics. Encryption (MDE) http.//|b.m_b|z/Bds-71l Applications
+  Support heterogeneous data environments—all leading databases, data - Safeguards data from misuse on single

warehouses, files applications and operating systems, including big data °|°U_d, multiple clouds, or hybrid

environments (Hadoop and NoSQL). environments
*  Feeds into QRadar, to allow correlation of data repositories and content For Key Management: IBM Security Key

store access events with infrastructure and application for a holistic view of Lifecycle Manager (SKLM) securely

system access. distributes keys across complex encryption

landscapes
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3. Gestion del Consentimiento

iOS Simulator - iPhone 6 - iPh...
Carrier = 8:20 AM -

: s P
I nfos p h e re PeemIT il © © i0S Simulator - iPhone 6 - IPh... " 0S Simulator - iPhone 6 - iPh...
(]

END USER LICENSE AGREEMENT ey 8:28 AM - Carrier & 8:28AM -

Consent Manager Asset Sharing Preferences Sharing Preferences

The Products transacted through the
Service are licensed, not sold, to You for

Sharing Preferences

65 ‘only UNRE the 6ot of this: Roeres; Register for additional services and Register for additional services and

M D M for CO nse nt unless a Product is accompanied by a choose level of data to share choose level of data to share
separate license agreement, in which case

the terms of that separate license

reement will govern, subject to Your .
M an ag e m e nt ;gor acceplancegot that separate license 3 Fitness Encouragement N Fitness Encouragement
The licensor ( ‘ All Data ] ‘
Provider”) reserves all rights not expressly
granted to You. The Product that is subject
to this license is referred to in this license

GDPR Outcome as the “Licensed Application.”

Scope of License: This license granted to

Where required, explicit transparent Purposeful Consent of any Noplcaton Provie s ik 106 ron

Register for additional services and
choose level of data to share

Fitness Encouragement
Personal Medical

Retail Marketing

Personal Medical
Al Data ] [ Decline Al Data ]
transferable license to use the Licensed

Retall Marketi
4 H H B ication on any iPhone or il ouc! Decline All Data
personal data categories is available for citizen and processors it b iyl gl @ ]
by the Usage Rules set forth in Section o
9.b. of the App Store Terms and a Insurance Benefits a Insurance Benefits

to trust and understand hOW |t can be and iS used_ Conditions (the “Usage Rules). This [ Decline All Data J [ Decline All Data J

All Data

Insurance Benefits

T o B o o ) Modionl Research ) Medical Research Medical Reselie:
- Jgr- wowa N o ETEE o Min Data
Consent Service providing framework for obtaining, IDECLNE  |ACCEPT | o] ]

license does not allow You to use the

Licensed Application on any iPod touch or

maintaining and applying where specific consent is required ® Daig Shared: Retail Marketing
for some GDPR data processing, away from the current
blanket single consent commonly imposed.

Data Shared:

userld, firstName, lastName, phone, birthYear,
nder, activityTypeld, startTime, endTime, distanc

lame, phone, gender, activityTypeld, sum of
distance,

Dane Done
Supports any categories of Consent or Sharing preferences i e e . Snaring e Fescnack
for citizens, flexible and changeable by them at any time. T
Each is more granular, specific for each Purpose and clearly
conveys What data is related to that consented purpose. Grouping of global vs. detailed consent, by consent Grouping of global vs. detailed consent,
type, consent type hierarchies and/or combinations by consent type or combinations
A Consent Management Solution hence _
. . . . Search criteria > Search results > Malcolm Johnson Search criteria_ > _Search results > Malcolm Johnson
is comprised of 3 building blocks: i v e s e R " —— ——
i e e o Dot e Javaimee cne | oood e o] ool e e = el
. . 3 Sumame:  Johnson Soclol Gecunty  345-22-EaE Martal status: Marmied Stote / Province:  New York Sumome  Johnson Sociol Security  345-22-5689 Marital stotus n.m.- Stole / Province.  New York
Define GDPR including consent parsa — Parsen —_—
roresnee | [ e e B e SRR T I SIS | P e s e e S s e A SR
(Cop’rure and maintain consent for individuols) mm— e @ O e e g Lot Communication) Corert s @ O Gumsaim 207 Lontiposmoon  uos
Hhars Regulcted by Mendfiers Apphes to Business email johnson@ibm com
Consent % Reguiations g Consent Regulated by €3 - :
—— e .
. . . Global i Global US Notionol Privacy 4
( Enforce consent in applicatfion systems ) O | T Apobed conaitons B
Opean the ful specificotion in GG, Festricted lo: Controct type
Product Consent gronied  ® Yes O Mo Gronted from  Jun 13, 2107 Lost updctedon Product DA T e B e e e N oy JPF. O ¥ mutae prete
Gronted unti Updoted by Jol ‘Valid from: Jun 13. 29077 Voiid untit Jun 13. 21017 Lost updoted on. Jul 02, 2077 Updoted by Johw|
Contract Reguicted by. € Contract o
Eurspeon GDPR a Description This consent condition contains the kst of LOBSs for which the consent hos been approved 1or  See full descript
US Natronal Privacy uiations a Valid trom: Jun 13 21077 Volid unti Jun 13, 21077 Lost updoted on il 02, 2017 Updoted by  Jom
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4. Data Risk Dashboard

Critical Data

Discover critical data (PlII,
PCI, HIPAA, crown jewels
MB8A etc.)

6 IBM Data Risk Manager

Moderate

Remediation Business
Context
Address alerts and
vulnerabilities. —— TS

Define action plan. Business processes, lines of

business, applications, data
owners, data locations

GDPR Outcome Vulnerabilities

Discover vulnerabilities

iDNA — an Integrated Platform for Business Data Risk. The Uy Sisaeiag
IBM Data Risk Manager provides visibility to potential risks
enabling proactive measures to be applied.

Monitoring

Guardium Data Activity
Monitoring, Symantec DLP

QRadar; AppScan (future plan)

What you don’t know can hurt you:
» the i-DNA solution provides visibility to potential risks and
enables proactive measures to be applied Which iines of y = p =
+ the i-DNA have visibility into critical data. bu:iness have the B . v - e resi&e.?s? Dataa
ig'l E s' H'SII? D8 Paddorm - T — L
Visibility into critical data, its residency, controls in place, ';"’mm e - centers and Geo’s
business usage and potential risks. | e )
-
.. in addition to providing insight into roles and responsibilities » . & - — -
across the data lifecycle and ability to view data flows Are;ie):eg?wn [ |
Prevent, detect and respond to advanced threats: protected? ‘ B Ao Wi al:eusessems :m"' i ¢
AP 1200 Top Tar Process : -t
+ Allows early visibility into potential risks to sensitive data "
+ Identifies specific, high-value business-sensitive data
at risk from internal or external threats
Who are the
* Provides a complete view of sensitive data owners of
sensitive data? O issues do we have &
+ Delivers value and meaning to business executives with a epmmniagune || =31 e ’ remediation action
unique, easy-to-understand dashboard ko items?
« Enables the right conversations with IT, Security, and LOB
teams to improve business processes and mitigate risks
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