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INTRODUCTION

BridgeChecker is a Windows and Mac OS utility that can autonomously disable/enable unused network
interfaces. Whenever your computer is connected to an Ethernet port and the link state is good, the utility can
automatically turn off the I[EEE 802.11 wireless, Ethernet Wired, Mobile 3G/WWAN, and Modem network
interfaces. This conserves IP address allocation, reduces security risks, resolves dual interface routing issues,
and prolongs battery life.

Please be aware — BridgeChecker is meant to be a silent application, running hidden in the background, with no
need for end user action. This manual is meant only for the person deploying the program. The end users are
not meant to configure settings on their own.

BRIDGECHECKER v1.8.8 FOR WINDOWS REQUIREMENTS:
e Purchase BridgeChecker for Windows here — http://accessagility.com/products/bridgechecker.html
e Compatible with Windows 7, Windows 8 and Windows 10
e Requires Microsoft NET Framework 4.5 for Microsoft —

http://download.microsoft.com/download/B/A/4/BA4ATET1-2906-4B2D-A0E1-
80CF16844F5F/dotNetFx45_Full_setup.exe

BRIDGECHECKER V1.5.5 FOR MAC:
e Purchase BridgeChecker for OS X at the app store
https://itunes.apple.com/us/app/bridgechecker/id477620697?ls=1&mt=12
e Compatible with OS X 10.6 or later

RECOMMENDED USAGE SCENARIOS
The program can be used in the following scenarios.
» Disable wireless NIC and other NICs that are not considered primary by the user in the case that a
primary interface (Such as Ethernet, or a similarly connected docking station) is connected to network
» Enable only one network adapter at a time
 Disable wireless on boot up/shutdown
o Release IP addresses to conserve IP address space
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INSTALLATION

Download the latest version of BridgeChecker from the official AccessAgility website. After downloading the
installer, open it and begin your installation.

The options window allows specific configuration options for the BridgeChecker installation, as well as
application. Choose preferred options and click Next.

&) BridgeChecker - o IEM

Please select options below for install...

[v] Add desktop shortcut to enable/disable wireless by user
[v] fwired is connected, automatically disable wireless
[v] fwired is disconnected. automatically enable wireless

Turn off all wireless on bootup / shutdown

Cancel < Back Next >

Add desktop shortcut to enable/disable wireless by user
Checking this option places a shortcut on the desktop to allow a standard Windows user to enable/disable the
wireless interface.

If wired is connected, automatically disable wireless
Checking this option will disable wireless adapters automatically if wired adapter is connected.

If wired is disconnected, automatically enable wireless
Checking this option will automatically enable wireless adapter if wired is not connected.

Turn off all wireless on bootup / shutdown
Checking this option will disable wireless adapter on system shutdown and startup.
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Choose a folder to store the BridgeChecker files. Then, choose whether BridgeChecker will be used for every
user profile on the computer, or just the current user profile. Click Next.

BridgeChecker

Select Installation Folder

The installer will install BridgeChecker to the following folder.

Tao install in this folder, click "Next". Ta install to a different folder, enter it below or click "Browse".

Folder:
C:\Program Files [x86)\AccessAgility\BridgeChecker', Browse...

Disk Cost...

Install BridgeChecker for yourself, or for anyone who uses this computer:

@ Everyone

) Just me

Cancel

Finish completing the installation and BridgeChecker will be running in the background without any further
input needed.

KNOWN ISSUES

If the Provider load failure error is reported at any time, there is an issue with .NET framework version on
computer. Please follow the link below to correct this issue:
http://download.microsoft.com/download/B/A/4/BA4ATET1-2906-4B2D-A0E1-
80CF16844F5F/dotNetFx45_Full_setup.exe

If above does not correct the issue, uninstall BridgeChecker and uninstall .NET 4.5 framework, then reinstall
NET 4.5 framework. After successful installation of .NET 4.5 framework, install BridgeChecker.

BridgeChecker User Guide (October 27, 2016)



MANAGING BRIDGECHECKER

To configure and/or change custom settings for operations, launch BridgeChecker.
Note: If BridgeChecker is installed, the service is already running in the background with the preset options. Launching
BridgeChecker allows the user to open the Config Manager and change those settings.

Go to the bottom right side of the screen and click the arrow. Look for the BridgeChecker icon and right click.

Select the Config Manager option in order to access the settings.

42 Config Manager

d) About

License

e Exit Config Manager

Customize...
W 0 PR
B == imim o T2

The manager must already be running for the icon to appear.

Unless the password was previously changed, the default password is: 123

2 Password “

Enter Password : | |

The default password is: 123
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PoLicy & ADAPTER SETTINGS
This tab allows configuration of various BridgeChecker rules and adapter settings. Some of the rules have
already been configured during installation.

@ BridgeChecker Settings = X

Policy & Adapter Settings Adapter List
BridgeChecker Policy Settings
If any primary network adapter is connected, disable all secondary network adapters
N [ Tum off all wireless on bootup / shutdown

=
< [] ¥ no primary or secondary network adapter is connected, enable tertiary network adapters
Release |P address before disabling adapter
(® If no primary network adapter is connected, enable secondary network adapters
(O ¥ no primary network adapter is connected, use Desktop On/Off feature to enable secondary network adapters
(® Disable All USB Adapters
(O Whitelist Al USB Adapters
Apply Policy
S Note: Please reload System Adapter List below before any changes are made.
Adapter Name Type Category
[ 2 Cisco AnyConnect Secure Mobility Client Virtual Miniport Adapter for Windo... W= v | Whitelist v
Intel(R) Ethemet Connection 1218-LM Wired ~ | Primary v
Intel(R) Dual Band Wireless-AC 7260 Wireless v | Secondary v
Bluetooth Device (Personal Area Network) Wireless v Whitelist v
Proxim Wireless 8434 802.11a/b/a/n USB Adapter #2 Wireless v | Secondary v
Change Password Set Network Proxy Add to Predefined List Reload Adapter List Save

BRIDGECHECKER PoLicY SETTINGS
If any primary network adapter is connected, automatically disable all secondary network adapters
Checking this option will disable the wireless adapter automatically if a wired adapter is connected.

Turn off all wireless on bootup / shutdown
Checking this option will disable all wireless adapters on system shutdown and startup.

If no primary or secondary network adapter is connected, enable tertiary network adapter
Checking this option will enable the third adapter if both primary and secondary adapters are not connected.

Release IP address before disabling adapter
Checking this option will release the IP address associated with adapter before disabling the adapter, so as
to avoid DHCP issues.
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If no primary network adapter is connected, enable secondary network adapters
Checking this option will automatically enable the wireless adapters if the wired adapter is not connected.

If no primary network adapter is connected, use Desktop on/off feature to enable secondary network adapter
Checking this option will not automatically enable secondary adapter and will require manual user action
using Wireless on-off shortcut on the Desktop (or in the BridgeChecker Folder, depending on installation.

Disable All USB Adapters
Checking this option will disable all attached USB adapters

Whitelist All USB Adapters
Checking this option will whitelist all attached USB adapters

Note: After making any changes, please make sure to save changes by pressing the Apply Policy button. New
changes will be applied instantly.

Note: If no primary/secondary/third network cards are connected to the network, then BridgeChecker will not
perform any tasks.

SYSTEM ADAPTER LIST
Displays all currently available adapters of the system.

Type

o Wired - LAN adapter

o Wireless — Wireless adapter

» Mobile Data Card — Any mobile data card like 3G or 4G
o Modem - Dial up modem connections

Category

 Primary - Primary adapter for the system (Generally Ethernet or a direct line)

« Secondary - Secondary adapter for the system (Generally a wireless network)

 Third - Third adapter for the system (Generally either an aircard or a 4G adapter)

« Whitelist - BridgeChecker will not monitor this adapter (Used for VMWare or virtual adapters)
 Disable — BridgeChecker will always disable this adapter, even if the adapter is connected

Click the drop down to choose the appropriate type and category for each adapter from the list.
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The primary adapter is the first adapter that the user wants the system to use in order to access the network.
However, if the primary adapter gets disconnected from the Internet, there are a few options for the
secondary adapter. If the primary adapter is disconnected, the user can choose to either enable the
secondary adapter automatically or leave the secondary adapter disabled and require the user to manually
enable the adapter.

OPTIONS
Change Password
Allows user to change the initial startup password

Set Network Proxy
Allows internet access through a proxy for licensing purposes

Add to Predefined List
Checks adapters that have been detected on the machine and add them to the Predefined Adapter List

Reload Adapter List
This allows the user to reload the list of adapters installed on their computer

Save
Saves all changes made during the session
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ADAPTER LIST
This tab allows user to manage adapter list. With the help of this tab, the user can add new adapters to the
predefined list of adapters and can change the type and category of existing defined adapters.

| Policy & Adapter Settings| Adapter List '

Add New Adapter

Adapter Name Adapter Type Adapter Category
| | [Wired v| | whiels

Add New Adapter ]

Predefined Adapter List

Show |All v Adapter names containing teadl

Mark selected adapter, Category as [ v | Type as [

O Adapter Name
» SonicWALL Virtual NIC Wired

Intel(R) PRO/1000 MT Network Connection Wired

RAS Async Adapter Wired

HP un2400 Mobile Broadband Module Network Device Mobile Data Card
Tether Ethemet Adapter Mobile Data Card
WiMAX Network Adapter Mobile Data Card
Sierra Wireless 1xEV-DO Network Adapter Mobile Data Card
WildPackets Linksys AE1000 Wired

Novatel Wireless Ethemet Adapter Mobile Data Card
Intel(R) PRO/Wireless 3945ABG Network Connection Wireless

Whitelist
Third
Secondary

Cl<<i<c<<f<ci<y<y<

Cl<<fi<f<<ci<ci<<|i<

Ooooooooo

l Export Adapter List ‘ Import Adapter List Save Remove Selected From List

The advantage of the above list is that the system administrator can compile a complete list of all the adapters
that are in use in their organization, define them, and export the adapter list as a .csv file. This file can then be
shared across the network, either by email or a shared drive, so that they can simply be imported, as opposed to
the system administrator configuring each interface individually on each computer.
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ADD NEW ADAPTER
Find your device under:

Control Panel / Network and Internet / Network and Sharing Center / Change Adapter Settings

ST

QQ [E» Control Panel »

~ [3] [Isearch Contral Panel

r)

Adjust your computer’s settings
System and Security
Review your computer's status
Back up your computer
Find and fix problems

€
Network and Internet

M View network status and tasks

S, Choose homegroup and sharing options

, / Hardware and Sound

%‘ View devices and printers
Add a device
m

Connect to a projector
Adjust commonly used mobility settings

Programs

Uninstall a program

8
-
¥

Viewby: Category ¥

User Accounts and Family Safety
@ Add or remove user accounts
@) Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input methods

Ease of Access
Let Windows suggest settings
Optimize visual display

@Uv\?"-j » Control Panel » Network and Internet »

%3] [ Search Controt Pan

Control Panel Home

E:: INetwork and Sharing Center] T

System and Security View network status and tasks

® Network and Internet

Hardware and Sound HomeGroup

Q

Programs .
Internet Options
Change your homepage

User Accounts and Family
Safety

Appearance and
Personalization

»)]  DW WLAN Card Utility

Clock, Language, and Region

Ease of Access

View network computers and devices

Choose homegroup and sharing options

Manage browser add-ons

‘Connect to a network
Add a wireless device to the network

Delete browsing history and cookies

J

(= [E [
@U 55 « Network and Internet » Network and Sharing Center ~ [ 43| [ Search Controt Panel ol
Control Panel Home . . . . . o
View your basic network information and set up connections
__Chan  adapter settings HL & 0 See full map
Ch 5 dvp aeh = -
ange advanced sharin:
b tings Y AA-DELL1ES Network 4 Internet
(This computer)
View your active networks Connect or disconnect
Network 4 Access type: Internet
Public network C ions: [ Local Area C
Change your networking settings
ik Set up a new connection or network
™ Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point.
-§. Connect to a network
Connect o reconnect to a wireless, wired, dial-up, or VPN network connection.
@@ Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
See also
[S] Troubleshoot problems
HomeGroup : - )
Diagnose and repair network problems, or get troubleshooting information.
Intemet Options
Windows Firewall
\ ),
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Locate the device you wish to add to your adapter list.

[E=E] %)
@U" i‘-ﬂ <« Network and Internet » Network Connections » v ‘ 45 ‘ ‘ Search Network Co pel |
Organize v Enable this network device Diagnose this connection Rename this connection ~ » = 0 @
:. Local Area Connection .: VMware Network Adapter VMnetl L‘ VMware Network Adapter VMnet8
S5 Network 4 S~ Disabled M= Disabled
@7 Intel(R) 82577LM Gigabit Network., @7 VMware Virtual Ethernet Adapter ... @7 YMware Virtual Ethernet Adapter ...

.: Wireless Network Connection
S Disabled
DW1520 Wireless-N Half-Mini Card

Copy the name of your device exactly into the Adapter Name section. Then select an option from Adapter
Type and Adapter Category. When finished, click Add New Adapter.

' Al
@ BridgeChecker Settings ELM
Policy & Adapter Settings| Adapter List

Add New Adapter

Adapter Name Adapter Type Adapter Category

VMware Virtual Ethemet Adapter for VMne Wired v Whitelist v

Add New Adapter | €
Predefined Adapter List
Show Al v  Adapter names containing text Fitter
Mark selected adapter, Category as v Typeas v
] Adapter Name & Type Category e
» | B | Wired v | Whitelist i

[7]  11a/b/g Wireless LAN Mini PCI| Express Adapter Wireless ~  Primary <
[T] 1394 Net Adapter Wired v | Whitelist -
[7] ' 802.11 USB Wireless LAN Card Wireless v Secondary v
[7] | Aidink 101 Wireless N USB Adapter Wireless v Secondary v
[]  AMD PCNET Family PCI Ethemet Adapter Wired ~  Primary v
[7] | AppGate Tunneling Adapter Wired v | Whitelist -
[7]  Apple Mobile Device Ethemet Wireless ~  Thid -
[T Amay Networks VPN Adapter Wired ~ | Whitelist =
[T]  ASIX AX88772 USB2.0to Fast Ethemet Adapter Wired ~  Primary v~

[ Export Adapter List ] [ Import Adapter List Save Remove Selected From List

A J
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OPTIONS
Export Adapter List

This allows the user to export the adapter list in a CSV format, for use on different computers in the network.

Import Adapter List

Allows the user to import a list of adapters to the application's database. The import file must be a CSV file,

and each row must have the format: “AdapterName”, “Type”, “Category”

Note: Type and Cateqgory have to match with a Type and Category defined in BridgeChecker.

"Microsoft Tun Miniport Adapter","Wired","Whitelist"

"lla/b/g Wireless LAN Mini PCI Express
Adapter","Wireless","Primary"

"Dell Wireless 1390 WLAN Mini-Card","Wireless","Secondary"
"WAN Miniport (Network Monitor)","Wired","Whitelist"
"Intel(R) WiFi Link 5100 AGN","Wireless","Secondary"

"TAP-Win32 Adapter V9","Wired","Whitelist"
"Infrared Port","Wireless", "Whitelist"

"PANTECH UM175 WWAN Driver","Mobile Data Card","Third"
"U60O EVDO Network Adapter","Mobile Data Card","Third"

"NVIDIA nForce 10/100/1000 Mbps Ethernet
","Wireless","Secondary"

"VirtualBox Bridged Networking Driver
Miniport","Wired","Whitelist"

"Apple Mobile Device Ethernet","Wireless","Third”

Sample of comma separated value (CSV) format.

Save
Allows user to save changes made in a list.

Delete Selected From List

Allows user to delete selected records from the list. A particular row can also be deleted by pressing Delete

key when the row is selected from the left most arrow marker as shown below.

Category
v Primary v

v  Secondary

Adapter Name Type
Intel(R) 82577LM Gigabit Network Connection Wired
V]  DW1520 Wireless-N Half-Mini Card Wireless
cn -—
(V]  VMware Virtual Ethemet Adapter for VMnet8 Wired
[¥]  Microsoft Virtual WiFi Miniport Adapter Wireless
Conexant HDA D330 MDC V.92 Modem Modem

Click the checkbox to select a row to delete from a list.
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LICENSING BRIDGECHECKER

Go to the bottom right side of the screen and click the arrow. Look for the BridgeChecker icon and right click.

42 Config Manager
d) About

License

€) Exit Config Manager

Customize...
B TR A |
B == w12

The manager must already be running for the icon to appear.

Select the License option to enter the registered License for BridgeChecker.

9 Enter License Key ﬂ

Activate

Not Registered  Deactivate

Select Activate to register BridgeChecker.
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EXIT CONFIGURATION MANAGER

Go to the bottom right side of the screen and click the arrow. Look for the BridgeChecker icon and right click.

42 Config Manager
d) About

License

6 Exit Config Manager

Customize...
O 7 1 P IA
B == w12

The manager must already be running for the icon to appear.

Select the Exit Config Manager option to close BridgeChecker.

Note: Closing the BridgeChecker Configuration Manager does not prevent the program from functioning. The BridgeChecker
service is running in the background to perform enable/disable actions at all times.
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ADDITIONAL INSTALLATION OPTIONS

MicrosorT GRouP PoLicy
BridgeChecker can be deployed using Microsoft Group Policy.
1) Create a new Shared folder on the Domain Controller named Software (share with everyone and give
everyone read permission).
2) Create a folder inside Software named BridgeChecker and put the BridgeCheckerInstaller.msi package there.
3) Create anew GPO and link it to the Organizational Unit. Name it BridgeCheckerInstall.
4) In the Computers section of the GPO, go to the Software Settings under Policies to get to the Software
Installation settings.
Create a new Package by right-clicking and selecting New-Package.
Select the .msi file and select any options.
Run gpupdate /force from the Server (or wait for the Refresh Interval).
Have your users reboot their client machines.

5

~N O

)
)
)
8)

UsING PROGRAMDATA FILE To DUPLICATE CONFIGURATION
BridgeChecker stores configuration settings in the
c:\ProgramData\AccessAgility\BridgeChecker\settings.mdb file.

For machines with identical hardware, the settings.mdb file can be copied to the folder above to configure
multiple machines quickly.

Note: The c:\ProgramData folder is hidden by default. Setting can be changed from
Control Panel > Folder Options > View Tab

UsING MICROSOFT MSIEXEC
Msiexec is a Microsoft Windows command that provides the means to install, modify, and perform operations
on Windows Installer from the command line.

Type msiexec on command line for help, or see link below for details about msiexec.exe:
http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en-us/msiexec.mspx

BridgeChecker supports msiexec parameters for installation and configuration.
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Below command line parameters are supported:

Command

Values

Purpose

LICENSE_KEY

text

Sets license key

PASSWORD

text

Sets the admin password (plain password)

PASSWORD_FILE_PATH

Example:
“\\user-pc\shared\bc\password.t
xt,myuser,mypassword"

Needs to have username/password of
system user for which app is being
installed to read the file. Replace system
folder location with full URL for http(s)

ADD_ICON

0 = No wireless on/off desktop shortcut
will be added

Default = Wireless on/off desktop shortcut
will be added

PRIMARY_ENABLE_DISABLE_SECONDARY

0 = If wired adapter is connected, wireless
adapter is not disabled

Default = If wired adapter is connected,
wireless adapter is disabled

PRIMARY_DISABLE_ENABLE_SECONDARY

0 = If wired adapter is not connected,
wireless adapter is not enabled

Default = If wired adapter is not connected
enable wireless adapter

DISABLE_SECONDARY_ON_BOOTUP_SHUTDOWN

1 = Wireless adapter will be disabled on
system shutdown and startup

Default = Wireless adapter will not be
disabled on system shutdown and startup

ADD_BC_STARTMENU_ICON

0=No BridgeChecker@ icon added to
Start Menu

Default = BridgeChecker icon added to
Start Menu

ENABLE_TERTIARY_ADAPTER

1 = Wireless adapter is disabled on system
bootup / shutdown

Default = Wireless adapter is not disabled
on system bootup / shutdown

RELEASE_IP_ADDRESS

1

NETWORK_PROXY

http://ipaddress:port/
http://username:password@ipaddress:port/

socksb://ipaddress:port/

Activate license over the internet that runs
through a proxy

USB_ADAPTER_ACTION

‘Whitelist" / “Disable”

Either whitelists all USB adapters, or
disables all USB adapters

Note: If both PASSWORD and PASSWORD_FILE_PATH are provided then PASSWORD_FILE_PATH will always take precedence.
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SAMPLE COMMANDS

The following command will install BridgeChecker and set the password to “12345678".
msiexec /i bridgecheckerinstaller.msi /passive PASSWORD=12345678

The following command will install BridgeChecker and specify the absolute path of the file in

PASSWORD_FILE_PATH that contains the encrypted password.
msiexec /i bridgecheckerinstaller.msi /passive
PASSWORD FILE PATH=c:/”directory”/”subdirectory”/”file”.txt

The following command will install BridgeChecker, and set it so that the off-on wireless adapter icon will not be
added to the desktop.
msiexec /i bridgecheckerinstaller.msi /passive ADD ICON=0

The following command will install BridgeChecker, and set it so that the BridgeChecker icon will not be added
to the start menu.

msiexec /i bridgecheckerinstaller.msi /passive
ADD BC STARTMENU_ICON=0

The following command will install BridgeChecker, and set it so that the secondary adapters are automatically
disabled if primary adapters are connected.

msiexec /i bridgecheckerinstaller.msi /passive
PRIMARY ENABLE DISABLE SECONDARY=1

The following command will install BridgeChecker, and set it so that the secondary adapters will automatically

be enabled in the event that the primary adapters are disabled.

msiexec /i bridgecheckerinstaller.msi /passive
PRIMARY DISABLE ENABLE SECONDARY=1

The following command will install BridgeChecker, and set it so that secondary adapters will be disabled on
boot and shutdown.

msiexec /i bridgecheckerinstaller.msi /passive
DISABLE_SECONDARY_ON BOOTUP_SHUTDOWN=1
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