ANTI-VIRUS FOR SAP SOLUTIONS

bowbridge Anti-Virus
protects mission-critical

SAP applications:

* Prevents virus and

malware uploads

* Detects cross-site

scripting

* Blocks malicious active

content

* Content-based MIME
filtering

* Certified for the latest
SAP NW-VSI 2.0

* No code changes

required

* Proven in demanding

environments
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Standard Anti-Virus Programs Don't Protect SAP.

Today's global digital transformation
increasingly requires companies

to open up their SAP systems to
external users, suppliers, and

partners.

However, this accessibility

comes at a cost. By opening up
SAP, companies expose it to an
onslaught of cybersecurity threats
— including malware, cross-site
scripting attacks, and active

content.

Standard anti-virus solutions can't
address these cybersecurity threats
within SAP. In fact, standard anti-
virus programs can't even connect
with SAP NW-VSI 2.0.

That's the bad news.

The good news?

bowbridge Anti-Virus is designed
specifically and solely for

SAP. It works seamlessly in the
background, securing ABAP and
Java-based SAP applications as well
as SAP Business Objects and new
solutions built on SAP HANA and
UI5/FIORI. No code changes are

required.

With over a thousand installations
at leading enterprises worldwide,
bowbridge Anti-Virus is the
de-facto standard for malware
protection and content security for

SAP applications.

Don't assume your SAP system is
secure. Put bowbridge Anti-Virus in

place - and know it is.



Comprehensive Protection

Protection from Malware-Infected Uploads Protection from Active Content

* Comes with two embedded virus scanning * Delivers policy-managed detection and
engines to choose from: McAfee Security and blocking of macros and other active content in
SOPHOS numerous file formats.

* The only solution capable of performing Content-Based MIME Filters
scans 100% in-memory, guaranteeing highest * Analyzes beyond the extension to determine
performance. the file's actual content.

* Centralized virus scanning services can be * Allows application-specific controls over what
leveraged via the ICAP protocol. types of files are accepted for upload.

Protection from Cross-Site Scripting (XSS) SAPCAR Support

* 25 % of SAP security notes concern XSS * Regular virus scanning engines can't check files
vulnerabilities. in SAP’s SAPCAR archive format.

* bowbridge Anti-Virus detects and blocks XSS * bowbridge Anti-Virus has full access to
attacks in files, even if hidden or obfuscated. SAPCAR archives and ensures no malicious

content can be transferred from archives to the

SAP system.

“This is the level of support we strive to find in many of our suppliers, and it is refreshing to find

those contacts and companies that realize and appreciate those commitments.”

Kyle L. Hammer, 3M Corporation
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integrating seamlessly into SAP environments.
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bowbridge Anti-Virus has been certified by SAP four
consecutive times and meets the highest standards
of compatibility and stability.
Tel: +49 (0) 6227-69899-50 Tel: +1 650-617-3408
Quality Product and Service Email: info@bowbridge.net Email: us-sales@bowbridge.net
In over 1,000 installations worldwide, bowbridge
earns high praise not just for our results, but for our
commitment to service.

SAP° Certified
Integration with SAP NetWeaver®
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