
Case Study

Complete, plantwide  
industrial LAN deployment  
for Manufacturing Execution  
System (MES) makes Saudi 
Pharmaceutical Company 
ready for Industry 4.0

Saudi Pharmaceutical Industries & Medical 
Appliances Corporation (SPIMACO) develops 
and manufactures pharmaceutical products 
and medical appliances. SPIMACO’s main 
manufacturing facility, the Al-Qassim  
Pharmaceutical Plant, covers 150,000 square 
meters, including over 60,000 square meters 
of buildings. It is operated by 500 highly  
qualified professionals. The plant, which has 
earned national quality awards and attained 
major international certifications, focuses  
on keeping equipment up-to-date. They have 
been using the most modern and automated 
German technology since 1985.

SPIMACO understands the importance of  
improving the efficiency of its performance  
to achieve its goals at the lowest possible  
cost, and the company is committed to  
continuous investment in technology as well 
as adopting new management techniques  
and practices. It is for this reason that  
management decided to integrate all of the 
plant’s medicine manufacturing machines  
into a single network, with centralized  
Manufacturing Execution Systems (MES).

The Installation’s Key Requirements 
and Challenges

The new network solution needed to be  
resilient and fully scalable in all the directions. 
Moreover, it needed to incorporate all the  
latest security features and functions in  
view of future developments in line with  
the Industrial Internet of Things (IIoT).

A key requirement was that the project  
needed to be executed in record time  
without disturbing running operations.  
Finally, installation had to take place in  
the demanding clean-room environment  
of a modern pharmaceutical plant.

Leading parameters of the integration  
project were:

•  Approximately 500 nodes needed to be  
integrated.

•  Network had to be deployed only in  
non-hygiene zones to comply with strict 
regulatory requirements.

•  Access for cabling was restricted and  
some cabling had to be stretched to reach 
specific machines.

•  All the machines have similar IP addresses.
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Saudi Pharmaceutical Plant located about 300 Km from Riyadh in Al-Qassim Province
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Project Structure and Details

The project was led by ZMS Technology from Stuttgart, Germany, a long-standing Hirschmann 
Partner of choice for delivering innovative industrial products in the Middle East region.

Based on several meetings and a site survey, it was decided to divide the plant into various  
rings and sub-rings. These were spread across the plant and connected using Belden industrial 
grade cables. The complete network is configured and monitored using Hirshmann’s Industrial 
HiVision Network Management Software.

The full Gigabit network is equipped with Layer 2 switches and Layer 3 routers installed over  
multiple rings, providing a highly available infrastructure as well as the possibility to be easy  
expanded to triple port count. Multiple VLANs for different services were deployed and in  
combination with the various security features of the switches a highly secure network was 
achieved.

Typical network structure using Hirschmann components

“From planning to actual deployment took approximately 9 months – and in fact, once 
we completed the planning, everything worked very quickly.

In our industry, reliability is the key. We found that the ZMS/Belden team was very 
responsive and involved. They made everything crystal clear from the beginning.

If you make changes after deployment, you can expect to encounter issues.  
However, with the good planning we have not faced any major issues at all.”

 – Mansour Al-Rebdi  
 SPIMACOSPIMACO and ZMS Technology Industrial LAN Team

As displayed here, SPIMACO manufactures a variety of 
products, including tablets, capsules, syrup, injections and 
ointments
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Products

“Based on our long experience with local technical and security regulatory  
requirements in the Middle East, we were able to ensure from the very start of the 
design phase until the final execution that SPIMACO’s investment is well placed for  
the next decade, especially with regard to Industry 4.0 capabilities.

We were able to reduce the SPIMACO network investment by 8 times, using our  
15 years of field experience in both the European and Middle Eastern markets.  
Competitors were not able to demonstrate a similar track record – and this was  
a critical factor in selecting the Hirschmann/Belden Solution.

After proving that the Belden/Hirschmann Solution total cost of ownership is  
much lower than any of the other available solutions in the market, the SPIMACO 
technical team quickly decided in favor of the Belden/Hirschmann Solution.”

 – Shariq Khan  
 ZMS Technology

The complete installation, design, commissioning and training was done  
by ZMS Technology Germany.

The final design comprised:

•  Full Gigabit Hirschmann workgroup switches and routers

•  Hirschmann firewalls for traffic control to corporate network

•  Two variants of identically equipped panels to minimize spare parts 

•  Midnight maintenance concept integrated using auto-configuration adapter

•  LAN Routing for process/application

•  Belden copper and optical cables, color-coded for fast troubleshooting

Key benefits: 

•  Network design was validated by ZMS Technology using customized FAT Procedures  
in Germany.

•  Preconfigured network was shipped to Saudi Arabia and activated onsite within  
4 hours, via plug-and-play approach. 

•  Network was installed, commissioned and tested per Pharmaceutical Industry standards  
in just 5 days.

•  Security deployment can be done very fast using Industrial HiVision MultiConfig  
functionality once all nodes are active.

•  Expert training was provided onsite for the SPIMACO team. 

•  Network operates under full Support Level Agreement by ZMS Germany. 

•  Spare parts pool is kept to a minimum for easier inventory management.

Full Gigabit Hirschmann workgroup switches and routers

Hirschmann 
EAGLE firewalls

Hirschmann network 
management software 
Industrial HiVision

Belden copper and optical cables 

Hirschmann auto-configuration  
adapter and fiberoptic 
transceiver

SPIMACO and ZMS Technology Industrial LAN Team
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The Belden Solution

The Belden solution achieved the full integration of all 500 IP nodes to communicate with  
the central MES. This involved installation of most of the panels outside the hygiene area, in  
locations such as corridors and walkable ceilings. The industrial network was designed and  
executed to the highest standards, while controlling costs to meet the approved budget. The  
network with Hirschmann and Belden components meets or exceeds the specified real-time  
control and reliability needs, and it will deliver many years of productive infrastructure use.

Why Belden?

The Belden/Hirschmann solution was selected based on the one-stop service concept. ZMS  
Technology was selected by SPIMACO based on their long experience with industrial networks  
in the Middle East market. SPIMACO’s decision was based on Belden’s secure technology and 
proven ability to supply project consulting, support services and training in addition to its broad 
portfolio of trustworthy products. Belden was also able to demonstrate a deep understanding  
of machine integration and foresee possible future problems, together with the ability to  
confidently handle this project with guaranteed operational performance.

As the complexity of communication and connectivity solutions has increased, so have the  
requirements for design, implementation and maintenance of these solutions. For users,  
acquiring and verifying the latest expert knowledge play a decisive role in this. As a reliable  
partner for end-to-end solutions, Belden offers expert consulting, design, technical support,  
as well as technology and product training courses, from a single source: Belden Competence 
Center. In addition, we offer you the right qualification for every area of expertise through  
the world's first certification program for industrial networks. Up-to-date manufacturer’s  
expertise, an international service network and access to external specialists guarantee you the 
best possible support for products from Belden, GarrettCom, Hirschmann, Lumberg Automation 
and Tofino Security.

Irrespective of the technology you use, you can rely on our full support – from implementation  
to optimization of every aspect of daily operations.

Belden Competence Center
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About Belden

Belden Inc., a global leader in high quality, end-to-end signal transmission solutions,  
delivers a comprehensive product portfolio designed to meet the mission-critical 
network infrastructure needs of industrial, enterprise and broadcast markets.  
With innovative solutions targeted at reliable and secure transmission of rapidly  
growing amounts of data, audio and video needed for today’s applications, Belden  
is at the center of the global transformation to a connected world. Founded in 
1902, the company is headquartered in St. Louis, USA, and has manufacturing 
capabilities in North and South America, Europe and Asia.

For more information, visit us at www.beldensolutions.com and follow us on Twitter 
@BeldenInc.

Panel installation outside the hygiene area


