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1 Preface

The Task Force on Optimal PSAP ArchiteetfFOPA)is a federal advisory
committee chartered under the Federal Advisory CommitteéRR¢TA) to provide
recommendations to the Federal Communications Commission (FCC) regarding actions that
Public Safety Answering Points (PSAPS) can take to optithize security, operations, and
funding as they migrate to Next Generatiofr@ (NG9-1-1).

The Chair of the TFOPA iSteve SoudeBDirector, Department of Public Safety
Communications, Fairfax CountYirginia. The ViceChair of theTask Forcas Dana
Wahlberg, 91-1 Program Manager for thdinnesota Departmemf Public Safety The
TFOPA has three Working Groupsach with specific tasks under the overall TFOPA Charter

Working Group 1 Optimal Approach to Cybersecurity for PSAPs, Chalay English
Association of PublieSafety Communications Officials;

Under the Charter, Working Grodpwas responsible for providiRublic Safety
specific cybersecurity recommendations t)o
community. This toolkit will albw the Commission to provide not only guidance, but
alsouseful examples of the impacts of Cybersecurity risks that can Gedpie PSAPs.

The toolkitincludes:

1 A realistic selfassessment guide for PSAPs to evaluate their current cybersecurity
capabilites and risks;

1 A roadmap for the creation and implementation of a successful Cybersecurity
strategy that applies to loagbvernmenpublic safetyentities up to including State
government; and

1 Alist of potential resources for PSAPs @hdl-1 Authorities to provide additional
research and fadinding sources.

Working Group 2 Optimal Approach to NGA-1 Architecture Implementation by
PSAPs, Chair:David Holl, National Association of State-3-1 Administrators and
Pennsylvania Emergency Management Ags;

Under the Charter, Working Group 2 was responsible for creating this report covering
anddeveloping recommendations on:

1 How PSAPs can improve B1 functionality and cost effectiveness through NIz9
network architecture design and operation;

1 Optimd NG9-1-1 system and network configurations for a range of existing PSAP
use cases (e.g., large urban, rural);

Projected costs and transition periods associated with optimized configurations;
Ensuring and improving access to NG4 for people with disalties; and

Updating previous best practices for legacy PSAPs identified by CSRIC to address
the specific requirements that PSAPs will face in the M@9%nvironment.
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Working Group 3 Optimal Approach to NextGeneration 91-1 Resource Allocation for
PSAPRs, Chair: Philip Jones Washington State Utilitise and Transportation
Commission;

Under the Charter, Working Group 3 was responsible for understanding the challenges
and the need farew strategies for planning across multiple jurisdictions, allocating
scace financial resources, and optimizing budgets for effective return on investment in
new systems and technologieSpecifically the Working Group was responsible for:

1 Examining ways for state, local, and tribal governments to address these issues;
1 Deweloping recommendations on optimal resource allocation and budgeting fo
PSAPs to transition to NG9-1;
Identifying potential models for sustainable funding of PSAP Nd%perations;

Strategies for optimizing use of statd 9 fees to expedite the traition to NG91-1;
and

1 Creating incentives to discourage fee diversion.
Introductory Remarks

Today,9-1-1 is the most important and recognizettphonenumber in America and a
key component of the nation's critical infrastructure; in the same waycasceeleatural gas, and
water supply systemsConsumers look &-1-1 as that gateway through whi¢h report
emergencies. Inthe almost 48 years since the fitst gall was made in Haleiie, AL on
February 16, 1968-1-1 has been instrumental saving millions of lives and trillions of dollars
in property, Each day approximately 655,000-9 calls are made resulting in 240 milliorl9a
calls annually. These call are answered in approximét8§09-1-1 centers, &.a. Public
Safety Answering &ints (PSAPS).

The 91-1 call takers and dispatchers that answer and react to those calls are the first of
the first responders in thel91 public safety delivery continuum, serving 315 million plus
residents, approximately 18,700 Law Enforcement agen2j800 FireRescue departments and
15,200 Emergency Medical Service agencies.

Thecurrent9-1 system is actually a Asystem of
technology which cannot support and/or benefit from today's "smart" device technology,
includingAmerica's growing dependency on same tideexpectations associated with it.

Il n short, 8&8flXneadsh¢l®@ year sé

In December 2014he Federal Communications Commission (FCC) established the
Task Force on Optional PSAP-{91 Public Safety Answering Point) Architecture (TFOPA)
and requested approximately 40 nationally recognized subject matter experts, representing all
facets of the 9-1 profession and industry to serve on same. These highly talented and dedicated
individuals represent more than 800 years of experiencdih. Ihe TFOPA began its work on
January 26, 201%&nd concluded itmitial work on January 29, 2016.

The primary purpose @ahe TFOPA is to provide the-2-1 community and national,
state, tribal, reignal and locally elected and appointed officials, with a fundamental
understanding of what Next Generation €f-2 (NG91-1) is, its benefits to the public, options
and opportunities associated with efficiently and cost effectively adopting and depiythg
1-1, longterm cost savings available and initial and begn funding options.
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Personally and on behalf tife TFOPA members, it has been a privilege and honor to
work with and on behalf of the FCC in service to the public.

Steve Souder, Chair
Fairfax County VA 91-1

2 TFOPA Task Force Members

Name Orgamzaugn Title WG Participation
Representing
May, Tim FCC Designatedrederal
Officer
Zelman, Dana FCC FCC Liaison WG1
Connelly, Michael FCC FCC Liaison WG2
Adams, John FCC FCC Liaison WG3
Task Force Leadership
Souder, Steve Fairfax County, Director Dept. 0®- | Chairman TFOPA
Virginia 1-1/ Public Safety
Comm.
Wahlberg, Dana Minnesota Dept. of | 9-1-1 Program Vice-Chair TFOPA
Public Safety Manager
English, Jay APCO International | Director, Conm. Chairman WG1
Center and 94-1
Services
Holl, David NationalAssociation | Special Assistant for| Chairman WG2
of State 91-1 Emergency
Administrators Management
(NASNA) Pennsylvania
Emergency
Management Agency
Jones, Phil Washington State | Commissoner Chairman WG3
PUC
Goerke, James Texas 91-1 Alliance | CEO Chairman Editing
Group; WG2, WG3
Task ForceMembers
Aboba, Bernard Microsoft Skype PrincipalArchitect in | WG1, WG2
Microsoft's Skype
Organization
BecentiAguilar, Navajo Nation Executive Director | Member from Ma
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Name Organlzatlpn Title WG Participation
Representing
Theresa Telecommuications 20157 June 2015;
Regulatory Authority WG2, WG3
Blanken, Brad Competitive Carriers| Vice President WG1, WG2
Association Industry
Development
Bloom, Ron Frontier National 91-1
Communications Manager
Bourdens Dean AT&T Principal- Network | WG2

Planning Engineer,
AT&T Technology
Operations
Technology Planning
& Engineering

Boyd, Mary

West (formerly

Vice President

WG1, WG2, WG3

Intradq Inc.) External Affairs
Brown, Robert National Public IT Manager V, dw | WG1, WG2
Safety HampshireDivision
Telecommunications of Emergency
Coundl (NPSTC) Services and
Communications (9
1-1)
Burns, Alicia Digital Decision WG2, WG3

DeRango, Mario

Motorola Solutions

Vice President,

Member from

Inc. Advanced System | January 2015
Architectures within | December 2015;
Chief Technoloyg WG1, WG2
Office
Felty, Tracy, Lt Saline County, IL E9-1-1 Director for | WG2, WG3
Saline County
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3 Executive Summary

Each year more than astimated 240 million emergency calls are made ld6l9cross
the United StateS.hesed-1-1 Centes, or Public Safety Answering Points (PSAPSs), are the
gateways for access to emergency services for the public. By simplg | i ng t he t hr ee
1-1,0 callers in need of police, fire, emergency medical services, or other emergency responders,
can speak to a PSAP Telecommunicator who is their first link in the often lifesaving emergency
response public safety ecosystem chain.

For well over forty years th system has served effectively and honorably. As of March
2015, the United States hagproximately6000PSAPs. Dedicated professional
Telecommunicators in these PSAPs stand ready tweuntyhours a day, three hundred sixty
five (24 x 365)days a yeato receive calls and summon assistance for any number of critical
emergency situations.

While 9-1-1 continues to perform admirably, communication technologies have evolved
presenting new challenges and requirements forth& @8ommunity. Founded on tirrdivision
multiplexing (TDM) circuit switched voice services technology, wireline phone systems
managed by telephone companies are the platform for making and receiving cdl4.to 9
Internet Protocol (IP) network based technologies are now replacifigptiiglegacy) system.
Known as -tb-heo AfTDdMnsi ti on by the FCC, the copp:
will eventually be completely replaced by IP enabled systems.

These transitions are not new in the technology realm. Estimates as of NoZé&tbe
indicated that nearl#7%of all U.S. households currently rely on wireless as their primary
service (having given up TDM wireline servjceThis reliance on wireless technology results
in about 70% of all 4-1 calls being placed from wirelessgrtes annually.

Despite the enhanced muiftiedia capability oma ny o f wirtlesslaad/ I
devicesfor the most para 91-1 caller iscurrentlylimited tothe voice capability or, in limited
jurisdictions,thetext capability of the devices invadd The clallenge for policy makers and
9-1-1 Authorities is that the legacy®1 systems utilized over forty plus years are not capable
of receiving the forms of mulinedia common among everyday telephone users.

Any transition comes with difficult desions for policymakers and implementers.
Choosing the best options by 49 Authority often requires technology and funding
considerations that demand a sound understanding of the systems and processes that will need to
be put in place to effect respdlnle change. The evolutionfoNe xt Ged#d&pbati on 9
(NG9-1-1) technology presents potentially even greater challenges since it is not merely a linear
progression, but a paradigm shift.

1CTIA, Figure is from the Bdy Release of Estimates from the National Health Interview Survey,
JanuaryJune 2015. National Center for Health Statistics, December 2015.
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9-1-1 Authorities have operated legacyl9 systemsn relatively ndependent and
isolated operational environments. NG&4 implies a significant change ptanningroles and
responsibilities. This report introduces the expanded nature ofINIGEhcluding whats
termedthe Originating Service Environment (OSE). Thiwieonment includes IP call sep,
location determination, validation and delivery to ESInets across the country.

The NG91-1 architecture will require manyB1 Authorities to begin evolving a vision
of collaboration as they develop new models-GfB service delivery. Although much has been
written about the NGQ-1 transition, and the required steps for migration, TFOPA believes
there continues to be a lack of clarity among those responsible to develop and implement
NG9-1-1 systems at the-8-1 Authority leveland is discussed throughout this report

This finalreport is organized arouride three majoPSAP focused work efforts of the
Task ForceincludingCybersecurity, th®ptimal Approach to NG49-1 Architecture
Implementation, Optimal and®B-1-1 Resource Allocationlt essentially consolidates the
results of those work efforts into one document, with a common executive summary, and
summarized set of findings and recommendations.

3.1 Optimal Approach to Cybersecurity for PSAPs

Cybersecuritys a very real threat to public safety in general and to Public Safety
Answering Points (PSAPSs) specifically. Given the very nature of a PSAP as the interconnect
point from the public to first responders, and the increasingly technical nature of th@opera
at PSAPs around the Nation, it has become more critical than ever that adequate planning,
strategies and systems be put in place to defend PSAPs against pogbetiattacks Current
anal og systems have al r e acgbgratackssuch as delaghong mi s ed
Denial of Service (TDoS) anidadio FrequencyRF) jamming. The next generation ofl9l, a
fully digital, IP based, mukimedia capable network of networks, will open the doors to multiple
attack methods and vectors that PSAP®heaver had to plan for, or deal with. As a result, it is
very important for PSAPs-81 Authoritiesand public safety agencies to begin planning for
cyber defense sooner rather than later. It is also critical that any design considerations, and
implementations, around NG®-1 includecybersecuritys y st ems and services| t|
ino from the onset.

To date, the overall approach to N&9 network security has been lacking in clear
direction or architectural definitions. Cyber risk managementesfieg must be implemented in
support of PSAP operations, while still taking into consideration available PSAP resources and

l evel s of expertise. Accordingly, it is nejce
cybersecurity architectures and deyghg solutions.The TFOPAwas tasked with addressing
these cybersecurity issues for todayds PSAPs

specific cybersecurity practices based on experience and the sources referencedaove.
TFOPAwas also challengkto examinghese same cybersecurity issiesr t omor r owd s, P
in the context of NG4-1 systems and services.

The TFOPAproposes a cooperative and synergistic approach to cybersecurity for
emergency communications, including core cybersecurity gsvisterconnected monitoring
and mitigation; and near retine information sharing amongst multiple levels of public safety
agencies and entities. This report includes examples of alternative models, partnerships to be
considered, and higlevel pricingestimates. The intent of this approach is to provide
recommendations for further study and to define core cybersecurity services that relate directly
to the public safety and emergency communications enterprise, including both current legacy
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and future NG-1-1 systems.

In addition to theCybersecuritycore reportthe TFOPAhas created appendices which
cover the following topics:

1 A very limited set of use cases to illustrate the multiple threats that already exist, and
have been perpetrated against, PSAP

1 A realistic selfassessment guide for PSAPs to evaluate their current cybersecurity
capabilities and risks; A roadmap for the creation and implementation of a successful
Cybersecurity strategy that applies to local public safety levels of governmeat, up
including State level government; and

1 A list of potential resources for PSAPs andl-2 Authorities to provide additional
research and fadinding sources.

This report notethat in addition to the legacyB1 networks, and related cybersecurity
practices, transitional NGQ-1 architectures do exist, and will continue to be deployed and
evolve. Because several aspects of the NENA i3 architecture are barriers to immediate
implementation any discussion of architecture options, including cyberseceqitye
consideration of transitional and other architectures.

One of the major drivers in the advancement of communications technology as it relates
to 9-1-1 is the deployment dhternet Protocol Multimedia Subsystefivi§) based networks
and systems. T@se networks will interface with both legacy and NI5® systems, and will
need to be considered as part of the overall {4G%lan and therefore must also be included in
any cybersecurity plan. TH&EOPAreport, architectures, and recommendations afopbpth
i3, and IMS, based networks and systems.

TheNational Institute of Standards and Technol@giST) Cybersecurity Framework
(NCF) is a voluntary framework developed by NIST working with various stakeholders to
identify existing standards, guidelinesd practices. The framework core describes a set of
activities that can be used to achieve the desired cybersecurity specific ouiduwie&-OPA
has mapped out the recommended level of PSAP dntl Authority operatioathat should be
involved in eaclof the five key areas identified in the NCF. Thesk Forcénas detailed both
the recommended level for implementation and téglel requirements to achieve
implementation at the appropriate level for PSAP$;19Authorities and related partners and
enities.

In addition to mapping out critical NIST elements to the PSAP ahd &uthority
operational levelhis reportdiscusses the need to consider a unified approach to Identity
Credentialing and Access Management (ICAMheICAM encompasses standazed core
capabilities to be able to identify, authenticate, and authorize individuals and provides
appropriate access to resources, which is the lynchpin to the success of the national
cybersecurity initiative.

The intent of the ICAM discussion in thigport is not to suggest that local, regional, or
State agencies be required to utilize any type of Federal single user, singla sigproach.
Rather, the intent is to provide an education as to the need for identity control and access
management at dkvels of interface. The information provides potential modeling for local
authorities and is intended only as a referenceaamdlucation source.

When properly aligned, ICAM creates a basis for trust in securely enabling electronic
transactions, whichheuld include secure access to facilities and installations. Just as identity,
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credential, and access management activities are not alwageiselined and must be treated

as a crosslisciplinary effort, ICAM also intersects with many otteiormation Technology

(IT), security, and information sharing endeavors. The ICAM segment architecture
encompasses the core capabilities to be able to identify, authenticate, and authorize individuals
to provide appropriate access to resources, which is the lynichiia success of any

cybersecurity initiative.

The National Initiative for Cybersecurity Education (NICE) developed a National
Cybersecurity Workforce Framework (Workforce Framework) to define the cybersecurity
workforce and provide a common taxonomy &adcon by which to classify and categorize
workers. The Workforce Framework lists and defines specialty areas of cybersecurity work and
provides a description of each. Each of the types of work is placed into one of seven overall
categories. The WorkfoecFramework also identifies common tasks and knowledge, skills, and
abilities (KSA's) associated with each specialty area.

As a prescriptive example tbe Define and Identify Workforcahe TFOPAmembers
reviewed job titles, roles and skills to asse#SENFramework labor categories, scope of work,
and information technology skills most closely associated with each. While PSAPs generally do
not have a single consistent model for job titles, a generalized set of job titles were mapped to
labor categoriewiith identification of required skills and recommended training based on the
NICE Workforce Framework.

In addition to incorporating current best practitbeNIST recommendations, and
current work fronDepartment of Homeland Securit9KlS), Associationof PublicSafety
Communications OfficialsAPCO), Alliance for Telecommunications Industry Solutions
(ATIS) andtheNationalEmergency Number AssociatioNENA), the Task Forcénas
determined that an additional layer should be introduced into the recormdienare
architecture. This layer, and asgted cybersecurity functiomsve been identified as the
Emergency Communications Cybersecurity Center (EC3).

In the proposed NG2-1 cybersecurity architecture, the EC3 will take on the role of
providing Intusion Detection and Prevention Systems (IDPS) to PSAPs and any other
emergency communications services that would benefit from utilizing centralized, core
cybersecurity services. For example, not only PSARsalsoEmergency Operations Centers
(EOCs) ad potentially the Nationwide Public Safety Broadband Network operated and
maintained by FirstNet, could also interconnect to the EC3 service. This approach would allow
public safety to build one infrastructure and use it for many clients. This prowgadgant
economies of scale, puts multiple Federal, State, Local and Tribal resources into the same
protection scheme, and allows for sharing of data, mitigation strategies, and recovery efforts
across enterprise.

The information collected by the EC3sitinelates to the PSAPs will be the result of the
monitoring that the center will be doing for them. As a result, it will be necessary to deploy
some type of IDS sensors at each PSAP location. Alternately, and perhaps more effectively, a
way will need tdbe devised to get all traffic to funnel through a centralized EC3 for monitoring
at a regional or State | evel, then aggregatiin
central monitoring facility. This would best be accomplished via the EStokitecture with
partnerships at the Local, State and potentially Federal level. The sensor network enables real
time visualization of call data, without any Personally Identifiable Information (PII), which can
alert a monitoring center, suchationalCybersecurity & Communications Integration Center
(NCCIQ), to a disruption to9-1 services by virtually any means, manmade or natural.
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The establishment of certain shared core services like cybersecurity, which can be
utilized by multiple participatinggencies, can produce substantial cost savings for each
participating agency and could also decrease the time needed to implement a comprehensive
cybersecurity system for PSAPs éid-1 Authorities In sharing this portion of NG®-1
infrastructure, PSA®decrease the amount of work and specialization needed at the local level,
and can instead take advantage of centralized, expert cybersecurity services allowing them to
concentrate on the lfsaving, dayto-day operations related to taking and dispatglaialls for
service.

Thisreport provides a set of recommendations to public safety leadership. These
recommendations will identify options for local leaders to make informed decisions as to how to
best integrate these services, programs, and partnefiginpthe PSAP, and broader191 and
emergency communications community, at the local operations level through state and regional
partners and up to potential federal level resources.

When reviewing these recommendations, readers should recognizetthaery PSAP
will have the same needs, capabilities, or requirements, from either a personnel or network
perspective

A very high level summary of these recommendations is as follows:

1 TheTFOPAhas determined that an additional layer, identified as therancy
Communications Cybersecurity Center (EC3), should be introduced into the
recommended future architecture.

1 Local PSAPs, 4-1 Authorities and regional organizations can leverage a number of
existing capabilities, such as the DHS NCC, NCCIC;IMAC and existing State
level FusionCenterdor cybersecurity information and assistance.

1 In addition, with the incorporation of the EC3 concept, all of these potential partners
can be included in the holistic approach to cybersecurity which will alloa loc
authorities to share costs while benefiting from more comprehensive services and
capabilities that might otherwise be unavailable and most certainly could be cost
prohibitive without a shared approach.

1 A key function of the EC3 will be to provide resoes in the form of both systems
and support personnel to help identify, mitigate, recover from, and restore services
after any cybenttack. Additionally, if properly implemented the EC3 will assist in
the investigation of such events.

1 Public / Private Gllaboration is critical to the success of a comprehensive
cybersecurity approach,

1 Governance is pivotal to secure and interoperable emergency communic@tiens.
TFOPADbelieves there are multiple governance issues that must be considered in
order to estalish and maintain a central coordination point, or a distributed model,
for any cybersecurity system or solution.

1 TheTFOPAhas mapped out the recommended level of operation that should be
involved in each of the five key areas identified in the NISB&gecurity
Framework. It is recommerdthat additional study, and a more detailed mapping
of this approach, should be considered in the event any follow on work is done by
future iterations of TFOPA.
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1 While PSAPs generally do not have a single consistealel for job titles, a
generalized set of job titles were mapped to labor categories with identification of
required skills and recommended training based on the NICE Workforce Framework.
TheTask Forceecommends that PSAPs and-Q Authorities use thancluded chart
as a baseline document for identifying training needs and planning accordingly. In
addition, as th&ask Forcavas somewhat limited on time to further study this area,
additional work may be merited by future iterations of TFOPA.

1 TheTFOPAhas limitedits ICAM related recommendations #édocal perspective,
and in that contextprimarily to the physical verification of an individual to be
granted access, the issuance of a user name, password and some form of token or
additional authenticadn mechanism.

1 TheTFOPAsupports PSAP arfat1-1 Authorityimplementation of multfactor
authentication at the PSAP level and inclusion of ICAM requirements for any
current, or yet to be defined, interfaces from the PSAPs to any cordNG@rvices
swch as those defined Bection 5

1 TheTFOPArecommends that PSAPs and-Q Authorities conduct a logical
analysis of each potential architecture option as recommersdetommended
elsewhere in this reporand then consider integration of the core cydaevices,
local PSAP workforce, and ICAM recommendations, and collaborative information
and data sharing as part of the overall NIGBimplementation process.

1 TheTFOPAhas developed a checklist based on previous work done by multiple
organizations.This checklist and roadmap can be used as a baseline to create a
working document for a phased implementation of cybersecurity services in
conjunction with the development and build out of any proposed NG8ystems
and services, regardless of architeetoption chosen by the local authorities.

TheTask Forcébelieves that a lack of focus on cybersecurity poses a very real threat to
the PSAP and emergency communications system(s) in the United States. Creation of core
services, which provide single ptsrof contact, direct reporting, awareness, and data sharing,
and realtime response to cybattacks at multiple levels of government is essential to the
success of our efforts to defend next generation networks and systems. The actors, vectors, and
outacomes for cybeattacks against public safety vary widedyd thereforeourapproach to
defending against these attackgst be focused

Cyber risk management strategies must be implemented in support of PSAP operations
taking into consideration availabRSAP resources and levels of expertise. In order to,db so
is necessary to think Aoutside the boxo whejn
when solutions are suggested

The TFOPADelieves that a combined approach utilizing the existingrNisd NICE
frameworks, current cybersecurity practices for defending legde¥ Aetworks and systems,
and a bold, cooperative new architecture approach to the defense of transitional and fully
deployed NG91-1 networks would provide the best path forcass.

It is the conclusion athe TFOPAmembers that further examination of the
recommendations contained in this report should be considered as part of any tasking for future
iterations ofthe TFOPA, orthe TFOPA related activities. In conducting thwerk, the TFOPA
would urge any future working groups to be mindful of the needs and capabilities of local
operations entities, the necessity of governance that accounts for both local needs and
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capabilities as well as recognizing the need for enterpksetioperative cyber defense, and the
incorporation of State, Local, Tribal and Territorial needs into potential partnerships at multiple
levels including potential Federal partners.

3.2 Optimal Approach to NG9-1-1 Architecture Implementation
by PSAPs

This regport was developed with the intent to help clarify and educate decrsaggars
tasked with the critical responsibility to move from the current legalyl @perational modsl
to theNG9-1-1 framework. Accordinglythe TFOPAdividedits work into four disinct areas of
the emerging NG4-1 environment. Namely, the:

1 Emergency Services IP transport network (ESInet)

1 Access and NG9-1 Core Services (NGCS),

1 PSAP Terminating Equipment/Caliking Support subsystems (Computer Aided
Dispatch (CAD), Management lmfimation Systems (MIS), Dispatching Equipment,
etc.

1 Governance

Figure3-1 below is a depiction of these areas and the various configuration options that
they represent:

Configuration Options

State Multi-State Hosted Regional

By NGCS State Network hosted * County

[Substate) Substate G5 Local Local

Prgsical or virtual PSAP
" NGS-1-1 Core Terminating 9-1-1
i Services Eqpt Calitaking A
(NGCS)
[ WAN/ZIAN ]

State
Substate ESinet IP transport network ::‘ )
County? ——
Hosted Regional Hosted ’!Q:”‘“V i
Local Local Local e

. Field
Dlipatc'“ng

= WAN / LAN Firsthet?
ESInet 1P transport network i
RCH 111615
Figure 31

With the configuration options shown above, each component in Figlis further
described and referenced individually and collectively throughout this report.

Based upon the above network model, this report describes options fet-lGérvices
optimization, including infrastructure sharing by PSAPs. It also describdsniergency
Service IP Network (ESInet) and N&91 Core ServicesFunctions (NGCS) that provide and
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control delivery of calls, messages, and data to PSAPs. Sharing infrastructure among multiple
PSAPs involves the utilization of equipment and softwarettkat advantage dhternet

Protocol (IP) technology via the ESInet transport networks. Infrastructure sharing offers the
potential for optimization in many areas such as cost, operations, interoperability, shared
services and survivability.

In discussinghe current legacy-2-1 environment, tis report acknowledges that the
aging analog 9-1 systems operating across the nation were developed when landlines were the
only phone service available. The original systems were not designed to receive additaand
from IP-based services. While sophisticated technical advances have been incorporated into the
legacy 91-1 systems and have provided 4 functionality for wireless and Voice over IP
(VolP) servicethisreport observethat evolution of thed-1 system is essential. The
advancement of the B-1 system is essential to meet public expectations to correlate basic
telecommunications functionality with the capabilities of the modern mobile devices so
ubiquitous in our nation. Without it, transmissiordaeception of essential emergency
information including texts, photos, video, data, and telenigtmyealtime’ is not feasible.

This report notes that the ultimate goal of NG4 deployment is the development of a
standardized nationwide, interconnee d fisy st em -4-Lenmergendyemso f or 9
communications without regard to jurisdictional or mafk@sed boundarigg.g., local access
and transport area or LATAING9-1-1 systems in their transition and end states can allow and
support significantlyenhanced redundancy, reéahe and alternate call routing, improved call
transfer capabilities, multnedia capability, additional data, and bagkimprovements.

This report discusses several potential architectural models for transitieohithg 9
Authority systems through the implementation and deployment of-NG®chnology. It
explores some of the basic operational and architectural possibilities avaitabell as the
technical components, requirements, challenges and opportunities assodlatdeplayment of
NG9-1-1 systems, with significant focus on options for maximizing-effgtctiveness and
efficiency.

The legacy 91-1 environments of the past 40 plus years are rapidly coming to an end no
matter which deployment model is chosen. Indepahdystems wilbe too costlyn most cases
for single NG91-1 implementations. The new paradigm of NGQ will be based upon system
roles in an emergency services ecosystem as depictéiek following pages
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Next Generation 9-1-1 Emergency Services
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Figure3-2

In legacy 91-1 networks the systems centered on the TDM networks @tigenating
Service ProvidersgSP3. In NG91-1 a new Originating Service Environment emerges where
any number of points can originate calls or other reguesiservice. Those requests for service
will be processed through the NG9l Core Services and be transported to the PSAP via
ESInet(s) for dispatch of first responders.

9-1-1 calls for service will not be limited to only voice telephony since the-B&9
framework will accept calls for service from a variety of media types. For examphg-text
9-1-1 servicewill revolutionize the functionality of 4-1 for deaf and hard of hearing
individuals, and will, provide alternative communications patwieen a 9-1 caller and the
responsible PSAP. In addition to improving-4 service, deployment of NGB1 systems
offers the potential for efficiencies that can assist with optimizing PSAP operations.

This report documents that the envisioned NiGBtechnology offers tremendous
flexibility to PSAPs in terms of sharing equipment, infrastructure, facilities and personnel.
NG9-1-1 technology can be employed to streamline operations, reduce duplication and provide
significantly improved redundancy, intgrerability and robustness. It describes the
opportunities and challenges to seeking efficiencies inthé @nvironment which may lie
more in political, governance, operational and management considerations than in the wide
ranging capabilities emergirin the NG91-1 technical environment.

New roles and responsibilities will inevitably emerge as Originating Service Providers
(OSP)evolve to an Originating Servidgenvironmen{OSE)andNext Generation9-1 Core
Services (NGCS) are developed and immated. As depicted below;1 Authorities as they
have existed in the legacy environment will also change as broadeningsandle
responsibilities occurs as more mujltrisdictional, regional, statewide, or even miliate
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relationships are organide

NG9-1-1 Roles and Relationships

QSE Regional or State 9-1-1 Authority

9-1-1 System Service Provider Local 9-1-1 Authority

Operated by vendor(s)
or Regionai or State
9-1-1 Authority

Figure3-3

There are many variations on roles betwednrl9Authorities at local, regional, and state
levels (including some areas where none of the three formally exist). When viewed at a national
level however, there is a gradual trend towardrties and relationships depicted above as
NG9-1-1 work proceeds. TheB1 Authority term is somewhat generic, as the name of
organizations that fill that role vary greatly, such @ls®Administrator, Emergency Telephone
Service Board (ETSB), etc. In macases, the regional or staté-2 Authority does not have
direct governance over the locall9l Authorities. As this report discusses, referencing the
organizational roles in the figure above instead of just the physical componatvedis one
wayto more clearly statthe nature ofelationships in the-2-1 environment.

Thisreport consider8-1-1 system optimization to maximize efficiency and improve call
flow. The system solution architecture described in the report enables a transitionreo a mo
collaborative and interoperablel9l system. Advantages and challenges of various PSAP
configurations are discussed to assist in determining which model might best meet the unique
needs of a particular jurisdiction.

Transition from legacy-4-1 toNG9-1-1 raises a myriad of questions and concerns.
DeployingNG9-1-1 capabilities is not a questionfofi , bub ratheii w h eéhe transition will
occur. A primary message in this report is that NiGBarchitecture can be customized to
support almost any odiguration of PSAP operations. Factors that affect these configurations
include financial, political, governmental and operational considerations. The overall goal of this
report isprovide abetter understanding of NGB1, its components, capabilitiedgeployment
options, and potential benefits. Armed with this understandiigl @uthorities and decisien
makers will be able to apply that knowledgeémdsongoing objectiveand collaborative
dialoguesnabling the development oN&G9-1-1 plan that mds the needs of their
jurisdictions.

3.3 Optimal Approach to Next-Generation 9-1-1 Resource
Allocation for PSAPs

The TFOPAstudied and analyzed a number of studies related & NGfocusing on
9-1-1 feesand resource allocation issuelhe list ofthose stdiesis foundin Appendix8, and
the TFOPA realizes that this list of studreay not capture all relevant studies®#-1 fees and
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resource allocation in the last decade orRarticular attentionwvas paico the description and
analysis of various fuding models included in the recent study on potential funding models by
theNational Association of Sta&1-1 Administrator§NASNA). The goalas not to assess
and/or criticize these reports in detail, but instead reference thim@dantextof our analysis

and preferences in a very short period of tireforts to reform such funding systems are not
easy and potentially involve several layers of government jurisdictions including over 6,000
PSAPs, 50 state governments and the District of ColumbiaalTauthorities, and others. This
report provides a menu of options for policy makers at all levels with recommendations to
facilitate the transition to N&1-1 services with sustainable fundinghis section othe
Executive Summarincludes aranalyss with key findings, followedelowby a more detailed
analysisof the priority funding alternatives for whighis recommendd thatstate and local
governments give serious consideration.

3.3.1 9-1-1 Policy Statement:

After substantial discussion, ti¢OPAadopted the following overarching policy
statementwhich is consistent with a 2015 NASNA studirhe TFOPArecommends that the
1-1 community, across all states and PSAP jurisdictions, use the principles outlined in this short
statement, along with theare detailed principles outlined, infra, in any discussions with policy
makers.

9-1-1 funding must be predictable, stable, and dedicated only for that
purpose. -1-1 fee shall be assessed montlugllected by communications
carriers with the cost paily endusersin a competitively neutral manner on all
technologies utilized to place@l-1 emergency request for assistance to a
public safety answering point through an emergency communications network.
Such fee can include a traditional fee on an asdae or communications device
in a subscription, an amount in a ppaid wireless plan, omn the future, could
be assessed as a network connection feerfdrusebroadbandserviceghrough
anInternet access provider.

3.3.2 Recommendations

1. Effective Stateide Planning and Coordination:

Based on a review of previous studies on fun@igl, it appears that a cohesive, strong
statewide9-1-1 planning and coordinating mechanism is necessary in all states to facilitate the
timely and efficient deployment of®8-1-1 networks. Many jurisdictions have a statewide
9-1-1 coordinating bodywhile aher states have strong and effective regional authorities in
larger metropolitan areas. But sostateshave neitherThe PSAPs fundamentally remain a
local emergecy communications entity within county and local governments, statewide
coordinating mechanisms should play an increasingly important role in all aspects of the build
out and operations of N851-1 systems. Those state level coordinating mechanisms shawed
responsibility for longrange planning and 4istate coordination, including developing an
optimal architecture for the entire state, establishing minimum service standards, and providing
for training and workforce development. One clear benefitadéwide coordination is the
prospect of city and regional authorities combining at least for purposésgamiing volume and
term discounts on services and equipment.

PSAPs will continue to be the operators of @k 1 systems with the critical local
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knowledge, and will provide the call takers and dispatchers with most of tBelNGquipment

on site as well as training in its use. State law must provide a sound foundation for such a
coordination mechanism, and the resulting mechanisms must be mble &si accountable.
Moreover, thed-1-1 community must develop more effective ways to engage key state decision
makers, includindput not limited tathe GovernorChief InformationOfficers (CIO) budget

offices, revenue departmestand public utility ommissiors, as well as key state legislators and
staff responsible for emergency communications.

2. Enhanced Data Quality and Reporting:

The quality and accuracy 6f1-1 fundingdata at all levels of government can be
improved. Better and complete dataall aspects d-1-1 funding will facilitate federal and
state efforts to set appropriate and sustainable levels of funding for this critical public service.
Currently, the accuracy and quality of data submitted to the FCC for incorporation into the
agencyo6s annual report ©O&l1ACtpindgficiens Stateangée qui r ed b
regional9-1-1 Authoritiesmust work with PSAPs to improve the accuracy of the data submitted
to the FCC. Moreovethe Task Forcspecifically recommersthat (i) a thirdparty auditor
review the data submitted to the FCC before itsNEtl Report is submitted to Congress, and
(ii) third party auditing should be considered by each State as new contributor
technologies/services/entities are identified, e.g., eztafbr point of sale collection 6f1-1
fees for prepaid wireless plans and-#habled devices that uSel-1 services.As a
foundational mattergudits should consideghe need to develop a consensus around key terms
used inthe auditing process.

3. Continued Cooperative Federalism:

The concept of fAcooperative federalismo mu
of existing9-1-1 networks to NG-1-1. Statutory authority oved-1-1 exists at both the state
and regional levels and in certaggulatory environments the FCC maintains jurisdictigi-1
callsto aPSAP thatlmost alway®riginateand terminate withinat at e d s ,asebyjundar ijes
definitionclearly both intrastate and subject to State oversigBtate statutes convey authgri
for officials to direct oversight and operation of public safety funding, deployment, and assure
the responsiveness of such systems. Federal agencies, such as the FCC, DOT/NHTSA,
Department of Homeland Security, Department of Justice and othersnherestis in assisting
in the efficient and cosgffective deployment of N&1-1 systems nationwideut have, in
varying degrees, limited statutory authority to address certain issues or encourage certain
policies. Government at all levels should engagaistained substantive dialogue to develop
additional mechanisms to promote 8Kk1ld e pl oy ment . This fAbig tent.
includes disparate views and may be challenging to coordinate. But, at a minimum, the FCC
should maintain its efforts testablish a longerm vision for a viable and secure BiG-1
network, while increasing efforts to facilitate meaningful discussions among all levels of
government in order to address inconsistencies in architecture and operations among the PSAPs
and statesand other jurisdictional tensions inherent in this evolving paradigm.

2See, e.g., the definition of Ainterstate services
thatdé i ni ti on: Awire or radi o communication betwegn
of the United States, or the District of Columbia, tigio anyplace outside theredf. Not e t he appl i
of the provisions of Chapter 5is limited by 47U68. A 152 (a) to such Ainter|st
specifically excludes, as noted in 47 U.S.C. A |15

facilities, or regulations for or in connection with intrastate communication service by wire or radio of
any carrier. o
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4. State/Regional Control of PSAP Operations and9NI51 Transition:

The TFOPA endorsdbe needo (i) develop a statkevel costeffective, efficient
architecture for NG-1-1, and(ii) to enhance measures to protect the emergency infrastructure
against cyber intrusionsThe Task Forcalso endorsethe N(-1-1 system architecture
developed to date. N#=1-1 systems require that shared services networked across multiple
PSAPs meet series of welldefined conventional criteria.

However, such criteria should be established by a state or regional governing body and
include decision analysis, cost effectiveness, budgetary constraints and priorities, accountability,
and a welldefinedgovernance structure, subject to external audits and contractual obligations.
Indeed, it is crucial that PSAP and first responder operational decisions remain at the local level.
This is discussed in more detail in Secttoé related tdffective Statewde Planning and
Coordination

5. PSAP Consolidation:

The Task Force was asked to examine prospects for greater PSAP consolidation, either
within state boundaries or perhaps nationally. Consolidation is currently occurring on an
organic basis. This trendwards PSAP consolidations, where it is practicable, and results in
efficiency gains, is accelerating as moreetitbled architecture is deployed and services are
shared. However, as outlinedtins report there are technical, logistic, and jurisdiotb
challenges with any consolidatidrparticularly those that would occur across state boundaries.
Under a cooperative federalism paradigm, state and local government authorities maintain
primary jurisdiction ove®-1-1-services. Moreover, PSAP conslatiion does not necessarily
translate into increased efficiencies or cost savings. Ther#dierBi-OPAbelieves that
focusing only on PSAP consolidation is neither constructive nor within the exclusive sctgpe of
work. Insteadthe Task Force hahosen to focus more on which funding mechanisms offer the
best approach going forward in light of the policy principles mentioned above. The
recommendations in this report, as a whole, provide a more constructive path forward that is
both appropriately reggtful of state and local government prerogatives and legally sustainable.

6. Potential Newd-1-1 Funding Mechanisms:

The TFOPAexamined five potential funding options for state and local governments
with a bias towards approaches that are technologicallyral and sustainable. The results are
summarized below. It is important to stress thetreport presents a menu of options for the
state or local government to consider when creating a lgdegarapproach for funding
NG9-1-1 systems; it is ot meant to be a federal mandate or a requirement. No funding system
is perfect and adjustments will be needed for any revised funding approach, which will likely
include several different funding sources. Any revision of State funding mechanisms will
require some time to change current State laws and will involve a transition of several years.

A: Approach: Continued reliance on the curredtl-1 funding model
supplemented by a new network connectiomifeasers with broadband servicesnd assessed
onany carrier or broadband provider that provides Internet access to retail customers.

Response The Task Forcéelieves this funding method is sustainable as well
as technologically and competitively neutral. It could be assessed on network providers that
providelnternet access a number of different methods as described at a general level below.
The details of the funding mechanism are critical, and several adjustments are needed to make
this approach equitable and legally sustainahiles recommadedthat further detailed study of
this mechanism, and its necessary adjustments and assumptions, be carried out by a new joint
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Local SateAdvisoryCommitteeon 91-1 (as reflected by the LSAG set forth below).

B: Approach: Continued reliance on the a@nt model including efforts to
secure funding from prpaid wireless services in all states. Basedh@review of the limited
data available, it appears 14 states have not resolved the need to 8dllddiees on prepaid
wireless plans at retail potrof-sale.

Response Addressing prepaid wireless plans is a crucial part of assuring
sustainable and technologically/competitively new@rat1 funding. Thirty-seven (375tates
have resolved the need to as€4sl on such plans after significangislative efforts and/or
litigation. However, the remaining states still need to resolve these iSBued.ask Force
encouragesneoonf or ming states to resolve this Afunc
state legislation. Also, due to the amonthly purchase pattern of ppaid customers, actual
collections 0f9-1-1 fees at poinbf-sale on these plans may not be equitable at current levels.
States utilizing State Comptrollers see improved performance in fee remittance and collections.
As moee data on actual collections is developed by state entities, and compared to forecasted
collection for this class of customers, this issue will need more scrutingtatesiabove the
Task Forceecommendthat the FCC should refer a more detailed exation of thisissue to
the LSAG, orajoint advisory committee.

C: Approach: Migrate 9-1-1 funding towards state universal service fee
assessments. Currently, only Vermont assé&sdekfees as part of the overall funding of
universal service requiremes. About 22 states have some form of diased universal service
funding. At the federal level, the basis of contributions for the federal universal service program
has been referred to the Federal Stadint Board on Universal Servigg-CC CC DockeNo.
96-45) and itsanticipatedreport on recommended changes to the existing contribution
methodology is under review.

Response The TFOPA concluded this is not a viable option because of the
current bifurcation in how existing State universal servicel$ operate, and the fact that most
state universal service afdl-1 programs are managed separately.

D: Approach: Integrate N®-1-1 funding into state sales and use taxes. About
45 states have some form of sales and use tax. However, such taxemtbeldubject to the
Federal proscription against diversion 8f1-1 fees. This approach would likely reflect the
problems associated with current-oangling of9-1-1 fees with general fund revenues, and face
problems characteristic of state appropi@ts procedures.

Response The TFOPAfinds less merit in this approach than did the 2015
NASNA study for several reasons. Historicaiglvancements i&1-1 were not funded by
general revenue due to higher competing budget priorities, and a spedeginetcept was
developed to provide dedicated funding. There is established preced@dtiand N®-1-1
fees to be collected separately and maintaihmne
general fund. If combined as this approach wouldiregthe current diversion 8f1-1 fees
will expand due to state budgetary pressures, especially among the various state agencies with
some connect i on haweverfepuous.l Moeover,dhe potitigabobstacles to
enactinga sales and usextade novojn the remaining states would behallengingn the
current fiscal environmentSome states require voter approval of new taxes, surcharges, or fee
increaseswhile othersrequire a supemajority (twothirds) vote of the Legislatures toapve
such fees.

E: Approach: Consider incorporation 0®-1-1 funding into state insurance
fees. Each state has some jurisdiction over insurance rates and policies. Some argue that
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health, fire, and casualty insurance policies also have a natusalsy® emergency
communications. In fact, the Blue Ribbon Paneddnl Funding recommended consideration
of attaching &-1-1 fee to health insurance policies.

Response The TFOPAdIid not give serious consideration to this approach
because of concerabout feasibility and the gulf between jurisdictions with respe@tltd,
public safety, and insurance.

7. Enhance Education and Outreach:

Studies 0B-1-1 fees and N@G-1-1 deployment should be developed with a strong
emphasis towardke challenges amplementatiorand execution.These studies should include
a much more integrated, intensive approach toward outreach and educatior®fbrithe
community. These efforts should be directed toward key state denisikers that do not
generally work diretly within the9-1-1 ecosystem. Some industry stakeholders and trade
associations have already developed programs to highlight the importéhgelpé.g., the
National Conference of State Legi s9ldtureds
actons. However, current efforts are not sufficient to assure timely deployment®1NGyet
morecan be done. The F@CBureau for PS/HS, NASNA, NARUC, NENA, APCO,
DOT/NHTSA, along with state and local public safety stakeholders need to develop a
coorinated plan to educakey decisionmakers.

8. Creation of a Local State Government Advisory Committe8-tvl (LSAG):

Federal/State advisory committees have been established to address a variety of issues.
One possibility is to convene a Local St&evernment Advisory committee to focus solely
Next Generatio®-1-1 issues. The goals of such a committee would include the development of
messaging points and information for local, state and federal entities to unders@widiING
funding and policy reommendations and more. Moreover, within the authority of the
Commission, the committee could examine in more depth, with an eye toward effective
implementation, some of the recommendatiorthis report including the network connection
fee, the allegednderrecovery of forecasted revenues from-pegd wireless plans, how to
enhance the quality and analysis of the data submitted to the FGOlms®tjuentlyo Congress
pursuant to the N8t1-1 Act, and other issues.

4 Optimal Approach to Cybersecurity for PSAPs

4.1 Introduction

As Public Safety Answering Point (PSA®]L-1 networks transition from TDMbased to
IP-based architecture, as part of the migratioN®®-1-1, they will face increasing exposure to
cyber threats and vulnerabilities that did not exighie legac-1-1 environment. Cyber risk
management strategies are being developed for the communications sector that will benefit the
NG9-1-1 ecosystem as a wholéMuch of the proposed cybersecurity strategy in this document
is based on the Nationahstitute of Standards and Technology (NIST) Cybersecurity
Framework (NCF); National Initiative for Cybersecurity Education (NICE) framework for
cybersecurity education; the ongoing work of the Communications Security, Reliability, and
Interoperability Couail (CSRIC); and current work either recently completed or underway from
other authorities including the U.S. Department of Homeland Security (DHS), the Association of
Public Safety Communications Officials (APCO), and the National Emergency Number
Associdion (NENA).
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To date, however, the overall approach toNK=L network security has been lacking in
clear direction or architectural definitions. Cyber risk management strategies must be
implemented in support of PSAP operations, while still takingaottsideration available PSAP
resources and | evels of expertise. Accordiing
considering cybersecurity architectures and developing solutidms . Task Forcevas tasked
with addressing these cybersecuritg s ues for todayds PSAPs and |de
for PSARspecific cybersecurity practices based on experience and the sources referenced above.
TheTFOPAwas also challenged to examiesss ame cyber security i ssup |
PSAPs, in the cdaxt of NG9-1-1 systems and services.

This part of thereport includes several sections, each intended to impart specific
information and recommendations to the public safety community at large and to the
Commission. The report first addresses the metlogdes used, then discusses current and
emergingd-1-1 ecosystems and how cybersecurity is addressed in the present environment. The
discussion then examines the various resources available to shape the transition and eventual full
conversion tdNG9-1-1 cybersecurity programs and architectures. Again, many of the themes
underlying these discussions, and this report, are drawn from work completed or underway by
NIST, NICE, CSRIC, DHS, APCO, NENA, and other relevant authorities. Ne@FOPA
proposes aooperative and synergistic approach to cybersecurity for emergency
communications, including core cybersecurity services; interconnected monitoring and
mitigation; and near redime information sharing amongst multiple levels of public safety
agencies ahentities. The TFOPAalso includes examples of alternative models, partnerships to
be considered, and hidglvel pricing estimates. The intent of this approach is to provide
recommendations for further study and to define core cybersecurity servicedatedirectly
to the public safety and emergency communications enterprise, including both current legacy
and future NG4l-1 systems.

Finally, the TFOPAprovides a set of recommendations to public safety leadership.
These recommendations will identibptions for local leaders to make informed decisions as to
how to best integrate these services, programs, and partnerships from the PSAP, and broader
9-1-1 and emergency communications community, at the local operations level through state and
regionalpartners and up to potential federal level resources.

When reviewing these recommendations, readers should recognize that not every PSAP
will have the same needs, capabilities, or requirements, from either a personnel or network
perspective. With thisy mind, it is important to note that there are a number of deployment
options available to PSAPs at a local operations level, as well as a number of options for
cooperative sharing of core cybersecurity infrastructure and capabilities. It is neitioeratae,
nor expected, that each PSAP nationwide would be able to implement every core cybersecurity
service, hire cybersecurity experts, and/or provide their ovinourse version of those suggested
core services. Instead, as with NGQ architecture ojatins to be discussddter in thisreport,
cybersecurity core services, training and capabilities will likely be a combination of the most
economic, technologically sound, and operationally effective technologies available. It is the
intent ofthe TFOPAto provide options and information so that PSAPSs, local agencieskid 9
Authorities can make intelligent choices, from the available options, based on their local needs
and capabilities.

In addition tothis section of theeport,the TFOPAhas created tke (3) appendiceklat
support it The first is a set of use cases that are pertinent to PSAPs not only in an NG
environmentbutalsoi n many cases even in todayds PSAP| s
is to make apparent just how vulnerable t8&AP, and emergency communications community,
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are to cybersecurity. The second appendix is a checklist for PSAPs to perform an honest, and
thorough,seke s sessment of their current cyber cap@ab
PSAPs to correct ghtified gaps. The third appendix includes a set of resources for PSAPs with

regard to cybersecurity. It is the hope, and intenth@T FOPAthat the following work

product will be of use to PSAPs around the Nation and to all emergency communications

partners.

4.2 Objective, Scope, and Methodology
4.2.1 Objective

The objective ofhe Task Force was address thessues ofncreasing exposure to cyber
threats and vulnerabilities that did not exist in the le@atyl environmentand develop
recommendations forFAP-specificCybersecuritypractices based on thNdST Cybersecurity
Framework and other foundational resourtteginclude theresults of Federal cybersecurity
focusedreports andictivitiesof Communications Security, Reliability and Interoperability
Council (CSRIQ IV and DHS;industry specific standards bodies suctN&NA, APCO, and
ATIS; and commerciahdustry best practices

Partof the objectives fothe Task Force wazrovide Public Safety specific cybersecurity
recommendationstothe FCC,anda ool ki t 6 for wuse in the PSAP ¢
allow the Commission to provide not only guidance,disuseful examples of the impacts of
Cybersecurity risks that can be placed on PSAPs. The toolkit will include:

1 A realistic selfassessm# guide for PSAPs to evaluate their current cybersecurity
capabilities and risks;

1 A roadmap for the creation and implementation of a successful Cybersecurity
strategy that applies to local public safety levels of government up to including State
level gorernment; and

1 A list of potential resources for PSAPs @hdl-1 Authorities to provide additional
research and fadinding sources.

4.2.2 Scope

The scope of this work is limited to tigentification of cybersecurity issues and
documentatiomf recommendedybersecuritypracticedor Public Safety Answering Pointdn
the context of this work effort, a local PSAP is much more than a-atand entity but rather is
the connection point in a complex system of integrated networks that form the critical
infrastricture necessary to enable delivery of life saving servikesa. necessity, theraustbe
reference tmthernetwork elements outside of the local PSAP construct. Given the scope of
Next Generation communicationstworks angystems as a whqli is impossible to delve into
cybersecurityconsiderations for PSAPs without taking into account the existing capabilities of
the ecesystem ofvarious commercial providers who interact with public safety. These include,
but are not limited tohe providers 09-1-1 Customer Premise Equipment (CPE), Computer
Aided Dispatch (CAD), Records Management Systems (RMS), Radio/Dispatch Console, Mobile
Data, Telecommunications Netwarlpublic safety database infrastructure, and interconnect
services at both the voice addta levels.

As a result of these interdependencies, and based in no small part on the work already
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accomplished and published by the National Institute of Standards and Technology (NIST), the
recent CSRIC IV working groups, and the Department of Home3aadrity (DHS)the
TFOPAincorporaté the work of these outside agencies and organizations into the proposed
recommendations to the Commission. In addition;Témk Force made an effort to kebpe

scope of the research and recommendations limitecgtB3AP communitydentification of

potential threats along with available mitigation strategies will be discussed. However, many of

the elements needing to be protected will be outside of the direct corttnel BEAP for many

cyber threats As a resu| part of the scope of this work will also be to recognize and/or identify
when an attack has occurred and these recogni

Not only the physical elements ofbersecuritywill be researched and addresdaat
alsothe human factor is criticalAs noted in much of the work already done by NIST and DHS,
the human factor is vital when preparing for and defending against cyber threats. As part of the
scope of this work, the team will explore a number ofdsgelated to personnel security
including cyber hygiene, training, and other mitigation steps related directly to the personnel
involved with dayto-day operations and maintenance of any public safety system.

4.2.3 Methodology

The reduction of any cybersecurftpmework to practice is rooted in the ability to
identify assets, owners of these assets, threats/risks to these assets, and methods to mitigate the
threats/risksThe current architecture of the PSAP as defined by the Legacy and Next
Generation PSAP chklists will serve as a starting point to understand the current PSAP
ecosystemThe architectureeflected in Section &lsowill be referencedhereasthe TFOPA
workstoensuréf ut ur e proof o guidance recommendati ojns

Use cases will based to communicate the types of cybersecurity threats to PSAPs as an
illustrative tool for demonstrated vulnerabilities or attack surfaces currently threatening PSAPs
today. Additional Use cases specific to the transitional network and thetaeNG9-1-1
network will also be identified. Finally, sonfi@rward-looking issues will be used to expand the
context of the threat to the PSAP as a result of the expansion of the public safety ecosystem
The public safety ecosystem wiiticlude additional informtai on sour ces and new
as FirstNethealthcare providers, insurance companies, and other entities that reflect the future
emergence of the Internet of Things.

Based on reviewf cybersecurity frameworks and best practices from multiple sources
including NIST, DHS, CSRIC, etc., tidFOPAwill develop a set of recommended PSAP
specific cybersecurity practices. These recommendationgietitify resources and tools for
development of a PSAP specifighersecurity strategyrhe Task Forcewill alsoleverage the
NICE Workforce Frameworko provide guidance for PSAP cybersecurity workforce
development and training plans.

4.2.3.1 Use Case Methodology

The TFOPA createdour (4) public safety use cases to illustrate the importance, and
immediate need, of addi®ing cybersecurity in the PSAP an®it-1 networks and systems. In
creating these use cases, Tlask Forceseeks to illustrate both existing threats and potential
future threats. The use cases presented in this report are not specific to any HigRaton
and they do not illustrate the numerous threat vectors that are present. In the interest of
preserving operational security no specific PSAP elements, operations, or architectures are
referenced.
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The intent of presenting these use cases isatent abundantly clear to ti®el-1
community, ando public safety in general, that cybersecurity is a very real concern. By
demonstrating high level vulnerabilities and risks, it is the hope dfdklke Forcehat these use
cases will provide public gety entities with better situational awareness, create a focus on
cybersecurity, and encourage immediate action on the paut-af Authorities PSAPs and
public safety entities in both educating their personnel and protecting their networks and
systems.

4.3 Currently Used Security Practices

The movement to NG2-1 implies a progression from legacy architecture to the future
Vision. However, several elements of the fjut
business environment, thereby, givingy to transitional arctectures that step toward
NG9-1-1.

As detailed inSection 5 of thiseport,9-1-1 solution architectures can be considered as a
progression from the legacy state to the future vision state with transitional steps in between

1 Legacy 91-1 Architecture
M Transitional 91-1 Architectures
T NG91-1-NENAI3,i 3 91l 8MSArchitecture

While Section 5 of this repowtill delve into architectural optionthis section of the
report will not consider each option individuallynstead, thisectionwill address cybersecurity
from an enterprise point of viewSAPs9-1-1 Authoritiesand local agencies will then have
information fromboth sections athis report tohelp addresways to defend their architecture
choice regaraiss of what that specific choice is.

The TFOPAwiIll begin the discussion of cybersecurity options by describing current
cybersecurity practices in use today. PSAPE19Authorities and agencies at all levels should
consider a review, and implementatiohthese practices immediately as they apply to current
networks and systems.

4.3.1 Current PSAP environmentCybersecurityl oday

In this sectionthe TFOPA provides information on the current cybersecurity practices
taken to protect Legacy amisome casesansitionalPSAPs by existing commercial providers.
Additionally, the NCF, theNICE WorkforceFramework,and the work o€SRICIV Working
Group 2Aprovide insight into relevant security issues andcatieal to current as well as future
operations. These documents are discussed in detail later in this report.

4.3.1.1 OverarchingnformationSecurity Management System (ISMS)

The ISMS is a set of policies concerned with information security management or
information technology related risks. The governing ppiecof the ISMS is that an
organization should design, implement and maintain a coherent set of policies, processes and
systems to manage risks to its information assets, thus ensuring acceptable levels of information

3 [Cybersecurity Best Practices, March 2011]
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security risk}

4.3.1.2 Documented Policiegroceduresnd Controls in support of the
ISMS

Documentation of the policies, procedures, and controls of the ISMS are necessary to
ensure completeness, facilitate training, and measure effectiveness. This documentation is
subject to regular update andiston as an ISMS must adapt to changes in both organization
(participants) and the external environment (systems/assets).

4.3.1.3 Compliance

A clear understanding of all applicable information security requirements is imperative
to ensuring compliance. Regularamal and/or external audits are conducted to measure
compliance with all laws, regulations, customer requirements, and subscribed best practices.

4.3.1.4 Awareness

A training program is established to ensure that participants are educated on the ISMS
and their rées and responsibilities in execution. Best practices dictate that ongoing education
using refresher training should also be augmented with alerts, reminders and tips as part of an
overall security awareness program.

4.3.2 AccessControl

Regarding rights and paissions, NENA 04603 statesiit is important to understand
thedifference between a right and permission

1 Arright is a property that is assignable to a user or a group, which will either allow or
deny them the ability to perform an action. A good exanaplthis is the ability to
install a printer on a computer; this is an allowable right that can be assigned.

1 A permission, on the other hand, grants or denies acces®bjegt or resource.
This would allow a basic user to see only their files whi@xahg management to
see all of the files®0

4.3.2.1 Policy identifies proper approval based on access gates and ratings

The organization should maintain a simple, useable structure, which can be administered
by the fewest number of personnel possible. They shgralat rights only to those who need
them. There shouldle classes of security levetsd general use, network administratetc)
and these roles are assigned pertinent access control.

4.3.2.2 Physical Security Limited access and based on need to know

Theorganization should establish an acceptable use and access policy. All equipment
should be housed in secure environments that only allow key card access to authorized
personnel. All entry and egress from secure facilities should be logged. Only thoseedtho
should be allowed access to secure facilities and all visitors must be escorted. Remote access to

“See" Security management syst esoirseseausitpdoin.l i ty key t o
5 See: http://c.ymcdn.cosites/www.nena.org/resource/resmgr/Standards/NENA_04
503.1_Network_System.pdf
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systems should be controlled via the appropriate passwords and certificates.
4.3.2.3 Human Resources

Human ResourceHR) procedures should be developed tdude preventative measures
such as background check8rocedures should acknowledge that job rotatiight necessitate
the need for modifying the access of the rotated personnel. The organization should have
termination procedures that include returnofigll keys, pass cards and sensitive material. The
organization should have a code of conduct that outlines expectations of its personnel.
Addi tional workplace policies may be requiryed

4.3.3 Security Controls

What follows are specific methods for protecting information assets.

4.3.3.1 Business Continuity Plan/Disaster Reco®¢P/DR)

The protection of information assets must includetailed plan for business disruptions
and instructions for recovery and resumptidhis includes the identification of information
security concerns in emergency situations.

4.3.3.2 Geaodiverse in Active/Active or N+1 computing element
configurations

The availability of information needs to be addressed according to the criticality of the
information. For mission critical information and services,-geersesites should be
considered. For neassential information or servigesbackup of the information may be
sufficient.

4.3.3.3 Media Handling

Controls for classification, labeling and treatmeinglbforms of media should be
implemented. The organization should implement a removable media policy that restricts the use
of or controls the use of removable media such as USB drives, external hardedcieas,
transportation, media or devices aintng sensitive information must be marked as such and
hand delivered by the custodian. However, if there is an overriding business need to do
otherwisethen with appropriate approval, it may be shipped in sealed packages utilizing
recorded/certified delery.

4.3.3.4 Incident Management

The ability to identify and respond quickly to an incident is essential to effective
security. Incident management capability for security incidents includes preparation, detection
and analysis, containment, eradication, andvegy.

4.3.3.5 Testing

Testing of configuration ensures that the security controls in place are effective. Testing
can include penetration testing, application testing, BCP/DR tests, and control effectiveness.

4.3.3.6 Vulnerability Management

Regular scans for vulndsgities should be'un aganstthe information system and hosted
applications and when new vulnerabilities potentially affectingabgstem/applications are
identified and reported. Hardening standards are used to ensure a secure configuration and
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enumeate improper configuration¥he emediation of legitimate vulnerabilitiegentified
should be prioritized according to the severitytaf risk.

4.3.4 Internal network security and monitoring

Intrusion Detections Systems/Intrusion Prevention Systems arecuskshtify and/or
prevent mal ware from getting to an organi zap.
observation of events occurring at the information system boundarpért of perimeter
defense and boundary protection). Internal monitoringaotiservation of events occurring
within the information system.

4.3.4.1 Internal network security, Private DNS (internal facing only)

The information systems that collectively provide name and/or address resolution service
for an organization implement internaffernal role separation. This can ensDmmain Name
System(DNS) servers with internal roles only process name and address resolution requests
from within organizationsig.,from internal clients).

Network segregation cdartherreduce the attack sade of organizational information
systems. Isolation of selected information system components is also a means of limiting the
damage from successful cykattacks when those attacks occthis Defense in Depth
approach improves the ability of the defentteidentify and mitigate an attack before it has a
chance to impact overall operations.

4.3.4.2 External network connections

Network firewalls and Session Border Controllers should always be implemented
whenever there is any access from external networks.fepeanie should be taken if the access
is from the Internet to prevent intrusion attacks such as Distributed Denial of Service (DDOS).
Secure Virtual Private Network¥PNs) are thecurrentpreferred methoébr providing external
access into the systemdl domputers that have external access (e.g. to the Internet) must
incorporate the | atest vi r-QD3spesificdtiondentifies. Sectl]i o
specific firewall and Session Border Control functions necessary to facilitate secure access.

4.3.4.3 Network Entry Point Security

PSAP networks currently have multiple connection points from external, public
networks. Specifically, the PSTN (including wireline, wireless and VolP) and the Internet are
used extensively to deliver information to and from PSAhese public network entry points
are secured at the point of entry using various technologies and filters as ddselole

1. SS7 messaging management/filtering (protects call control components) is
implemented at th8ignal Transfer PoirSTP). Thepurpose is to ensure that only
messages specifically required for emergency serngelementations arallowed
to pass.

2. IP data entry pointsSession Initiation ProtocoS(P) for NextGen) use Border
Control Functions (BCFs), including Session Bordent@lers, Firewalls, packet
filtering, message type limitations, encryption and secured authenticated external
interfaces.

3. Allingress and egress paths are secutedimunication occurs only between pre
authenticated entitiesAll ingress traffic to tle system enters via a firewall or
Session Border Controller. All connectivity is prearranged via a NetteaNetwork

Page36 of 222



Task Force onOptimal PSAP Architecture
Final Report January 2016

Interface (NNI) agreement. Connectivity should be secured and encrypted via VPNs
or Internet Protocol SecurityfSEQ tunnels.

4. All communcation of sensitive data is encrypted. Transport Layer Security (TLS)
must be used for transmission between network elements to encrypt the message. In
addition IPSEC may be used to manage internetwork connections.

5. Subnetworks for publicly accessiblessggm components are implemented. The
subnetworks are physically and/or logically separated from internal organizational
networks.

6. The information system at managed interfaces denies network communications
traffic by default and allows network communicasdraffic by exception.
Applicableto both inbound and outbound network communications traffic, adeny
all, permitby-exception network communications traffic policy ensures that only
those connectionsvhich are essential and approyatke allowed.

4.3.5 Transtional NG9-1-1 Architectures

As previously notedthis section of the repowtill not delve into specific architecture
discussions. However, in order to mirtbe approachreflected inSection 5it is noted that in
addition to the legac9-1-1 netwaks, and related cybersecurity practices, transitiona®Na
architectures do exist, and will continue to be deployed and evolve. Several aspects of the
NENA i3 architecture are barriers to immediate implementation. Primarily, OSPs are not
prepared todato deliver9-1-1 calls via IP technology with location informationQel-1
Service Providers. Transitional 19G-1 architectures have been defined that allow the
movement to NG-1-1 to begin. Two basic forms of transitional architectures exist

1 I[P Seletive Router (IPSR An IPSR transition architecture replaces the legacy
Selective Router§R) with an IP infrastructure and continues to pro&eésl calls
based on the callefsutomatic Number IdentificationANI) and a mapped
Emergency Services Numb@SN). This approach allows the retirement of legacy
selective routers with an IP infrastructure that is programmable and expandable to
support the NENA i3 algorithms. The IPSR approach utilizes several of the
Agat eway el ement s 0, lements, alsadeploged io the NENAIY er g i ©
transitional architecture.

1 NENA i3 Transitional ArchitectureFor the purposes of this report, the transitional
architecture will be treated in the same manner as a fully deploy8dlNGetwork.
Since the transibnal architecture, which is fully discussedSaction 5 of thiseport,
includes IP connectivity at some levels, and IP capabilities in the PSAP, it is
important to defend this architecture in the same manner as any other IP network.
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NENA i3 Transitional NG9-1-1 Architecture
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Figure4-1 - NENA i3 Transitional NG91-1 Architecture
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4.3.6 IMS andESInets

Portions of the content and the figure contained in this section have been reproduced
from ATIS-0700015.v003 with permission from the Alliance for Telecommunications Industry
Solutions (ATIS)

One ofthe major drivers in the advancement of communications technology as it relates
to 9-1-1 is the deployment of IMS based networks and systems. Saut®n 5 of thiseport
doesnot address IMS as it relat® ESInets and NG2-1 systems, and since thesstworks
will interface with both legacy and NGB1 systemsthey will need to be considered as part of
the overall cybersecurity plan. Therefdilee TFOPA offers the followingnformation with
regard to IMS and ESlInets.

fiThe purpose of thATIS-0700056.v003standard is to enable deployment in North
America of support for Multimedia Emergency Services (MMES) calls in the IP domain from
originating networks that conform &he 3 Generation Partnershiproject(3GPB IMS
specifications. The standardimgended to complement the NENA i3 standard [Ref 100] and to
define any changes and limitations to the 3GPP IMS solution that are needed for operation in
North America.

The emergency services landscape within North America requires a greater level of
detal than what has been speeifiin 3GPP. The ATI8ocument provides additional details to
the 3GPP specifications with respect to emergency services for North America, specific to
interconnection to both legacy emergency service networks and next genarsigency
services networks.

North American IMSbased origination networks originate emergency calls (which
include steps taken by the originating device and network elements) and route such calls to a
NENA i3/NG9-1-1 ESlInet (initial ingress ESInet) acedacy Selective Router. As part of call
handling within the IMS origination network, the location (or an estimated location) of the
originating device is determined and used to route the call to an appropriate ESInet entry point
or to a legacy Selective Rter. This location, or an updated and possibly more accurate version
(via re-bid), can be made available to PSAPs for dispatch.

This standard identifies the types of media that can be delivered to each type of
emergency services netwoile.,legacy emeagency services network and a NENA i3 ESInet.
For example, voice, GTT, and sessiande text can be delivered to a legacy emergency
services network via interworking. All types of media can be delivered to a NENA i3 ESInet.

This document describes IP emargg call support for IMS networks and includes
North Americanrspecific requiremeste.g, on Reference ldentifier assignment and location
support, that in 3GPP documents are more gen&hedocumentoncentrateon common
IMS-based origination networlsuipporting all classes of service; IMS aspects are mostly
accessndependent and not limited to mobile.

In the North American architecture, the emphasis is on the relationship between the
originating IMS network and the interconnected emergency senate®rk, rather than the

6 ATIS Standard for Implementation of 3GPP Common IMS Emergency Procedures for IMS Origination
and ESlInet/Legacy Selective Router Termina{i@hlS-0700015.v003)© 2015 Alliana for
Telecommunications Industry Solutions (ATIS). A copy may be obtained via
https://www.atis.org/docstore/product.aspx?id=28140
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PSAP. For example, emergency calls destined for legacy PSAPs may be directed from the
originating IMS network to a Selective Router in a legacy emergency services network or to an
Emergency Services IP Network (ESInet) that hogfadg PSAPs. Emergency calls destined for
IP-capable PSAPs are directed from the originating IMS network to an ESlInet. Thus, in North
America, it is the capabilities of the interconnected emergency services network that influence
call handling within the IN® originating network, rather than the specific capabilities of the
PSAP to which the call will ultimately be delivered.

For calls to a NENA i3 ESlInet, calls may be delivered with the location of the caller
(locationtby-value [LbyV]) or a locatioruniform Resource Identified{RI) (locationby-
reference [LbyR]) using a Reference Identifier that the ESInet may use to query the Common
IMS Network for the location. The NENA i3 ESInet may query both during call set up and after
the call has reached the PSAP.

If the Common IMS Network needs to acquire the locaitamay do so via a Location
Server (LS). The characteristics of the LS may differ based upon the class of service. For
example, for mobile calls, the Common IMS Network may query location deteramnati
equipment via the acationServer

Once the Common IMS Network has location, it must select the appropriate emergency
services networkvhere the call will be delivered’he LRF may use internal processes to access
an integratedRouting Determination Faction (RDF) to do this or it may interrogate an external
RDF. Emergency calls may be delivered either to a NENA i3 ESInet, or to a legacy Selective
Routero ’

Figure4-2, extracted directly from the ATIS Standaittlstrates an expanded
architecturethat akes i nt o account the network el emenhnt :
emergency services network. Except for the IMS network interfaces to the emergency services
network, the emergency services network architecture is out of scope and is shown for
informational purposes. For simplicity, the Common IMS Network shown does not include all
IMS network elements. The Common IMS Network supports a variety of access types with
mobile, nomadic, or fixed user equipment. The Common IMS Network delivers &atd ¢
either a legacy emergency services network or a NENA i3 ESlInet. Calls destined for a legacy
emergency services network are delivered from a Media Gateway Control Function (MGCF) to
a Selective Router.

" ATIS-0700015.v003, Applying common IMS core element&SINet architecture
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Figure4-2 - IMS to ESINet diagram

It is important to consider the inclusion of IMS based systems, such as those already
deployed by national carriers in the United States, and the integration of those systems into both
legacy and NG4-1 infrastructures. While the IMS to ESInet standard is gdgeral
complimentary to the i3 approach, there are enough differencabef@&OPAbelieves public
safety leaders should include IMS based systems and elements in their decision making process.
Additionally, as FirstNet will be an IMS based system, comgrefenultiple ESInets and will
interface directly and indirectly with PSAPs at an operational level, cybersecurity planning
which includes consideration of IMS elements is crucial.

4.4 Recommended Best Practices for Cybersecurity in both
Transitional and Fully Deployed NG9-1-1 Systems

4.4.1 NIST Cybersecurity Framework (NCF)

TheNCFis a voluntary framework developed by NIST working with various
stakeholders to identify existing standards, guidelines and practices that could be integrated into
a guiding framework foreducing cyber risks to critical infrastructure. Treemework core
describes a set of activities that can be used to achieve the desired cybersecurity specific
outcome. These activities are comprised of Functions, Categories, Subcategories and
Informative References described below:

Identify i Develop the organizational understanding to manage cybersecurity risk to
systems, assets, data, and capabilities. The activities in the Identify Function are
foundational for effective use of the Framework. Usthanding the business context, the
resources that support critical functions, and the related cybersecurity risks enables an
organization to focus and prioritize its efforts, consistent with its risk management
strategy and business needs. Examples obmécategories within this function

include: Asset Management; Business Environment; Governance; Risk Assessment; and
Risk Management Strategy
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Protecti Develop and implement the appropriate safeguards to ensure delivery of
critical infrastructure services The Protect Function supports the ability to limit or
contain the impact of a potential cybersecurity evé&xamples obutcome categories
within this function includeAccess Control; Awareness and Training; Data Security;
Information Protection Poesses and Procedures; Maintenance; and Protective
Technology.

Detecti Develop and implement the appropriate activities to identify the occurrence of a
cybersecurity event. The Detect Function enables timely discovery of cybersecurity
events. Examples @lutcome categories within this functiorclude: Anomalies and

Events; Security Continuous Monitoring; and Detection Processes.

Respondi _Develop and implement the appropriate activities to take action regarding a
detected cybersecurity event. The Respbunction supports the ability to contain the
impact of a potential cybersecurity event. Examples of outcome Categories within this
Function include: Response Planning; Communications; Analysis; Mitigation; and
Improvements.

Recoveri Develop and implenrd the appropriate activities to maintain plans for
resilience and to restore any capabilities or services that were impaired due to a
cybersecurity event. The Recover Function supports timely recovery to normal
operations to reduce the impact from a e¢gbeurity eventExamples of outcome
categories within this functioimclude: Recovery Planning; Improvements; and
Communications.

The TFOPAhas mapped out the recommended level of operation that should be involved
in each of the five key areadentifiedin the NCE In theFigure4-3 below, theTask Forcéhas
detailed bothihe recommended levidr implementatiorand highlevel requirements tachieve
implementation at the appropriate level
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Category
Function Unique Category Implementation Level Recommended Action Plan
Identifier

Function Unique

Identifier

Inventory all resources throughout systems internally and externally. This should includ
minimum all data, hardware, software, and networks.

Identify and document functions, processes, and entities within the support structure of
ID.BE Business Environment PSAP or 911 Authority systems. This would include contracts, business agreements, mutual aide agreements|
purchasing processes, service providers, vendors, contractors, etc.

Identify and document applicable jurisdictional requirements, laws, regulations, or stan
regarding the systems or functions they support.

Evaluate the data gathered, Identify Business and Governance constraints, Categoriz
and resources, ldentify what is to be protected.

Documentation of the policies, procedures, and controls are necessary to ensure
completeness, facilitate training, and measure effectiveness. This should include the d
of response plans, recovery plans, continuity of operations plans, data destruction plan|
retention policies, and technical configurations.
Using the output of the risk assessments, vulnerability management data, and informat
security requirements establish the correct security controls for the environment

ID.AM Asset Management PSAP or 911 Authority

ID Identify ID.GV Governance PSAP or 911 Authority

ID.RA Risk Assessment PSAP or 911 Authority

ID.RM Risk Management Strategy PSAP (or 911 Authority) and EC3

PR.AC Access Control PSAP or 911 Authority

Implement awareness and training program policy. This should be developed to includg

PR.AT Awareness Training PSAP or 911 Authority © R . .
consider roles and responsibilities. Use multiple channels to communicate the prograrm|

Data should be protected in transit and at rest if deemed critical or sensitive. This can
PR.DS Data Security PSAP (or 911 Authority) and EC3 done through various methods and systems using encryption and various other security
controls.

Security policies (that address purpose, scope, roles, responsibilities, management
PR Protect PR.IP Information Protection Proc. & Proc]| PSAP or 911 Authority commitment, and coordination among organizational entities), processes, and procedur
maintained and used to manage protection of information systems and assets.
Maintenance and repairs of industrial control and information system components is
performed consistent with policies and procedures.

Technical security solutions are managed to ensure the security and resilience of syst
and assets, consistent with related policies, procedures, and agreements. Technologie
should include at a minimum strong authentication processes, hardening of systems,
firewalls, border control functions at ingress and egress points of the networks, encrypf|
intrusion detection, intrusion prevention, antivirus, anti-malware, bandwidth shaping, ac
control lists, etc.

Record and communicate to the appropriate and identified channels anomolies and evq
DE.AE Anomalies and Events EC3 that exceed predetermined thresholds. Those identified channels will detemrine if a res
is needed based on the information relayed.

The information system and assets are monitored at discrete intervals to identify
cybersecurity events and verify the effectiveness of protective measures.

PR.MA Maintenance PSAP or 911 Authority

PR.PT Protective Technology EC3

D= Detect DE.CM Security Continuous Monitoring EC3

Detection processes and procedures are maintained and tested to ensure timely and

DE.DP Detection Processes EC3
adequate awareness of anomalous events.

Response processes and procedures are executed and maintained, to ensure timely r¢

RS.RP Response Planning EC3 )
to detected cybersecurity events.

Response activities are coordinated with internal and external stakeholders, as approp|

RS.CO Communications EC3 R A
to include external support from law enforcement agencies.

Evaluate the data gathered from the detection and protection systems. Analysis is con

RS Respond RS.AN Analysis EC3 -
to ensure adequate response and support recovery activities.

Activities are performed to prevent expansion of an event, mitigate its effects, and erad

RS.MI Mitigation EC3 the incident.

Organizational response activities are improved by incorporating lessons learned from

RS.IM Improvements EC3 N - e
P current and previous detection/response activities.

Recovery processes and procedures are executed and maintained to ensure timely
restoration of systems or assets affected by cybersecurity events.

Recovery planning and processes are improved by incorporating lessons learned into f
C Recover RC.IM Improvements EC3 activities. Documented issues or difficulties identified during the recovery process are
into the Risk Management Strategy.

Recovery activities are communicated to internal stakeholders and executive and
management teams.

RC.RP Recovery Planning EC3

RC.CO Communications EC3

Figure4-3 - NIST FrameworkCorewith Implemenaton Levebk
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4.4.2 Security Considerations for Apgations (Apps) InterfacingTo/With
Public Safety

TheNIST hosted a haltlay workshop earlier this year ahds released summary
documenteflectinginput from attendees such asiblic safety practitioners, mobile apgtion
developers, industry experts, and government offiort® contributed their experience and
knowledgeto a discussiordentifying security requirements for public safety mobile
application€ The NISTsummaryis offered only as reference and does represent any
endorsement bthe TFOPA of thework product. Much more work needs to be done in the
defining these requirements and appropriate metrics and safeguaatsle deviceAppsare to
be connected intand allowed to interface witbublic safetynetworks.

4.4.3 ldentity Credentialing Access Management (ICAM)

ICAM encompasses standardized core capabilibid® able to identify, authenticate,
and authorize individuals and provides appropriate access to resources, which is the lynchpin to
the succss of the nationatybersecuritynitiative. Detailed in this sectioarethe high level
ICAM goals and objectives, and a reference to the Federal implementation model (FICAM).

TheFICAM informationdetailed in the following sectias derived, or direcyl sourced,
from Federal ICAM documenendtheNIST Special Publication 8863-2. The information
referencd below provides public safety officials with insight into federal initiatives aimed at
securing government systems through the establishment eitiadhg and management
techniques. The information provides potential modeling for local authorities and is intended
only asareference and educatisource

The intent of the ICAM discussion in this report is not to suggest that local, regional, or
State agencies be required to utilize any type of Federal single user, singbm sigproach.
Rather, the intent is to provide an education as to the need for identity control and access
management at all levels of interface.

4.4.4 ICAM Goals and Objectives

The goals and objectives in this section were created as part of the ICAM segment
architecturadevelopment effortwWhile they primarily focus on the role of tRederal
Government in achieving the ICAM erstiate, other key stakeholders have a crucial role i
enabling interoperability and trust across the ICAM landscape to accomplish secure information
sharing outside of the Federal Government boundaries. These stakeholders include external
business and commercial entities wishing to conduct bssiwith thé&=ederal Governmerind
state, local, and tribal governments that require information exchanges to meet mission needs.

4.4.5 ICAM Intersection

Understanding thahe ICAM programs have many areas of overlap is crucial to the
overall successf these programs. Bine are many common elements associated with each of the
areasaddressed in the previous sections, including physical and logical access components,
digital identitiesand attributes along with the systems that store them, and the workflow

8 Public Safety Mobile Application Security Requirements, WorksR¢@6(2014, available at
http://nvlpubs.nist.gov/nistpubs/ir/2015/NIST.IR.8018.pdf
http://www.idmanagement.gov/sites/default/files/documents/FICAM_Roadmap_and_Implementation_G
uidance_v2%200_20111202_0.pdf


http://nvlpubs.nist.gov/nistpubs/ir/2015/NIST.IR.8018.pdf
http://www.idmanagement.gov/sites/default/files/documents/FICAM_Roadmap_and_Implementation_Guidance_v2%200_20111202_0.pdf
http://www.idmanagement.gov/sites/default/files/documents/FICAM_Roadmap_and_Implementation_Guidance_v2%200_20111202_0.pdf
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solutions thaenablestrong and dynamic processes. In fact, one of the primary dependencies
across both theredentialingand the access control environments is the presence of accurate
identity andattributeinformation necessary to bind the digital representation ehéty to a
credentiadd, useraccountsand access privileges. (While access can be granted based on
provisioned identifiersioles,other attributes or polichased decisions based on several
contextual data points, tlEecesslecision must correspond the correct digital identity.)

As the necessity to complete transactions across networks with higher levels of assurance
increases, so too does the need for the identity to be tied strongly and simultaneously to its high
assurance credential, authoriatiattributes, and access privileges. These overlaps demonstrate
the intersection of identity, credential, and access management. Due to the size and complexity
of the programs and functions relatedite ICAM, the following challenges have emerged to
the adoption of a consistent approacthelCAM implementation, including:

1 Lack of standardized terminology. The traditionally stpysed nature of ICAM
initiatives has driven communitgpecific definitions.

1 Pressure to decrease redundant processestdeta, and IT investments while
increasinggfficiency.

1 Demand associated with quickly increasing®eturn on InvestmerfROI)
associated with any ICANMhfrastructuranvestment.

1 Dependency on other organizations to adopt enabling technologies andggsdbes
would enable secure croasse of credentials and identity data.

1 Need to establish impromptu areas that securely manage accurate identification and
accesgontrol in order to accommodate emergency response scenarios.

1 Differing levels of maturity fopolicies, processes, and technologies across
departmentandagencies who share common business needs

The goals and priorities of each agency \amgtherefore affect the rigor in whidhe
ICAM goals are addressed. The first step to addressing thakenges is to view ICAM
holistically instead of viewing it as separate disciplines. The same is true of the existing stove
piped programs across the Federal Government that have been implemented to address separatg,
but related initiativesA comprehensie, coordinated approachttte ICAM will helpto resolve
the significant IT, security, and privacy challenges faomdtiple levels of government

When properly alignedhe ICAM creates a basis for trust in securely enabling electronic
transactions, wich should include secure access to facilities and installations. Just as identity,
credential, and access management activities are not alwagsiselined and must be treated
as a crosslisciplinary effort,the ICAM also intersects with many other ITeaurity, and
information sharing endeavors. Some of the most relevant ofitiesdeprivacy impacts of
the ICAM segment architecture, implementation considerations for network and device
authentication, and ICAM as a component of information shaflogrever, many of these
overlapping and dependent disciplines are too broad amddahing to be covered in this
document. It is expected the ICAM will touch many initiatives not specifically and will be
incorporated into holistic agency plans for tHenterprise IT, Mission and Business Service
Architectural Segments.
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Figure4-4 - ICAM "Big Picture"

4.4.6 FICAM Roadmap and Implementation Guidance

The Federal ICAM roadmap outlines strategic vision for identity, credential, and access
management efforts thin the Executive Branch of the Federal Government and demonstrates
the importance of implementing the ICAM segment architecture in support of five overarching
goals and the related objectives. These goals and objectives are listed in the figure below

Goal 2:

Facilitate E-
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Figure4-5 - Federal CAM Roadmap

Paged6 of 222




Task Force on Optimal PSAP Architecture
Final Report January2016

4.4.7 Value Proposition

ThelCAM segmentarchitectureestablisheshe foundationfor trustandinteroperability
in conductiry electronictransactiondothwithin the FederalGovernmenandwith external
organizations.lt encompassethe corecapabilitiesto beableto identify, authenticateand
authorizeindividualsto provideappropriateaccesso resourceswhichis thelynchpinto the
succes®f thenationalcybersecuritynitiative.

Internal to the & (F:%c:]ﬁét%r:;ployees/ Personal Identity

2 Community + Inter-Agency IS
02
£
o . + State
35 With Other . #ocal

= * Tribal + PIV-
ig Governments + Allied Partners Interoperable
= = Credentials
$3 0
== i * Indus W o
P With E."te."‘a' « Financial Institutions Solutions
° 2 Organizations EETRATREETRRIeS OpenlD
3 2 - ICard
TE ~ SAML

< WSFed
§ With the * Taxpayers PKI -
z + GrantRecipients

American

. Etc.
People + Veterans

Medicare Beneficiaries

Figure4-6 - Levels of Identity Asurance
4.4.8 ldentity Management

Identity management is the combination of technical systems, policies, and processes
that createdefine, govern, and synchronize the ownership, utilization, and safeguarding of
identity information. The primary goal of identimanagement is to establish a trustworthy
process foassigning attributes to a digital identity and to conrfeat identity to an individual.
Identity management includes the processes for maintaining and protecting the identity data of
anindividual ower its life cycle. Additionally, many of the processes and technologies used to
manage a persénidentity may also be applied Machineto-Machine (M2M)communications
to further security goals within thenterprise.

As part of the framework for estasiiing a digital identity, proper diligence should be
employed to limit data stored in each system to the minimum set of attributes required to define
the unique digital identity and still meet the requirements of integrated systems. A balance is
needed be&teen information stored in systems, information made available to internal and
external systems, and the privacy of individuala the context Public Safety anell91
Authority operationsthis equates to the establishment of an enterprise identiipedieds the
Public Safety Enterprise networKhis is key from the PSAP level up through any proposed
cybersecurity core architecture and into the Federal spem®. the local perspective, this
would involve the physical verification of an individuallde granted access, usually done as
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part of the onboarding and background check process, and issuance of a user name, password
and some form of token or additional authentication mechanism. This approach is commonly
referred to as muliactor authenticatin and it is highly recommended that it be implemented in
each PSAP, along with defined interfaces from the PSAPs to any cord{G8rvices, to

ensure uniform, controlled, and protected acc&$® following section discusscredential and
access mamggment in more detail.

4.4.9 Credential Management

According tothe NIST Special Publication 8063 (NISTSP 80063), a credential isan
object that authoritatively binds an identity (and optionally, additional attributes) to a token
possesed and controlled by person.Examples of credentials are smart cards, private/public
cryptographic keys, and digital certificates. Tdiciesaround credential management, from
identity proofing to issuance to revocation, tiely mature compared to the other parts of
ICAM.

4.4.10Access Management

Access management is the management and control of the ways in which entities are
granted odeniedaccess to resources. The purpose of access management is to ensure that the
properidentity verification is made when an individuattempts to access security sensitive
buildings,computersystems, or data. It has two areas of operations: logical and physical access.
Logical accesss the access to an IT network, system, service, or application. Physical access is
theaccesdo a phyical location such as a building, parking lot, garage, or office. Access
managemerieverages identities, credentials, and privileges to determine access to resources by
authenticating edentials.

Logical and physical accessoften viewed as the mosignificant parts othe ICAM
from a ROI perspective. To maximize that return, a successful access manageutient is
dependent on identity, credentials, and attributes for making informed accessaetigions,
preferably through automated mechamds This approach enables an Acddssmiagement
initiative to promote security and trust and meet business needs while achieving the envisioned
value.

4.5 NICE Workforce Framework

The National Initiative foCybersecuritfEducation (NICE) developealNational
Cybersecurity Workforce Framework (Workforce Framework) to defineythersecurity
workforce and provide a common taxonomy and lexicon by which to classify and categorize
workes. The Workforce Framework lists and defines specialty areas of cybersecurity work and
provides a description of each. Each of the types of work is placed into one of seven overall
categories. The Workforce Framework also identifies common tasks andekigewkills, and
abilities (KSA's) associated with each specialty afea.

Workforce planning is a systematic way for organizations to determine future human
capital requirements (demand), identify current human capital capabilities (supply), and design
and implement strategies to transition the current workforce to the desired future work state.
Effective workforce planning highlights potentrédk areas associated with aligning the

10 A comprehensive application of the Workforce Framework is beyond the scop©BtA Reference
material and additional tools for the Workforce Framework can be found on the National Initiative for
Cybersecurity Careers and Studies (NICCS) website founatips://niccs.us
cert.gov/training/tc/framework
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workforce to work requirementsApplied correctly, workforce planning allows organizations to
adjust resources to meet future workloads, patterns of work, and fundamental changes in how
work is accomplishedA workforce planning approach must fit the neetla specific

organization and account for unique characteristics of the cybersecurity profession. An example
workforce planning process is illustrated below:

Phase 1 Phase 2 Phase 3 Phase 4
Define and Identify Conduct Supply Conduct Demand and wggf{;‘fg
Workforce Analysis Gap Analysis Planning p
*Collect workforce data +Use statistical tools to *|dentify future demands for *Develop and implement an
from Human Resource cenduct a workload workforce needs action plan with a detailed
Information Systems analysis to understand *Use historical and current timeline and phased
{HRIS) and other sources work performed data to analyze trends, approach
«|dentify functional *Determine workforce and mode! data *Create feedback
positions/roles capabilities needed to *Conduct a gap analysis on mechanisms
*Develop competency/ accomplish work current and future supply/ *Determine which
skills, proficiency levels *Creale analytical tools to demand employees will own
«Validate data with HR depict characteristics #|dentify workforce process and train them to
Managers, Supervisors *Validate outputs with objectives and determine continuously employ
organization workforce development viorkforce planning
«Conduct supply analysis to strategies process
determine strengths, risks,
gaps

Figure4-71 Workforce Planning Process

The first step in workforce planning, Define and ldignemphasizes the collection of
workforce data that defines the workforce and the identification of positions/roles within the
workforce with specific role based competencies and proficiency levels. This activity in turn
establishes the knowledge, skiégxd abilities (KSAs) that are the attributes required to perform
a job and are generally demonstrated through qualifying experience, education, or training.

As a prescriptive example to Define and Identify Workfoficesk Forcenembers
reviewed job titls, roles and skills to assdbg NICE Framework labor categories, scaye
work, and information technology skills most closely associated with each. While PSAPs
generally do not have a single consistent model for job titles, a generalized set ofgolert
mapped to labor categories with identification of required skills and recommended training
based on the NICE WorkfoecFramework. The results are captured in the Table below as a
baseline example of application of the Workforce Framework to P8hfiety:
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PSAP job titles: Category Scope of Work Required Skills (IT Related) Example Training
Director/Administrator | Oversight and Administer the telecommunications and Emergency Operates computers and AV equipmg Cyber Hygiene

Development

Medical Dispatch functions of the Bureau of Emergency
communicéions thru planning both short and loteym
goals. Analyze and develop staffing plans based on
historical data in order to revise or develop operational
policies and procedures.

as needed.

Cybersecuri for
Managers

Deputy Director,

Operations Managetr,
Technical Manager,
Radio Systems Manage

Oversight and
Development

Direct support to the Director/Administrator in the
management of the telecommunications and Emergenc
Medical Dispatch functions of tH&ureau of Emergency
communications thru planning both shand longterm
goals. Analyze and develop staffing plans based on
historical data in order to revise or develop operational
policies and procedures.

Dependent on organization of the departmeetiay,

deputy directors may have specific responsibilities
involving one or more of operations, technology, training
radio networks and systems, quality assurance.

Operates computers and AV equipm
as needed.

Additional system specific IT skills
driven by organizational responsibility
that would define specific scope of
additional recommended training.

Cyber Hygiene
Cybersecurityfor
Managers

- Network +

- Security +

- IR Framework
- CISSP

Administrative

Administrative

Under the sugrvision of the Director, performs a variety

Operates computers and AV equipme

Cyber Hygiene

Assistant support administrative support tasks and reviews and processes as needed.
warrants. Drafts and types various correspondence,
maintains accounting records, gathers data and prepareg
reports. Attends meetings and takes minutes.
Case Review & Oversight and Provides assistance to the Emergency Medical Service | Operates computers and AV equipme Cyber Hygiene

Evaluation
Specialist/Quality

Assurance Manager

Development

(EMS) Medial Control Board in determining if correct
protocol was used in handling of medical calls, respond
complainants, and to serve as a liaison between the Me
Control Board, the Bureau of Emergency Communicatio
and all public safety emergency agencies.

as neded.

Cybersecurityfor
Managers

Data Processing

Supervisor, MSAG
Coordinator /Location
Services Administrator,
Field Representative

Oversight and
Development

Summarize the collection and verification of location dat
and make recommendaitis for inclusion in the &1-1 and
NG-9-1-1 transition of telephone and GIS databases.
Checks and monitors accuracy of GIS data collected in
field. Performs data comparisons to sync telephone ang
GIS databases. Accomplish and maintain a mapping
datbase to be used for emergency response directions

Operates computers and AV equipme
as needed. Uses database managem
systems. Monitors calls for addressing
accuracy and initiates reports of
incorrect information to assure databg
update

Cyber Hygiame

Cybersecurityfor
Managers

- Security +
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PSAP job titles:

Cateqory

Scope of Work

Required Skills (IT Related)

Example Training

Public Safety
Answering Point
Supervisor

Oversight and
Development

Supervises subordinate field representative employees
(dispatchers, call takers, andflecommunicata; see
below) in the daily operations tieir sections to achieve
agency objectives. Responsible for understanding the
technologies and workflows for the data operations supy
section.

Operateshe computerized phone
system for B-1-1, NG9-1-1.
Operation of TTY/TDD

Operation of Tex®-1-1 systems
Monitors9-1-1 data to get reaime
information about emerging threats.

Cyber Hygiene
Cybersecurityfor
Managers

Police, Fire, EMS
Dispatcher B-1-1 Call
Taker / Public Safety
Telecommunicator

Operate and
Maintain

Operate emergency telecommunicas computerized
console system, to receive, assess, make judgment, an
forward to appropriate emergency service providers
emergency requests for police, fire or medical assistanc
Provide lifesustaining instructions for medical patients
until the arrvval of responding medical personnel. Follow
strict Division, state, and national standards and policies

Operateshe computerized phone
system for B-1-1, NG9-1-1.
Operation of TTY/TDD

Operation of Tex®-1-1 systems
Monitors9-1-1 data to get reaime
information about emerging threats.

Cyber Hygiene
Cybersecurityfor
Managers

Public Information
Representative

Operate and
Maintain

Create and Maintain a media campaign to educate the
public about E9-1-1

Operates computers and AV equipme
as needed.

Cyber Hygiene

Training Coordinator

Oversight and
Development

Plan, develop, and monitor training programs in a variet
Emergency communications related classes in order to
maintain an enhanced service to the public. Review
supervisors and Telecommuniicats Specialists work
performance, perform annual evaluations on supervisor
and training staff and make recommendations for salary
increases.

Training programs for PSAP staff to
maintain proficiency and ensure
conformance to standards

maintains employegaining records for
certification and performance
Administers irhouse testing and leads
interview panel for selected applicants

Cyber Hygiene
Cybersecurityfor
Managers
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term strategies. Analyzes, develops, and approves
applications for grant funds to support new GIS tech.
Develops and manages GIS projects as assigned.

and objectives

Monitors operational activities for
efficient and effective allocation of
resouces.

Manages personnel in the Special
Operations section

Coordinates interagency GIS data
transfer and maintenance

Manages the deagn, development, and
maintenance of custom software for
DESC special operations

PSAP job titles: Category Scope of Work Required Skills (IT Related) Example Training
GIS Administrator Operate and Manages GIS objectives by authorizing aneding Authorizes the development of Cyber Hygiene
Maintain implementation of policies and procedures to meet-long| statewideadvanced GIS policies, goal§ - Security +

GIS Technicians/
Cartographers

Operate and
Maintain

Performs public safety and ER mapping activities utilizin
geospatial tools and equipment to oy division.

Develops and maintains GIS
components

Provides data management for GIS
components

Recommends policies and procedure
Supervises and trains employees in t
use of various GIS systems

Utilizes a variety of databases

Cyber Hygiene
- Securiy +

IT Manager/Director

Oversight and
Development

Administers all aspects of agenesyde technology
solutions in support of the agencies core and ancillary
functions under the direction of Division Director. Senio
IT manager for the Technical SupportitynManages all
aspects of agency data operations inclu®iigl
Telephone Databas®;1-1 GIS Database, and
implemeration of NG9-1-1 and the ENS.

Authorizes Policies and Procedures fq
design and administration of Databas
Plans and Evaluate®H-1 HW & SW
solutions. Evaluates trends in
communications.

Makes recommendations on HW&SW
Directs assigned managers and
supervisors to coordinate team
resources. Evaluates IT & IP
communications to ensure productivit
of assigned resources

Cyber Hygiene
Cybersecurityfor
Managers

- Network +

- Security +

- IR Framework
- CISSP
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PSAP job titles: Category Scope of Work Required Skills (IT Related) Example Training
Network Administrator | Operate and Network and computer systems administrators are Network and computer system Cyber Hygiene
Maintain responsible for the datp-day operation of voice and data| operating systems, router - Network +
networks. They organize, instadind support an configurations, IP ashother - Security +

organizationdéds computer s
networks (LANs), wide area networks (WANS), network
segments, intranets, and other data communication sysi

communications protocol stacks, acce
control systems, network encryption
(VPN, SSL, etc.), network monitoring

- IR Framework
- CISSP

PC Technician, System

Operate and

They install, configure and maintain the hardware and

Computer system hardware and

Cyber Hygiene

Technician, Network Maintain software that comprise voice and data communications | software configuration, maintenance, | - Network +
Technician, Radio networks. May be responsible for network components,| and troubleshooting, Land Mobile - Security +
Technician client workstations, servers, domain controllers, shared | Radio equipment configuration, - IR Framework

printers, cables,ral routers, radio system controllers, RF| maintenance and troubleshooting

network components, cable and fiber systems and othe

related communications systems. They maintain networ

equipment, applications, data and user interfaces and

workstations as well as troubleshoot local and wida a

networks.
Database Administratoll Operate and Responsible for the performance and security of databa] Computer system hardware and Cyber Hygiene

Maintain The role includes the development and design of databg software configuration, maintenance, | - Security +

strategiessystem monitoringnd improving database
performancend capacity. They may also plan;a@ainate
andimplementsecurity measures to safeguard the degab

and troubleshooting. Specific skills
focus on database architecture,
application development, system
backup and recovery, and database
performance indexing.

Senior Technical
Coordinator

Operate and
Maintain

Designs, plans, and implements agency wide technolog
solutions in support of the agency functions under the
direction of the IT manager. Interfaces with ven@trs
resources to develop plan and implemastallations and
upgrades. Serves as a technical resource for junior staf
conducts irhouse training.

Computer system hardware and
software, network hardware and
software, IP and other protocol stacks
system and network monitoring and
performance mnagement

Cyber Hygiene
- Network +

- Security +

- IR Framework
- CISSP

Technical Support
Specialist

Operate and Maintair

Maintain current and future information technology systems,
evaluate and develop system procedures, resolve system pro
and assisin the development of training for users in a compute
environment.

Backup and restoreCOOP plan
Implements agency use and security polig
and reviews for compliance

monitors, projects, and analyzes network
performance

Coordinates with IT staff troubleshoot,
enable, or limit WAN/LAN connectivity

Cyber Hygiene
- Network +
- Security +
- IR Framework

Page53 of 222



https://en.wikipedia.org/wiki/System_monitoring
https://en.wikipedia.org/wiki/Computer_performance
https://en.wikipedia.org/wiki/Implementation_(computer_science)

Task Force on Optimal PSAP Architecture
Final Report January 2016

4.5.1 DHS Recommendations ariResources

The TFOPArepresentatives from the U.S. Department of Homeland Security (DHS)
contributed the following sectionThe DHS offers a number of optional programs and solutions
for consideration by the public safety community. While the following is included in the report,
it does not represent an endorsement of any specific program or project.

TheDHS is committed to icreasing the cybersecurity posture of the public safety
community and resiliency of communications networks. The Department is working with the
public safety community to identify opportujni
provide best mactices and conduct analyses aimed at the unique challenges of State Emergency
Operations Centers (EOCs), PSAPs, and other critical infrastructure.

4.5.1.1 Technical Programs

TheDHS offers a collection of programs and initiatives that can be applied to reduce
NG9-1-1 cyber risksMany of these efforts support approved missions that cover Federal, State
and local users, as well as public and private critical infrastructure entities.

Cybersecurity Operations. TheNCCIC is a 24/7 cyber monitoring, incident respe,

and management centérOr gani zati ons can | everage NCCI
Emergency Readiness Team (Q&RT) for cybersecurity information and assistance.

US-CERT hosts the National Cyber Awareness System (NCAS), which offers a free,
publiclyzavailable set of cybersecurity data including emerging threat data, alerts and

reportst

Federal, State and Local Partnerships and Forumslhe DHS has formed existing
relationships across all levels of government to inform the design and deployment of
Emergency Communicationl network8he DHS supports SAFECOM and the National
Council of Statewide Interoperable Coordinators bringing State, local, Tribal, and
Territorial perspective to a National forum. DHS has partnered with the U.S.
Department of Tragportation (DOT) NG-1-1 Program Office to facilitate education
and awareness af/bersecurityith the State and local community through the delivery
of tools and training.The DHS also facilitates the Emergency Communications
Preparedness Center (ECPFE)-1 Focus Group, which is dedicated to enhancing the
resiliency of Federal PSAP operatidisAdditionally, DHS manages the Emergency
Services Sector (ESS) Cyber Working Group to evaluate cyber risks that the sector might
encounter

Assessments and Aalysis. TheDHS, in conjunction with the DOT Nation&1-1
program is currently developing an Ng&L-1 security best practice and se$sessment
tool for PSAPsCyber Risks to Next Generati®l-1.1° Additionally, the DHS is

1 NCCIC/National Coordinating Center for Communications (NCCIC/NCC) is the federal lead
organization f or Co orNbaiionahResponse FmmeworkhE8F St af f or d Act
(Communications) and is also the Communications ISAC, with cleared industry representatives from

APCO, NENA and major carriers, such as AT&T, Verizon, Century Link, Sprint adddile

12 National Cyber Awareness Systemttps://www.uscert.gov/ncas.

13 Office of Emergency Communicatiortgttp://www.dhs.gov/officeemergencycommunications

15 Cyber Risks to Next Generationl9l, available at http://www.ahgov/officeemergency
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working on next steps ondldevelopment of lIdentity, Credential, and Access
Management (I CAM) for public safety and [Fi
Network. The through the ESS Cyber Working Group mentioned above, the Department

has publishethe DHS Internet ProtocdllP) Emergency Services Sector Cyber Risk
Assessmendnd Emergency Services Sector Roadmap to Secure Voice and Data Systems
which provide pertinent guidance for public safety agencies, including those considering

the adoption of NG-1-1 technology and sysins to strengthen their systems and

networks against cyber risk through mitigation meastfrés.

Public / Private Collaboration. The Ciritical Infrastructure Cyber Information Sharing
and Collaboration Program (CISCP) establishes trusted cyber informlaéiongs
relationships across Government and Industitye CISCP facilitates the secure

exchange of cybersecurity indicators, enabling organizations to protect themselves
against emerging attacks. Currenthe CISCP has over oAeundred member
organizatbns and is working in collaboration with the NCCIC to automate cybersecurity
information sharing amongst its memb#&ts.

User Training and Education. TheDHS provides resources for cybersecurity training

and awareness, for use by any public or privateéyeniihese resources can be leveraged

to provide users with a basic level of awareness of cybersecurity risks. In many

instances, cyber threat actors exploit untrained individeads, phishing attacks) to gain

initial access to the enterpriseandmitie f urt her acti ons. The
Campaigno i s gear dThaDslS giso supporis the Natioaat e n e s s |.
Initiative for Cybersecurity Education (NICE), which provides additional educational
resources for public and private organizasiéh The DHS also delivers education and
technical assistance to Federal, State and local public safety community on PSAP
deployments.

Outreach and Assistance.The Critical Infrastructure Cyber Community C3
(pronounced @AC Cub e d\u)supgwts anganizationg of Rlrsiveg r a m| (
to establish or improve their cyber risk management processes and to take advantage of

free technical assistance, tools, and other resources offered by the U.S. Government.

C3VP can assist PSAPs in understanding hous®NISD €ybersecurity Framework

ard other risk management effarts

4.5.1.2 Technical Solutions

TheDHS offers a collection of programs and initiatives that can be applied to reduce
NG9-1-1 cyber risks. Many of these efforts support missions that cover $ihieeal users, as
well as public and private critical infrastructure entitiés some instances, technical solutions

communications.
16 DHS Internet Protocol (IP) Emergency Services Sector Cyber Risk Assessment.
https://www.dls.gov/sites/default/files/publications/Emerger8srvicesSectorCyberRisk-
Assessmer508. pdf
17ESS Roadmap to Secure Voice and Data Systems.
https://www.dhs.gov/sites/default/files/publications/EmergefeyicesSectorRoadmapo-Secure
Voice-andData%20SystemS08. pdf
18 (https:/lwww.uscert.gov/InformatiorSharingSpecificationsCybersecurity
19 (http://www.dhs.gov/stopthinkconnéct
20 (http://csrc.nist.gov/nice/index )
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may only apply to Federal organizations, however the methodology can be applied to most
NG9-1-1 PSAP networks and can provide cost sgsim addition to reducing cyber risk.

Solution Description

Works to enable organizations to identify and consolidate Internet connections
(http://www.dhs.goltrustedinternetconnections As content and applications move to
public cloud providers, CS&C is collaborating with the Federal Risk and Authorizatior
Management Program (FedRAMP) to apply a TIC approach
(https://www.fedramp.gov/drafedramptic-overlay)

Trusted Internet
Connection (TIC)

Provides the enterprise with an awareness of the type and volume of traffic flowing ir
(and out of) the enterprise network. Information includes sourdeldtsn IP address,
Network Flow domains, and ports. This data can be filtered and searched to identify anomalous flg
Collection patterns, and initiate further research into potential risks and attacks. Flow collectorg
deployed at TIC locations, supporting Federal anteStmkeholders.
(https://msisac.cisecurity.org/about/serviges/

DHS provides IDS sensors at TIC locations, and also develops digital sighatoicsare

Intrusion loaded into the IDS to identify threats. Organizations receiving this service are able t
DetectionSystem |view alerts created by the IDS (occurring when signatures identify pattern matches in
(IDS) network traffic). This service is currently available to Federal and State stdé&eho

(http://www.dhs.gov/cybersecuridgndprivacy)

DHS deploys IPS to public and private network owners. IPS is similar to IDS in that
digital signatures arused at the sensor. With IPS, when signatures identify pattern
matches, countermeasure actions are taken such as dropping or rerouting traffic. W
network flow collection and IDS are passive (i.e., monitoring and alerting) cybersecu
measures, I8 is an active security measureity://www.dhs.gov/cybersecurignd
privacy)

Intrusion
Prevention
System(IPS)

DHS deploys CDM services, which include hardware and software assagement,

configuration managemerandvulnerability management capabilities. These services
enabled through devices (physical and virtual) deployed inside the enterprise networ
presented to security professionals in a dashboard. For staéeboddnizations (currently
only Federal Civilian Agencies), CDM is the major technology solution that supports {
tenets of ongoing authorizatiort{p://www.gsa.gov/portal/content/177895

Continuous
Diagnostics and
Mitigation (CDM)

DHS provides infrastructure baseline assessments, vulnerability assessments, impa
Risk Assessment | assessments, and comprehensive risk and mitigation analyses of public safety

and Risk Analysis | infrastructure and services in conjunction with other departmedtagencies, as well as|
individual PSAPs.

4.5.2 CSRIC Best Practices Related to Public Safety

The Communications Security, Reliability, and Interoperability Council (CSRIC) was
established asfaderal advisory committedesigned to provide recommendationshi® Federal
Communications Commission regarding best practices and actions the Commission can take to
ensure optimal security, reliability, and interoperability of communications systems, including
telecommunications, media and public safety communicasiggtems. CSRIQV created ten
working groups, each with its own area of responsibility.

TheCSRIC IV Working Group 4 (WGA4)yastasked with developingoluntary
mechanismghat give theCommissiorand the public assurance that communication providers
are Biking the necessary measures to manage cybersecurity risks across the efitanGide.

21 The report is available at:
https://transition.fcc.gov/pshs/advisory/csric4/CSRIC_IV_WG4_Final_Report_031815.pdf
Pageb6 of 222


http://www.dhs.gov/trusted-internet-connections
https://www.fedramp.gov/draft-fedramp-tic-overlay/
https://msisac.cisecurity.org/about/services/
http://www.dhs.gov/cybersecurity-and-privacy
http://www.dhs.gov/cybersecurity-and-privacy
http://www.dhs.gov/cybersecurity-and-privacy
http://www.gsa.gov/portal/content/177895
https://transition.fcc.gov/pshs/advisory/csric4/CSRIC_IV_WG4_Final_Report_031815.pdf

Task Force on Optimal PSAP Architecture
Final Report Jauary 2016

also was charged with providing implementation guidance to help communication providers use
and adapt thBICF. The TFOPAsupports the use of NISTFS agecommendatioas they

apply in the finalCSRICIV WG4 report. Readers should pay special attention to barriers of
implementation within that report. Since each implementation may have its own specific
challenges of note would Ipetential barriers with respect tednology, scale, consumsy
marketplace entryfaw or policy.

4.6 Proposed Approaches to NG9-1-1Cybersecurity
Architecture

4.6.1 TheEmergency Communications Cybersecurity Center (EC3)

In addition to incorporating current best practitheNIST recommendationgnd
current work from DHS, APCQOATIS and NENA the TFOPAhas determined that an
additional layer should be introduced into the recommended future architecture.

The intent of this logical architecture recommendation is to create a centralized function,
andlocation, for securing NG networks and systems. By centralizing certain features, including
cybersecurity in general, and intrusion detection and prevention services (IDPS) specifically,
public safety can take advantage of economies of scale, multjolerces, and systems and best
practices which may already be in place or at a minimum readily available for deployment and
use.

This section is intended empowetocal, state, tribal and territori®ISAP an®-1-1
Authority leaders by providing informaion andenumeratingpptions to allow leadership to
make informed decisioran how to implement a cybersecurity plan and infrastrgdbest
suitedfor their agencieand needsThe establishment of certashared corservicedike
cybersecurityyhich can be utilized by multiplgarticipating agenciesanproducesubstantial
cost saving$or each participatinggency and could also decrease the time needed to implement
a comprehensive cybersecurity system for PSAP®4dnil Authorities In sharing thigportion
of NG9-1-1 infrastructurePSAPs decrease the amount of work and specialization needed at the
local leve| and can instead take advantage of centralized, expert cybersecurity services allowing
them to concentrate on the h$aving day-to-day opeations related to taking and dispatching
calls for service.

4.6.2 Descriptionof Intrusion Detection and Prevention Systems

In order to function effectively as a tool for public safety and emergency
communications systems, the EC3 must perform all of the ésdemnictions of a
comprehensive Intrusion Detection and Prevention System. The following is a high level
description of those desired features and functions.

IDPSs are primarily focused on identifying possible incidents. For example, an IDPS
could detectwvhen an attacker has successfully compromised a system by exploiting a
vulnerability in the system. The IDPS could then report the incident to security administrators,
who could quickly initiate incident response actions to minimize the damage caubed by t
incident. The IDPS could also log information that couldused by the incident handlers.
Many IDPSs can also be configured to recognize violations of security policies. For example,
some IDPSs can be configured with firewall ruldgeg settings, bowing them to identify

network traffic that violates the organizatii o
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IDPSs can monitor file transfers and identify ones that might be suspicious, such as copying a
| arge database onto a userdés | aptop.

Many IDPSs can also identify reconnaissance activity, which may indicate that an attack
is imminent. For example, some attack tools and forms of malware, particularly worms, perform
reconnaissance activities such as host and port scans to identify targetssequent attacks.

An IDPS might be able to block reconnaissance and notify security administrators, who can take
actions if needed to alter other security controls to prevent related incidents. Because
reconnaissance activity is so frequent on therirgt, reconnaissance detection is often

performed primarily on protected internal networks.

There are many types of IDPS technologies, which are differentiated primarily by the
types of events that they can recognize and the methodologies that theydeséftoincidents.
In addition to monitoring and analyzing events to identify undesirable activity, all types of IDPS
technologies typically perform the following functions:

Recording information related to observed eventdnformation is usually recorde

locally, and might also be sent to separate systems such as centralized logging servers,
security information and event management (SIEM) solutions, and enterprise
management systems.

Notifying security administrators of important observed eventsThis rotification,
known as aralert, occurs through any of several methods, including the following: e
mails, pages, messages on the IDPS user interface, Simple Network Management
Protocol (SNMP) traps, syslog messages, anddefared programs and scripts. A
notification message typically includes only basic information regarding an event;
administrators need to access the IDPS for additional information.

Producing reports. Reports summarize the monitored events or provide details on
particular events of intest.

Some IDPSs are also able to change their security profile when a new threat is detected.
For example, an IDPS might be able to collect more detailed information for a particular session
after malicious activity is detected within that session. An |D#§ht also alter the settings for
when certain alerts are triggered or what priority should be assigned to subsequent alerts after a
particular threat is detected.

IPS technologies are differentiated frémrusion Detection SysteiDS) technologies
by one characteristic: IPS technologies can respond to a detected threat by attempting to prevent
it from succeeding. They use several response techniques, which can be divided into the
following groups:

T The IPS stops the attack itself.
T Will terminate the netark connection or user session that is being used for the
attack
T Block access to the target (or possibly other likely targets) from the offending
user account, IP address, or other attacker attribute
T Block all access to the targeted host, service, agpiit, or other resource

1 The IPS changes the security environment.

T ThelPSsCanchange the configuration of other security controls to disrupt an
attackby reconfiguring a network device.g.,firewall, router, switch) to block
access from the attackerto the target

T Altersa hostbased firewall on a target to block incoming attacks.

Pageb8 of 222



Task Force on Optimal PSAP Architecture
Final Report Jauary 2016

I Some IPSs can even cause patches to be applied to a host if the IPS detects that
the host has vulnerabilities.

9 The I PS changes the attackds content.

T Some IPScan remoe or replace malicious portions of an attack to make it
benign(e.g, removing an infected file attachment from amail and then
permitting the cleaned email to reach its recipient

T Other IPSsact as a proxy angormalizesncoming requests, which meathat
the proxy repackages the payloads of the requests, discarding header information.
This might cause certain attacks to be discarded as part of the normalization
process.

Another common attribute oe IDPS technologies is that they cannot provide
completely accurate detection. When an IDPS incorrectly identifies benign activity as being
malicious, dalse positivenas occurred. When an IDPS fails to identify malicious activity, a
false negativénas occurred. It is not possible to eliminate alldgdssitives and negatives; in
most cases, reducing the occurrences of one increases the occurrences of the other. Many
organizations choose to decrease false negatives at the cost of increasing false positives, which
means that more malicious events arnected but more analysis resources are needed to
differentiate false positives from true malicious events. Altering the configuration of an IDPS to
improve its detection accuracy is knownt@sing.

Most IDPS technologies also offer features that comperisathe use of common
evasion techniques. Evasion is modifying the format or timing of malicious activity so that its
appearance changes but its effect is the same. Attackers use evasion techniques to try to preven;
IDPS technologies from detecting thattacks. For example, an attacker could encode text
characters in a particular way, knowing that the target understands the encoding and hoping that
any monitoringof thelDPSs do not. Mosif thelDPS technologies can overcome common
evasion techniquésy duplicating special processing performed by the targets. If the IDPS can
Aiseed the activity in the same way that the
be unsuccessful at hiding attacks.

4.6.3 Proposeddpproachfor IDPS inthe NG9-1-1 Environment

In the proposetNG9-1-1 architecture, the Emergency Communications Cybersecurity
Center (EC3) will take on the role of providitige IDPS services to PSAPs and any other
emergency communications service or system that would consider utilizing thedized, core
services architecture proposed. For example, not only PSARssbimergency Operations
Centers (EOCs) and potentially the Nationwide Public Safety Broadband Network operated and
maintained by FirstNet, could also interconnect to the &2@ice. This approach would allow
public safety to build one infrastructure and use it for many clients. This provides significant
economies of scale, puts multiple Federal, State, Local and Tribal resources into the same
protection scheme, and allows sharing of data, mitigation strategies, and recovery efforts
across enterprise

The potential flow of this system would begin with the Originating Service Provider
(OSP)and N®-1-1 Core Services elements, would encompass the ESINet IP Transport network
which support the Core Services elements and opewxéteas and between disparate PSAPs and
would provide for monitoring of call statistics, system health, anomaly detection, data sharing,
mitigation and recovery while still allowing local agencies tontaan local control of dayo-
day operations within their specific PSAPs. Rather than requiring PSAPs to build and staff such
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facilities, the EC3 concept allows for PSAPs from wittind across jurisdictionso

interconnect to the core cybersecurityteys and benefit from its capabilitieghether state,

local, tribal or territorial While not specifiedherein the interconnect requirements would

include cyber hygiene elements at the PSAP, single user sign on andéhctaltiauthentication

at the lochlevel and some form of agreed upon, trusted connection (and relationship) from the
local levels to the State or Regional level EC3. This architeatsogs intended to represent a
scalable, and customizable, approach. This means for localitiesavgdr than average

emergency communications systems (major metropolitan areas such as New York, Los Angeles,
etc) there is ample opportunity to construct a single EC3 to serve this individual customer.
However, any EC3 should be designed and constrictaech a way that it will interconnect

with other EC36s throughout the United Staties
the regional or State level, the information should flow to a centralized repository with adequate
service capabilities teupport multiple clients, and incidents, in real time. Some examples of

how thesedata flow, and cooperative approach, might present are included in Hefieasl

4-9 on the following pages
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4.6.3.1 The EC3 Concept Explained

The information collected by the EC3s that relates to the PSAPs will be the result of the
monitoring that the center will be doing for them. As a tegulvill be necessary to deploy
some type of IDS sensors at each PSAP location. Alternatedyperhaps more effectivelp
way will need to be devised to get all traffic to funnel through a centralized EC3 for monitoring
at aregional or Statelevehen aggregating the traffic of tihe
central monitoring facility. This would best be accomplished via the ESInet architecture with
partnerships at the Local, State and potentially Federal level.

The type, and location, okgloyed sensors should include consideration of both an
organi zationds outermost perimeter Netwoitkght bleh
AddressTranslation (NAT), and in the case ofl9l traffic the systems feeding information to
the 91-1 ndworks. This would potentially include wireless and wireline carrier netwddkee
option to consider is the use of sensors specifically designed to conduct conhiietitas
monitoring and analysis. The Center for Internet Security (CIS) has degogld system,
known as ALBERT, which is an automated process of collecting, correlating, and analyzing
computer network security information across State governments. According to CIS, the seven
key Netflow fields are: source IP address, destination difead, source port number,
destination port number, protocol type, flags, and the router input interface. ti&iilEOPA
is not endorsing any specific vendor, product, or organization the model provitiesiti in
support of the MultiState Informatia Sharing and Analysis Center (MSAC) is a useful
model and case study. For the pluirked ese mgo it s
define the proposed capabilitiesmithe case of depd o ysemsorsfortmefdatalh Al ber
networkportion of the solutionthe TFOPAreceived input andssistance fromepresentatives
of the MSISAC.??

The idea behind t hlikeoskrses iotyanaesome paoirft,ani Al b er it
infected system is going to have to reach out to a host on thedntereceive additional
commands, download additional software, or exfiltrate information. Monitoring an
organi zationds I nternet connection is an efife
limitation here is that there may not be good vigipbon internal to internal communication.
This is typically not a concern as most of the attacks and compromises originate from, or beacon
out to, the Internet at some point. Setting up the PSAPs so that an EC3 would essentially
function as their ISRvould be an effective way to have eyes on thag tftraffic.

I n addition to tHkodephepmentcohsindkebatton
a model currently in use by the St@DOES)of Cal i
Thissysten i s comprised of a Aphased arrayo apprjoa
the State that monitor traffic from wireless communications sites. Specifitedse sensors,
which are currently deployed aadtively monitored by both CAES and the DB NCCIC,
provide a near redime picture of the health and status of every wireless site, and system,
responsible for providing wireless connectivity to the public and wirelds$ gaffic to the
PSAPs.

The mission of the f eygd@nmanicatigh®chater (toeasare 6 s e m
that relevant federal, state, local, tribal and territorial officials can continue to communicate in
the event of a catastrophic loss of communications) can be seen as largely dependent on the
feder al g o0 v eto understarid fissiomimpadtsi oh emergency communications. It is

22 More information about the MEBAC can be found atttps://msisac.cisecurity.arg
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imperative that this is done in a timely manner so that coordinated response and recovery efforts
get to those systems in time. Sensors and business processes, providing visibilitgeto tho
systems, enabling rapid assimilation of critical emergency communications impacts to state,
local and tribal governments by the federal government currently do not exist in an effective
manner.

The California Gover noCdadGES)Ifcbordioationof Emer
with NENA and APCO, both NCC members, proposed leveraging an existing sensor system
deployed within PSA®in California could be used to support a mission of protecting the PSAPs
as an enterprise against cylagtacks, physical dister response and ensuring continuity of
emergency communications.

The sensor system network enables-tiea¢ visualization of call data, without any
Personally Identifiable Information (PII), which can alert a monitoring center, such as NCCIC,
to a disrption t09-1-1 services by the Local Exchange CarieeC), or named wireless
service providers, as observed in Virginia during the Derecho, or after an Earthduake.
CalOES, in an unprecedented effort to sharetreed data with the federal governnidor
disaster management purposes, has developed a demonstration concept with the National
Coordination Center for Communications (NCC), which could provide the basis for defending
the enterprise of PSAPs against emerging cyber threats, or attempt®hbgtseto disrupt
emergency communications during a coordinated domestic attack against the homeland, or
simply improve response coordination to disaster communications restoration after a natural
disaster.

The NCCIC, in partnahip withthe CalOES is cpable of providing constant and
continual monitoring of the ECATS dashboard, deployethbYalOES across the entire State
of California. In this capacity the NCC and NCCIC can coordinatethwtlCalOES, FBI, and
other government agencies and telecomioaiions service providers in the event of an anomaly
across one or many PSAPs. Additionally, use of this L8tatleFederal partnership model
enables a coordinated, and unified, restoration effort in the event of loss of connectivity. This
model also Bows for monthly reports of incidents, and outcomes, along with investigative
assistance and coordination of lessons learned via after action reports involving all stakeholders.

As should be obvious to the readéthis pointmonitoring of both voice ahdata
networks that feed the B1 system, and of the data systems within and between PSAPs is of
great importance and can be accomplished via a combination of mechanisms. In addition to
monitoring,mitigation is a key element in the overall functiondayoal, of the EC3 concept.
The EC3 will likely be tasked with identifying threats, explaining why they are of concern, and
making recommendations to the affected PSAPs as to necessary steps to mitigate the threat.

Most of what is seen in current Secuf@perations Centers, such as the-8C, is
tied back to malware infections that can either be cleaned or the systenages entirely. It
will also become important to track any incidents that are escalated to the PSAPs in some form
of ticketing systenfior tracking and reporting services. In addition, it would be most effective if
there was a method to correlate all the alerts generated by deployed sensors across all EC3s in
order to identify any trending related to the top threats facing the PSAPs.

Depending on the specific needs of the PSAPSs, not every EC3 may need to have every
service available to it. As an example, computer forensics semgsot be a requirement at
each EC3Perhaps only the larger EC3s in the large urban areas throughoatititey may
have forensics capabilities and the EC3s could coordinate to send forensic images for analysis
along to those designated EC3skewise, certain reporting capabilities and aggregate products
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could be handl ed by e everhby trustédd&edera partners.e gi on a l E

In the case of the ME&BAC, sensor data is routed to the N&AC, triaged and reported
to the NCCIC as neededs the system continued to build out monitoring infrastructure, it
would become easier to correlate data ssraultiple partners and start to paint the picture of
how new attacks and threats evolve as they begin to affect the V@tatasLocal, Tribal, and
Territorial (SLTT) entities being monitored.

This approactallows the NCCIC to providE C3 6 s  a nwdth irRliSafof? sf
compromise that they can then retroactively search for across all of their sensors, or use to create
signatures to identify new compromises going forward. As noted, the NCCIC is already
engaged in cyber defense of PSAPs and criticahwanications infrastructure and therefore is a
logical partner to consider. In addition, the Federal Communications Commission itself has
partnered with DHS on multiple fronts and should continugetactively involved irefforts to
understand howo bestdesign, build, and defend these emergency communications
cybersecurity systenas a cooperative effort between public safety and industry

4.6.3.2 CostConsiderations

4.6.3.2.1 Operational Costs and Considerations

In order to run a basiEC3 supporting multiple PSAPs atState or sulState Regional
levelin a 24x7 capacity, the minimum amount of ste#éded to do sis projected at five
analysts and one manager. The manager should also act as agpecatirso that issues after
hours may be escalated as needed. Aspleeation grows and additional staffing is required, the
operation can then add more people to the busier sifi® general rule of thumb, obtaining
individuals with the education and experience needed to fulfill these roles will cost from
between $10,000 to $150,000 per year per person. Using an average cost per employee of
$125,000 the very rough estimate as to operational, recurring costs to operate an EC3 will be
approximately $625,000 per ye&ost for benefits for these perswl range from beveen 18
to 30percent on a nationwide averagdsing a blended average of @drcent, the approximate
persomel costs of the center are $77TH)0

In addition, there will be costs for utilities, bandwidth, and communicattbeseed for
sensors, poter annual costs for those elemerats,well as recurring rent or taxeBhe Task
Forcehas concluded thabsts can vary from $100,000 per yaprto $250,00@er year
depending on the location of the center and the types of technologies ahdgte mount of
bandwidth requiredThe TFOPAsuggests usingnaaverage of $75000 per year for all
ancillary expenses that could be associated with the operation of an EC3. This provides a rough,
rounded estimate of approximate§3k,000per year in operatmexpense for an individual
EC3. While it is not possible to definitely predict the cost for every individual EC3, as there
are a numbeof variables, this average assumes one center that ssippatiple PSAPs and is
staffed24 hours a day, 365 dayyear. Larger centers, supporting larger geographic areas or in
need of greater data capabilities and personnel will obviously incur additional cost. The
suggested estimate is intended to provide a guideline, not a quote, to enable PSAR4 and 9
Authorities to gauge potential cost sharing, and cost saving, options and make informed
decisions.

Thanks to input from the ME&EAC, the following is a breakdown of a typical monthly
service cost, based on the t hr obegnomptaredd.Thisf t hle
information is provided for base reference purposes only antRO®A s not suggesting, or
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endorsing, any specific product or product suite.
Pricing: Based on Internet Provisioned Connection Size.
Onetime initiation fee of$850, per sensor
Size up to 10MB- $590/month
Size > 10MB100MB- $890/month
Size > 100MB1GB- $1,390/month
Size > 1GB - 10GB $2,790/month

4.6.3.2.2 Capital Costs and Considerations

The building out of the EC3 should be a very similargmprarefoot cost as compared to
the building out of normal office spgaghich typically includes cubicles and workstations for
analysts. There may be some additional costs incurred for flat panel displays and a computer
system to drive them as well. As a result, whileTthek Forcecamot provide ahigh-level
estimate for what an EC3 physical build might cost, as these costs may vary widely, the
group does believe that the guidelines provided should allow local, regional, and State decision
makersto have a starting point from whithey can at least begin estimates based on local cost
factors. When making such decisions, local organizations are encouraged to consider re
purposing existing facilities or taking advantage of kbegn lease options for space and
operations in existingata or security centers.

In addition to building, repurposing, or-bacating at existing data and/or security
centers, a physical budaut, and capital expense, will be necessary fod#poyment of
sensors at the EG3At a high level, it would rake the most sense to deployfétbert likeo
sensor at each EC3, as the EC3s (ideally) would be the aggregation point of all PSAP network
traffic. Thesesensors are essentially commodity hardware and typically cost between 6,000
$12,000 depending ohé throughput of the network that is being monitoredr example, a
$12,000 sensor would be more than capable of monitoring a 10GB network with an average
utilization of 68GB. In addition, and as previously discussed, it would also be recommended
thatconsideration be given to deployment of a sensor system similar to that uSalDB5.
While the TFOPAdoes not have price estimates for such a deployment, thé/ fo® obtained
by contactinghe CalOES officials directly.

4.6.3.2.3 Summaryof Cost Considerations

As shown there are substantial costs associated with building out the physical and
network related architectures and operating and maintaining the systems that will support
cybersecurity functions. Rather than suggesting that each of the moGOAEPSAPS in the
United States be burdened with building and staffing such facilitie3FOPAbelieves
utilizing core EC36s at various |l evels (Regli o
of multiple States an@-1-1 Authoritieg can offer pubt safety both economies of scale and
operational efficiencies. In addition, a cooperative approach on the cybersecurity front brings a
greater number of resources to bear for any incident, provides small, medium, and large PSAPs
with equal resources amadpabilities to defendgainst, and recover from, cybattacks and
allows for real time information sharing and intelligence. In addition, monitoring systems that
are respectful of PII, such as those mentioned previously, will allow for the sharingvofke
and system health without compromising the security of individuals or organizations.
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The TFOPADelieves that the high level estimates provided, based on existing
deployments of a similar nature, provide a valid starting point for local leadersispdss need
and potential costs, or cost sharing strategies. However, thelitnited timeline in which to
complete the TFOPA report, tAask Forcealso believes additional research in this area, to
include alternate technologies, existing vendors wimilar solutions, and potential commercial
and government partnerships in this endeavor is merited. To thithefidOPArecommends
additional study on costs, available solutions, and potential partnerships.

4.7 Recommendations

TheT a s k Fapproabtetdtisese recommendations recognized that the local control is
essential to any public safety related project at the State and Local level, and an architecture, or
architecture options, balanced with the need to create a manageable core infrastruckure whi
supports distributed network elements to the PSAP level is equally important.

1 TheTFOPAhas determined that an additional layer should be introduced into the
recommended future architecturéhe intent of the logical architecture proposed in the
form of the EC3 is to create a centralized function for securing NG networks and
systems. By centralizing certain features, including cybersecurity in general, and
IntrusionDetection andPreventionServices (IDPS) specifically, public safety can take
advantge of economies of scale, multiple resources, and systems and best practices
which may already be in place or at a minimum readily available for deployment and
use.

1 Cybersecurity Operationsill require a 24x7x36%Bnonitoring, incidentesponse, and
managerant approachLocal PSAPs, 4-1 Authorities and regionalrganizations can
leveragea number of existing capabilities, such as the DHS NCTCIC, MS-ISAC
and existing State level Fusion centenscybersecurity information and assistante.
addition,with the incorporation of the EC3 concept, all of these potential partners can be
included in theholisticapproach to cybersecurity which will allow local authorities to
share costs while benefiting from more comprehensive services and capabilities that
might otherwise be unavailable and most certainly could be cost prohibitive without a
shared approach.

1 Public / Private Collaboratiois critical to the success of a comprehensive cybersecurity
approach The Ciritical Infrastructure Cyber Information $hg and Collaboration
Program (CISCP) establishes trusted cyber information sharing relationships across
Government and IndustryThe CISCP facilitates the secure exchange of cybersecurity
indicators, enabling organizations to protect themselves agamesing attacks.
Currently,the CISCP has over oAeundred member organizations and is working in
collaboration with the NCCIC to automate cybersecurity information sharing amongst its
members This is one example of how collaboration can be achievégmmvides a
modelfrom which to build Again, the EC3 concept proposes that public safety at
multiple levels (local, regional, State and Federal) cooperate in a number of different
ways, both operational and financial, to achieve this goal.

The TFOPADdieves that the high level estimates provided, based on existing
deployments of a similar nature, provide a valid starting point for local leadership to
assess need and potential costs, or cost sharing strategies. Howevethelimited
timeline in which to complete the TFOPA report, thask Forcealso believes additional
research in this area, to include alternate technologies, existing vendors with similar
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solutions, and potential commercial and government partnerships in this endeavor is
merited. To this endthe TFOPArecommends additional study on costs, available
solutions, and potential partnerships.

Governance is pivotal to secusad interoperable emergency communicatiorise
TFOPADbelieves there are multiptvernancéssueghatmust ke considered in order to
establish and maintain a central coordination point, or a distributed model, for any
cybersecurity system or solutiofRormalized governance with articulated roles and
responsibilities enables public safety officials to make méat decisions in planning,
operations, funding, training, and equipment acquisitibime TFOPArecommends that
as part of any follow on work future iterationstbé TFOPA consider how governance
applies to, or impacts, the effective creation of collaibpmaybersecurity solutions

The TFOPAhas mapped out the recommended level of operation thaldsbe involved
in each of thdive key areasdentified in the NIST Cybersecurity Framewoiks
illustrated previously, irBection4.4.1, Figure4-3 of this reportthe Task Forcehas
detailed both the recommendeaplementatiorevel and higHevel requirements to
attain the stated goalt is recommenddthat additional study, and a more detailed
mapping of this approach, should be considered in the engrfollow-on work is done
by future iterations othe TFOPA.

As noted in the section pertaining to the NICE docuntetfirst step in workforce
planning, Define and Identify, emphasizes the collection of workforce data that defines
the workforce andhe identification of positions/roles within the workforce with specific
role based competencies and proficiency levels. This activity in turn establishes the
knowledge, skills, and abilities (KSAs) that are the attributes required to perform a job
and arggenerally demonstrated through qualifying experience, education, or training.

While PSAPs generally do not have a single consistent model for job titles, a generalized
set of job titles were mapped to labor categories with identification of requiredasidils
recommended training based on the NICE Workforce FramewbekTask Force
recommends th&SAPs and-9-1 Authorities use the included chad a baseline

document for identifying training needs and planning accordingly. In addition, as the
Task Focewas somewhat limited on time to further study this area, additional work may
be merited by future iterations tife TFOPA.

ThelCAM is critical to the success of any cybersecurity solution and sysiée.
TFOPArecommends that frotme PSAP levelup through any proposed cybersecurity

core architectureandoninto the Federal spat¢ke ICAM can, and will, be implemented

in a number of waysThe intent of the ICAM discussion in this report is not to suggest

that local, regional, or State agencies lmpimred to utilize any type of Federal single

user, single sign on approach. Rather, the intent is to provide an education as to the need
for identity control and access management at all levels of interface.

The TFOPAhas limitedits ICAM relatedrecommendations, tahe local perspectivand
primarily to thephysical verification of an individual to be granted accssissuance
of a user name, password and some form of token or additional authentication
mechanism.The TFOPAsupports PSAP ar@1-1 Authority implementation omulti-
factor authenticatioat thePSAPIlevel and inclusion othe ICAM requirements for any
current, or yet to bdefined interfaces from the PSAPSs to any core NG9 services
such as those defined $ection 5
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1 As discussed isection 5there are a number of governance and architecture issues
along with expect e-tl etasysteneTeed FORPArecommends h e NG9
that PSAPs and-21 Authorities conduca logical analysis of each potential
architectureoption as recomended bySection 5 and then consider integration of the
core cyber services, local PSAP workforce, tr@elCAM recommendations, and
collaborative information and data sharing as part of the overall NG9
implementation process.

1 TheTFOPAhas developga checklist based on previous work done by multiple
organizations (including NIST, DHS, FCC/CSRIC, APCO, and NENA) designed as a
tool for PSAPs to conduct an honest ss§essment with regard to cyber capabilities and
to begin preparations early in ethinterconnecting to centralized functions or
implementing the necessary core functions locally. This checklist is found in Appendix
2. This checklist and roadmagan be used as a baseline to create a working document
for a phased implementation of cybecurity services in conjunction with the
development and build out of any proposed NGB systems and servigaggardless of
architecture option chosen by the local authorities

1 TheTFOPAhas created subset of Use Cases provided as examples to thié PS
Community to illustrate the relevance, and importance, of Cybersecurity to local PSAP
operations. Those use cases are found in Appendiké.intentof these use cases is to
illustrate the very clear danger tlegberattackspose to PSAPs amulblic safety
communications todagnd the inpeased risk and impatttat these attacks will have
when the transition to NG®-1 is complete.The TFOPA provides these use cases for
illustrative and educational purposes only, and is not providing specific
recomnendations as to how to address each use case. Because the potential vectors of
each attack are numerous, and because revealing specific operational information or
defensive recommendations could compromise local operational seth&itf;OPA
made the dasion tokeep the use cases at a high level only. A key function of the EC3
will be to provide resources in the form of both systems and support personnel to help
identify, mitigate, recover from, and restore services after any -@ttsak.

Additionally, if properly implemented the EC3 will assist in the investigation of such
events.

4.8 Cybersecurity Summary

The TFOPADbelieves that a lack of cybersecurity poses a clear and present danger to the
PSAP and emergency communications system(s) in the Unitexs Stareation of some core
services, which provide single points of contact, direct reporting, awareness, and data sharing,
and real time response ¢gberattacksat multiple levels of government is essential to the
success othe efforts to defend nexgeneration networks and systenithe actors, vectors, and
outcomes for cybeattacks against public s&yevary widely, and thereforeur approach to
defending against these attacks must be focused.

Cyber risk management strategies must be implemensgport of PSAP operations
taking into consideration available PSAP resources and levels of expertise. In order tpitdo this
is necessary to think Aoutside the boxo wheln
when solutions are suggested

Public/Private Collaboration is critical to the success of a comprehensive cybersecurity
approach.Collaborationshould be sought across the public and private spaces and there are

Page69 of 222



Task Force on Optimal PSAP Architecture
Final Report January 2016

existing models, such as those presented in this report, for governmentwasidyital follow.

The EC3 concept proposes that public safety at multiple levels (local, regional, State and
Federal) cooperate in a number of different ways, both operational and financial, to achieve this
goal.

Monitoring of both thevoice and data netwks that feed the-2-1 system, and of the
data systems within and between PSA®sf great importance and can be accomplished via a
combination of mechanisms. In addition to monitoring, mitigation is a key element in the
overall function, and goal, dfie EC3 concept. The EQ@8Il be tasked with identifying threats,
explaining why they are of concern, and making recommendations to the affected PSAPs as to
necessary steps to mitigate the threat.

The deployment of different types of sensors is alsc@menendation thahe TFOPA
believes the entire public safety enterprise should consiiiafrom deployedsensorgould
route back to entities such as the NCCIC andIBISC, or similar facilities, for analysis and
escalation back out to the EC3s. As sensor system continues to build out it would become
easier to correlate data across multiple partners and start to paint the picture of how new attacks
and threats evolve as they begin to affect the various SLTT entities being monitored.

Depending onhte specific needs of the PSAPS, not every EC3 may need to have every
service available to ifAs noted in this report, there will be situations where onlyEG8s in the
large urban areas throughout the country may havedm®capabilities and other aher, or
perhaps regional, EC8&suld coordinate to send forensic images for analysis along to those
designated EC3s. Likewise, certain reporting capabilities and aggregate products could be
handled by either | arger , emnl@athesn al EC36s or| e

The TFOPADelieves that aombined approach utilizing the existing NIST and NICE
frameworks, current cybersecurity practices for defending legde¥ Aetworks and sgems,
and a bold, cooperative new architecture approathe defense dfansitional and fully
deployed NG9l-1 networks would provide the best path for succé@$® teamwas honored to
have the opportunity to provide these recommendations, information, and options to the Federal
Communications Commission and the public saéemmunity at large. It ibelievedthat
future work, and further examination of the recommendations contained in this report should be
considered as part of any tasking for future iteratioth@f FOPA, orthe TFOPA related
activities. In conductinghis work,the TFOPAwould urge any future working groups to be
mindful of the needs and capabilities of local operations entities, the necessity of governance
that accounts for both local needs and capabilities as well as recognizing the need fosenterpr
like cooperative cyber defense, and the incorporation of State, Local, Tribal and Territorial
needs into potential partnerships at multiple levels including potential Federal partners.

Most importantlythe TFOPAwould like to acknowledge the criticaéed to provide
PSAPs, 91-1 Authorities, local and State decisions makers, and the public at large with the best
possible life saving technologies represented by G%nd other next generation public
safety systems. In providing those technologids,no less important to provide modern,
progressive, and realistic tools at all levels to protect the public safety communications
enterprise.The TFOPADbelieves the information and recommendations contained in this report
provide foundational work uponhich such systems can be based, and built.
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5 Optimal Approach to NG9-1-1 Architecture Implementation
by PSAPs

5.1 Introduction
5.1.1 The Emergence of-2-1 for a Nation: History of 4-1

Emerging NG91-1 environmentss nce t he | altlesystt@iGadbdes , t he D
advancing and evolving throughout the United States. Throughout the ydatsh&s stood as
the sole number for notifyingRublic Safety AnsweringPoint (PSAP) that an emergency is
occurring and the caller needs law enforcement, fire, or emergendyaaskistance from
emergency responders. Based on the telephone network that existed, it was logical to use a
feature known as fAselective c¢ al-1-1calogthroughgo t o
central offices, nationwide. Backed by Congrasd various other industry groups,-E4
systems and networks supporting-Q calling spread across the natfén.

Information provided by NENAThe 31-1 Association states:

1 By the end of 1976,-2-1 was serving about 17% of the population of the Wdnite
States. In 1979, approximately 26% of the population of the United Stateslhhd 9
service, and nine states had enactdel9egislation. At this time,9-1 service was
growing at the rate of 70 new systems per year. By 1987, those figures hadgrown t
indicate that 50% of the US population had accessltd @mergency service
numbers.

1 At the end of the 20th century, nearly 93% of the population of the United States was
covered by some type ofB1 service. Ninetyfive percent of that coverage was
E9-1-1. Approximately 96% of the geographic US is covered by some type of basic
9-1-1 or B©-1-1. The rest use remote call forwarding ef-Q to a terdigit number
at a selected answering point.

In the 1980sthe telephone companes @p e r a t o rtecd@ogywasadapsedor
9-1-lproviding the PSAPs with the callerds telep
Number Identification (ANI). Dedicated 81 networks utilizing circuit switched Selective
Routing (SR)unctionalityaccommodatethe need for routing of 4-1 calls to differing
jurisdictions. Telephone company customer records contained specific address information that
correlated to the telephone number enablirigl9Authorities to partner in-2-1 database
development of what is kmm today as Automatic Location Identification (ALI). The
technology adaptatiorisecame the norm for®-1 services deployed throughout the United
States establishing the Enhancet} ® features commonly referred to as ANI/ALI/SRthough
cell phone techrlogy existed as early as 1973, it was not until the-nimeteen eighties that the
next major step occurred in mobile phone technology with the First Generation (1G) fully
automatic cellular networks introduction. In 1983 the Hicénsedcellular servicgrovider
begarthe first ever mobile phorgerviceand the evolution of cellular technologggan
eventually leading to wirelessB1 service It was at this point that, thelephonenumber to

23 Status of Legislation Concerningl9l The Emergency Telephone Number, U.S. Dept. of
Transportation; U.S. Dept. of Commerce, NTIA. July, 1979. Archiviational Emergency Number
Association.
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dispatchableddress correlation became invalid, as numbecsime mobile with the deviesmd

no longer fixed to a specific addresgéechanisms were devgled to accommodate cellular

9-1-1 in the wired landline E9-1 model, and while it provided a stopgap measure, each
technologyadvancement in cellular deploymenvitdened the gap between the technology and
the solution. Compounding the complexity of the problem further, the advancement and
acceptance of Voice over Internet Protocol (VolP) technology introduced a new era.
Communication challenges for191 continuedo emergeas fixed devices became nomadic and
mobile cell phones entered into the IP digital age where both data as well as voice was
seamlessly delivered.

In 2014 CTIA reported that US cellphone penetration surpassed the population by 10%,
indicating hat there were mongireless connectiorthan recorded populatich With nearly
everyone, teenager to older adult, possessing some form of cellular technology, they hold the
key to immediate 9-1 access in the palm of their hanell-Q calling behaviorsdgan to change
and the exponential growth in cellular and IP technology continues to straiflthen8twork.

The FCC estimates that over 70% of all-2 calls are placed from wireless phones. Selective
routing provided through analog technology is rpidoving toward extinction. IP based
technology is essential for the future.

Throughout the U.S. the legacy foiygarold 9-1-1 solutionscannot support the needs
of advanced communicationctenologiesPublic expectations are changing and new technology
will afford public safety the opportunity to provide more effective emergency response. We
must embrace a new approach to keep pace with evolving consumer communication services
and emergency response needs.

5.1.2 Emerging NG91-1 Environment

This report igdesigned to provide awverviewto emergingNG9-1-1 systemssets the
stage for better insight into the system descriptiand allows foananalysisof PSAP and
NG9-1-1 architectur@ptimization.This reportis structured to provide a thorough undersiag
of Public Safety Answering Point (PSA&)d NG91-1 operational models and includes an
objective analysis of operational efficiencies gained through upgrading to more advanced
technologies. In contrgghe authors of thiseportalso included adminisative challenges that
could exist when planning for NGB1.

Throughouthis reportthereader will find that NG4.-1 introduces a more efficient,
precise technical infrastructure for handlind-Q emergency requests through intelligence
inherent inthe technology. For example, the systghen fully implementedyill completely
change the way-2-1 calls, or request®r assistancare routedGreatelintelligence in the call
routing functionality will minimize the need to transfer a call to theemtrPSAP, which is a
normal operational occurrence today in legady®systemsLocationbased call routing allows
the location data of the individual initiating thel9l requesto more preciselyoute tothe
PSAP responsible for trezrvice request

TheNG9-1-1systemsnableghe general publito have options beyond voice and
Teletypewriter/Telecommunications Device for the D@arY/TDD) regarding how they
contact 91-1 Centersfor emergency assistance, and can also allowrfmriding additionatlata

3 Annual Wi r e | e shitp:/Mvmcctiarg/yowwirSlesslife/leow-wireless
works/annuabwirelessindusty-survey CTIA, June 2015. Web. Last Accessed 12/03/2015.
Pager2 of 222


http://www.ctia.org/your-wireless-life/how-wireless-works/annual-wireless-industry-survey
http://www.ctia.org/your-wireless-life/how-wireless-works/annual-wireless-industry-survey

Task Force on Optimal PSAP Architecture
Final Report January 2016

beyond what is transmitted te191 today. Texting, sharing photos and establishing video calls
are now commonplace this society and it is logicdb create a 9-1 system that
accommodates these applications. In addition, it is critical thatichudils with speech or

hearing disabilities have a method, other than /TDD, to contact 91-1. Next Generation

9-1-1 will establish the underlying technical platform and functional applications to phase in
these technologies.

As stated earlier, the legp9-1-1 systems deployed throughout the United States today
are limited anatannotfully support the advanced communication technologies used by the
general publicUpgrading legacy4-1 systems requirenowledge of the technological
advancements in-8-1, evaluation oB-1-1 serviceoptimization optionsand development of a
well-coordinated plan. The following sections of this report are designed to provide the
foundation for planningintegrationand implementation of N&1-1.

5.2 Objective, Scope, and Methodology

The Intent of This Work: With the evolution of 91-1 technologies, it is clear that the
term ANext-llGénereatdsoho9be better understood b
organizations and industry authorities have contributed to the deved@ihNG91-1, and
several well respected reports were completed in the early stages of the evolution. What was
lacking in these efforts however was an overall comprehensive understanding and roadmap
pooling of the dispar athaewouidfpeovde guiancerotdecisian s i nig |
makers as they moved forward with their vision and ideas.

This introduces several questions concerning the optimal architecture fet 4G9

T I's there one Abest and optimal designo?

1 If so, what are the elemenequired for that design?

1 If not, what are the various configurations that could be combined together to reach
that optimal objective?

1 And how do you best accomplish the transition from legacy to-kE&9

These and many other questions have been cuirfgpdecisioamakers as they consider
the transition to NG9-1. The attempt to correlate and understand competing information is
creating confusion.

To clarify this confusion, this report addresses various optimal architectures for
NG9-1-1. By reading tIs report, decisioimakers tasked with the challenges of making choices
for design and configuration of theirl91 systems and will be capable of understanding not
only the key decision factors, but also the broader understanding of the relevant intipese of
decisions.

The TFOPAdoes not believe there is a single best system ddsignather varias
options that may be selectede pr esenting an Aopti mal -lAlr chi t ect
system.Theintentof this reports to create a road malpat identifies the components and
optimal configuration choices available to decisiakers. These configuration choices include
access for the originating service providers, NIGB core services, ESInet, and the taking
and dispatching infrastruate. Emergency response and incident management are outside the
scope of this report.

This report provides criteria and comparative information1e19Authorities and
related stakeholders at all levels of government, so they can determine what clsiiossdbe
their respective needs.
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5.3 Current PSAP Decentralized Environment

The decentralizeBSAPenvironment is prone to fragmentation and duplication.
Optimization opportunities for this environment, while still maintaining its decentralized
characteriscs, are limited and challenging. However, options such as utilizing virtual PSAP
arrangements, netwotkased terminating equipment, and netwbased support systems (CAD,
MIS, Recording, etc.) can be applied without changing the local structure of P&A&antially
the sharing of such infrastructure can result in a single virtual PSAP scenario or continued
independent operation through use of mdtiancy.

5.3.1 Decentralized Environme@haracteristics

5.3.1.1 PSAP Infrastructur&lements

In the typical legacy enronment, PSAP equipment and software are predominantly
located within the boundary of each PSAP (though remote positions associated with a particular
PSAP may be presenf)he list of functional elements (FE) is comprised of but not limited to
the list béow. A simplified diagram illustrates the connections

Typical Legacy 91-1 Functional Elements

Legacy E9-1-1 N
Selective Router PSAP
Call Taker

ANI System Computer

ALl Aided
Controller Dispateh

E9-1-1 D'i\gag

ALl Async Py Logging &
Database ALI Bid Reporting

4

Subscriber Records MSAG and Legacy Data
Management

Figure5-1

Administrative Phone System:The Administrative phone system includes telecommunication
equipment that handles processing of adminisegaglephone communications.

Automatic Location Identification (ALl): The automatic display at
telephone number, the address/location of the telephone and supplementary emergency services
information of the location from which alt originates. The ALI Database is a set of ALI
records residing on computer servérs

25 NENA Master Glossary of-@-1 Terminology, 2014
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PSAP Phone SysteCustomer Premise EquipmentCPE) : Equipment used for handling
emergency 94-1 and noremergency calls for servicklanagesll communication fronthe
caller, andincludes the interfaces, devices and applications utilized b§-1he
Telecommunicatoro handle the calllhis can also include administrative telephone systems
used within an agency but not integrated into tiel9equipment.

Computer Aided Dispatch (CAD): An integratedechnologysolution formanagement of

public safetyincident creation functions associated with emergency anegmangency callfor
assistancedispatch ofirst responders and incident trackifidhe CAD also operas as a

connection to other information sources and databases through various interfaces built into the
system such as, but not limited to:

1 National, State, Regional or local databases
1 Emergency Medical Dispatch software or card system.

Geographic Information System (GIS):A system thatllows formagping, model, query and
analysisof spatial or geographical data.

Instant Recall Recorder (IRR): A device thakenableghe playback of recent audio
conversations and radimffic related to emergency commaations.

Local Area Network (LAN): The local area network within the PSAP. There can be multiple
networks, with multiple suinets and IP schemas.

Logging Recorder: The technology used foepository of emergency incident communications
and relatedroice data.

Management Information System (MIS): The MISsystemprovides reporting services based
on data collected froratherFEs.

Map Database:Stores a set oflatalayers obtained from a GIS and provides a query function
that returns a set of featureghin a defined boundary that may be used to create a map for
display.

Records Management System (RMS)An agencywide system that provides for the storage,
retrieval and retention, archiving and viewing of, information, records, documents or files
pertaning to public safety operationEhe RMS covers the entire lifespanmidblic safety
records development from the initial generation to its completion.

System Alarms: A mechanism to provide notification to internal or external entitiesystem
errass, failures, or other conditions of interest.

Time Server: A Functional Element that provides Network Time Protocol (NTP) time services
to other Functional Elements.

Wide Area Network (WAN): The wide area network the PSAP must access for conned¢tvity
external resources including but not limited to hardware and data services.
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53.3.1.2 PSAP Structure &overnance

In March 1973, the White House's Office of Telecommunications issued a national
policy statementhatrecognized the benefits 091, encouragedt nationvide adoption of
9-1-1, and provided for the establishment of a Federal Information Center to assist units of
government in planning and implementatfériunits of government, usually cities and counties,
across the United States began implemerdt-1 for their citizens, which led to the creation of
a large number of Public Safety Answering Points (PSAPS) across the United States. This initial
approach enabled a wide variation of governance models.

Overtime, and for various reasons, the riban of PSAPs has declined in some locations.
For example, in 1981 Oregon had over 280 PSAPs and today there are 43.

Thedeclinein the number oPSAPsacross the nation can be attributed to the formation
of other governmental mechanisms serving seyenadictions at a:

1 county
1 regional, or
1 state level

SomePSAPshave also joined together to share equipment, services, and resources
through:

1 Shared infrastructure such as CPE, Controllers, CAD systems, recording systems,
notification systems, etc.

1 Sharedesources for training, GIS aniaster Street Address GuiddSAG)
maintenanced-1-1 call taking and processing, etc.

However, there are still many PSAPs serving a single jurisdiction and are managed by
the city, county, police, or fire department thepw®. In some areas these single jurisdiction
PSAPs have joinetbgethemunder a joint management structure while maintaining their
independence serving their jurisdiction.

Governance of any of these structures must be based on what works bestefor tho
involved. The governance and management of joining together as described above must be
based on an intergovernmental agreement of the parties involved. The form of the agreement
should be based on stat@tuteor local ordinances. The agreemshoud identify the
management of the agreed upon seryiaedestablish performanc#andards for what is
considered successfotogramperformance.

5.3.1.3 PSAP Operations

ThePSAPs operate independently and autonomously. Operations of a PSAP are
typically handledwithin the confines of the PSAP itself and are dependent on serving those
agencies identified within the PSAP<4 Service Plan.

ThePSAPs perform varying functions basedtloalocal agencies it serve$he PSAPs
must tailor Standard Operating Progegs (SOPs) around the utilization and support of the
PSAPs basic functions and the infrastructure elements outlined in 3Th@RSAPSs are
responsible to answer, arbitrate and coordinate appropriate responses to emergency requests
received by the PSARhe services provided by a PSAP will vary based on PSAP type (primary
or secondary), managerial functions, fiscal appropriations, interoperability, and local control. A

26 National Emergency Number Association, archives.
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PSAP receives emergency requests for service in a variety of mechanisms and chifuenels.
is an initial alert that occurs, followed by information delivery. The media of the information
could be delivered via audio, data or text and the PSAP uses several systems to process

emergency calls as definedFigure 32 below:

METHODS FOR
ACCESSING PSAP

Wireline (Home,
Business, etc.)

Wireless (Mobile
Devices)

Telematics

Relay Centers

Social Media

Figure5-2

9-1-1
TECHNOLOGY
USED BY PSAPs

Basic9-1-1, Enhanced
9-1-1, NextGem®-1-1*,
10-digit Emergency
Lines,

TTY/TDD

PSAP
DISPATCH
RESOURCES

Emergency Dispatch
Protocols, Computer
Aided Dispdch,
Enhanced External
Data Sources, GIS
SystemsEmergency
Notification System

COMMENTS

Additional Data
Sources (i.e Smar®-1-
1)

Reverse Naotification
Systems (i.e Code
Red, Reverse-1-1,
Everbridge, etg.

Basic9-1-1, Enhanced
9-1-1, NextGe®-1-1,
10-digit Emergency
Lines,

TTY/TDD

Emergency Dispatch
Protocols, Computer
Aided Dispatch,
Enhanced External
Data Sources, GIS
Systems, Mobile
Device Applications,
Emergency
Notification Systems

Web Client, TTY/TDD,
or Integrated int®-1-1
Equipment

Emergency Dispatch
Protocols, Computer
Aided Dispatch,
Enhanced External
Data Sources, GIS
Systems, Mobile
Device Applications

Basc 9-1-1, Enhanced
9-1-1, NextGen9l-1

Emergency Dispatch
Protocols, Compute
Aided Dispatch,
Enhanced Exrnal
Data Sources, GIS
Systems

Basic9-1-1, Enhanced
9-1-1, NextGe®-1-1,
10-digit Emergency
Lines,

TTY/TDD

Emergency Dispatch
Protocols, Computer
Aided Dispatch,
Enhanced External
Data Sorces, GIS
Systems,

Basic9-1-1, Enhanced
9-1-1, NextGe®-1-1,
10-digit Emergency
Lines,

TTY/TDD

Emergency Dispatch
Protocols, Computer
Aided Dispatch,
Enhanced External
Data Sources, GIS
Systems,
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ThePSAP Opeations encompasses a multitude of technologies and information sources
as identified above, and these soumesused to process a variety of emergency calls on a daily
basis. Thevariouscalls can range from someone calling assistancéom their hone or
office; to an alarm company advising on a critical alarm status; to an automobile involved in a
collision needing emergency assistanidee combination of technologies, information sources
and skilled 91-1 personnel are what make a difference inatiding emergency response to
save a life or protect property.

5.3.1.4 Legacy PSAP to PSAP Communication

The current definition of Alnteroperabillt
Security is ATo enable the emergeharey responjse
information across levels gbvernmentjurisdictions, disciplines, and organizations for all
threats and hazards, as needed and when autho

Most legacy PSAPs are staatbne entities and very autonomouss a result,
local telecommunicatiosinteroperability among PSAPs operating in this environngelrnited
to thetransferof calls to another PSAP that has beenigeatified by the PSAPs involved, and
arranged through the servihgcal ExchangeCarrier (LEC). In somdegacyPSAP
environnentsthe publictelephoneswitchtelephonenetwork is usedor call transfer of
emergency calls and does not include the transfer of criticabdaeteasaller telephone
number or addredscation. Such limitations can impact the dispatcteaiergencyervices.
Legacy9-1-1 technology alsstruggles with receivintext, expandedata and wireless
locationinformation that is commonly available toda%. A BAindo sol uti on to [th
technology is no longer sufficient and the limitations conttouenpact sharing of information
impeding incident situational awareness among multiple responding seRocesxample,
multiple physical radioplacedin a police unit or fire apparatts servemutual aid agreements
with adjacent jurisdictiondVhile some of these obstacles have been overcome in some regions,
it continues to be a problem for the majority.

5.3.1.5 PSAP OptimizatiorConsiderationand Factors for the
Decentralized Environment

Optimization: Making the best, of anythiniylany think PSAP optimiztion means
consolidation. However, in a decentralized environrRSAPscan make the best of that
environment in several way$.Theycan judge that decision based on:

1 Does it make sense
0 Operationally
o Financially
o Politically

Done correctlytheycan optinize operations by:

1 Sharing systems
1 Joint purchasing
1 Shared networks

2’Cooperative Service through Consolidatiypns, Meirg
Chief Jack W. Snook and Chief Jeffrey D. Johndattp://esci.us/resources/makitige-piecesfit/  Last
accessed 12/02/15
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1 Shared staff

The PSAP Optimization ithe NG9-1-1 environment is expanded and included in
Section 4 of this repart

5.4 PSAP Optimization Options
5.4.1 PSAPOperationgOptimization

5.4.1.1 Basisfor Operatonal Optimization

PSAPsoften function ashe emergency communications Hobthe communities they
serve. The critical goal of any optimization initiative is to further enhance public safety. As
agencies open discussions regarding the potential forgathggitimization, it is critical that
operational expectations, such as expected service levels, are clearly identified.

The basis oPSAPoptimizationassumes thalG9-1-1 Core Services and the ESInet
have been considered as discussedigmsection ofiereport Whether deployed at the County,
Regional or State level, the N&-1 environmenprovidesPSAPsthe flexibility to configure
call flow and applications in a manner not previously available.

5.4.1.2 Optimized PSAR Operational Models

In each model belowcall handling is the common functionality. In a true NG1
deployment, it is not necessary for the CPE to be of the same manufacturer, and in larger
deployments, e.g. regional or State, it is assumed that numerous CPE vendors will be in use.

5.4.1.2.1 Shared Setices (Centralized)

A shared services center is where existing PSAPs centers are brought together under one
roof or facility and possibly share management and resoBegsral examples includexar
Metro 9-1-1 District,?® Licking CountyRegioral Communiations Center, Ohj& andBergen
County Public Safety Operations, New Jer&bd formal relationship is establishéisrough
inter-local agreemenjsetting the entry and exit of agencae®l the operational environment
involvedunder the governing PSAP amgy or authority. The public safety agencies themselves
(law enforcementfire, EMS) could operate as a combined entity, or individual separate entities.
This model provides services for all public safety call intake and dispatching within the assigned
area. Staff may utilize common technology, operational policies under a single form of
governance.

Advantages:

1 Common facilities provide the ability to share the benefits of common support
services such as janitorial, food services, office supplies, arsiiffpert
infrastructure.

i Takes advantage of common electribaatingventilationair conditioning HVAC),
and emergency power subsystems.

1 The employees can be crasained and the schedules can be combined for added
personnel efficiency.

28 Buchholtz, B. (10/02/05). Email Interview.

29 Carver, K. (1027/15) Email Interview.

30 DelVecchio F. (11/20/15) Email Interview.
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1 Creates an envonment that is more flexible, and amplifies the commonalties in law,
fire and medical dispatch.

1 One operatingnvironmenfor the consolidate@-1-1 operations can optimize the
use of computer aided dispatch (CAD), radio, mobile data, audio recordesngap
geographic information system (GIS, CPE and telephony systems) and Database
Systems.

Challenges:

1 Maintaining numerouServiceLevelAgr eement s ( SLAG6s) for spe
be challenging.
1 Combining multiple agencies, which utilize different ancbimpatible computer
systems into a muHurisdictional, multidisciplinary, multt agency, highvolume
center can be difficult to implement and support.
1 Bigger is not necessarily better if neither efficignt service delivery nor economies
of scale wouldesult from consolidation of services.
1 Emergency communications could be interrupted for all of the jurisdictions involved
if proper attention is not given to redundancy and fallback planning.

5.4.1.2.2 Hybrid

This model can include variations wherein PSAPs raairgeparate physical locations
but share common cdiandling and other services such asdio, CAD or other public safety
dispatching equipment over a secure managed netiWbése environments are positioned to
readily move towaréNG9-1-1 architecturs.

An example of this model might be four local PSAPsislgaa commorPSAP enterprise
network, secondary network connectivity for redundancy, hosted CAD and CPE equipment.
Additionally, radio techniciansystemadministrators, dispatchers and supsoxs are able to
assist each agency due to the common technology, applications, appliances and configuration of
the hosted solutions and common technology platforms deployed among and between the
PSAPsExamples of thisncludeBoulder County Regional PSAghdUpper Peninsul8-1-1
Authority, Michigan 3! 32

Advantages:

91 Localoperationatontrol, management and governance are maintained by each
PSAP agency.

1 The employees are cregained at the technical and operational level to assist each
of the PSAPs.

1 Common operating platforms and costs are shared among the PSAPs allowing the
agencies the use of computer aided dispatch (CAD), radio, mobile data, audio
recorders, mapping, geographic information system (GIS, CPE and telephony
systems).

1 Interoperability ismcreased with the use of common network and equipment so data
and emergency calls can be transferred between the PSAPs.

1 The design in itself is a disaster recovery design, allowing for primary PSAP
personneto easily move to a sister PSAP and continueraons.

SlWest, P. (12/05/05). Email Interview
32 Johnson, G. (11/06/05). Email Interview.
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Challenges

1 Where there is no regionall91 Authority, this modelequires additional
cooperatiorand trust among the agencies to manage global and agency
configurations. For example, interfaces that rely on the PSAP and their sub agencies
add omplexity as equipment and appliances may be inconsistent across sub agencies
or contract agencies.

1 Difficult to implement and support if a common funding model is not established to
share implementation and-going support costs

1 Requires PSAPSs to collatade agree to modify operational policies)d spend
additional time to gain consensus to move issues to conclinsibaffect operations
and technology implementation

5.4.1.2.3 Centralized Call Takingenter

In this model, 91-1 calls, which would normally be dicted to individuaPSAPS are
routed to aentralizeccall taking facility. These call takers perform immediate analysis and
triage,thentransfer the call to the appropriate law enforcement, or fire/ems agétiey
jurisdictions involved fodispatch.They may also bridge multiple agencies togetheespond
to specific event®r situations

The dispatctagenciesnay share the same facility or be located at numerous geographic
locations Examples of this includelonolulu Police DeptandHarris County9-1-1 District,
Texas3334

All PSAP functionscanremain the same.
Advantages:

1 A large staffing base insuresl9l calls are answered in a timely manner, potentially
increasing service levels.

1 Addresses local calling spikes, where a local PSAP may havigaégalls to queue
prior to being sent to their designatec

1 Provides a nompartisan caltaking environment.

1 Regionalcall routingis simplified which could result in fewer call transfers.

Challenges

Requires a welplanned governancergtture.

Coordination and sharing of resources.

Coming to a common ground on standard operating procedures can be difficult.
Time is added to call processing.

May beduplication of functions.

Every Police/Fire/EMS call requires a transfer

For very larg call taking centers, appropriate geographic and tribal knowledge may
not be available.

= =4 =4 -8 -8 -9 -9

5.4.1.2.4 Consolidation by Discipline

This model keeps the existing PSAP structure in place, with law enforcement answering

33 Burns, T. (10/02/05). Email Interview.
34 Harris Info (11/01/05). Email Interview.
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all 9-1-1 calls. However, Fir&MS calls are transfeed to a consolidated secondary PSAP. In

this model, the secondary PSAP has the ability to dispatch Fire/EMS for all associated agencies.
It provides for a higher level of specialization for both the Primary and SecondanAstaff.

example, this modes$ currently being used successfully in one of the largest geographic
Counties in the nation.

Advantages:

1 Call takers are able to specialize in a specific discipline. As an example, dealing only
with EMS types of calls. This may provide better qualityes/ge to the public.

T Staffing provides the ability to handl g 6
from a specific geographic area surrounding a single PSAP.

1 PrimaryPSAPswill experience a decreased workload

Challenges

1 Every Fire/EMS call reqtes a transfer.

1 Coming to a common ground on standard operating procedures can be difficult.
1 Time is added to call processing.

1 There is duplication of functions.

5.4.1.2.5 Virtual

This model requireshared infrastructurd hePSAPcall handlingequipmentan ke
local orresideat a remote siter data centerAn ESInet provides transport for the calls to be
routed to numerous PSARProvides for remot8ession Initiation ProtocoS(P) positions
anywhere.

Virtual environmentganenable the use of shared PSAPBS/stems such as CAD,
Automatic Call Distribution (ACI), MIS, and mappingCurrent examples of these incluBiate
of Maine 91-1 ProgramandPalm Beach County, Floric 3¢

Advantages:
9 Call routing is transparent to thel9l caller, regardless of locatio
1 ThePSAPs can expand coverage areas and balance calls amang sites
1 Good model for handling surge call volume
1 Each PSAP can still maintaits own local governance structure.
1 Each PSAP can still choose local policy routing (e.g. ring all or ACD)
1 Goodmodel to support disaster recovery
1 This could be configured to enable multipi8APsto operate as one virtual call
center.
Challenges

1 Requires detailed coordination between PSAPSs.

1 Appropriate operational structure (ex. Administration and support) neéedcegport
the virtual environment.

Localknowledge.

1
1 Coordination and sharing of resources.

3 Jacques, M. (028/05). Email Interview.
36 Spalding, C. (10/07/05). Email Interview
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1 Coming to a common ground on standard operating procedures can be difficult.
1 Requires ongoing cooperation and coordination of all participants.

5.4.2 Optimization @nsiderations and Factors

The goal of this section is to help the reader determine the PSAP optimization solution
which best meets the unique needs of a given jurisdiction or area (local, county, region, state).
Inherent in that process is the task of panng the desired components ef-9 service against
the specific circumstances comprising a jurlis
multiple technical and netechnical factors should be considered to work towards a final
decision that igppropriate for a given community at a given tiifiee following reference
documents provide optimization consideration factors:

T The Minnesota Governoro6és Work Groupb6s 1Pu
Consolidation: A Guidebook for Consolidation Strategie0 st at e s, AANn oV
improvement in the level of-81 answering and dispatch services provided to the
community, participating agencies, and field personnel is the single most important
reason to considelf PSAP consolidation. |0

1 An Oregon document,enti ed, AConsolidation Alflal ysi|s
| mpl ement at i onl-19¢lecamypinicacr ad rees , t MOl vy t he |Af
responder on the scened and can sSfubstarnt

T As Cali forniabds Z0%few&dsofdhe publictoustPll an st &gt e
public safety organizations have an obligation to enhance internal capability and
autonomy through the retention of adequate resources, skilled personnel,
technological capability, and authority to execute all eispefthe 91-1 Pr oY r am. |0

The following section of this document is not exhaustive, but includes issues that
authorities/agencies may wish to consider as part of the overall process of determining the
optimal 91-1 solution in relation to the specifiaccumstances in the community they serve.

This process has twassumptions:

1. Primary objective is meeting the needs df-@ callers by improving the capabilities
and quality of 91-1 answering and dispatch services.

2. Secondary objective is providing necegsasources for the-2-1
Telecommunicatgr previ ously defined as a fiper sjon
Emergency Medical DispatcEKD) Service Provider qualified to answer incoming

% Mi nnesota Governors Work Group APublic Safety |An
Consolidation Strategies, A Al answeeng and dispzt sampice® v e me|n t
provided to the community, participating agencies, and field personnel is the single most important
reason to consider PSAP consolidation. o

38 fiState of Oregon Office of Emergency Management, Consolidation Analysis and Next Genetation 9
limple me nt at i:bttp:/wWsniv.oreggndgov/OMD/OEM/0F2-
1/docs/kimball_consolidation_analysis_next_gen_implementation_studygsifaccessed December 4,
2015.
%9 California Office of Emergency Services, Californid-Q Strategic Plan (2010),
http://www.caloes.ca.gov/fdrusinessesrganizations/plasprepare/cé-1-1-information last accessed
September 3, 2015.
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emergency telephone calls and/or provides for the appropriate emergspogse
either directly or through communication with the appropriate PSAP

5.4.2.1 Operational Considerations

Technical, administrative, and financial issues, as identifi¢tisireport are important
considerations in evaluating the potential of shar@spurces, but of equal importance, are
operational considerations. Deciding exactly what resources will be shared and how the work of
PSAPs wil | utilize the shared resources hasj| i
need for 91-1 service wi be met. It will also directly affect thEelecommunicat@who are
held responsible for handling1 calls from the community.

ThePSAP operations have historically been unique to each PSAP, and driven by the
needs of the agencies they serve andnitieidual agencies actively participate in defining the
operational procedures specific to that agency. The more agencies served by a single PSAP the
more complex the operational procedures become. However, it is important to note that as
NG9-1-1 efficiencies are gained with optimized networks and core services, the melding of
standardized operating procedures will need to be accomplished. Through cooperation and
partnerships with multiple agencies a detailed comparison of existing policies and precedure
will be required, as well as careful consideration should be given to how all changes could affect
PSAP service requirements. Part of this comparison must include examination of the roles and
responsibilities of th&elecommunicatgrand modify roles, Wwere appropriate, to ensure the
successful fulfillment of their assigned duties.

9-1-1 Jurisdictions currently have procedures and processes in place to deploy, manage
and maintain E4-1 systems, and their interactions with vendors, especialy-& Sevice
provider. As PSAPs migrate to N&91 those procedures and processes may need to evolve to
supportthe next generation environment.

TheN E N A 6 s-1-NTeahsition Planning Considerations Committee produced the
i NENA -Nl@fansition Plan Consideratin s | nf or mati on Document o w
technical and limited data transition elements (based on originating and terminating entities as
theyprogressrom legacy to NG4l-1 environments§! However, the PSAP operational
impacts associated with N&91 warrant similar attention. As noted by NENA NGA
Planning document,

The transition to NG4-1 has impacts upon operations within all stakeholder
organizations. The level of impact may depend upon the responsibility of the
entity processing the emergeraall. For example, for entities in originating
networks it may be as simple as redirecting calls to the-MHG®etwork. For
entities such as-2-1 Authorities it may require developing transition plans to
upgrade or replace equipment, and to cope withdhtabases that support the

NG91-1 services and capabilities. 't i s ex|pe
continue to develop operational standards that will facilitate the introduction of
NG91-1.

40 National Emergency Number Association, NENA Master Glossarylet Ierminology,
http://www.nena.org/?page=Glossary Last accessed December 2, 2015.
41 NENA NG9-1-1 Planning Dcument: http://www.nena.org/?page=nd9lplanning Last accessed
December 2, 2015.
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At the publication of this report NENA, officiallyitiated the development of
Operations, Monitoring antManagingNG9-1-1 Systemdocument and interested parties should
monitor the NENA website for publication of this guide.

5.4.2.2 Organizational Operation

In the legacy 91-1 environments, public safety agerscleave had the luxury to operate
in silos. Local police, fire and EMS agencies have designed their responses to fit local Ineeds.
general, agencies expect their PSAPs to dispatch them to a finite & .entity being able to
individualize the wayhey respond to specific call types witmachlocalizedfit. As NG91-1
becomes a reality, it will allow PSAPs the capability to dynamically utilize partner PSAPs to
assist during heavy call traffic situations and/or outaasng those time9-1-1 Authorities
will need to work out how first responders will receive the call for them to respomsto.
PSAPs must cooperate and collaborate call answering, call entry and call delivery, it will be
imperative that local public safety agencies begin to e@ip and collaborate to design local
responses to be as like as possible to the extent po3$iblEFOPA recommends that local and
regional PSAPs begin partnerships and collaborations for the planning, implementation and
operations of NG4-1 systems.

At the organizational level, it will be important to come to agreement on the desired
outcomes for operational consideration and specific actions for reaching those outcomes. The
priorities of each individual agency must be considered, and collective madke for providing
9-1-1 services. Discussion and decision may include such varied topics as:

1 Establishment of Multdurisdictional Operations Planning Committee (Policy,
operational procedures and crggsgsdictional boundary issues)

Personnel Operatial Issues (i.e. Salaries, Benefits, Code of Conduct, etc.)
Labor Laws / Labor Contracts

Services Provided (e.g. EMD, Police, Fire Dispatch, Poison Control, Language Line)
Operational Politics

Desired method of operatith

Desired level of efficiency

Requred level of business continuity

Load sharing

Framework for cooperative decisions

Quiality Assurance (QA) / Quality Control (QC)

Securityi physical and cybersecurity

Differences in CAD, phone, radio, recording equipment, GIS

Existing processes for budged, accounting, payroll

Accreditations and certifications

Disaster Recovery

=2 A =2-0_9_9_9_95_4_2_29_2_-2_-2°._-2-

42 Recommended Call Processing Standards currently exists with the National Emergency Number
Association, APCO lmrnational and the National Fire Protection Association. At the publishing of this
document NENA was reviewing, updating and consolidating a recommended standard covering the
following NENA documents:
56-001 Guidelines for Minimum Response tordless 91-1 Calls
56-005 Call Answering Standard / Model Recommendation
56-006 Emergency Call Processing Protocol Standard
56-501 Silent or HandJp 9-1-1 Calls for Service Information Document
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1 Continuity of Operations plans
1 Plans for deploying advancing technology
1 Managing relationships with carriers and emergency responders

All operational functions should be accouhfer and agreed upon as part of any
resource sharing agreement.

The largest ongoing investment most PSAPs make is in personnel, and multiple publicly
available reports cite personnel as the largest cost for PSAPs. It is the responsibility of the
agency tht employsTelecommunicat@to ensure that they have the tools to succeed in
answering and processingl9l calls. Sharing services among PSAPs not only requires
technical, administrative and financial arrangements, but must also include issues related to
staffing, such as:

1 Discrepancies in policies and standard operating procedures

1 Variances in job descriptions (including R&i-1 duties), hiring practices, pay,

scheduling, supervision, seniority, benefits and other HR issues (e.g., reward and
disciplineprocedures)

Inconsistencies in staffing levels

Addressing staffing issues related to flat
rotations of thél'elecommunicatorequire proper planning to minimize the health

effects of the 24 hours operation. Stadfiresources are available that incorporate

appropriate measures, and jurisdictions are encouraged to include such ideas when
considering how to combine staffifig).

= =

5.4.2.3 Trainingand Support

The training provided td elecommunicata varies widely among PSAP&omparison
of existing training requirements among PSAPs may reveal gaps or inconsistencies that must be
addressed to ensure seamless provision of shared services.

Combining training for multiple PSAPs may increase efficiency. When each PSAP is no
longer exclusively responsible for its own training, it becomes possible to share training sessions
and provide coverage for each otherds trainjin
of load sharing and the possibility of covering for eachrothes P SAP, i f staffing
increase. In order to enjoy these benefits, plans must be developed and executed that address
and include:

1 An agreed upon method of operation
o Desired levels of efficiency
0 Load sharing
9 Differences on job descriptionsdi, call processing, dispatching)
9 Discrepancies in CAD systems
1 Inconsistencies in standard operating procedures
1 Variances in training and how they will be addressed.
In addition to the items aboyvihere should be consideration and focus given to
emotiondand quality of life issues. PSAP consolidation represents change for existing PSAP
employees and stakeholders and may require difficult adjustments. Managing this change is

43 http://www.cdc.gov/niosh/docs/945/pdfs/97145.pdf Last accessed December 2, 2015
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critical to the success of any resource sharing effort. Change management methatiag

the active involvement of staff may be key in successful transition. There will be a need to
provide a steady stream of updates and accurate information as deliberations occur, and if
decisions are made and implemented.

Additional and enhanckdata that will also be provided via thd-9 caller will
requirement management oversight and additional operational procedures. At the publication of
this report, an Operations Monitoring and Managing of NGOwas in development by NENA.

There iswidespread acceptance of the fact that the job of-thd Jelecommunicatois
stressfuft* Telecommunicatarare expected to process calls where terrible events have
occurred. But repeated exposure can take its toll. And a study by researcherseanhNlbrbis
University suggests that tielecommunicatarare at risk for developing symptomsRufst
TraumaticStressDisorder (PTSD). Researchers analyzed the responses of almost 200
experienced (averaged more than 10 years) emergency dispatche?d states and found
almost five percent reported symptoms severe enough to qualify for a diagnosis ofPTSD.

Managing any additional stress brought on by organizational change will be important to
the success of any efforts to share resources, whethandhed resources are virtual or
physical. Taking the opportunity to address stres3 é@communicat@may have a positive
effect on job satisfaction, performance, and retention. There are resources available that employ
effective methods for dealing wistress and PTSD symptoms, that allowTtelEecommunicator
to stay on the job and will allow the PSAP to benefit from the expertise gained from successful
handling of difficult situation4® Incorporating the availability of stress resources within the
context of managing change could be an important way of demonstrating the value of staff to the
organization, and a worthy investment.

5.4.3 PSAP Infrastructure Architecture Deployment Optimization Models

Whereasthersections described NGB1 PSAP optimizationrbm a governance and
operational perspective, this section describes the PSAP infrastructure architecture models that
enable the efficient sharing of hardware within a single PSAP, or the efficient sharing of both
hardware and software services acrossiplalPSAPs. These architectural models for sharing
infrastructure and software services have become prevalent in commercial and enterprise
markets and can be applied to future NG9 deployments.

These infrastructure deployment models configured to suppoh of the operational
models discussed previously, thus allowing PSA&lscommunicatarin diverse physical
locations to function in a coordinated manner as a virtual PSAP environment, or in a more
traditional multtPSAP environment with separate gdictional/administrative domains.

Further these deployment models can be implemented independently at the level of
individual services, such as ctkingor CAD, or in combination if there is a desire on the part
of those deploying these solutionstteame services be shared while others are not. Finally

44 Gouveia, A. (2013). The Top 10 Most Stressful Jobs Find Out Which Careers Come with the Most
Worry. http://www.salary.com/thsp-10-moststressfuljobs/slideb/ Last accessed August 8, 2015
45 Northern lllinois University, NIU researchers find link betweet+® dispatchers, PTSD symptoms,
s/news/2012/03/-1-ptsd.shtml"http://www.niu.edu/medirelations/news/2012/03/B81-ptsd.shtm|
Last accessed August 8, 2015.
469-1-1 Wellness Foundation, Building Your Stress Programmy/buildingyour-psapcsmp/"http://9-1-
1wellness.com/buildingour-psapcsmp/last acessed August 8, 2015.
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these models can be deployed at any scale required, including at the local, regional or state level
Thereforerather than describe every permutation of potential deployment models, this section
will focus on the high level models themselves.

Additionally, these PSAP infrastructure deployment models offer PSAPs flexible
purchase, implementation, operation and maintenance, and sgstimes, which allow
jurisdictions to implement the appropriateeéof optimizationpased on their needs. To fully
understand the shared infrastructarehitecturenodelsthe Task Force hadso provided a
discussion of the ORremise Dedicated Infrastructure model for comparison purposes.

TheNG9-1-1 PSAP architecte optimization will build upon the use of sevetal now
widely deployed enterprise technologies that make up the core of modern computing and
communications systems and whieBAPswill start to utilize even more extensively than they
do today as thetransition to NG91-1 systems. These technologies form the foundation for next
generation infrastructure deployments across all industries, and not just if-lNG9

1 Internet Protocol (IP): InternetProtocotbased networking is foundational to NG9
1-1, the ESInet WAN and PSAP LAN. The multimedia capability, interoperability,
scalability and robustness of the technology that underlies the Internet are leveraged
in NG9-1-1 by the use of Hbased networks and communications systems.

1 Client-Server. Modern dita processing and communication systems utilize this
model in which client software deployed at the user end point (in the public safety
context, usually at a PSARlecommunicatoposition) works in conjunction with
server software deployed in an-prenise data equipment room or a shared
infrastructure data center. The serg@te implementation of cliergerver
deployment is typically called a software service.

1 Server Virtualization Softwaretechnologies, including virtual machine and
emerging containgechnologies, that allow multipepplications teshare a common
server hardware and storage platform.

1 Cloud Virtualization technology taken to a larger scale where virtual machines /
containers can be created for software services in@eand fashionsinga
private government intrangtfrastructureor an interneticcessible public
infrastructureof computing hardware and storage; cloud technology improves
infrastructure usage efficiency and service reliabditgiprovides elasticity to
support peaklemand®n resources.

The following subsections will describe the various types of PSAP architecture
deployment models and the@lativeimpact on specific optimization factors. The models
described are those envisi ploymehtsas potenti al

This section is related to technical architecture, and will not address some of the political
factors such as governance, joint service agreements, cost and operational allocations to
jurisdictions, and legal consideratiofifiosefactors aredescribed irothersections. However,
these architecture models do significantly impact specific relevant optimization factors that can
in turn be qualitatively compared and contrasted in terms of their relative value for each model.

Key optimizationfat or s t hat should be included in
optimization models include but may not be limited to:

1 Financial
o0 Solution costs (e.gequipment, capital expenditure/operational expense)
1 Interoperability
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o0 Functional interoperability
0 Geographic interoperability: logatounty,multi-county, state, national
o Data sharing
1 Survivability/Reliability perational)
o Level of service redundancy
0 Level of geediversity
1 Elasticity/ Scalability
o Ability to adapt to unanticipated peak loads
0 Ability to bring on additional jurisdictions without-egchitecting
1 Security
o Information Security
0 Cyberattack resilieng
1 Operational Staffing
o Technical Support

5.4.4 NG9-1-1 PSAPFunctionalElements

Next GeneratiorB-1-1 PSAPs will benefit from several new capalsigithat will provide
greater insight into the nature of each call e
Telecommunicata on the most effectivesponsehat should be dispatchdeurther discussion
is needed in reference to applications, interfaces, andesmxpected to be available in
NG-9-1-1. While referenced below, this document does not go into detail on each.

TheNG9-1-1 PSAPIinfrastructureslements, many of which carpyver as expected from
legacy PSAP operations, may inclualg is not limitedto the following:

9-1-1 Calttaking (Voice, TextData, Images, Vidgo
Management Information System (MIS) and Analytics
Incident recording (MultimediaVoice, Text,Data,Images, Video)
Geographic Information Syster(GIS)

Computer Aided Dispatchin@C@AD)

Records Management Systems (RMS)

Data Retention/Records maintenance

Addressing Automatic Number IdentificationANI) Automatic Location
Identification ALI) services

1 Advanced Services & Applications

Criminal Justice Information Database Access
Emergency Medical DispatchEMD)

Social Media Mining

Social Media External Communications

Internet of Things (10T) Ingest

Data Analytics (Descriptive, Predictive, Prescriptive)
Video Surveillance

Media Analytics (Video, Audio)

Situational Awareness

Analytics Visualizations

Others

= =4 =8 -8 _48_9_°5_--°
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f Location Validation Function (LVFY
5.4.5 NG9-1-1 ArchitectureDeployment Models

5.4.5.1 Dedicated Infrastructur@rchitectureModel

5.4.5.1.1 OnPremise Dedicated Infrastructukechitecture Model

This modelhasbeen used universally in the past, and iswted by the vast majority of
PSAPs. Premisbased deployments are characterized by having all clients and required servers
collocated at single physical facility. This architecture is applicable to a single jurisdiction that
wants to more effectivelytilize server and storage hardware across a single @Sfttional
elements (Caltaking, CAD, RMS, etc.). In this configuratigiiere is no sharing of resources
outside of the PSAP or command center in question.

54.51.1.1 Options

5.4.5.1.1.2 Implementation Options

1 Geo-diversity
9 Virtualization

5.4.3.1.1.3 Financial Acquisition Options

1 Non-Recurring CostCapital ExpendituréCAPEX)
1 Recurring Cosperating ExpendituréQPEX)
1 Combination of the above

5.4.5.1.1.4 Network Options

1 Government owned and managed
1 Vendor owned and managed
1 Combination 6the above

54.5.1.1.5 System Maintenance

1 Government operated and managed
1 Vendor operated and managed

o Software as a Service

o Infrastructure as a Service
1 Combination of the above

Figure5-3is a pictorial representation of traschitecturenodel

47LVF is a NG91-1 core service that can be collocated with other @S9core services or with the
PSAP infrastructure elements.
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On Premise Dedicatd Infrastructure Architecture Model

NG-PSAP

NG-
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10T Service, Service ) | Real-time Analytics
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Call Takers Dispatchers Analysts
PSAP Telecommunicators

PSAPLAN

Firewall/IDS

Figure5-3: OnPremise Dedicated Infrastructure Architecture Model Example

Advantages

PoliticalT Same as what is done today

Governancé Relatively straightforward, maps to what is deployed today; each
PSAP uses$town governance model

1 Securityi Relatively secure

1 Operational Same as what exists today; requires no real additional effort

)l
il

Challenges

1 Financiali May be the most expensive option as backroom hardware and related
services are duplicated in every PSAB.verify or validate this, further study may
be warranted

1 Interoperability Is inherently the least interoperable optibg;definition standalone
unl ess specific effort is made to inter
individual PSAP

1 Survivability 7 Is inherently the least survivable option

5.4.6 Shared Infrastructur@rchitectureModel

The shared infrastructure model enables multiple PSAPs to share th&-NB8SAP
functional infrastructurelementghat meet the needs of individual PSAPs or othésdictional
entities fielding a systenThis shared infrastructure deployment model enables multiple PSAPs
(multiple tenants) to share the sergate components of NGB-1 PSAP functional
infrastructure elements within either one of the PSAP faciljbegpremise shared
infrastructure) or in a shared data center faciljtiata center hosted, shared infrastructurajs
model can retain independent cliande deployments at the respective PSAP facilities housing
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thetelecommunicats

5.4.6.1 On-Premise SharelkhfrastructureArchitecture Model

In an onpremise shared infrastructure deployment model, the sbaged hardware and
storage componengsovidingrequired PSAP functionality are located in PSAPs and shared by
multiple PSAPs.

5.4.6.1.1 Options
54.6.1.1.1 Implementation @tions

1 Geo-diversity
9 Virtualization

5.4.6.1.2 Financial Acquisition Options

1 Non-Recurring Cost/CAPEX
1 Recurring Cost/OPEX

o0 Software as a Service (SaaS)

o Infrastructure as a Service (laaS)
1 Combination of the above

5.4.6.1.3 Network Options

1 Government owned and managed
1 Vendor owed and managed
1 Combination of the above

5.4.6.1.4 System Maintenance

1 Government operated and managed
1 Vendor operated and managed

o0 Software as a Service (SaaS)

o Infrastructure as a Service (laaS)
1 Combination of the above

5.4.6.2 Hosted, Shared Infrastructudechitecture Modé

In a data center hosted, shared infrastructure deployment model, thelbseseer
hardware and storage components providing rjleq
center and shared by multiple PSAPsan onrpremise shared infrastructureptteyment model,
the servetbased hardware and storage components providing required PSAP functionality are
located in PSAPs and shared by multiple PSAPs.

The PSAP facilities require client software on a,Pdptop,or tablet at their operator
positionsto access these sharszgtvices In this model, PSAP administrators can retain the use
of local Telecommunicata, and in fact these individuals can be deployed anywhere that has
network access connectivity back to the shared data aartethe PSAP fality hosting the
shared infrastructure
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5.4.6.2.1 Options

5.4.6.2.1.1 Implementation Options

1 Geo-diversity
1 Virtualization

5.4.6.2.1.2 Financial Acquisition Options

1 Non-Recurring Cost/CAPEX
1 Recurring Cost/OPEX

0 Software as a Service (SaaS)

o Infrastructure as a Service (laaS)
1 Combination dthe above

5.4.6.2.1.3 Network Options

1 Government owned and managed
1 Vendor owned and managed
1 Combination of the above

I Data Center Options

1 Government owned and managed
1 Vendor owned and managed
1 Combination of the above

System Maintenance

Government operated and maedg
Vendor operated and managed

o0 Software as a Service (SaaS)

o Infrastructure as a Service (laaS)
1 Combination of the above
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