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New features in Blackline Live
What is changing in Blackline Live?
Blackline Safety introduces a new look for Blackline Live that better replicates the real-world structure
of your organization. A number of new pages and features have been added to help you manage your
employees and resources — teams can now operate within the same space in the portal and share
resources with each other.
The way you experience Blackline Live is dependent on the roles you are assigned. These roles help to
ensure that each person within an organization will have access to the resources they need.
Lastly, this update will allow your organization to create relationship agreements with others. You can
choose to allow another organization to create, manage or monitor your resources for you. This system
is particularly advantageous to those working with distributors and monitoring services, who can
manage client assets while remaining in their own accounts.
Blackline has made your transition to this new system easy and seamless —
 these new features are in
place for you to take advantage of, but you can also choose to continue using the portal in the same
way as before with minimal adjustments. Blackline is here to make sure your account is set up to meet
your business’s needs. If you need help, please contact our Customer Care team at 1-877-869-7212 or
support@blacklinesafety.com.
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New menu
You will notice right away that Blackline Live looks a little different — with this update, new pages
have been added and existing pages have been redesigned. This section will help you find your
bearings in the updated Blackline Live portal.

Main menu
The main menu is split into two categories: Features and
Resources. Some of our current pages have been renamed:
 Device Users is now Devices
 Device Configurations is now Configurations
 Alerts Setup is now Alert profiles
 Address Book is now Team members
 Beacon Setup is now Beacons

A new page has also been added to this
menu — the Groups page.

User menu
The user menu also features a few name changes:
 Account Settings is now My account settings
 Change Password is now Change my password

The menu features three new pages: the Organization details
page, the Relationships page, and My team member profile.
You will learn more about these new pages as you make your
way through this document and as you experience the new
Blackline Live.
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Organizations
Organizations are the basis of our new system structure, and they help keep all of your company’s
Blackline resources in one place. It is run by one or more organization admins, who have permission to
create resources and edit organization information.

How is an organization different from an account?
Previously, every user on Blackline Live was considered an account
and operated separately from one another. Each account had their
own devices and resources.
In the new Blackline Live, devices and other resources belong to the
larger organization. Team members in the same organization will
have access to the same pool of resources.

Organization A

Organization B

Team members
(account users and contacts)

Team members
(account users and contacts)

Devices

Devices

Configuration profiles

Configuration profiles

Alert profiles

Alert profiles

Notification profiles

Notification profiles

Beacons

Beacons

Floorplans

Floorplans

What are organization details?
The Organization details page contains basic information about
your organization. All account users within the organization can
view this page, but only organization admins have permission to
make changes.
The Organization details page displays your organization’s name
and description, both of which can be edited by organization
admins.
You can also choose which type of map information to display to
your organization: LSD, NTS or both. Legal sub-divisons (LSD) show
how townships are divided, while the National Topographic System
(NTS) shows topographic details.
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Definitions
Organization
An entity that houses Blackline
resources including devices, team
members and profiles.
Account
A user in the previous Blackline
Live system. Accounts had their
own devices and resources, and
did not share these with other
accounts. Accounts have now
become organizations.
Resources
Includes devices, groups, team
members, profiles, beacons and
floorplans. Resources belong
within a single organization.

Devices
The former Device Users page is now called Devices. It shows you all of the same information but
in a slightly different format. The information on this page can now be organized using search, sort
and pagination features, making it easy to look through large amounts of data.

What is this page showing me?
The Devices page is an overview of all of the devices
that you have access to. It shows:

 Device ID — the type of device and its ID number. Clicking
on it links to the device’s details page.

 Status — whether the device is online or offline, and
whether it has unresolved alerts.

 Device name — the device’s custom name. Clicking on it
links to the device’s details page.

 Check-in reminder — the time left until the device
requests a check-in.

 Configuration profile — the configuration profile that the
device is currently assigned to.

 Assigned team member — the team member currently
assigned to this device. Clicking on it allows you to
assign a different team member.

 Alert profile — the alert profile that the device is currently
assigned to.

 Organization — the organization the device belongs to.

 Last communication — the last time that the device was
online. Clicking on it redirects you to the history view map,
showing where the device was last seen.
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Device details
Device details is a new page that displays information regarding a specific device. This page can be
accessed by clicking a device’s ID or custom name from the Devices page. Some of the information
on this page can be edited, and some can redirect the user to further information.

What are device details?
The Device details page collects information about a specific
device — this includes identifying information as well as team
members and profiles assigned to this device.
The first card includes identifying information such as:
 Device name
 Organization name

The profile details card shows the device configuration, alert and
notification profiles the device is assigned to. Clicking on the
name of the profile will redirect you to that profile page.
The groups card shows the groups that the device is currently
assigned to. Devices can be assigned to multiple groups at once,
and the search, sort and pagination features will help you sort
through large amounts of information.

 Assigned team member
 Device type and ID
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This page also allows monitoring personnel to perform an
assisted log-off if required.

Team members
The new team members page is replacing Blackline Live’s former address book. Instead of a single account
having an address book of contacts, an organization itself will have a collection of team members. Team
members are split into two categories: contacts and account users.

Contact

Account User

Contacts do not have log-in access to
Blackline Live, and are simply sets of
contact information in the portal. Like the
previous Blackline Live system, they can be
assigned to devices and alert profiles.

Account users are team members with
credentials to log into Blackline Live — they
can also be assigned roles that allow them
certain permssions in the portal . They
can also be assigned to devices and alert
profiles.
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What does ‘status’ mean?
A team member’s status indicates the verification state of an email address. Status is shown in three possible states:
Pending — a verification link has been sent to this email, but there has been no response.
Active — the verification link has been opened, and the email has been confirmed to be active.
Only account users need to have their emails verified — all contacts will be shown as active. When assigning account users to alert or
notification profiles as emergency contacts, it is important that their email is in active use.

Deactivated team members
In the case that a team member is no longer part of the business, they should be deactivated in Blackline Live. A team member
that is deactivated can no longer be assigned to devices, alert profiles or notification profiles, and will no longer be in any groups.
Any devices that they were assigned to them will be become unassigned. Additonally, deactivated account users will lose log-in
access to Blackline Live.
Deactivated team members can still be seen by other users in the portal by clicking the ‘Deactivated’ tab on the team members
page. A deactivated team member profile shows all of their contact information and group assignments at the time that they
were deactivated.
Clicking the activate button will make this team member active in the portal again. The reactivated team member will be brought
back, and will be put back into their original groups, provided the groups still exist. They will not be automatically reassigned to
their original devices and alert profiles, so they will need to be manually reassigned.
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Groups
Groups are bundles of resources in your organization that are managed by select account users.
Suppose your organization has 100 devices, and you want to give an employee access to 10 of them
— Blackline Live achieves this by allowing you to organize your devices into groups and give select
users access to these groups.

Using groups
Groups allow you to bundle devices together for the purpose of giving your
team members access to them. Account users can be given access to groups
by become a group manager of these groups. This allows them to see the
group and devices within it. You can make as many or as few groups as your
organization needs — the search, sort and pagination tools will help you
manage large amounts of groups.

Definitions
Group
Contains a selection of devices in
an organization. Account users can
be granted certain permissions
over devices by being assigned
group manager roles. Groups are
also used when sharing devices in
a relationship agreement.
Group managers
Account users who are given
specific roles in a group. These
roles outline how they can
manage devices in this group.
All devices group
A default group in every
organization that automatically
collects all devices. It cannot be
deleted.
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What are group managers?
Group managers are account users that are given
access to a particular group so that they can see the
devices within that group. The purpose of assigning
group managers is to define their role over a group
of devices.

What is the All devices group?
The All devices group is a default group that exists in
every organization. It collects all devices as they are
activated or moved into the organization. It cannot be
deleted, and devices cannot be removed from it unless
they are moved to a different organization altogether.
An account user’s role in the All devices group acts as
their most basic role throughout the entire organization.
For example, if an account user has a resolve only role
in the All devices group, this means they can see all of
the organization’s devices and resolve alerts on every
device. However, they can also be given “higher access”
roles in other groups, so that they might be able to
manage or edit specific devices.
The All devices group plays a large part in relationships,
and sharing it with another organization allows them to
see all of the resources in your organization.

What are grouped and
ungrouped resources?
Grouped resources
The resources that belong in groups — currently this
only includes devices. Account users can only access
grouped resources if they have been given a role in the
group those resources are in.
Ungrouped resources
These resources belong in the organization, but
not in particular groups. These resources include
team members, configuration profiles, alert profiles,
notification profiles, beacons and floorplans. They can
be seen by all account users within an organization.
Providers can only see these if the All devices group is
shared with them.

Organization
Groups
All devices
Devices

Ungrouped resources
Team members
(account users and contacts)
Configuration profiles
Alert profiles

Group 1
Devices

Notification profiles
Beacons
Floorplans

Group 2
Devices

User-created groups
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Roles
Roles have changed with the implementation of Blackline Live’s new structure — this section will
introduce these roles, and go over how to assign them.

Roles
View only
Account users with a view only role can see resources that they have been assigned to, but cannot manage them. This
role is best for users who might want to check their settings, but do not have the authority to change them.
Resolve only
These account users cannot edit any resources, but can manage and resolve alerts. Resolve only roles are often
assigned to monitoring personnel, who are employed to carry out response protocols in the case of an alert.
Device admin
Device admins have permission to manage within the groups that they are assigned to. This role is best for account users
who need to be able to edit devices within a group, but should not have influence over resources outside of the group.
Group admin
Group admins have administrative power over groups they have access to — they are able to organize and edit these
groups as well as the resources within them. They act as support to the organization admin, but focus on administration
of particular groups rather than the entire organization.
Organization admin
These account users have the highest-level role in your organization — they manage the organization and all of its
resources and relationships, and should be the organization’s primary point of contact with Blackline.
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Role permissions

View only

Resolve only

Device admin

Group admin

Organization admin
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Why assign roles?

Access to the All devices group

Roles help define how an account user views the portal,
and what resources they have access to.

A role in the All devices group allows an account user to
have permissions over every device in the organization,
and allows them to see every group in the organization.
This role in the All devices group becomes their
minimum role in every group. In the case that a role for
a particular group has not been assigned, the account
user’s access to that group is based on their role in the
All devices group.

Keep in mind that account users need to have a role
in at least one group in order to properly use Blackline
Live. Without a role, they will only be able to see the
organization’s ungrouped resources — they will not see
any groups or devices.

How do I assign roles?
Roles are assigned on a group-by-group basis by
assigning account users as group managers — in order
to be assigned a role, you need to be a group manager
in at least one group. This means that the account user
will have this role over a specific selection of devices,
and can have different permissions for different devices.
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Relationships
A relationship agreement is a one-way link between two businesses, where one business is allowed to manage
or monitor the other’s resources. Relationships are based on the idea of sharing groups, and always involve two
parties: the client and the provider.

Clients

Providers

The client is the business that
is receiving services. Client
organizations invite a provider
to a relationship agreement,
and get to choose which roles
the provider will have over their
groups. Clients can edit noncontractual relationships.

The provider is the business
in a relationship that is
providing a service. They are
being given permission by the
client to manage or monitor
their devices and resources.
The provider cannot initiate a
relationship or make changes to
an existing relationship.

Definitions
Relationship agreement
A one-way link between two
businesses in which one allows the
other access to their groups and
devices. In each agreement, there
is a client and a provider.
Client
The business in a relationship that
is receiving services.
Provider
The business in an agreement that
is providing services.
Non-contractual relationship
An agreement that can be edited by
the client after being agreed upon.
Contractual relationship
An agreement that is locked upon
being agreed upon. Changes
and termination of a relationship
must be carried out by Blackline’s
Customer Care team.

Why do I need relationships?
Relationships are used to give another organization access to your resources
— the two most common services providers that will use this feature are
monitoring services and reseller partners.

Shared resources
Resources that a client shares
with a provider as part of a
relationship agreement.

Monitoring services can observe the safety stauses of your devices and resolve
alerts as they occur. Resellers help set up accounts and walk customers through
the onboarding process. Relationships can also help resellers who offer device
maintenence or account setup to their customers.
If you ever need another organization to manage your devices, relationships
provide you a sharing structure that is applicable in any situation.
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How do I invite a provider to a
relationship agreement?
If you would like to give another organization
access to your resources, you can invite them
to be your provider through the portal. Click
the add provider button on the Relationships
page and fill out the form.
You will need to provide a unique relationship
name and the email of the organization admin
that will be facilitating your shared resources.
Select one of the three relationship types and
click send when you’re done.
If they accept the invitation to become your
provider, they will gain access to the groups
you have decided to share with them

Relationship types
A client creating a relationship agreement will have to choose what kind of relationship to
establish. There are three relationship types:
Non-contractual

A relationship that can be changed after being initially agreed
upon. Only the client can make these changes. The client has full
customization over the groups that can be shared.

Contractual

A relationship that can only be edited or deactivated by Blackline’s
Customer Care team. In a contractual group admin relationship, the
client gives the provider access to their All devices group. They can
choose to give their provider either a resolve only or group admin role
over the All devices group.

How is assigning roles to a provider different from
assigning roles to a group manager?
The kind of roles that you can assign to a provider are the same as what can be assigned to a
group manager: group admin, device admin, resolve only and view only.
The largest difference is that the provider needs a role in the client’s All devices group in
order to see their ungrouped resources. Without a role in the All devices group, providers can
only interact with the devices assigned to them.
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Sharing groups
Relationships are based on the sharing of groups from one business to another. The client gives the provider access to specific groups
in their organization and defines the extent of this access by assigning roles to each group.
When a client has shared groups with a provider, the provider will be able to see the client’s resources amongst their own. Blackline
Live offers options to filter and sort in order to organize owned and shared resources.
In the example below, the client organization has shared their All devices group and Group A with their provider. The advantage
to sharing subsets of your total devices is if you need your provider to have different roles on certain devices. The provider will see
the client’s shared groups as well as their own. If provider and client groups have similar names, they will be labelled with the home
organization’s name to avoid confusion.
Client Organization

Provider Organization

All
Devices

Share All Devices and Group A

All
Devices

Group A

All
Devices

Group A

Relationship status

All devices group access

There are three relationship states:

The All devices group acts as a representation of all of
your organization’s resources. By sharing the All devices
group with a provider, you give them the ability to see
all of your devices, as well as team members, profiles,
beacons and floorplans. This is incredibly important to
consider when creating a non-contractual relationship
where the provider can be given access to a custom
combination of groups.

Pending - The client has invited the provider to a
relationship agreement, but the provider
has not yet agreed or has declined the
invitation.
Active -

The provider has accepted the client’s
invitation, and the agreement is in effect.

Inactive - The relationship has been deactivated and
is no longer in effect.

Be aware that if a provider is not given a role in the All
devices group, they will not be able to see ungrouped
resources like team members and profiles — this means
that they cannot reassign team members or profiles on
the client’s behalf.

The status of a relationship agreement can be seen in its
respective card on the relationships page.
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Organization select tool
The organization select tool is a new feature of Blackline Live, exclusively for the use of relationship
providers that may be providing services to several client businesses. This tool allows them to filter to a
specific client organization or to “show all” resources they have access to.
The organization select tool makes it easier for providers to navigate between their clients’ resources
and their own by filtering down to the resources they need to manage.

The organization select tool
appears on pages that collect
and list available resources.
Providers can use this tool to
select a particular organization
and filter down to only that
organization’s resources.

“Sticky” selection
The organization selection tool is “sticky”. This means that the provider’s last selection using this tool will follow
them from page to page, ensuring their list of available resources is consistent. For example, if a provider were
to select Client A from the organization selection tool on the groups page and then go to the team members
page, they would still be seeing resources belonging to Client A.
Some pages do not allow the organization to be changed. In these cases, the organization select tool will
default back to the provider’s own organization and resources. As soon as they return to a page that allows
organization select, their “sticky” selection will be in effect again.
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Move tool
The move tool is another tool for providers — it looks a lot like the organization select tool, but instead
applies to a specific resource. The move tool allows a provider to move a device or beacon from one
organization to another. This tool will be useful for reseller partners who are maintaining equipment
for several clients. Devices will leave the original organization’s All devices group and will appear in the
destination organization’s All devices group.

Moving devices and beacons
Providers require a customer admin role in their client’s All devices group in order to move devices or beacons.
To all other roles, and customer admins without All devices access, the move tool will be disabled. The device
can be moved if the only group it is in is the All Devices group — this helps to ensure that devices are not
moved accidentally.

Where can these resources be moved to?
A provider can move devices and beacons between
client organizations and themselves. The provider can
take a device or beacon from a client orgnaization and
put it in their own organization, or inversely put one of
their own devices or beacons in the client’s organization.
Providers can also move a device or beacon from one
client organization to another client organization,
provided that the provider has a customer admin role
in both clients’ All devices groups. Even if these clients
have no relation to each other, the provider acts as a
connection between them.
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Blackline Live how-to’s
There are a lot of actions that you can accomplish with the new Blackline Live system — some have
been carried over from the old system, but some may be completely new. This section provides an
assortment of how-to tutorials for new actions you’ll find yourself doing frequently.

Organization details
How do I change my organization details?
NOTE: Only organization admins can edit the organization details page.
1. Click on your organization name in the right-hand side of the menu to open
a dropdown menu
2. Select the organization details page from the dropdown
3. On the organization details page, click the edit button in the top right
corner of the details card. This will open an editable version of the card.
4. Use the text fields and checkboxes to define your organization.
Organization name is a required field with a 40 character limit. The
description field does not have a character limit, but part of a long
description may be hidden in view mode.
5. Select save to save changes. The card should go back to view-only mode
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Team members
How do I make a new team member?

1. Go to the Team members page and select the add team
member button.

2. Click on either the account user or contact user card
and click the next button to continue. Select contact if
the team member will not be using Blackline Live; select
account user if they will.

3. Fill out the new team member profile. Ensure all required
fields are filled. Remember to fill out your company
name as well — this is the information monitoring
personnel will see when you get an alert.

4. If creating an account user, select a role for them in at
least one group. Click save when finished.

5. You will see the new profile in view-only mode. An edit
button should now be visible in the corner of the first
card, and will allow you to make future changes.

In view-only mode, the groups card only shows the groups
that the team member has been assigned to. This card also
has an edit button so that changes can be made.
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How do I verify a new account user’s email?
1. Create a new account user, fill out the profile
information and press save. A verification email will
send to the email address in the profile. The account
user’s status will be pending.
2. The account user should log into their email and find
the email sent from Blackline Live.
3. Click the verification link in the email.
4. The page will redirect to Blackline Live. The team
member’s status should now be verified.

How do I deactivate a team member?
1. Go to the team member profile you want to deactivate.
2. Select the deactivate button at the top right of the
profile page.
3. A pop-up asking you to confirm your choice will pop up.
Select deactivate in the modal to continue.
4. The page will refresh as a deactivated profile. This
team member profile will now be located under the
deactivated tab on the team members page.
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How do I give a contact log-in access to
Blackline Live?
1. Go to the contact profile that you want
to change.
2. Select change to account user at the top right of the
profile page.
3. A pop-up will appear warning that this user will gain
access to Blackline Live. Click make account user
to continue.
4. The page will refresh — the contact will now be
an account user, and you will be brought to an
editable version of their profile. Required fields will
be indicated by red inline text. In order to continue,
they will need an email and an assignment to at least
one group.
5. Once completed, press save. The page will go into
view-only mode, and their email status will be
pending.

Groups
How do I create a group?

1. Go to the groups page from the menu and select the
add group button.

2. Fill out the group’s name and description. Select save.
You will be redirected to a group details page where you
can made additional changes to the group.

3. Press edit in the second card to edit group managers.
Select which account users will manage this group and
what roles they will have within it. Save when finished.

4. Press edit in the third card to assign devices to this group.
Devices can exist in multiple groups, so placing one here
will not make it disappear from other groups. Select save
to save changes.

How do I edit a group?
1. Go to the group details page of the group you
would like to edit.
2. Select the edit button in the card you would like
to make changes in — this will open an editable
version of the card.
3. Select save once you have finished making changes
— the card will go back to a view-only state that
reflects your changes.
5. Once changes are saved, the card will go back to a viewonly state.
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How do I assign roles to team members in my organization?
1. Go to the groups page and click on the group you want to assign a user to. This will take
you to the group details page.
NOTE: Remember that assigning an account user to the All devices group will give them a
role over ALL devices in the organization.
2. Scroll down to the Group managers card and press edit in the top right corner.
3. Find the user you want to assign to this group and use the dropdown menu to assign them
a role within this group. Once selected, that user will be highlighted in green.
4. Select save to save changes.
5. The card will refresh to show these changes in a view-only state. The user has now been
assigned to the group.
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Relationships
How do I create a relationship agreement?

1. Go to the relationships page and select the add provider
button.

2. Fill out the relationship name and contact email. Ensure
the contact email is associated with an organization
admin in the Blackline Live system.

3. Select which type of relationship to create.

4. If creating a non-contractual relationship, select which
roles to assign your provider in which particular groups.
If creating a contractual relationship, the provider will
have access to all devices.

5. Select send — the page will redirect you to the details page of the
relationship agreement you just initiated. The new agreement will
also be visible on the Relationships page with a pending status.
Once the provider accepts the agreement, this status will change
to active.
WINTER18 GUIDE || 25

How to edit a relationship?

How to deactivate a relationship?

Edit a non-contractual relationship

1. Go to the relationships page and click on the
agreement you would like to deactivate

NOTE: You must be the client in a non-contractual
relationship in order to make changes
1. Go to the relationships page and click on the
agreement you would like to edit.
2. Select edit in the top right corner of the card
you would like to change — you can edit the
relationship name and provider contact email in the
first card, and group permissions in the second.
3. Select save once you have finished making changes.
The card will go back to its view-only state. Your
provider will be notified by email that changes have
been made to the relationship agreement.

Edit a contractual relationship
Contractual relationships cannot be changed by the
client or provider. You will need to contact Blackline’s
Customer Care team in order to make changes or
deactivate the relationship.
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2. Select deactivate in the top right corner of the page.
3. A pop-up will appear asking you to confirm your
action. Click deactivate to continue.
4. The page will refresh, and the relationship will now
be inactive.

Transition
Blackline has taken extra care to make sure that your transition to the new system is seamless and
intuitive. Your updated account will still contain all of the information you had — the new features
being introduced are meant to enhance and organize your assets, but are optional. This section
will walk you through what changes you should expect as an established Blackline Live customer
transitioning to the new system.

Organizations
When you transition, your account will become an organization admin within your updated account.
Your organization will have the same name as your account email. To make changes to your
organization information, go to the organization details page and select edit. To make changes to your
personal information, go to my team member profile and select edit.
If your business uses more than one Blackline Live account, each account will be converted into an
individual organization. To take advantage of Blackline’s new organization-centric structure, you can
merge multiple accounts into one organization by contacting Blackline’s Customer Care team.

Groups
Your organization will automatically have only one group — the All-devices group. This group cannot
be deleted, and devices cannot be removed from it. It will automatically gather all devices in your
organization as they are activated or moved. All devices in your account prior to migration will be in
this group.
To create new groups, go to the Groups page and select add group.

Team members
After migration, all contacts in your address book will be converted to contacts in your Team members
list. You can convert your contacts to account users and invite them to the portal by pressing the
change to account user button on their profile.
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Relationships
Chains of parent accounts and child subaccounts are transitioned into individual relationship
agreements after the update. Any parent account will become a provider, while any child subaccount
will become a client. It is possible for an account in one of these chains to become both a provider and
a client after migration.
Account and subaccount chains are converted to relationships up to two subaccounts deep. For
example, if a chain looks like: Acc 1 › Acc 2 › Acc 3 › Acc 4, Acc 1 will become a provider for Acc 2 and 3,
but not 4.
The parent account’s role in Blackline Live becomes their provider role in the relationship. This role will
take effect over the client’s All-devices group.

BEFORE
Parent account
Account 1

AFTER
Provider
Organization 1

Customer
admin

Sub account

Client

Group
admin

Organization 2

Organization 3

Organization 1

Group
admin

Organization 2

Device
admin

Organization 3

Organization 2

Device
admin

Organization 4

Account 2
User

Sub account
Account 3
Read only

Sub account
Account 4

Organization 3

Organization 4
View only

Read only

28 || WINTER18 GUIDE

Contact us.
We’ve got your back. Reach out to Blackline’s Customer Care for any
questions or assistance during your transition to the new Blackline Live.
Customer Care | 1-877-869-7212 | support@blacklinesafety.com
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www.BlacklineSafety.com
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