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This whitepaper will help you choose the right Penetration Testing strategy. Not all 
Penetration Testing strategies are effective. Don’t risk choosing an ineffective 
penetration testing strategy, it could cost you. For those responsible for preventing 
cyber security attacks, you should know that “75% of configured vulnerabilities 
went undetected” according to Sans Institute.1 (Click To Tweet) There are a 
number of factors to explain how 75% of configured vulnerabilities go undetected, 
the two biggest factors are the “limitations of web application security scanners and 
of point and shoot (Pas) mode.” This is the reason organizations should conduct 
penetration tests regularly with a competent cybersecurity company. This 
whitepaper will first cover why organizations need to conduct penetration tests 
regularly that captures all the necessary objectives of an organization. Second, this 
paper will cover the questions you should ask when hiring a cybersecurity company 
for penetration testing. Third, how to scope a penetration test. Fourth, how choosing 
the wrong penetration testing company and strategy will cost you. Fifth, we will 
uncover our strategic approach to penetration testing.

https://ctt.ac/e4Iq1
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Today’s Business Climate Demands 
Strong Cyber Security Measures

The Importance of protecting your critical data is 
increasing everyday. It’s critical to the revenue of 
your organization because customers and partners 
may no longer trust doing business with you if you 
are breached. Your customers and your strategic 
partners are going to demand transparency and 
fairness in your data protection and privacy 
programs within your organization. They will expect 
you to protect your data and partners privacy. 
Without knowing the threats and even breaches 
that are currently existing in your organization, you 
will not be able to guard against cyber attackers. 
This can lead to breaches. Once you are breached, 
there are many consequences to your business 
such as you may start to lose those important bids 
and RFPs. You may become the weak link in the 
data chain. Data breaches can occur with third 
parties, not just with the organization itself. The 

large data breach for Target was through their 
HVAC supplier.2 According to a 2018 survey 
conducted by the Ponemon Institute, 59 percent of 
organizations had a breach that was caused by one 
of their vendors. Recently, it was announced on 
June 10, 2019 that U.S. Customs and Border 
Protection had a data breach exposing the photos 
of travelers and vehicles traveling in and out of the 
United States. The photos were transferred to a 
subcontractor’s network then hacked through a 
“malicious cyberattack”. “CBP learned that a 
subcontractor, in violation of CBP policies and 
without CBP’s authorization or knowledge, had 
transferred copies of license plate images and 
traveler images collected by CBP to the 
subcontractor’s company network,” as stated in 
Techcrunch.3  In the TechCrunch article, the media 
is already speculating as to who the subcontractor 

is that provides license plate readers in the U.S. The 
speculation is based on a US license plate reader 
announcing a breach a week prior. It is becoming 
more evident that preventing breaches is a 
requirement to thrive in business. Showing 
business partners that you have effective 
cybersecurity programs and policies in place makes 
you desirable as a business partner. Effective 
penetration testing prioritizes your cybersecurity 
programs.
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Cybersecurity Measures are 
on the Rise in Canada 
A Senate report titled "Cyber assault: It 
should keep you up at night," alerted the 
public about the dangers of major 
cyberattacks in Canada. "While some 
progress has been made federally in the 
past year, there is much more that the 
federal government and Canadians must do 
to protect ourselves," stated in the report of 
the Standing Senate Committee on Banking, 
Trade and Commerce.3 "We must take the 
appropriate steps now, or soon we will all be 
victims." Bank of Canada governor, Stephen 
Poloz has also raised awareness about the 
growing need for strong cybersecurity 
protection. In 2017, “21 per cent of 
Canadian businesses reported that they 
were impacted by a cyber security 
incident which affected their operations”, 
according to Statistics Canada. Banking 
institutions, not including investment banks, 
reported the highest level of incidents at 47 
per cent, followed by universities and the 
pipeline transportation sector, according to 
Statistics Canada. To reduce the chance of a 
cyber attack, you first need to learn about 
your weak spots. Conduct a penetration 
test to determine your company’s current 
security posture. 
CBC released a news article, November 
2018, titled: “Canadian banks hire 'ethical 
hackers' to improve and test 

cybersecurity” stated that “New 
regulations that require Canadian 
businesses to alert their customers about 
privacy breaches or face hefty fines took 
effect at the beginning of this month.”4
Numerous Canadian financial institutions 
are stepping up their cybersecurity game by 
hiring third party penetration testers. 
"Scotiabank has used and continues to 
use third-parties to handle this 
penetration testing.” 5 

Being able to be quick at deploying 
penetration tests and having your testers be 
quick at identifying hard to find 
vulnerabilities is critical in today’s business 
world. When vetting a cybersecurity 
company to do your penetration testing, you 
want a team with quick deployment 
capabilities. Having an effective penetration 
test leads to effective security 
management. 
Penetration testing highlights potential and 
current security gaps within your 
organization. Today’s hacker is highly skilled 
and highly motivated to hack into your 
private data to sell that information on the 
black market or profit by other means. 
Without a well thought out set of solutions 
as a result of an effective penetration test, 
you are vulnerable to these attacks that can 
severely damage your business.

The 2018 Ponemon Institute study
estimated the following costs of 

a breach 6: 

Average total cost of a data breach: 
$3.86 million.

Likelihood of a breach in any one year: 
13.95%.

Average cost per lost or stolen record: 
$148.

Meant-time-to-identify (MTTI): 
197 days.

Mean-time-to-contain (MTTC): 
69 days.

*Likelihood of a recurring material 
breach over the next two years: 

27.9%.
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Auditing your environment effectively

Making quick decisions in crafting the type of 
penetration test that is required to identify all 
threats in your environment 

Knowing how to provide solutions to protect 
your data 

Setting up effective ongoing monitoring 
management systems and processes for 
sustainability 
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Identify Your Vulnerabilities 
Before Hackers Do
The most effective method to 
protect organizations from getting 
hacked is by studying how it can be 
hacked. A penetration test is an 
assimilated hack conducted by highly 
qualified cybersecurity experts. There 
are numerous ways a sophisticated 
attacker can get into your systems. 
We will cover some of the business 
operating risks in today’s digital 
world in this paper. An attacker will 
look for weaknesses in device 
firmware, the ability to download 
unsigned updates, or the use of low-
security FTP protocol, etc. Lack of 
strong passwords is a common IoT 
device vulnerability. An analysis by 
the UK's National Cyber Security 
Centre (NCSC) found “123456 was 

the most widely-used password on 
breached accounts.7 A website 
allowed access to 73,000 security 
camera locations that had been 
hacked because they used default 
passwords.”9 An article in Network 
World points out that network 
attacks are more likely to exploit 
older vulnerabilities than newer 
ones.10 In a  report by HPE “44 
percent of breaches came from 
vulnerabilities that are two to four 
years old.11 Server misconfiguration 
is one of the top ten main 
vulnerabilities that OWASP 
identified.”12 You need a security 
team with an advanced skillset 
and experience in cybersecurity to 
be effective in:
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To Be Effective in 
Your Cyber Security 
Programs, You Need 
Regular Penetration 
Testing
Penetration testing should be done regularly, to detect recent and 
previously unknown vulnerabilities. To determine your organization’s 
penetration testing sequence, it depends on the type of testing being 
done and the scope of the test. Testing should be done every year, 
and maybe monthly for internal vulnerability scanning of 
workstations, for standards such as the PCI DSS it is recommended 
to have intervals for various scan types. Penetration testing should 
be done after deployment of new infrastructure and applications as 
well as after major changes to infrastructure and applications (e.g. 
changes to firewall rules, updating of firmware, patches and 
upgrades to software). A cybersecurity expert can advise you on the 
minimum frequency of penetration tests required for your specific 
business domain and IT infrastructure. A cybersecurity expert can 
also advise on the procedures and investments needed to build a 
highly secured environment within your organization. 
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Penetration Testing 
Allows Your Organization 
to Stay Compliant with 
Security Regulations
Regular penetration testing ensures you are compliant with security regulations 
outlined by security standards, such as PCI, HIPAA and ISO 27001, and prevent 
getting heavy fines due to not being compliant. These standards require 
organizations to conduct regular penetration tests and security audits. For instance, 
the PCI DSS (Payment Card Industry Data Security) standard requires organizations 
that manages large volumes of transactions to conduct both annual and regular 
penetration testing (after any system changes). The detailed reports generated from 
a penetration test helps organizations improve their security operations and show 
ongoing due diligence to compliance officers.

There are many types of cyber threats an attacker can break into due to today’s 
emerging digital world. The results for organizations who receive a strong 
penetration test is their security and audits have improved through executing 
penetration tests fast and quick at detecting hard to find vulnerabilities. This saves 
organizations millions of dollars from potential breeches and making their security 
operations more efficient. Below are questions to ask when vetting a cybersecurity 
company to conduct your penetration test.
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Questions to Ask the Cybersecurity Team You Are 
Vetting to Do Your Penetration Test

How long does your team take to deploy a penetration test?
You want to ask this question because the more time that goes by without pen testing, the more vulnerable you are to cyber attacks. The faster you detect all your 
threats the faster you are at monitoring them and protecting against threats. This is one common weakness most cybersecurity companies have, the amount of time 
they take to deploy pen tests. What this means to you is that you have an effective and reliable ally you can always count on.

How many cybersecurity professionals will be working on the penetration test? 
You want to know how many ethical hackers will be conducting your penetration test because the more ethical hackers working quickly to identify ways to hack into 
your system the better. This ensures your penetration test will highlight hard to find vulnerabilities due to more experts looking at your systems and data. There is 
strength in numbers because everyone here has strengths at finding database vulnerabilities, like SQL injection, testing software frameworks like .NET, cross-site 
scripting issues among many others.

Does your cybersecurity team have industry standard certifications?
The cybersecurity team running your penetration tests need to be knowledgeable, hold industry standard certifications to prove their competency.  Penetration 
testers often hold certifications such as CEH, CISSP, GPEN and GWAPT.

What is your data protection procedure during and after running the penetration test?
You need to know this. This is important since you are trusting this company with your data and systems. Also, hackers know cybersecurity companies have access to 
organizational data, so they try targeting cybersecurity companies to get access to an organization’s data. It would be a good practise to visit the headquarters of the 
cybersecurity company you choose to run your penetration test to see how secure their operations are. Is the company using a secure file-sharing sites that use SSL? 

Is a Penetration Test the same as a vulnerability assessment? 
You ask this question to the cybersecurity company to discover if they can fully answer the difference between the two.

What is your process for conducting penetration testing?
The cybersecurity company that you are speaking with should provide you with the step by step process they use. Also, be aware if one of the companies you are 
vetting solely relies on automation or thinks penetration testing is just scanning. 

Can you make sure my systems continue to run while you are pen testing? 
You know that they cannot make sure that your systems continue to run during the penetration test since it is an assimilated hack. The purpose of this question is to 
identify how well they will work closely with you to identify and solve operational issues and monitor throughout the penetration test.

8

https://www.difenda.com/


9

The Right and Wrong Way to Scope a 
Penetration Test
Scoping for your type of organizational structure is 
crucial to identify, mitigate and monitor all threats. 
You want to make sure you don’t limit yourself. You 
want to define the objective (scope) that is 
appropriate for your organization. Scoping is the 
most important part of a penetration test. It paves 
the pathway to ensure you are checking the places 
your attackers know you are not looking at. Not 
defining a wider and the right scope for your type 
of organization is the wrong way to scope. Scoping 
is focusing on one or more areas such as physically 
showing up to an organization to give a USP stick 
to a receptionist with an excuse of, “I have a 
meeting with your CEO, Steve Norris and wanted to 

ensure the presentation was on it, can you please 
check for me?”.  If you test on a small scope such 
as 10 IP addresses, this is not effective because 
today’s cyber attackers are sophisticated. They 
know you are looking and protecting your front end 
of your business operations. Today’s attackers will 
go through the back end of operations where they 
know you are not monitoring or protecting 
effectively. These are areas where attackers focus 
their time, energy and efforts on because they 
know these are your weak and vulnerable points to 
get your private data.
Putting typical boundaries on the amount of data 

we test, leaves an organization vulnerable to cyber 

attackers. “A hacker will look beyond the typical 
boundaries’ organizations set for penetration 
testing to gain access to critical information. A 
hacker looks at an organization three 
dimensionally. This is one danger an organization 
has when they only focus on conducting a 
penetration test on the front end of business 
operations. For a penetration test to be fully 
effective, an organization should also be testing 
their back end of business operations where most 
hackers are hacking into.” Says, Manoj Arora, CEO 
of Difenda. Manoj has worked with many private 
sector companies to help them build best-in-class 
enterprise security solutions.
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A Hacker Will Look Beyond The Typical Boundaries’ Organizations Set For
Penetration Testing To Gain Access To Critical Information. A Hacker Looks At
An Organization Three Dimensionally. This Is One Danger An Organization Has
When They Only Focus On Conducting A Penetration Test On The Front End
Of Business Operations. For A Penetration Test To Be Fully Effective, An
Organization Should Also Be Testing Their Back End Of Business Operations
Where Most Hackers Are Hacking Into.” Says, Manoj Arora, Ceo Of Difenda.
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AI software programs not involving humans to detect and monitoring cyber
threats are not as advanced as humans are. AI cannot mimic the advanced
capabilities humans have to effectively detect and prevent organizational
breaches in all forms.” Says, Brice Samulenok, Commander, Cyber Command
Centre at Difenda. Brice leads Difenda’s team of penetration testers. Brice has
a Canadian Forces background and over 20 years’ experience leading and
developing security solutions.

Organizations Relying Only 
on AI Testing
AI testing alone is extremely 
limiting to detecting, monitoring, 
and preventing breaches. 
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Social engineering is testing employees’ compliance with security policies and 
procedures. Hackers know the weakest link in the organization is your employees. 
Hackers today generate highly sophisticated email phishing tactics. By using LinkedIn, 
they can identify people in your organization and target them specifically. Using 
information from their online research, they can easily trick employees into thinking 
their co-worker, boss, vendor, customer or prospect is emailing them a valid link to 
click. To the untrained eye it seems like a legitimate email link to click on that gives a 
hacker access to your system. Another situation is an attacker will make a phone call to 
convince the data centre to give them data using a scenario that typically takes place in 
the organization. An attacker will know the typical social interactions in the organization 
from studying and observing the organization using a variety of means. Attackers can 
pretend to be someone looking for work, a salesperson showing up at the front desk to 
ask probing questions and observing people in the organization. This behaviour may 
seem innocent to the untrained cybersecurity expert. An attacker may employ multiple 
people pretending to have a purpose to hang around the organization only to extract 
information to use to hack your organization. 

Social Engineering - The Weakest Link is People
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Testing wireless components- If you don’t configure it properly, someone can gain access 
to your internal databases. If you have a guest network, you want to make sure it is 
segmented properly from corporate networks. Also, an attacker may park their vehicle 
near your organization to pick up your WIFI to test passwords to enter your network. 
Again, they can use multiple methods to learn the typical passwords an organization uses 
in order to formulate different versions to identify the right password.

WIFI Testing - Testing wireless components

• Test unauthorized access to secure pages
• Restricted files should not be downloadable without appropriate access
• Check sessions are automatically killed after prolonged user inactivity
• On use of SSL certificates, website should re-direct to encrypted SSL pages.

Web Application Testing Involves but not limited to: 

External penetration test is conducted from outside your 
organization. The objective is to get inside your organization’s 
internal information structure. Internal penetration test is, if I 
am inside your organization what can I do? Connected to the 
internal corporate network. It is important to conduct both in 
order to prevent cyber attacks. It is vital to have a cybersecurity 
company that has the same level of sophistication in hacking 
strategies, quick to identify them and can probe people and 
systems at an advanced level.

External Versus Internal Penetration Tests

Some organizations purchase a penetration test and only 
receive a vulnerability assessment. A Vulnerability Assessment 
only shows risk. A penetration test is the next level from a 
vulnerability assessment, it shows you how to protect yourself 
from identified threats and vulnerabilities. It is objective based, 
and it will tell a story of how your data moves across your 
organization and provide solutions to protect and monitor 
critical data. A vulnerability assessment is the first step then 
penetration test. Penetration test is one level deeper than 
scanning. Some companies will say they do penetration testing 
but will only do a vulnerability assessment. A penetration test is 
objective based, based on company needs like social 
engineering, obtaining domain administration at the highest 
level of access. If a hacker has your domain admin then you will 
have a data breach. Domain admin is the IT hub. Data breach 
means attackers gain access to private information. 

Getting Only a Vulnerability Assessment 

https://www.difenda.com/
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Think about your security budget. 
You only have so much funds to use 
to decide where to put those dollars 
to prevent potentially spending 
millions in the event of a security 
breach. It is vital that you chose a 
cybersecurity company that can 
detect critical vulnerabilities before 
hackers do. This is the risk you take 
when you hire the wrong 
cybersecurity company. If you hire 
the wrong security team that does 
not detect critical threats nor provide 
effective remediation, you will be 
vulnerable to attacks, which will hurt 
your revenue if you get breached. 
You will experience frustration if 
they are not communicating 
regularly with you on their progress 
and not having the skills to articulate 

their ongoing security activity. This 
will have consequences to your 
ongoing cybersecurity posture if you 
don’t receive the right information 
on time. Cybersecurity companies 
who are not strong in building a 
positive organizational culture within 
their organization have high 
employee turnover. Think about 
what this means to you, one day you 
will have Rob, Matthew, Michael and 
Steve working on your project then 
three days later two brand new 
employees are brought in to replace 
Rob and Steve. They need time to 
learn the ongoing projects to be 
effective. This is a major challenge in 
today’s cybersecurity field is 
recruiting and retaining top talent. 

The Cost of Hiring the 
Wrong Cybersecurity 
Company to Conduct a 
Penetration Test
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Difenda’s Strategic 
Approach to 
Penetration Tests

You get a leading cybersecurity 
team in the industry working to 
apply their advanced 
knowledge, experience and 
skills to ensure you are 
protected from cyber threats. 
You will get an executive 
summary and technical report 
of all the variables in your 
environment that are wrong 
and where we were successful 
in obtaining your data. Be 
aware of providers only using AI 
to conduct penetration tests to 
cut costs. Human intelligence 
currently exceeds machine 

intelligence. You want to hire 
competent penetration testers 
to avoid data breaches like 
Facebook had. Cyber attackers 
took advantage of the, “view 
as” feature to gain access to 
Facebook’s private data. Also, 
when you hire a highly qualified 
cyber security team to conduct 
a through penetration test, they 
will know which type of test 
and methodology that best 
matches your organization to 
successfully detect threats and 
provide the best solutions to 
protect you from cyber attacks. 
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Effective Communication is 
Key to Having an Effective 
Penetration Test

You need clear and regular communication throughout and after 
penetration testing. You should have ongoing meetings with your 
penetration testing team plus regular status reports. Your cybersecurity 
company should report on their progress and the vulnerabilities they have 
discovered during the progress of the test. The penetration testing team 
should provide timestamps of their testing to ensure you have all the 
information you need on record for your ongoing monitoring efforts. 

Progress meetings and reports

https://www.difenda.com/


Type of Methodology
Every cybersecurity company will have different methodologies in their 
penetration testing procedures. Here at Difenda, we have a 
methodology that is organized around detecting threats in the quickest 
time. Difenda works with their client’s interests in mind. We know time is 
money. Our clients have praised us for our quick execution and 
turnaround time in contrast to other cybersecurity companies they have 
worked with. Our quick turnaround times allows you to be more efficient 
in your cybersecurity efforts.

15
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Difenda has always been responsive to my needs as a cybersecurity leader, whether it is
picking up the phone immediately, getting people on premises in the middle of the night, or
immediately escalating threats, they have always been there:'

Director IT, Detour Gold

Difenda has designed a penetration testing 
methodology that is aligned to the industry 
leading Penetration Testing Execution 
Standards and OWASP Top 10, and the 
Mobile Application Penetration Testing 
Methodology. Difenda conducts all testing 

using commercial tools in combination 
with in-house developed security testing 
applications to achieve maximum results 
in identifying vulnerabilities within an 
environment. 

Difenda’s engagements differ from other 
cybersecurity companies, in the following ways: 

Difenda not only provides 
an understanding of what 

exploitation techniques 
were possible against a 
target environment, but 
also provides a detailed, 
risk-based reporting and 

recommendations on how 
to resolve the issue. 

Difenda uses threat 
modeling to customize 
exploitation and attack 

techniques that are 
appropriate for a specific 

target or application. 

Difenda employs a 
consistent methodical 

approach, detailing not just 
how an exploitation was 

accomplished, but 
recommendations and 
assistance on how to 

resolve the issue.
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Difenda’s approach consists of 
about 85% manual testing and 
about 15% automated testing. As 
mentioned prior in this paper, 
automated testing alone is not 
effective, you need the advanced 
skills and experience of humans 
to think like the human (hacker) 
who is orchestrating an attack on 

your systems. Be aware of 
cybersecurity companies who 
use 100% automation in their 
penetration tests. Penetration 
tests that use 100% automation 
are not comprehensive, lack real-
world scenarios that do not test 
all controls, and create many 
false positives. 

Difenda uses a comprehensive, risk-based approach to manually identify 
critical application centric vulnerabilities:

1. Reconnaissance/intelligence gathering
• Collect security vulnerabilities to prepare for subsequent vulnerability 

exploitation. Learn about the organization’s structure, personnel, and 
assets. Identify likely scenarios for data exfiltration of sensitive data. 

• Learn about the organization’s structure, personnel, and assets. 
• Examine web pages, social media sites, search engines.
• Determine assets of value, discover the attack surface, and prepare a 

list of targets.
• Once the attack surface and targets are mapped out, a list of applicable 

threats and its impact on the data is enumerated for later use. 

2. Threat Modeling/Map Application 
Content/Deconstruct Application 

• Using data from the intelligence gathering phase, identify likely 
internal/external attack scenarios

• Analyze information gathered on specific services to determine the 
potential impact and probability of an identified weakness.

• Identify likely scenarios for data exfiltration of sensitive data. 
• Gather detailed information about the application platform. 
• Identify potential attack vectors located within the application and its 

business logic
• Identify likely attack scenarios within the application platform and 

potential risks associated with them
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3. Analyze the Application/VA
• Identify any potential configuration, service, or deployment issues with 

external hosts.
• Identify potential weakness in external security controls such as firewall and 

detection methods. 
• Research vulnerabilities identified and develop proof of concepts to determine 

viability for potential exploit. 
• Identify weaknesses in specific applications deployed within the environment, 

testing client-side controls, authentication methods, session management, 
access controls, input based controls, security issues related to functionality, 
logic flaws, and information leakage. 

4. Exploitation/Post Exploitation (test client-side controls, 
authentication, session management, access controls, input based controls, issues 
with specific functionality, logical flaws, shared hosting vulnerabilities, web server, 
information leakage, among other checks)

• Develop and execute proof of concept for vulnerabilities identified within the 
environment.

• Execute attack scenarios based on successful proof of concepts developed 
such as internal data exfiltration, or access to internal data externally. 

• Conduct proof of concept of identified weaknesses and develop impact results 
such as the capability of an attacker to commit fraud or pose monetary loss. 

6. Remediation and Re-testing

5. Reporting 
• Provide results on the overall security posture of all 

items in scope.
• Provide a risk/ranking profile of all items in scope. 
• Provide prioritized recommendations and 

remediation strategy based on results.
• Technical report on penetration testing assessment 

will consist of the following elements: 

✓ Executive summary
✓ Overall posture
✓ Risk ranking/profile
✓ General findings 
✓ Technical details
✓ Provide detailed reporting of all 

identified vulnerabilities, successful 
exploitations, and prioritized 
remediation strategies. 
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The Difenda Advantage
Having a strong team like Difenda is 
the solution to keep cyber attackers 
out. Difenda has a security 
operation centre that operates 24/7 
to monitor and respond to any 
threats quickly and effectively. We 
are constantly seeing attacks and 
ploys in our penetration tests. We 
are on top of the latest threat 
intelligence.
Difenda’s threat modelling exercise 
is like an audit. Audit of assets in the 
organization to identify all 
objectives. Through Difenda’s threat 
modelling exercise we saved a B2B 
client up to 15 million dollars a year 
from being potentially breached. 
This would have had a real financial 
impact on their organization. 
Another company in the insurance 
industry benefited from choosing 
Difenda, we identified a vulnerability 
that could have led to exposure of 
their client data. Some 
vulnerabilities are unidentifiable by 
software alone. Our experience and 
advanced skill level are what 
enables us to be fully capable and 
quick to protect our clients. You will 
miss vulnerabilities in your 
environment if you are not using a 
highly qualified cybersecurity team.  

If you don’t identify vulnerabilities, 
then attackers will take advantage 
of that. An organization needs a 
map of the environment. A good 
map of the environment is having a 
good framework of the 
organizational environment where 
all the data assets live and interact 
with each other. A great 
cybersecurity team will provide a 
technical report, an executive 
summary and presentation where 
we or a CISO can present to the 
board clearly and concisely that 
anyone can understand. The 
technical report organizes all 
findings. It is priority based. Most 
importantly, it provides remediation 
instructions.
Companies not receiving effective 
remediation is a common weakness 
of not getting a strong penetration 
test. Your penetration test should 
come with remediation instructions. 
Not just highlighting problems, it 
should also provide detailed 
solutions. Your penetration test 
results, and remediation 
instructions can also be used to 
justify to the board the need to 
expand your cybersecurity budget.
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You know that if you do need them, they are there to support you. Right now, I’m a
team of one. So, I leverage them for me to do the [work they’re doing], I don’t
have the cycle.

Information Security & Privacy Officer, Bayshore Healthcare

The key learnings here show Difenda …

Improves security, 
reducing the likelihood of 

a security breach

Saves money by mitigating 
security risks and showing 

your customers and partners 
you are Difenda protected.

Increases your customer’s 
satisfaction and retention
Customers feel safe doing 

business with you. 
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Get in touch today with a Difenda cybersecurity 
expert to start outsmarting the bad guys.
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Book A Consultation

https://www.difenda.com/book-a-consultation
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Manoj is an enterprise cybersecurity professional with over 16 years of industry experience. 
He has worked with many private sector companies to help them build best-in-class 
enterprise security solutions. Whether challenged to orchestrate the setup of security 
infrastructure for new IT operations, lead an aggressive turnaround and change management 
to strengthen the existing security infrastructure, or introduce technologies to support rapid 
growth, Manoj has consistently delivered strong results.
Manoj’s areas of expertise include enterprise architecture, fraud management and 
intervention, risk management, governance and risk compliance, managed security services, 
digital forensics, network infrastructure, and incident management.

Manoj Arora, CEO 

Difenda’s 
Cybersecurity 
Leaders 
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Jeffry is a technology risk professional with over 18 years of industry experience. He specializes in 
information security governance, IT audit, and business continuity management in various sectors 
such as financial services, government/defense, healthcare, and consumer markets.
Jeffry’s wide set of responsibilities includes project management, account management, and 
practice management. He has developed strong interpersonal, presentation, and relationship 
management skills through many years of working in a consulting role. Jeffry is also an 
accomplished technical coach and trainer.

Jeffry Jacob
Director, Cyber Advisory
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Brice is an experienced IT and information security professional with a Canadian Forces 
background and over 20 years’ experience leading and developing security solutions; effectively 
managing risk in an ever-changing environment. Brice specializes in offensive security; 
penetration testing, vulnerability assessments, red teaming and threat assessments. Brice also 
has extensive experience in the analysis and reverse engineering of malware and has participated 
in several international efforts to analyze and decipher sophisticated ransomware samples. Brice 
also has experience in the development of policies, procedures and standards relating to 
cybersecurity. Some of his experience highlights include:
Red Teaming: Targeted scenario creation and execution, Reconnaissance, client-side exploits, 
wireless attack vectors, hardware spear-phishing, and physical infiltration.
Penetration Testing and Security Assessments: External and internal penetration tests, Passive 
Information Gathering including profiling from the deep web, Active information gathering, 
Vulnerability Scanning, Windows and Linux buffer overflow exploitation, Privilege escalation, 
client-side attacks, Web application attacks, Password Attacks, and AV evasion.
Cyber Security Education Program: Creation of custom security education training tools and 
supporting materials. Software Security Assurance Program: Planning and development of secure 
software development framework.
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Frank is a seasoned technology and security executive with global experience in commercial, 
telecommunications, and managed services sectors.
Before joining Difenda in 2017 as the leader of the Cloud Security practice, Frank was the head of 
managed services at a high profile MSSP where he expanded the managed infrastructure practice 
there to include a world-class Security Operations Centre and a DevOps practice supporting 
customers operating in public and hybrid Cloud configurations. Providing services to the standard 
of SSAE16, CSAE3402, SOC 1 and SOC 2, PCI DSS, and ISO certifications was a requirement in 
order to serve the many customers in regulated industries.
Frank spent the first 15 years of his career in the finance, insurance, and legal sectors, 
architecting, deploying, and managing Windows and Linux networks to high degrees of 
confidentiality, integrity, and availability.

Frank Post
Senior Director, Cloud Security
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Deepak is an insightful, results-driven information security consultant. He has a fast-tracked 
operations management career marked by a demonstrated ability to build peak-performing 
teams and achieve cross-functional business objectives. As an ambassador of change, Deepak 
has successfully implemented several managed security services projects. 
Deepak joined Difenda in August 2015 and brings more than 14 years of information security and 
risk management experience to the company. He was formerly managing the global security 
operations center as senior delivery manager at Paladion Networks, India. Deepak has consulted 
with many leading companies in Asia Pacific and the Middle East region in the areas of security 
consulting, security operations and information security audit. He holds a bachelor’s degree in 
engineering from Mumbai University. Deepak is a Certified Information Security Manager (CISM) 
and holds an ISO Lead Auditor designation from the British Standards Institution. He is also 
Information Technology Infrastructure Library (ITIL) certified.

Deepak Khandekar
Director, Cyber Operations
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Difenda is a global cybersecurity leader with 
decades of experience helping companies like 

yours defend against cyber threats and 
manage their security risk. 

Established by cybersecurity 
professionals and leaders with intensive 

practical experience in assessing, 
responding, and securing organizations

Difenda has the expertise and advanced 
Capabilities to protect your organization 

from evolving cyber threats.

We incorporate big data analytics, machine 
learning technologies, and artificial 

intelligence to prevent, detect, and respond 
against sophisticated cyber threats. 

Partner with us and gain peace of 
mind knowing cyber intelligence 

experts are available on demand to 
stop breaches, mitigate damage, and 

recover operations.
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