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5 essential cybersecurity functions

Integrating IT security into your Business Management System

What systems do you need to manage cyber risk

Special offer for you

Webinar: Are you protected against cybersecurity threats?
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Is the 

• protection of computer systems from the theft or damage 
Hardware, software or the information on them 

• protection from disruption or misdirection of services they provide

CYBERSECURITY
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“Oh that’s for the IT people!”
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INTERNET CONNECTED

Wired networks

Wireless networks
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INTERNET CONNECTED
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5 essential cybersecurity functions

Integrating IT security into your Business Management System

What systems do you need to manage cyber risk

Webinar:  Are you protected against cybersecurity threats?
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IdentifyIdentify
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Protect
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NETWORK

PC
Laptop
Router
Printer
Scanner
Firewall
Server
Internet
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Detect
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Respond
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Recover
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CYBERSECURITY EXCELLENCE FRAMEWORK

5 FUNCTIONS ?

23 CATEGORIES / 120+ sub-categories

Your Business

?

© MICHAELVOSSNZ.COM 2017 All rights reserved

CYBERSECURITY EXCELLENCE FRAMEWORK

Your Business

?
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Your Business

CYBERSECURITY EXCELLENCE FRAMEWORK

?
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Your Business

CYBERSECURITY EXCELLENCE FRAMEWORK
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Your Business

CYBERSECURITY EXCELLENCE FRAMEWORK
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5 essential cybersecurity functions

Integrating IT security into your Business Management System

What systems do you need to manage cyber risk

Webinar:  Are you protected against cybersecurity threats?
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ISO/IEC 27001:2013
Information technology – security techniques
Information security management system - requirements

Conforms to Annex SL

ISO 27001 Information Security Management Systems 
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ISO Management system standards
Conforming to Annex SL

ISO 27001 – information technology – information security

ISO 20121 – event sustainability

ISO 22301 – societal security – business continuity

ISO 30301 – information and documentation - records

ISO 39001 – road traffic safety

ISO 9001 – quality

ISO 14001 – environmental
Due 2017
ISO 45001 – occupational health and safety replaces OHSAS 18001
Due 2018
ISO 22000 – food safety

http://www.michaelvossnz.com/auditing-management-systems.html
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ANNEX SL HIGH LEVEL STRUCTURE

1. Scope

2. Normative References

3. Terms and definitions

4. Context of the organisation
Understanding the organisation and its context

Needs and expectations of interested parties

5. Leadership
Leadership and commitment

6. Planning
Actions to address risks and opportunities

7. Support

8. Operation
Information security risk assessment

Information security risk treatment

9. Performance Evaluation
Internal audit

10. Improvement
Reference: ISO/TC 176/SC 2/N1219 July 2014
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Top management need to 

ensure the integration of the information security management system 
into the organisation’s processes
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POLICY

OPERATING PROCESSES

STANDARD OPERATING PROCEDURES

WORK INSTRUCTIONS

MACHINE/EQUIPMENT INSTRUCTIONS

Organisation

Department/Product

Area/Asset/

Project

(1 - few)

(few 10’s)

(100’s +)

MANAGEMENT SYSTEM
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IT SECURITY

POLICY

OPERATING PROCESSES

STANDARD OPERATING PROCEDURES/

WORK INSTRUCTIONS

MACHINE/EQUIPMENT INSTRUCTIONS

STANDARD OPERATING PROCEDURES/

WORK INSTRUCTIONS

MACHINE/EQUIPMENT INSTRUCTIONS

H&S Manager
Health and Safety

Management System

IT Security

Management System

Integration

IT Manager

HEALTH AND SAFETY

POLICY

OPERATING PROCESSES

TRADITIONAL ORGANISATIONS
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NEXT PRACTICE

STANDARD OPERATING PROCEDURES/

WORK INSTRUCTIONS

MACHINE/EQUIPMENT INSTRUCTIONS

TOP MANAGEMENT
Integrated

Management System

BUSINESS POLICY

OPERATING PROCESSES
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5 essential cybersecurity functions

Integrating IT security into your Business Management System

What systems do you need to manage cyber risk

Webinar:  Are you protected against cybersecurity threats?
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ANNEX SL HIGH LEVEL STRUCTURE

1. Scope

2. Normative References

3. Terms and definitions

4. Context of the organisation
Understanding the organisation and its context

Needs and expectations of interested parties

5. Leadership
Leadership and commitment

6. Planning
Actions to address risks and opportunities

7. Support

8. Operation
Information security risk assessment

Information security risk treatment

9. Performance Evaluation
Internal audit

10. Improvement

Reference: ISO/TC 176/SC 2/N1219 July 2014
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1. Information security policies

2. Organisation of information security

3. Human resource security

4. Asset management

5. Access control

6. Cryptography

7. Physical and environmental security

8. Operations security

9. Communications security

10.System acquisition, development, and maintenance

11.Supplier relationships

12.Information security incident management

13.Compliance

ISO 27001 6.1.3 Information security risk treatment
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Prior to employment
• Screening

• Terms and conditions of employment

During employment 
• Management responsibilities

• Information security awareness, education and training

• Disciplinary process

Termination and change of employment
• Termination or change of responsibilities

Human resource security
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1. Information security policies

2. Organisation of information security

3. Human resource security

4. Asset management

5. Access control

6. Cryptography

7. Physical and environmental security

8. Operations security

9. Communications security

10.System acquisition, development, and maintenance

11.Supplier relationships

12. Information security incident management

13.Compliance

ISO 27001 6.1.3 Information security risk treatment
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Business requirements of access control

User access management

• User registration and de-registration

• User access provision

• Management of secret authentication information of users

• Review of user access rights

• Removal or adjustment of access rights

User responsibilities

System and application access control

Access Control
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‘50% all security incidents are caused by people inside the organisation’  
Verizon study 2015

© MICHAELVOSSNZ.COM 2017 All rights reserved
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5 essential cybersecurity functions

Integrating IT security into your Business Management System

What systems do you need to manage cyber risk

Summary: Are you protected against cybersecurity threats?

?
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YOUR 
BUSINESS

CYBERSECURITY EXCELLENCE FRAMEWORK

SPECIAL OFFER FOR YOU FREE
Cybersecurity Stocktake - summarises 23 critical categories
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5 essential cybersecurity functions 

ISO 27001 – Information Security Management System

4 tiers of maturity of cybersecurity practice

7 steps to implement 

Assess how well prepared you are for today’s threats

WORKSHOP: Security & Cybersecurity Protection

Covering over 120 areas summarised on a mindmap of 23 critical categories
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M I C H A E L  V O S S
Business excellence expert 
Building sustainable businesses

michael@pyxis.co.nz
New Zealand
+64 274 433 908
LinkedIn
www.pyxis.co.nz
www.michaelvossnz.com


