
 

Cybersecurity Essentials Checklist 

User Training 

Setting strong passwords 

Recognising phishing emails and malware 

Bring Your Own Device security awareness 

Data transfer guidelines and laws 

Managing removable media 

Identifying data breaches 

Policies and procedures 

Password policy (frequency, complexity, length) 

Bring Your Own Device (BYOD) policy 

Data protection policy and GDPR compliance 

Assigning and managing user privileges 

Data breach response plan 


