BLINOHASH

Implementation Guide
Magento Plugin

1. Login to your Magento Admin Panel
2. Navigate to your Magento Connect Manager
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3. You will Now be Directed to Login Again
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4. Once you have re-logged in, you will see the Extension Tab Page
(*Note: We recommend to uncheck putting the store in Maintenance mode)

Magento MANAGER
Settings | Retun to Admin  Lop Out

Extenslens

® Put store on the maintenance mode while installing/upgrading/backup
creation
[ Creats Backup [Datsbase n

Install New Extensions

n Search for modules via Magento Connect.

E Paste extension key to install: ) install

n Download or build package file.
F1 Upload package file: (ohsseri ) ao e setectes

5. Click on the Direct Package File Upload towards the middle of the screen

Bl Search for modules via Magento Connect.
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6. Locate the zip file emailed to you from BlindHash (BlindHash_Secure_Password.tgz file)
7. Click upload
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8. When the upload completes successfully, you will see BlindHash_SecurePassword
added to the list at the bottom of the screen.

Lib_Marien 1.9.1.1 (stable) [ " ‘arien Library

Lib_ZF 1.12.7.0 {stabie) B3 zend Framewark

Lib_2ZF_Locale 11270 (stable) ([ [ Z=nd Framework Locale

Mage_aAll_Latest 1.9.1.1 (stable) - Metapackage for latest Magento 1.9.0.0
release

Mage_Centinel 1.9.1.1 {stable) n 3D Secuwre Card Vakdation

Mage_Compdar 1.9.1.1 {stable) :n This module compdes all filas of &
Magento installation and creates a
single include path to increase
performance

Mage_Core_Adminhtml 1.9.1.1 (stable) n Magento Adménistration Panel

Mage_Core_Modules 1.9.1.1 {stable) [ n Collection of Magento Core Modules

Mage_Downloader 1.9.1.1 {stable) :n Magento Downloader

Mage_Locale_en_US 1.9.1.1 (stable) n en_US locale

Magento_Mobde 1.9.1.1 (stable) [ n Magento Mobde Xml Interface

Fhoeni:_Moneybookers. 1.3.2.1 {stable) :ﬂ Maneybookers payment gateway
integration

Mexcesanat_Turpentine 0.6.1 {stabla} :n Improves Magento support for Vamish
«caching and generates 2.1 and 3.0
compatible VCOLs.

BlindHash_SecureFassword 0.1.2 [devel) _ BndHash Secure Password

9. Once uploaded return to the top of the screen and click return to admin
10. Because of the way Magento caches, you may need to logout of the admin panel and
log back in.
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11. Once re-logged in, navigate to System>Configuration
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12. Via the left vertical navigation, locate BlindHash and then click Secure Passwords

BLIND HASH

E‘
. > Secure Password
,»-5'

SERVICES
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Varnish Options

Caching Options

ADVANCED

Developer

13. Once on the BlindHash configuration screen, Copy/Paste the ‘ApplID Token’ sent to you
via BlindHash, select ‘Yes’ to “Enable BlindHash Protection”, and click ‘Save’.

14. You should see that “Encryption Key” is now “Loaded” and “Encryption Available” is now
“Yes”. This means your “ApplD Token” has been validated and is ready for use
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15. Click on Upgrade Hashes to add BlindHash protection to all your existing users

Enable BlindHash Protection » Yes v [GLOBAL]

ApplD Token » LT L P T T T [GLOBAL]
ApplD Token of Blind Hash

Encryption Key Loaded [GLOBAL]

Encryption Available * Yes [GLOBAL]
= aroan

Upgrade Hashes will upgrade insecure legacy hashes
with BlindHash secured hashes, Users will be able to
login as usual,

Downgrade Hashes will restore legacy hashes and
disable BlindHash security on your hashes. You must
downgrade all hashes before uninsialling the

BlindHash extension, and you must provide the

Uninstall Key.
Total Hashes 54 [GLOBAL]
[GLOBAL]
BlindHash Protected Hashes 1 [GLOBAL]

Your installation is now complete! When new users are created on your site, they will
automatically receive BlindHash protection for their password. You will not need to manually
upgrade their hashes.
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