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Cyber attacks show no sign of decreasing any time soon. If anything, 
hackers have expanded the type of organizations they’re targeting. While 
financial institutions are still targets, hackers have expanded their scope to 
include health-care organizations, retailers and even universities. In short, 
no organization or industry is safe, despite spending millions of dollars on  
security products and talent. We find that too often security teams believe in 
myths that prevent them from building effective security programs to defend 
against complex cyber attacks.

Myth 1: Security solutions prevent hackers from infiltrating a company  

Fact: Penetration is inevitable

Hackers often claim that penetration is a “no brainer.” In the fight between 
attackers and defenders, the attackers’ task is to find or develop a single 
vulnerability, while the defenders must protect against any weaknesses, 
known or unknown, technological or user driven. Hackers know that no 
organization is perfect and that their persistence will eventually pay off. This 
phase is carried out by a very dedicated penetration team that will only be paid 
when its attempts are successful. 

Suggested approach: While setting up an effective perimeter defense is 
important, organizations should build their security architecture with the 
assumption that they will be breached.

Hackers know that no organization is perfect 

and that their persistence will eventually pay off. 
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Myth 2: Cyber attackers target the most vulnerable organizations 

Fact: Attackers choose targets based on goals, not weaknesses 

The belief that attackers are opportunistic and go after the most vulnerable, 
unprotected and easiest to penetrate organizations is false. In reality, 
attackers target even heavily protected companies. They carefully choose 
targets that best fit the operation’s goals, not organizations with weak 
security. These goals include stealing money, obtaining private data, 
damaging a company’s network or reputation and pilfering intellectual 
property. Some campaigns combine a few of these goals. Finally, hackers 
develop an attack strategy that will allow them to achieve their objectives. 

Interestingly, in some cases the attacked company is not the hackers’ 
ultimate target. Instead, they’re using the company to reach another 
organization. For example, in the Target breach, the retailer’s HVAC system 
provider was initially targeted. Hacking this organization provided a way to 
penetrate Target.

Suggested approach: Consider what hackers would look for in your 
organization. Obtaining personal information and credit-card data is an 
obvious goal, but also think about the business ecosystem connected to you 
and your customers. 
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Myth 3: Attackers gather intelligence about the IT  

and security systems of their target 

Fact: Attackers gather any available data to help them  

anticipate the defender’s response

A hacking operation’s success is based on the attacker’s ability to predict 
the company’s response to the attack. Hacking teams spend a lot of time 
gathering intelligence to build a complete picture of their targets that goes 
far beyond what IT systems they operate. Attackers collect organization 
charts, employee data, salaries, work habits, business connections, travel 
calendars and any data that could helpful them to craft an accurate, 
comprehensive view of the company’s daily operations.

Attackers also build profiles on security personnel to help them anticipate 
the organization’s response and understand its weaknesses. These 
profiles contain details like the person’s education, compensation, 
promotions and managers.

Suggested approach: Limit employee social media presence, especially of 
security team members, to minimize information exposure. Change work 
routines and switch vendors if possible to make your organization less 
predictable.  

Myth 4: Attackers rush to get in and leave quickly 

Fact: Attackers deploy “low and slow” techniques

Adversaries aren’t interested in hastily moving through an organization 
and quickly gathering as much information as possible. That behavior 
increases the chances they will be detected. Instead, attackers use a “low 
and slow” approach. They perform a limited number of actions every day 
and avoid “noisy” activities that will attract attention.

Attackers aren’t interested in moving fast 

and gaining as much information as possible. 

Instead, they want to go undetected.
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Suggested approach: The “low and slow” method provides security team 
with significant time to stop the attackers before additional damage is 
incurred. Even though most detection systems cannot flag “low and slow” 
tactics, advanced behavioral solutions can identify these threats and stop 
the attack. 

Myth 5: Effective response equals fast response

Fact: Attackers perform several decoy operations to distract 

response teams

Most security teams have a strong incentive to stop an incident as soon 
as it is detected since they are measured by the amount of time it takes to 
close a case. However, this leads to rushed decision making and a false 
sense of success.

While detection and response should be fast, security teams face a more 
complex reality. In most cases, attackers mask the real attack with at 
least one decoy operation, whether it’s flooding you with malware or DDoS 
attacks. A seemingly contained attack may actually be a decoy operation 
that was created to distract security teams. When closing incident tickets, 
always be a bit skeptical, and make sure the incident is fully contained  
and remediated.

Suggested approach: Always plan to be deceived by attackers. A seemingly 
contained attack may actually be a decoy operation that was created to 
distract security teams. When closing incident tickets, always be a bit 
skeptical, and make sure the incident is fully contained and remediated.
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Cybereason was founded in 2012 by a team of ex-military cybersecurity experts to revolutionize detection 
and response to cyber attacks. The Cybereason Malop Hunting Engine identifies signature and non-signature 
based attacks using big data, behavioral analytics, and machine learning. The Incident Response console 
provides security teams with an at-your-fingertip view of the complete attack story, including the attack’s 
timeline, root cause, adversarial activity and tools, inbound and outbound communication used by the hackers, 
as well as affected endpoints and users. This eliminates the need for manual investigation and radically 
reduces response time for security teams. The platform is available as an on premise solution or a cloud-
based service. Cybereason is privately held and headquartered in Boston, MA with offices in Tel Aviv, Israel.
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