Third Party Validation Report

Privoro Privacy Guard Acoustic Validation

Testing organization: Charles M. Salter Associates Inc.

Report Number: AFC 14-9017

Date of Report: December 10, 2015

Prepared by: Durand R. Begault Ph.D, Director, Audio Forensic
Center; Anthony P. Nash P.E., Vice President

IVORO®



Acoustics

Audiovisual
Telecommunications

Security

Charles M. Salter, PE

David R. Schwind, FAES

Eric (Broadhurst) Mori, PE
Philip M. Sanders, LEED AP
Thomas A. Schindler, PE
Durand R. Begault, PhD, FAES
Anthony P. Nash, PE

Ken Graven, PE, RCDD, CTS-D
Cristina L. Miyar

Jason R. Duty, PE

Thomas J. Corbett, CTS

Eric A. Yee

Joshua M. Roper, PE, LEED AP
Peter K. Holst, PE, LEED AP
Ethan C. Salter, PE, LEED AP
Craig L. Gilion, RCDD

Lloyd B. Ranola

Alexander K. Salter, PE
Jeremy L. Decker, PE

Rob Hommond, PSP, NICET Il
Andrew J. McKee

Steven A. Woods

Josh J. Vallon

Josh J. Harrison

Valerie C. Smith, PE
Benjamin D. Piper

Elisabeth 5. Kelson

Brian C. Wourms

Ryan G. Raskop, LEED AP
Diego Hernandez

Ryan A. Schofield

Alex T. Schiefer

Abner E. Morales

Adrian L Lu

Greg R. Enenstein

Philip J. Perry, PMP

Steve L. Leiby

Kenneth W. Lim

Felipe Tavera

Blake M. Wells, LEED GA
Heather A. Salter

Dee E. Garcla

Catherine F. Spurlock

Charles M. Salter

ASSOCIATES INC.

10 December 2015 130 Sutter Street
Floor 5
. San Francisco, CA
Mike Fong, CEO 94104
Privoro LLC T 4153970442
F 4153970454
www.cmsalter.com
Subject: Acoustic Validation Test: Privoro privacy guard

Salter Project: AFC 14-9017

Thank you for contacting Charles M. Salter Associates, Inc./Audio Forensic Center regarding an
independent evaluation of a beta version of the Privoro privacy guard on an iPhone 6. We were
asked to measure the effectiveness of protecting the iPhone 6 from recording speech.

We performed the testing at our laboratories in San Francisco. The phone was set up in a
configuration that simulated its placement on a large conference table spaced 1 meter from a
talker.

We used a sound analysis app to record the speech signal from the iPhone while it was seated in
the privacy guard. The app was used to make recordings from the iPhone’s three microphones:
bottom, front and rear. The bottom microphone is typically used by recording apps such as Apple’s
“Voice Memos.” Potentially, a recording app might use any of these three microphones to
surreptitiously record a conversation. Pre-recorded female and male word lists were presented at
calibrated sound levels representing both “loud” (84 dB) and “shouted” (89-94 dB) speech. (Note:
“normal” conversational speech is 61 dB at 1 meter).

The recordings were analyzed using forensic speech enhancement software. Two criteria were
evaluated at various speech levels: (1) protection for speech intelligibility (one or more words
from the test sequence could be discerned); and (2) protection for speech presence (whether
any signal could be identified as originating from a talker, even if unintelligible).

Based on these analyses, we conclude:

« For a shouted voice (94 decibels), the bottom microphone is protected for speech presence
and speech intelligibility

» For a shouted voice (89 decibels), the front microphone is protected for speech intelligibility.
For a loud voice (84 decibels), the front microphone is protected for speech presence

» For a shouted voice (94 decibels), the rear microphone is protected for speech intelligibility.
For a shouted voice (89 decibels), the rear microphone is protected for speech presence.
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