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SURPRISE! - THE SEQUEL
Several weeks ago, I wrote an article titled Surprise! in which I listed some

nasty results visited upon business owners who acted on bad or no advice.

The week after I wrote the article, a client of mine received the following

email:

 
From: Google Ads <ads-noreply@google.com>

Date: Wed, Sep 4, 2019 at 10:57 PM

Subject: AdWords Express Ad Disapproval Notice

To: <xxxxxxxxxx>

 

Hello,

 

Your ad isn't running right now because it's disapproved for violating Google's

advertising policies. If you address the policy violations below, we'll take a look and

see if it can start running again. 

 

=====================   Policy violations=====================

 

- Misleading content: We don't want users to feel misled by ads that we deliver. For

this reason, please remove any promotional content that does any of the following:

 

- Makes false statements about your identity or qualifications

- Uses false claims or claims that entice the user with an improbable result (even if this

result is possible) as the likely outcome that a user can expect

- Falsely implies affiliation with, or endorsement by, another individual, organization,

product, or service

That wasn’t all. Anyone who visited their website through most browsers was

greeted with a red banner and a “Dangerous site” warning. Google Chrome

wouldn’t even include their site in search results. My client  had been

hacked. Surprise!
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This wasn’t just an annoying surprise. My client had invested tens of

thousands of dollars developing his digital marketing presence on the

internet, and it was paying off big time. They were selling hundreds of

thousands of dollars worth of work and product through the site each

month, but now it was down.

 

My clients are regular people like you and me. They knew about hacking,

but always as something that happened to other people. Not this time.

What should they do? What would you do?

 

This is a Surprise! article, but with a different ending. My client had acted

on good advice to host with a reputable company even though the cost

was fifteen times higher than that of the best known hosting provider. That’s

right, fifteen times as much -- $30 per month versus $1.98 per month! A

whopping $28 per month to protect $100,000 per month in sales.

 

The cheap host’s response to such problems is: “We didn’t do it. Not our

problem. We’re taking your site down. Let us know when you fix it.”

 

Fix it? How the hell do you “fix it?” Where do you even start? Instead of

scrambling around in a panic, my client made one call to Lance Dockins*,

owner of the hosting company WordKeeper.com.

 

“I’m on it,” was all he said.  In less than a day, (note the date and time

between the two emails) my client received the following email:

https://wordkeeper.com/
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From: Support <support@wordkeeper.com>

Date: Thu, Sep 5, 2019 at 3:27 PM

Subject: Re: Website security issues

To:<xxxxxxxxx.com>

 

Hi ------,

 

I've been working on the security issue on your site since you informed Lance about it,

and the site is all cleaned up now. During my investigation I found that a hacker had

compromised one of the Wordpress admin user accounts back in May. During the

initial phase of the attack they only uploaded some backdoors to keep their access

going.

 

Then last month they started doing their real work which included adding some

phishing sites and some spammy posts to your blog.

 

That delay between the time of the initial hack and content changes is a very common

tactic used by hackers. They do that because once they get found out most people's

initial response is to restore a backup. If we had followed that common practice, the

site would be right back where it was in a matter of hours or days because their

original back doors would have been restored too.

 

Instead of doing that I investigated the issue fully and cleaned up all issues they have

caused. I've also reset the password for the admin user who was compromised.

 

After fully cleaning the site, I found that it had been blacklisted by several blacklist

maintainers. I've already requested that they review and delist your site which usually

takes several days. Although one has already responded to say they have removed it.

 

I'll keep monitoring the blacklist status and I'll also run a follow-up security check in 1

week to ensure that no more malicious activity is taking place. I'll update you again

then, but if you have any questions or see anything suspicious let us know.

 

Cheers,

Brad Patton

WordKeeper (formerly VRAZER, LLC)

Server Administrator
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There is an enormous spread between the business owners in my previous

article who lost tens of thousands of dollars because of bad advice, and the

business owner in this article who preserved hundreds of thousand of

dollars in sales because of good advice.

 

What about you? Whose advice are you accepting? What are the

consequences of bad advice? What are the benefits of good advice? Is the

spread between the two more than the cost of good advice? Then do it.

 

*Full disclosure notice: I am proud to disclose that Lance Dockins, owner

of WordKeeper.com, is a client of mine. If your website is important to your

business (if it’s not, then why do you have it?) find out what would happen if

you get hacked. Better yet, just contact Lance.

 

If you have any further questions, please don’t hesitate to mail me at

Martin@annealbc.com or visit www.annealbc.com

mailto:martin@annealbc.com
https://www.annealbc.com/
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Martin Holland

     Martin Holland is the son of a successful entrepreneur. He grew up hearing about

margins and markets, R&D and sales, risk and return on investment. He learned to love

the language and rigors of business and grew to believe that business is both the most

human of all endeavors and the highest calling. After selling a company in 2011, Martin

became a coach in order to help other owners build profitable businesses that do not

require their day-to-day involvement.

     A native of Norman, Martin earned a B.A. degree from Hastings College in Hastings,

Nebraska and a Masters in Business Administration degree from the University of

Oklahoma. Over the past 7 years he has written business plans that have raised over

$52.4 million in bank and investor financing. He has helped 157 (and counting) business

owners reduce stress and increase performance through clarity of purpose, better

marriages, more money, and more free time away from the business.
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