Troubleshooting Hosted 4500 Timeclocks

Enviromental Requirements
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An existing Internet connection
Port 443 Outbound must be open to the following IP addresses:

Setup & Registration - 170.146.48.126
-170.146.235.104

Production use - 170.146.48.125
-170.146.235.103

Note: ALL Hosted ADP Timeclocks leveraging this solution communicate independently
with our hosting centers across port 443, ADP has four (4) web servers for the purpose of
registering the Timeclocks for production use.

Timeclock does not show Primary Server IP, Primary Server Port, and Primary Server Instance
ID then the clock needs a setting changed.

To change the communication mode to Device Initiated you will need to find the List Key. To find the
List Key do the following:
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Swipe “M” badge

Press soft key in the upper left corner for “Comm Settings”

On Communications Mode; press “list” in lower right corner of screen

Make a selection from the list: Server or Device Initiated — scroll list to choose selection —
Choose Device Initiated for HTC.

Press “Enter” button to make selection

Timeclock Will Not Initialize

Verify clock is powered up and cable is connected
Verifying correct settings at the clock

Verify the date on the clock is not in the future. If so, reprogram the timeclock to the
current date (Maintenance card — Date/Time settings bottom left button).

Verify hosted timeclock was configured within WorkForce Now (Setup — TA — Timeclock
Configuration — is clock listed? Pull down configuration sheet as follows: In action
column next to clock — Edit Timeclock — upper right corner — Show Setup Instructions -
can save setup shown on screen).
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A mote human resousce.

Troubleshooting Hosted 4500 Timeclocks

+«+ Make sure there are no spaces, special characters and mix case is used within the Timeclock
name and Description

0,

% Try Pinging Clock
= If ping does not work, then, check for a green link light on the clock.

+¢ Delete clock not working and Setup a new clock, but make sure to set the clock back to
factory default and use new configuration sheet.

= Delete current clock - Setup — TA — timeclock configuration — in Action column
next to clock to delete — Edit Timeclock — click on Delete button on bottom.

+ Create a new clock - TA — timeclock configuration — click on L+ pick New
Timeclock 4500 — ID and description location name — all caps no spaces or other
characters and Timeclock profile is either EST QP or CST QP.

Timeclock

D= | LOCATION

Description:™ | LOCATION

Timechock Moded: |45un

Timedock Profile-* | EST OF Q
Disable Device Communication: L]

Default Labor Charge Values

Department: q,
Biometric POD Attached
Relay
Relay: (@) None () Bell Schedule () Gate Access

H submit @) cancal

= After creating new clock make sure to assign to Timeclock groups — “All
Clocks” (Setup — TA — timeclock groups — click on All Clocks — to add new
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clock created — click on Assign Additional Timeclocks — click on clock and
submit)

A "cold boot" resets the clock to all factory defaults, as if you just took it out of the
box. A "cold boot"” will result in all data at the clock being lost.

Please do the following:

Locate current client IP information.

@ Escape

= Swipe the M badge or if no M badge available hit escape kye , then

clear key Clear then type in 6178903232 (you will not see or hear
anything when keying the number)

= Press the button next to Comm Settings

= Note the Device IP Address, Gateway, and Subnet Mask information — write
them down we will have to key them back in after below process

= Press the Escape key

* @ Escape: Exit the current screen
= It will take you back to Maintenance main menu
Process for setting clock back to factory defaults
= Press More button six times
On the sixth screen press Factory Defaults button
Select Yes, then press the Enter key on the clock key board
The clock will reboot.

-+ + #

Once the reboot is complete, the clock will be at the communications settings
screen, and you will need to reprogram the communication settings (attached)
and the three items from above that you needed to write down (Device IP
Address, Gateway, and Subnet)

Clock Stops Communicating
+ Unplug the AC Power, Wait 1 Minute, Plug AC Power Back In

«+ Hardware Reset Timeclock
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Hardware Reset = power cycle.

Note: If you do the SOFTWR RESET that is setting the clock back to factory defaults
(sometimes called a”cold boot” and will result in all data at the clock being lost.

Quickpunch Issues
» Quickpunch Not Enabled
+» Verify Quickpunch is attached at the clock:

+ Swipe the “M” badge

= Hit more “4” times

%+ Select “Biometric Report”
= “attached: true” indicates the clock has identified the Quickpunch device
= “attached.: false” indicates the clock does not recognize the Quickpunch device

» Error 06-4 Invalid Function for this employee — This is a Data Validation Error

= Verify Employees are assigned to Timeclock Group
= Verify Timeclock is assigned to a Timeclock Group

% At the Timeclock, run a ‘Non-Enrolled Emps’ report within Maintenance Mode.
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=  Swipe “M” badge

= Hit more “5” times

= Select “Non-Enrolled Emps”

= Confirm that the employee in questions has been downloaded to the clock

o If the employee is not on the list of un-enrolled employees; confirm
that the employee was added to a timeclock group where the
timeclock is assigned.

o From within the HTC Activities Scheduler, create a ‘one-time’
command to ‘Download Employee Data’ for the Timeclock/s in
question.

Unknown Employee message

» Verify Employees are assigned to Timeclock Group
» Verify Timeclock is assigned to a Timeclock Group

> Verify badge nubmer is 9 digits (contains leading zeros) People — Employment — Time
Position info

Registration Process

>

YV V V V

Certificate Download — Certificate must be sent from ADP’s Server to the clock for
registration

Synchronizing Date & Time — Date & Time gets updated during this process
Employee Schedules — Employee Schedules are downloaded
Initialization — Timeclock configuration is downloaded with employee information

Validation Data — Assigned employees, LCF, Hours & Earnings Codes, Accrual
Balances, Bio Templates

Download Timeclock Configuration — Downloads Timeclock Profile Settings



Troubleshooting Hosted 4500 Timeclocks

Timeclock Activity Statuses

The Timeclock Landing page and Timeclock Details page will provide you with a Status of the defined
Timeclocks

. o Information icon - Timeclock is added but not Registered

. 0 Green Icon — Timeclock is Registered with no errors

. A Amber Icon - Registered Timeclocks that have some errors with downloads or uploads
o @ Red Error Icon = Comm error, Did not receive NetCheck from the clock in over 2hrs

How to schedule a manual update/activity to a clock

To do an manual activity to a clock go to Setup — TA — Timeclock Configuration — click on
Activity Scheduler upper right corner

TimeClocks

Timeclocks Configurs Downloads | Activity Scheduler [fimeclock Profilez  Timeclock Import Detai

[+]

Search In:  All Columns w For:

15 Found

Status w Deswiption (10} Madel Profile Last Upload Last Activity Actia

AVONDALE (AVONDALE) 4500 EST Quick Punch 3/20/2014 6:48 PM EST

GLENVIEWRESERVE (CLENVIEWRESERVE) 4500 CST Quick Punch 3/19/2014 4:07 PM CST

®0e

MAGNOLIACLENZ {MAGNOUAGLEN2) 4500 CST Quick Punch 3/20/2014 8:19 AM CST
SAVOYSOQUARE (SAVOYSQUARE) 4500 EST Quick Punch 3/20/2014 6:16 PM EST
WYNTONPOINTE (WYNTONPOINTEY 4500 CST Quick Punch 3/13/2014 11:20 AM CST
MILANARESERVE (MILANARESERVE) 4500 EST Quick Punch

AVERYPLACE (AVERYPLACE) 4500 EST Quick Punch 3/3172014 4:01 PM EST 373172014 443 PM EST
DEERFIELDGLEN (DEERFIELDGLEN) 4500 CST Quick Punch 343172014 3:21 PM CST 373172014 3:48 PM CST

DRANDFPALMS (GRANDPALMS) 4500 EST Quick Punch 3/31/2014 4:01 PM EST 373172014 4:48 PM EST

cooOCOQOOOOO

O0o0O0@GO0B

FOUNTAINS] (FOUNTAINST} 4500 EST Quick Punch 3/31/2014 1:19 PM EST 373172014 4:47 PM EST

» Initialize Timeclock — Timeclock configuration is downloaded with employee
information

4 Clickon © and key in and ID and description and command is Initialize
timeclock

<4 The click on selected timeclocks and use the & to pick the appropriate
timeclock

= Then click on Submit on the bottom of page.
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You are here: Timeclocks = Activities = Activity Scheduler

Activity Scheduler

() All Timedocks
(@ Selected Timediocks
() Selected Timedlock Groups

AVERYPLACE (AVERYFLACE =

-

K submit ) Cancal

Init clock name
Init clock name

[«

| Initializa Timaclock [ v

L+
o

@ Delete

Frequency
All schedules are based on Timedock’s profile time zone.

When: OneTime

Date: zzi2ms |
Time: 457 PM O]

» Download Timeclock Configuration — Downloads Timeclock Profile Settings

4+ Clickon © andkey in and ID and description and command is Download
timeclock Configuration.

<+ The click on selected timeclocks and use the & to pick the appropriate

timeclock

= Then click on Submit on the bottom of page.
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You are here: Timeclocks = Activities > Activity Scheduler

Activity 5cheduler

1 All Timedodks
(# Selected Timedodks
) Selected Timedodk Groups

AVERYFLACE (AVERYFLACE = 0

H submit € cancal

| config clodk name

| config clodk name

i

| Download Timeclock Configuration v

Frequency
All schedules are based on Timedodk's profile time zone_

When: | OneTime

Date: 3212014 )
=

Time: 501 PM &

@ Deleta

For either activity scheduled you would then view activity of the clock to confirm they are
completed after a period of time, then see if the reason you scheduled the communications
clears up the issue at the timeclock.
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Telnet with the hosted 4500 timeclock

The 3 Commands below are usually all you will need to troubleshoot a Hosted Time Clock Issue.
They can be used to verify the Client has keyed the correct information in the clock and port 443 is open to ADP.

These commands are “Telnet” commands that are launched from a Command Prompt window(Dos Prompt
You will need to know the Static IP address assigned by the client for the Hosted Time Clock. You will also need to Bomgar into a PC on
the same network as the Time Clock.

Port 443 outbound only, not bi-directionally, is the only required port based on the product requirements card.
You will want to test both the “Registration Addresses” and the “Production Addresses” to see if you have access to get through to ADP on port 443
There are 4 addresses but each client will use only one set of addresses.

For example, if in the setup instructions for the clock, the IP address is 170.146.48.126 then the corresponding “Production Address” will be
170.146.48.125 and you should test these 2 addresses as seen below.

Also, for example, if in the setup Instructions for the clock, the IP address is 170.146.48.104 then the corresponding “Production Address” will be
170.146.48.103 and you should test these 2 addresses as seen below.

Setup & Registration 170.146.48.126
170.146.235.104

Production use 170.146.48.125
170.146.235.103

Testing to see if port 443 is open to ADP from that PC. The PC and the clock should be on the same network for this test
Click on the start menu type in ‘cmd’ in the search field and hit enter and you will get to a dos prompt.

At the dos prompt type  telnet 170.146.48.126 443

Chtelnet 170.146.48.126 443 this will tell you if you can hit ADP's registration IP/server via the 443 port

Note: do this test for all Registration and Production ADP IP Addresses (4).

BN crd - Shortcut

icrosoft Window Ue on I B.68621
opyright <(c)> 2086 Mi zoft’ Corporation. A1l rights reserwved.

ssWindows~\Systemd2>telnet 1YH.146.48.126 443

If the port is open then a similar window below will appear. This verifies port 443 is open to ADP. There will usually be nothing in the window as it is
waiting for you to enter a command. You can click the X at the top right corner or use another method to close the window.

G Telnet 170,146.46.126 ol =]

i
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If the port is not open you will see a window that looks something like the one below. I the connection fails then, most likely the the client has a
firewall / routing rule that is blocking the traffic on port 443. The clients IT staff will need to address this firewall/routing issue.

E crnd - Shortcut Ol
icrosoft Windows [Uersion 6.8.68621
Copyright {e> 2006 Mi oft Corporation. ALl wigh reserved.

sSHndows® 68.1.222 443

ys
Connecting To (8 .1.2 1ld not open connection to the host. on port 443: Connect failed

[BlC:~Windowus Systend2>

The next 2 commands are used after logging into the Time Clock with Telnet.
Below is how you log into the Time Clock using Telnet.

Telnet xooc000000000 (this is the Static IP Address assigned by the client and keyed into the clock. This is the clocks' IP address

N cmd - Shorteut s i [=1 |

icrosoft Windows [Uersion 6.0.6002]1
Copyright Ccd B6 Microsoft Corporation. ALl rights reserved.
SS\UWindows\Systen3d2>telnet 192.168.1.222

192.168.1.222 is an example of the Static IP
address assigned by the client.

[ZX Telnet 192.166.1.222

s login: Superlser

Login SuperUser (case sensitive)
Password 2323098716

devConfigShow is used to display various clock specific information for instance bar codes enabled

After telneting into the Hosted Time Clock

Type “devConfigShow” (case senstitive) at the telnet prompt.
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B Telnet 162,168,123 o

lorks login: Superl
word:

> dewConf igShowu_

There will be a lot of information displayed. Some of the more useful information is
documented below:

B Telnet 192,166,1.222 =1E]

orks login: Superlser
Password:

- > devCo gShow
Conf igur
H
Pri - AryServerPort - Primary Server IF, Instance Id, and port configured
] 1

AutoDataCo

oglploadOn0f
lo i

As you scroll down the list you will see
the IP ,Gateway, Subnet and DevicelD the
Client has keyed into the eleck . The IP, Gateway and Subnet
is the Static information the client has supplied

t pUname perlser’
tpPassword ag871ie"

Note: the subnet is displayed in Hex
o0
each 2 characters indicate an octet.
ple HEFAAO0 indi 255.255.255.0

Yyou can use the caleulator on your laptop in Programmer view or other type
conversion utility to convert Hex to Decimal or ask the clients IT for
assistance if needed

defaultPolicyShow is used to show timeclock values and configuration. For instance password, primary server IP, and other
communication settings

Type defaultPolicyShow (case sensitive) at the telnet prompt
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N Telnet 192.168.1.222

login: Superllser

—» defaultPolicyShow_

[EA Telnet 192.168.1.222

x
orks login: Superlser ;|
ord: 1

defaultPolicyShow

2
170.146.48.125
y § T 443
rord Encrypted NJI2HjY i . i . ;
sord ll)zim-ypb-_-.d ’ Displayed with this command are various settings such as:
. Primary Server IF

Primary Sever Port
Instance Id

( Password
Download Retry Times
Download Retry Interval . . . .
u%}g g-:.try '{imcs 1 : 4 Most of the settings from ezLaborManger are displayed with this command
etry n rya H
c.{ uncollected ]-‘lFf)‘l

5 Also are the ber of llected p hes (N of llected FIFO)
stration Status E??istcrad number of uncollected Templates

Auto Leg Upload number of unenrofled employees

lue = I9CABCRA = Bl EBBaal And if the clock has Registered with ezLabor Manger or not (Registration
Status)
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Telnet not recognized

TelNet
If try to use Telnet and not recognized do the following:

Control Panel

Programs & Features

On left side Turn Weindows Features On/Off

Scroll Down to Telnet Client and check box next to it

will take a couple minutes to do setup

Bvmmr =

Turn Windiceas f=abures an oroff L

T turm w Tesbaurs an, sHhect i chieck Boa Ta bam o faatare off, charfs
EESCE boce & Bl RE o mEsT E T cnly poat of tha Pestons i bumied on.

L P ilmtme
m [T Srepde Rehasel Munagerce ri Paricool [SMKF)
71 Srple TEMP derace fie. b, dnfime el
[ |, TabhtPC Cornparsnk:
ik
[T Tkt Sver
[ CEPERT T I,:I"' FIP (lire
[#] ji ‘Wmedosn Qugigut Plitizire
w1 " vt Priospesi St Lion Serdie
[#] 4 Wrricsn Saush
[T 4 wed g TIFF it
Irakadl & grogram dram Hee Il & 3I5 Barwiens
Lt
[ ox || carcal

Wty el o pelates
B Tam Wireews TRMGHES 00 oF
P
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How to get the error log

Timeclock username is SuperUser,
the password is 2323098716

Open CMD.exe
Enter the following...

>ftp key in clock IP address
User: Enter Username
Password: Enter password
ftp> cd “/flashO/errlog/”
ftp> dir

ftp> hash

ftp> bin

ftp> hash

ftp> get “error.log”

ftp> quit

Here is screenshot of how it will
look

EX Administrator: Cwindows\system32cmd.exe | = ” =] |@

C:vUserssPurpS>ftp 160.9.08.37
Connected to 10.9.8.37.
228 Tornado—vuxlorks (UxWorks5.5.1> FIP server ready
User (18.2.8.37:<(none>>: Superlser
331 Password required
Password:
238 User logged in
ftp> cd “"/flashB/errlog/"
258 Changed directory to "/flashf- errlog"
ftp> dir
208 Port set okay
158 Opening BINARY mode data connection
Ay wxruKrex 1 Superlser WS 8192 Aug 13 19:45 .
i e uncrueru 1 Superllser urs 8192 Jan 17 18:2% _.
—P UL i Superlser urs 19348 Feb 81 21:46 error.log
226 Transfer complete
ftp: 201 bhytes received in B_B18econds 15_46Khytes/sec.
ftp> haszh
Hash mark printing On ftp: (2848 bytes~shash mark) .
fFtp> bhin
200 Type zet to I. hinary mode
ftp> hash
Hash mark printing Off .
ftp> get "error.log"
200 Port set okay
158 Opening BINARY mode data connection
226 Transfer complete
ftp: 19348 bytes received in B.225econds 88.31Kbytes sec.
ftp> guit
..see you later
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Subnet Mask Conversion

When using the TELNET command devConfigShow at a 4500 series time clock, the subnet
mask that is programmed in the clock is returned as a hexadecimal value.

In this example, you can see the subnet mask is reported as a value of "ff000000". This
translates to a dotted decimal value of 255.0.0.0

Telnet 10.1.10.240 - oS

KBiometrics grabTimeout="6" enrollmentThreshold="3808" firmuwarelVersion="K9.07.1_CPN
6712D AS5.608_C6712D"/>

Security secureMode="no'/>
KGratuitousArp period="0" delay=""50"/>
<nvParams

ocotDev=""tffs"
5 lootFile="/f}éﬁh@/os/uxworksz415"

By on on Ao o =42
eSS Chiianc ™ -

ipAddr="10.1.10.240"
subnetMask="f f B668000"’

igateway="108.1.168.1"
evicela-"888181"
thernetSpeed="auto"
uplex="auto"
utoNegotiate=""on"
ootBuildNbr="5839"
tpUname="SuperlUser"

e t pPassword="2323098716"

asicAuth="no"
i hcp="no"’

hcpLeaseTime="-1"
thostServerIP=""127.6.0.4"
ikeypad="telephone"’
ModenmId="""

odemFirmnuvare =

v

Please use this chart to convert between bitmasks, dotted decimal, and hexadecimal
representations of the subnet mask.
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Bitmask

(Bits) Dulled Decinal  Hexadecimal
0 0.0.0.0 00000000
M 128.0.0.0 80000000
/2 192.0.0.0 c0000000
3 224.0.0.0 e0000000
i anonnn flinnonnnn
/0 240.0.0.0 fo0o0ooa
/6 252.0.0.0 fe000000
I 254.0.0.0 teJ00OO0
/8 255.0.0.0 ff000000
Ik 255128.0.0 fa00000
M0 25519200 fic00000
M1 AR 2241010 00000
M2 255.240.0.0 froo0a0
M3 255.245.0.0 ffa0000
M4 255.252.0.0 fific0000
Ma 26525400 ffe0000
L 205.255.0.0 firoooo
nr 255.255128.0 fife000
Ma 2552551920 fiffc000
Mna 265 255 2240 fife000

120 2585255 240.0 fiF000
21 2585 255 248.0) fifffa00
123 265 2R JE2 1) ffff=00
123 255255 2540 fifffe00
24 255,255 2550 i)
25 255.255 2551285 i1l
126 255.255 2551592 fiftc
27 255.255.255.224 fiffted
128 255.255 255 240 i
29 255 255 255 248 i
130 255 255 255 252 fifftfc
3 255 255 255 254 fifffie
132 255 255 255 255 Lilijiti




