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EXECUTIVE SUMMARY 
Analyst Name: Eran Yosef 

The Cynet CyOps team had encountered a vastly used technique called “Squiblydoo,” this 

technique is designed to bypass security products by utilizing legitimate and known applications 

or files (i.e. Lolbins) that are built into the operating system by default. 

In other words, “Squiblydoo” provides a way for an unapproved script to run on a machine that 

is setup to allow only approved scripts to run. “Squiblydoo” allows a user with normal privileges 

to download and execute a script which is stored on a remote server. “Squiblydoo” describes a 

specific usage of regsvr32.dll [LOLbin] to load a COM scriptlet directly from the internet and 

execute it in a way that bypasses security protections. 

 

Cynet 360 is protecting your assets against this attack. 

  

Regsvr32.exe

[ LOLBin ]
•Utilization of Regsvr32.exe in order to download a malicious XML/JS 

from a command and control server.

scrobj.dll •The DLL that facilitate the execution of script/payload

XML/JS that 
contain 

malicious code.

•The malicious payload that aims to 
execute an attack (spyware, trojan, 
coinminer, etc.)
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CYNET DETECTION AND PREVENTION 
Cynet triggered an alert when we used the “Squiblydoo” technique in our lab environment: 

 

 

 

 

 

An alert regarding “Malicious process command” was triggered with respect to the use of 

Regsvr32.exe in order to download a malicious payload:  

 

The rules that triggered were: 

MC_Rule69_regsvr32_URL – the rule indicates and triggers an alert every time that 

Regsvr32.exe running in a certain way with HTTP request. this rule triggers alert with severity 

high. 

MC_Rule70_regsvr32_scrobj - the rule indicates and triggers an alert every time that 

Regsvr32.exe is running with scrobj.dll. This rule triggers alert with severity medium. 
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TECHNIQUE DESCRIPTION 

Our analysis began with executing the command. 

In order to demonstrate the usages of this technique, we have wrote an xml file which contains 

XML code that will pop up calc.exe: 

 

We executed the following command (which triggered the Malicious Process Command alert): 

"C:\Windows\System32\regsvr32.exe "regsvr32.exe /s /n /u /i: "E.xml" scrobj.dll 

Note that the command used the following arguments: “/s, /n, /u and /i“ in order to use 

unregister method and silently without displaying any messages: 

“/s” –  Silent, do not display any dialogue boxes. 

“/U” – Unregister Server by calling DLLUnRegisterServer. 

“/N /I”  - Call DllInstall to install the DLL, but do not call DllRegisterServer. 

The purpose of this command is to use regsvr32.exe which is a command-line utility in Microsoft 

Windows for registering and unregistering DLLs and ActiveX controls in the operating system 

Registry. 
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Also, regsvr32.exe is known as a LOLbin, which is a binary supplied by the operating system that 

is normally used for legitimate purposes but can also be abused by malicious actors. Several 

default system binaries have unexpected side effects, which may allow attackers to hide their 

post-exploitation activities, such as we demonstrated above with the regsvr32.exe. 

This technique allows malicious actors to download from a command and control server any 

script that contain malicious code. The use of scrobj.dll is for executing the malicious script on 

the infected machine straight from a .txt or .xml file. 

After executing the command, the scrobj.dll successfully extracted the code from the XML and 

launched the “Calc.exe”: 
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ATTACK FLOW 

Cynet has identified this technique at several of our protected environments. See below for a full 

investigation report about this activity. 

 

PowerShell Malicious Command: 

This technique was detected by a malicious Powershell command executed from CMD.exe with 

the following parameters:  

 

 

 

 

 

 

 

 

 

The use of “squiblydoo” technique aimed at bypassing security products and protections and 

download multiple .txt files from multiple C&C servers. 
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The rule that triggered the alert was – “PS_Rule12_IEX_WebRequest” which aims to detect any 

PowerShell command that is running with the following arguments:  download (File/String), and 

Invoke-Expression (IEX). 

Once we executed the command in Cynet labs:  

 

 

CMD.exe then spawned PowerShell.exe process: 

 

  

Thereafter, PowerShell established a connection to the C&C server, in order to download the .txt 

and.xml files: 
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We have investigated the packets by using “Wireshark” and identified all the file that has been 

downloaded: 

• Kill.txt –  

 

 

 

• Power.txt – html file 



 8 

 

 

• Uninstall.txt  
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• WMI.txt 

All the above .txt files contain malicious code with instructions: 

• Removes windows Security events and runs several other PowerShell 
Modules 

• Attempts to kill and remove all AV services from the host and create the 
attack persistency to re-initiate on Windows startup. 

• Script that will download several malicious payloads and initiate them.  
 

In our case we are able to conclude that they are all from the same family of malware: 

“CoinMiners”. these payloads will run in the background [without user interaction] mine 

cryptocurrency and transmit the profits to the attacker.  
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The payload was downloaded to: 

  

And its name is – “Lsma12.exe” 

Windows defender also identified this as a malicious file: 
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49 AV engine detected this file as a CoinMiner: 

 

They create persistency in the following registry key: 

• Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run 

• Computer\HKEY_CURRENT_USER\Software\Microsoft\ 
WindowsNT\CurrentVersion\Winlogon 

Sha256 - b942960f1b5ead6933f527b95e87cfc994ddaffc910dca727f56b04706161544 
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RECOMMENDATIONS:  

• Delete all malicious files indicated in the command itself (especially all 
JavaScript, suspicious .txt files, XML and/or VBS files). 
 

• Use Cynet built-in remediation options to delete the file and prevent f it from 
spreading over the network. 
 

• Block traffic to malicious Domain\IP.  
 

• Use Cynet built-in remediation option to disconnect the HOST from the 
network.  
 

• Investigate incident according to organizations policy. 

 

CONTACT CYNET CYOPS 

(CYNET SECURITY OPERATIONS CENTER) 

The Cynet CyOps  is available to clients for any issues 24/7, questions or comments related to 

Cynet 360. For additional information, you may contact us directly at: 

Phone (US): +1-347-474-0048 

Phone (EU): +44-203-290-9051 

Phone (IL):  +972-72-336-9736 

CyOps Email: soc@cynet.com  
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