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SYNOPSIS
This paper is intended to give a technical
overview of GuardKnox’s Service-Oriented
Architecture (SOA) and how this patented
methodology, with its hardware and software
implementation, can serve the next-generation
of connected and autonomous vehicles.
The paradigm shift in consumer behavior
seen throughout the 2010s was defined by
the reliance on constant connectivity and
immediate gratification. As consumers continue
this trend, OEMs and Tier 1 suppliers are creating
new in-vehicle technological features to
enhance the driver and passenger experience.
This shift moves a crucial element of car and
electronic design away from the traditional
expertise of OEMs and Tier 1s in mechanical
engineering and designing - to integrating
hardware and software for delivering advanced
features and functionality defining the next
generation of in-vehicle experience.
The Cybertech Tier bridges the technological
gap and offers the automotive supply chain
the expertise for consolidating hardware and
software components into integrated products
and virtualizing computing systems. Design
using advanced communication and highspeed Ethernet backbones deliver flexible,
cost-effective, and secure solutions that pave
the way for personalized in-vehicle experience
demanded by drivers in this new era of mobility.
The paper opens with the origins of
Service-Oriented Architecture (SOA) and
the challenge posed by the multiplicity of
vehicle computer networks and increased
complexity of automotive software that cause
millions of vehicles to be recalled each year.
GuardKnox’s patented approach for using the
SOA methodology to utilize any ECU, Domain
Controller or Gateway as a platform on which
Tier 1 vendors and OEMs develop their services
is introduced. The paper then explains how
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partitioning of the SOA concept works to
enable the reuse of code, precisely allocate
resources, and reduce cyber risks. The paper
then touches upon GuardKnox’s patented
three-layer Communication Lockdown™
methodology and concludes with a look at
how GuardKnox’s SOA centralizes security
for all vehicle applications, improves and
simplifies interaction between ECUs,
increases reliability and safety, and enables
new revenues from app stores and add-ons.

F

Fast updates & software
customizations

A

Application-oriented
platforms, consolidated
hardware with virtualizations

S

Secure by design

T

Turbo speed of computing

E

Ethernet expertise & available
solutions

R

Resilience and safety enhanced
by next-gen software &
hardware architecture

CREATING A SERVICE-ORIENTED ARCHITECTURE FOR CONNECTED & AUTONOMOUS VEHICLES

THE ORIGINS OF SERVICE-ORIENTED
ARCHITECTURE
Service-Oriented Architecture is an IT design philosophy that was developed in the late
1990s. It offered a solution for coping with the massive amounts of unwieldy code that
needed to be processed during the migration of business applications to the Internet.
Applications were broken down into specific functional components or “services” so
that they could be remotely accessed and updated independently of the vendors that
implemented them or the clients that used them.
Today’s connected vehicles face a similar challenge. With a modern vehicle on average
containing 100 million lines of code spread across nearly 150 ECUs on 7 customized
networks, mobile computing systems are stretched to their limits. All of this complexity
comes at a high cost: software issues in 2018 required the recall of millions of vehicles and
cost the car industry over $17 billion.
Today’s ECU design cannot be scaled to enable quick software updates (or over-the-air
updating capabilities) that will reduce the cost of software recalls. In the coming years, the
process of updating and integrating computer code in vehicles will become completely
unmanageable. Autonomous or partially autonomous cars (Levels 4 and 5) will require an
additional 200 million lines of code to handle vehicle-to-vehicle communication, vehicleto-infrastructure communication, and new customizations or usability-related features.
The only option for the mobile computing industry is to adopt a Service-Oriented
Architecture (SOA) methodology so that common system functions are formed into
discrete, reusable “services” or standalone code components.

THIS WILL ENABLE OEMS AND TIER 1 PROVIDERS TO:
• Eliminate thousands of lines of redundant code
• Speed up software creation, integration and testing
• Enable the secure exchange of services
• Improve vehicle cybersecurity
• Standardize computing platforms and reduce vehicle costs
• Allow for reuse of well tested and field proven software components
• Ease safety certification
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TECHNOLOGY REQUIREMENTS FOR
IMPLEMENTING SOA
A completely new approach is required in which any ECU, Domain Controller or Gateway
becomes a platform or repository on which Tier 1 vendors and OEMs develop their services
using standardized protocols that facilitate communications and enable easy data transfer,
irrespective of the underlying hardware, topology and protocols that are used to create
the services. This will ease integration, make it significantly less labor-intensive, and nearly
eliminate the development risks and software errors associated with the fragmented
approach of today’s vehicles.
The backbone ECU, or vehicle computer platform, should be designed for real-time
performance and high robustness to handle the variety of services designed by OEMs,
Tier 1 and third-party vendors. The ECU should also offer the requisite levels of safety and
performance required to support services used by the drivetrain, accessories, keyless
entry, instrumentation, infotainment and Advanced Driver Assistance System (ADAS). This
approach can offer scalability for the continuously changing needs of individual existing
services as well as offer the capacity to easily add new functionality and customization.
Another advantage of SOA is that it allows for built-in security (such as seamless encryption)
& application containment so that they can be monitored and not able to destabilize the
entire system.

!
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GUARDKNOX’S PATENTED
APPROACH TO SOA
GuardKnox has pioneered a patented approach for vehicle networks that uses the SOA
methodology to enable any ECU, Domain Controller or Gateway to serve as a vehicle-wide
computing platform. By integrating SOA capabilities into ECUs, GuardKnox can maximize
the functionality, security and safety of connected and autonomous vehicles while lowering
the complexity of developing software and services that customize vehicles and generate
new revenue streams for OEMs and third-parties.

FLEXIBLE SOA IMPLEMENTATION
The GuardKnox Platform has a wide offering of products that can be easily implemented
alongside a vehicle-based Service Oriented Architecture
• Vehicle Server ECU
• Domain Controller / Gateway Domain Controller
• Zonal Gateway
• Secure Service-Oriented Architecture (SOA) Modular Stack
• Aftermarket Add-On Tailored Solution
• Built to Spec Solution

GUARDKNOX’S SOA PATENTS
At GuardKnox, we are proud that our expertise in E/E Architecture and
automotive cybersecurity has led to many international patents in the USA, EU,
Japan and China, including:
• Patent #10,055,260: Service-Oriented Architecture (SOA) for vehicle ECUs,
including Secure SOA and efficient implementation of in-vehicle SOA
• Patent # 10,191,777: Distributed SOA to enable services not solely related to a
single ECU within a vehicle
• Patent # 10,776,169: Centralized services ECU based on Service- Oriented
Architecture and methods of use thereof
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ENHANCED SAFETY AND PERFORMANCE WITH PARTITIONS AND
ACCESS CONTROL
The GuardKnox SOA Platform provides a real-time safe and secure environment for the
operation of multiple services within a client-server framework. The use of partitions isolates
each discrete service component in order to:
• Precisely allocate computing resources as needed
• Guarantee a predetermined level of service and performance for each application
• Reduce cyber risks by separating safety-critical clients/networks from non-safetycritical clients/networks
• Integrate generic service API over legacy interfaces
• Easily add or modify services via over-the-air (OTA) software updates
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Each virtual partition can host an Operating System (OS) by utilizing a hypervisor.
Applications are bound to resource allocation and access permissions and thus cannot
modify the underlying OS or configuration parameters. This prevents unauthorized
access to other areas within the vehicle network and greatly limits the potential for
putting the vehicle at risk. By using different partitions, the GuardKnox Service-Oriented
Architecture can consolidate functionality, optimize the use of computing resources
and simplify the integration of third-party applications and services.
The use of whitelist access control ensures that individual services receive only their
predefined sub-services and can be enhanced by hardware modules that accelerate
some of the core functionality and security capabilities of the GuardKnox ServiceOriented Architecture such as the Hardware Security Module (HSM), the Trusted Platform
Module (TPM) module or a cryptographic coprocessor without making any changes to
the services themselves.

A SPECIAL PARTITION FOR CYBERSECURITY
The GuardKnox SOA Platform also includes a special security partition (top
left in the above software stack graphic) that implements the functionality
of the GuardKnox Communication Lockdown™ mechanism or any security
mechanism chosen by the OEM or Tier 1. This partition acts as a safeguard
to secure the entire vehicular computer network. While other partitions can
access virtual interfaces to the various vehicular busses, all data transfers are
forced through this partition for inspection. The role of the Communication
Lockdown™ mechanism is discussed at greater length in the next section.
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THE ROLE OF COMMUNICATION LOCKDOWN™
In addition to simplifying the vehicle’s
computing architecture, a unique feature of
the GuardKnox SOA Platform is its patented
Communication Lockdown™ approach for
providing holistic vehicle cybersecurity. Using
the vehicle’s communications matrix and OEM’s
specifications of the vehicle, GuardKnox builds a
state machine that is used to inspect activity on
three layers:
• ROUTING LAYER - erifying that messages
originate on the appropriate network or
sub-segment
• CONTENT LAYER - verifying that message
content is permissible down to the bit level
• CONTEXTUAL LAYER - verifying that each
message is legitimate within the context of
the vehicle’s specific functional state (e.g.,
opening the sunroof at 100 km/h (54 mi/h))

The three layers of inspection ensure that if the external
vehicle network is compromised by a message from
the vehicle’s external connectivity, the internal vehicle
network remains fully protected from the propagation
of malicious activity.
The Communication Lockdown™ methodology is
completely agnostic to all types of known, unknown
and future cyber attacks since the proper behavior of
all messages has been fully modeled by the GuardKnox
communications schema and certified by the OEM.
This also enables the GuardKnox solution to become
fully autonomous after installation and to operate
deterministically without the need for frequent software
or firmware updates— unlike traditional Intrusion
Detection/Intrusion Prevention Systems (IDS/IPS) or
firewalls.
If the OEM changes the vehicle’s Technical Specifications
or its configuration, a new Communication Lockdown™
schema can be generated, certified and installed via
secure OTA update or via a wired connection (such as
the standardized OBD-II port).

COMMUNICATION SCHEMA LAYERS

Communication Schema Layers

Verify Message Routing
Approved

Approved
Communication
Conﬁguration

Verify Message Content on Bit Level
Approved

Verify Message Context
Approved
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THE BENEFITS OF THE GUARDKNOX
SOA APPROACH
CENTRALIZED REUSABLE SERVICES
The GuardKnox Service-Oriented Architecture uses a central repository of software services
that can be accessed by a variety of subsystems. These services or software models include
but are not limited to:
ENCRYPTION such as symmetric cryptography services (e.g. AES, DES), asymmetric
cryptography services (e.g. RSA, ECC), certificate storage and key management.
OTA (OVER-THE-AIR) UPDATE MANAGEMENT of software and firmware update services
for multiple ECUs, OTA package delivery, authentication and external ECU flashing
HEALTH MONITORING such as starting, stopping and restarting services as needed

By implementing these functions as SOA services rather than separate
applications, GuardKnox enables Tier 1 suppliers to more efficiently and
rapidly develop their products and services.
In addition, OEMs need to perform a single testing and integration process
that is considerably less expensive.
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SERVICES FROM MULTIPLE DEVICES TO OTHER ECUS
The Service-Oriented Architecture enables the improved delivery of services from
local devices to multiple ECUs within the vehicle. These include signals to the vehicle
instrumentation or messaging system, accepting inputs from the touch screen to
various vehicle systems, transmitting location-related data from the GPS/navigation
system, displaying alerts, warnings and failure messages, as well as resetting alerts and
warnings.
Implementing these functions as SOA services simplifies and improves the humanmachine interface (HMI) and the overall driver experience, enables more flexibility in
implementing changes to vehicle functionality, and prioritizes access of resources for
car subsystems.

FLEXIBLE DELIVERY OF CRITICAL VEHICLE-WIDE SERVICES
The architecture of the GuardKnox SOA Platform allows the flexible delivery of critical
services with system-wide significance, such as the Communication Lockdown™
mechanism. Other critical services could include a centralized firewall, IDS/IPS, etc.
Implementing these functions as SOA services eases the process of changing these
services or adding new ones— and dramatically eases the debug and testing process.

IMPROVED VEHICLE RELIABILITY & SAFETY
The GuardKnox Service-Oriented Architecture improves vehicle safety and reliability by
having common functionality, implemented, tested and certified only once.
The SOA approach eases the ISO certification for functional safety of electrical
systems (ISO 26262), cyber security (ISO15408) and architectural design (ISO 21434).
The separation between the modules in the SOA design enables an entire ECU to be
certified for safety from design and planning phases all the way through production
and post production.

ZERO DEFECTS CULTURE
GuardKnox is an ISO 9001 Certified company committed to the
highest level of quality surpassing industry standards and regulations.
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SOA’S PARTNER IN CRIME: ZONAL E/E
ARCHITECTURE
Zonal E/E Architecture introduces two new device classes, the Vehicle Server and the Zonal Gateway,
that reduce the number of physical ECUs enabling the use of Ethernet and a variety of flexible or hybrid
topologies. As the industry shifts to a software-defined and service-oriented vehicle, functionality as a
service becomes available as an offering. Scaling up functionality is key to keeping the new generation of
customers (and therefore automakers) happy. Originally adoptedn the computer industry.

It is built around 4 principles:

01.

HW Consolidation - Creating multipurpose ECUs that will provide improved
functionality than many separate ECUs
used today for each function

03.

Ethernet Backbone - Bandwidth and
capacity will be greatly improved when
moving to an Ethernet system and cars
will also provide improved performance,
functionality, security and maintainability
which are all “built in” when adopting
Ethernet

Optimization - Together with
02. Wiring
consolidated ECUs, new topologies for

04.

Software-Driven SOA - An evolved
modular software architecture can
accommodate the needed flexibility,
security and agility for the new softwaredefined cars

vehicle network communications will
reduce the cabling length, weight, and
cost to just a fraction of the current needs

DECOUPLING FUNCTIONALITY FROM HARDWARE
Zonal E/E Architecture completely decouples functionality from physical hardware. In zonal, the
computational elements are no longer treated or bound to any physical location, form or constraints, but
are treated as a pool of resources ready to be distributed to tasks strictly or on-demand.
In this architecture, the options are virtually unlimited. Functionality is no longer bound to the vehicle,
it can be executed on a remote cloud server, similar to the way smartphone ecosystems function today.
Therefore, this further reduces on-board computational resources, even eliminating some entirely.
Using Zonal E/E Architecture, the OEM can partition and allocate resources from existing computational
elements according to the functionality needed. Furthermore, dynamic in nature, the OEM may change
priorities and decide to distribute such resources differently at any stage of the vehicle’s lifecycle.
For example, as of today, every time an ECU has an ASIL-D functionality requirement, the supplier, in most
cases, adds an ASIL-D capable SoC. With this new approach, there is an option for consolidation of the
many ECU dedicated devices distributed all around the network. There will be a central high-performance
ASIL-D capable server that will host all of the ASIL-D functionality, greatly reducing the number of
microcontrollers onboard and simplifying hardware design.
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AT LAST, HARDWARE AND SOFTWARE MODULARITY
Zonal E/E and Service-Oriented Architecture together can provide hardware and software
modularity for automotive manufacturers. OEMs will be able to:
• Support Plug & Play ECUs with ease
• Provide a software functionality catalogue (OEM factory “app store”)
• Replace existing setups with interchangeable parts
• Rely on increased supply chain resilience.
But it doesn’t end there. When paired with the ultra-fast Ethernet backbone, this
architecture allows connecting and/or disconnecting devices in real time to existing ECUs
without a system restart, advanced capabilities for secure over-the-air updates and a huge
decrease in onsite maintenance and vehicle downtime.

NEW REVENUES FROM APP STORES & ADD-ONS
Just as the app store concept revolutionized the mobile phone market user experience
and generated new revenues, so too the automotive app store market is revolutionizing
the car market, improving driver experience and creating vast new potential sources of
revenues for OEMs and Tier 1 vendors.
Automotive app stores are already a reality. OEMs such as Porsche, BMW and Volvo have
their own app stores or distribute apps through Google and Apple. While Tesla seeks to
retain control of its apps and services and has not shared a public SDK, an aftermarket
Tesla app store has been launched.
Together, all of these initiatives are turning drivers into subscribers who seek to continually
enhance their driving experience. With customizable apps for navigation, infotainment,
telematics. and roadside assistance, OEMs and Tier 1 vendors are continuing to develop
apps to further customize the driving experience, including customized vehicle handling
(braking, acceleration, suspension, steering) for driving in different road or weather
conditions, or to reflect the needs of different drivers or owners.

GUARDKNOX’S SOA PATENTS
The GuardKnox Service-Oriented Architecture can serve as a key enabler
for integrating the capability to:
• Offer a centralized repository of functionality that accelerates and eases
the creation of applications
• Manage and secures application installation and updates
• Protect the vehicle and other vehicle applications from unauthorized
access or manipulation
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CONCLUSION
GuardKnox’s Service-Oriented Architecture brings a new paradigm to the connected and
autonomous vehicles and provides a highly flexible and extensible platform that will:
• Provide a centralized security services for other applications
• Simplify vehicle networks and eliminate duplication of software components and
libraries
• Reduce the costs of physical hardware due to consolidation and functionality offloading
• Accelerate the time-to-market for new vehicle platforms and services/apps
• Reduce vehicle recalls due to software and integration issues
• Create new revenue streams for OEMs and Tier 1s through continuous driver
customizations
In short, GuardKnox’s Service-Oriented Architecture will enable OEM and Tier 1 vendors to do
more with less while enabling the next-generation of connected and autonomous vehicles.

ABOUT GUARDKNOX
THE CYBERTECH TIER
GuardKnox is the automotive industry’s first Cybertech Tier supplier that gives OEMs,
Tier 1 suppliers, and the aftermarket the freedom to evolve. GuardKnox offers the knowhow, technologies, and solutions that allow the automotive industry to rapidly deliver
revolutionary vehicle functionality on an affordable evolutionary budget. Getting its start
in the aviation industry, the GuardKnox team has already experienced the challenge
of integrating full connectivity into advanced moving platforms by providing new and
ultra-fast communication networks, fast data-based systems with a patented ServiceOriented Architecture (SOA), and high-performance computing—all with secure by
design software and hardware development. Founded in 2016, GuardKnox is collaborating
with top OEMs and Tier 1 suppliers to support them in this challenging era.
GuardKnox is based in Israel, with subsidiary locations in Stuttgart, Germany, and
Detroit, Michigan.

Please feel free to contact us at info@guardknox.com for more information!
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