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Considerations for Choosing 
an ATO (Account Takeover) 
Security Solution
An Account Takeover (ATO) attack is exactly 
what it sounds like: a bad actor acquires an 
authorized user’s login credentials, most  
often by leveraging reused or similar pass-
words from previously breached sites. After 
accessing the user’s personal information, 
like credit card numbers or health records, 
the attacker then uses that same email  
account to access corporate data—with  
devastating effect on an organization’s  
reputation, operations, and bottom line. 

With millions of usernames and passwords 
stolen each year, ATOs are more common than 
ever. Yet a recent survey by IDG suggests that 
while many companies are aware of the threat, 
they are struggling to find a security solution to 
help them effectively resolve it. 

Approaches to countering ATOs include 
protecting login credentials, detecting  
potential attacks, and determining whether 
end users’ logins have already been compro-
mised. However, each of these only address-
es one aspect of the problem. To be effective, 
an ATO solution must incorporate multiple 
modes of defense. We examine best prac-
tices and guidelines for evaluating how well 
each approach works.

Ease of use
The effectiveness of any security tool  
depends on end users’ willingness to accept 

restrictions on their daily business activities. 
Unfortunately, years of research have proven 
that the more inconvenient a security mea-
sure is for employees to use, the more likely 
they are to try to work around or blatantly 
ignore it. Therefore, a good ATO solution must 
be designed to be both secure for the organi-
zation and seamless to the end user.

Many approaches to ATO defense fail to 
balance security with ease of use. Passwords 
may be the universal standard for account 
security, but they are inherently insecure, and 
becoming more so every time criminals sell 
passwords acquired in data breaches. Con-
ventional wisdom about changing passwords 
regularly no longer applies; threat actors ex-
pect people to follow that advice, so breaking 
into an organization only requires them to wait 
for an employee to select a password that’s 
already been compromised. In addition, while 
organizations may forbid employees to use 
their corporate accounts for personal busi-
ness, they can’t prevent those same employ-
ees from reusing their corporate passwords 
on their personal accounts, or vice versa. 

The problem of creating and reusing easily 
guessed passwords is widespread: data se-
curity firm SpyCloud discovered that in 2018, 
more than one in ten corporate network users 
reused their passwords on multiple sites. One 
way to address this problem is a password 
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Top Challenges in Addressing ATO Attacks
The data we have about exposed credentials is of poor 

quality (e.g. duplicates, old data, incomplete data)

Credential exposure is discovered too  
late in the breach cycle

Once discovered, we have challenges 
operationalizing the data from an ATO attack

We can’t access the data we need to recover 
exposed credentials
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manager, which saves end users from having 
to remember passwords by making it easy to 
create and store a different strong password for 
each individual site. However, password man-
agers are only effective if people actually use 
them, and many people aren’t even aware they 
exist. Similarly, although multi-factor authen-
tication is proven to hinder hacking attempts, 
many users refuse to enable it because they 
find it inconvenient or difficult to use.  

Rapid response
Behavior-based machine learning solutions can 
track user behavior and detect anomalies that 
might signal an attack, but hackers with the time 
and funding to apply to a high-value target can 
figure out how to trick those algorithms so that 
an account takeover remains undetected for a 
significant amount of time. 

More than half (52%) of respondents in the 
IDG survey said they discovered account com-
promise too late in the breach cycle to prevent it. 

This is why the ability to detect the exposure 
of user credentials as early as possible in the 
breach timeline is core functionality for an ATO 
solution. In fact, nearly all survey respondents 
(96%) called it highly important, and 54% called 
it critical. Any ATO solution without this capability 
should be out of consideration. 

 
Automation
Automating actions like alerts and password 

resets are the best way an ATO solution can 
minimize delays in responding to an account 
takeover. The vast majority of IDG survey 
respondents (92%) said the ability to auto-
mate alerts to notify their security or fraud 
team that an employee or company asset has 
been compromised is highly important; 38% 
said it’s critical. Similarly, 92% of respon-
dents called the ability to force an action like 
a mandatory password reset after discovering 
a credential exposure highly important, and 
40% called it critical. It’s no surprise an ATO 
solution that can automate response actions 
was highly important to 84% and critical to 
52% of respondents. After all, the faster an 
ATO solution can detect compromised cre-
dentials, the faster the organization can take 
countermeasures.

Data collection
Organizations can only determine how bad a 
breach is if they can compare their own us-
ers’ credentials against lists of known com-
promised credentials. However, 44% of IDG 
survey respondents reported that they cannot 
access the data they need to identify exposed 
credentials at all. No wonder almost every 
company in the survey (96%) placed a high 
value on the ability to check user credentials 
against a continuously updated repository of 
data available from criminals on the dark web. 
The vast majority (88%) said they’re seeking 
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Importance of Capabilities When Addressing ATO Attacks

Ability to determine in real-time whether a 
user’s login credentials have been breached

Ability to proactively force an action (e.g., 
password reset) when credentials are 

determined to have been breached

Ability to automate alerts to the security of 
fraud team when an employee or company 

asset has been compromised

Ability to enfore the new NIST password 
guidelines with your employee  

and customer accounts

Nearly all companies (96%) find it highly important, and 54% consider  
it critical, to have real-time insight into the breach of user credentials.



an ATO solution that provides just such a reposi-
tory, with a variety of data types and assets.

Ideally, an ATO solution should not limit its 
data gathering to automated scanning, which 
tends to find exposed credentials later in the 
exposure lifecycle. The vendor should employ 
human analysts to infiltrate criminal operations 
to acquire their full lists of stolen credentials, 
which leads to an earlier warning of exposure 
in the breach exposure timeline. The vendor 
can then combine applied research and au-
tomated scanning to compare the recovered 
credentials to employee and customer logins, 
using exact match technology to identify com-
promised accounts.

A vendor’s data repository should be both com-
prehensive and constantly refreshed. The vendor 
should be willing to commit to, and guarantee, 
that it will add a set number of new data assets to 
its repository every month. In addition, it should 
be able to present a year’s worth of the following 
metrics, broken out by month:

■ The number of unique data types collected 
(e.g. logins, passwords, personally identifying 
information, IP addresses, financial informa-
tion, social media identities, etc.)

■  The number of data assets collected, both 
in total and sorted by type 

■  The number of assets recovered by auto-
mated scanning, by applied research, and 
by human intelligence

■  The number of times the vendor was the 
first security company to recover data 
from a breach

■  The number of plaintext/decrypted  
passwords

At the same time, the vendor should be will-
ing and able to prove that it adheres to ethical 
standards in data collection. While its human 
analysts may pretend to be criminals to ac-
cess data, they should work regularly with law 
enforcement, as well as Computer Emergency 
Readiness Teams (CERTs) at other companies, 
to publicize breaches and help mitigate them.

Data quality
More than half (52%) of IDG survey respon-
dents cited the difficulty of operationalizing 
data when an account has been compro-
mised. Even more (64%) reported significant 
data quality issues (e.g. duplicates, old data, 
and incomplete data) in their available informa-
tion about exposed user credentials, making it 
difficult to resolve an attack. As a result, 88% 
called it highly important for an ATO solution 
to include a repository of quality information 
about breached credentials from multiple data 
types and assets so they can compare those 
passwords to their records. Indeed, among  
C-level respondents, more than half (55%) 
called that a critical functionality.

Running a Data Test 
Automated scanners, crawlers, and scrapers 
can only provide a fraction of the information 
necessary to determine whether a password 
has been compromised. The ability to crack 
hashed passwords should be only one part 
of an ATO solution’s extensive process for 
cleansing, parsing, and deduplicating data.  
To evaluate the resources vendors have com-
mitted to this process, you should request 
their last six months of cracking results and 
follow up with a live test of the ATO solution 
against a limited data set, such as a list of ac-
tive user emails. Each vendor should be able 
to show all its results, including overall match 
rate, actual credential matches, email address-
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es, and any other data associated with those 
credentials, including cracked passwords. 

In these types of tests, it’s easiest to narrow 
the field by choosing the vendor who provides the 
most results of the broadest variety and highest 
quality. most breadth and quality list of results. 

Support
An organization that wants enterprise-grade 
data security should not settle for anything 
less than enterprise-class support from its 
ATO solution vendor. Look for a dedicated 
support team, service-level agreements 
(SLAs) that include a maximum of one busi-
ness day to turn around high-priority re-
quests, and 99.9% uptime for any hosted 
APIs or portals.

The vendor’s APIs should also be well-
documented for ease of use, and designed 
to give product teams fast, simple access to 
exposed user account data. 

NIST Password Compliance
Finally, an ATO vendor must provide a simple 
way for organizations to import credential 
data for employee and customer accounts 
for easier enforcement of the new National 
Institute of Standards and Technology (NIST) 
password guidelines:

■ 8 to 64 characters in length
■  The ability (but not a requirement) to use 

all special characters
■  No sequential or repeated characters  

(e.g. 12345 or bbbbb)

■  No context-specific passwords (e.g.  
the name of the site)

■ No commonly used passwords
■  No passwords the user has already  

used that have appeared in previous  
data breaches

All of these can and should be confirmed 
through documentation and user references.

Take action against account takeovers
A lucrative criminal trade in fresh credentials 
is making the need for ATO defense increas-
ingly urgent. Despite ongoing attempts to 
educate end users about account security, 
81% of confirmed data breaches in 2017 
leveraged weak or stolen passwords. In fact, 
a recent study found that 20% of leaked user 
accounts used the same password for more 
than one account, while another 27% used 
nearly identical passwords. Meanwhile, the 
infamous Equifax breach exacerbated the 
problem by dumping the personal data of 
143 million Americans onto the dark web, 
exponentially increasing the amount of data 
vulnerable to make ATO attacks. 

The scope of the data being actively 
traded on the dark web is staggering. In  
2018, SpyCloud alone discovered over 3.5  
billion credentials from almost 3,000 
breached sources, including 496 million user-
names, 2.3 billion plaintext passwords, 316 
million dates of birth, 612 million addresses, 
and 240 million phone numbers. Organiza-
tions need an ATO solution that incorporates 
this scale and variety of data so they can 
continually check, whether their employees 
and customers have been compromised and 
need further protection.

As security specialists and cybercriminals 
play an endless game of cat and mouse, there 
may never be a 100% effective ATO solution. But 
the right combination of technology and human 
insight can fend off most attacks, and speed 
your organization’s recovery from the rest. No 
organization can afford to settle for less. ■
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A lucrative criminal trade in 
fresh credentials is making 
the need for ATO defense 
increasingly urgent. Despite 
ongoing attempts to educate 
end users about account se-
curity, 81% of confirmed data 
breaches in 2018 leveraged 
weak or stolen passwords.
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■ Ease of use
What features make this solution secure 
and easy to use?
A good ATO solution must be designed to be 
effortless to deploy for the organization and 
seamless for the end user. 

■ Rapid response
Can this solution detect a potential  
compromise early?
Detecting compromised credentials early in the 
breach timeline is a core functionality for an 
ATO solution. The most critical time is days to 
weeks after a breach versus months or years.

■ Automation
Can this solution automate remediation  
of accounts vulnerable to compromise?
Automating actions like alerts and password 
resets are the best way an ATO solution can 
minimize delays in remediating accounts  
vulnerable to compromise.

■ Data collection
Does this solution include access to  
plaintext exposed credentials?
Organizations can only determine how many 
of their users may have been impacted by a 
third-party breach if they can compare their 
own users’ credentials against lists of known 
compromised credentials. 

Does this vendor have human researchers 
looking for lists of stolen credentials?
Human intelligence (HUMINT) research that 
infiltrates criminal groups can lead to an earlier 
warning of compromise in the breach exposure 
timeline. 

Is this vendor’s data repository regularly 
refreshed?
The vendor should be willing to commit to, and 
guarantee, that it will add a set number of new 
data assets to its repository every month. 

What metrics will the vendor provide?
A vendor should be able to present a year’s 
worth of several metrics.

 ■ The number of unique data types 

 ■  The number of data assets collected,  
total and sorted by type 

 ■  The number of assets recovered by  
automated scanning, applied research,  
and human intelligence 

 ■  The number of times the vendor was  
the first security company to recover  
data from a breach 

 ■ The number of plaintext/decrypted  
  passwords

Does this vendor adhere to ethical  
standards in data collection? 
Any company should be willing to back up their 
ethical stance by sharing their responsible dis-
closure methodology with law enforcement, as 
well as Computer Emergency Readiness Teams 
(CERTs) at other companies, to publicize and 
mitigate breaches.

■ Support
What is the timeframe to respond to sup-
port requests?
Look for a dedicated support team and 
service-level agreements (SLAs) that include a 
maximum of one business day to turn around 
high-priority requests and 99.9% uptime for any 
hosted APIs (application programming inter-
faces) or portals.

Are this vendor’s APIs well-documented?
APIs should be designed for ease of use to give 
product teams fast, simple access to exposed 
user account data. 

What is the process to import credential 
data?
An ATO vendor should provide an easy way to 
import credential data for both employee and 
customer accounts.
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Key Questions to Ask an ATO Security 
Solution Vendor
To be effective, an Account Takeover (ATO) solution must incorporate multiple modes 
of defense. Which factors are critical and must be included? Here are some key 
considerations, and questions to ask your ATO vendor when evaluating solutions.


