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Executive Summary
Today, most understand that cybersecurity is both an
important business risk and an important national
security issue. However, more executives need to
understand that cybersecurity is also essential to
their digital strategies and for the creation of lasting
competitive advantage. In fact, these two aspects are
dependent on one another.
With this in mind, The Chertoff Group Security Series
convened over 250 leaders, both in-person and via live
stream, across the technology, security and business
communities to address a fundamental question: “How
do we create growth and advance security, while at the
same time protect public safety and individual privacy?”

In order to address this question and better understand
its significance, we framed the event under the theme
“The Three T’s of the Digital Economy: Technology,
Threat and Trust.” The “Three T’s” are big, interrelated
ideas and critical for anyone to understand - whether
you are a business leader, policy maker, investor or
entrepreneur. In this era of digital transformation, it’s
imperative for today’s leaders to be aware of the “Three
T’s,” consider their impact on business, and make a
choice on how to leverage the first, react to the second
and influence the third.

TECHNOLOGY

THREAT

We are living in a transformational time. It’s the “golden
age of innovation” demonstrated by the profound impact
of technology-driven tectonic shifts that include open
source, social media, big data, cloud, mobility, and the
Internet of Things. Unfortunately, this golden age, the
“First T” – technology – has a dark side. It’s enabled a
new class of bad actors to take advantage of security
holes in these platforms, creating new risk in the form
of cyber threat – the “Second T.”
Now, sadly, one of the effects of these breaches is an
erosion of trust, the “Third T.” Trust that citizens have
in government, consumers have in business, and
government has with consumers, business, and even
themselves. Trust is fundamental to the sustained
creation of growth while properly addressing security
and privacy concerns. The good news is that many
business leaders now recognize that cybersecurity
is more than a technical risk, it’s a business risk and
often their top business risk. In today’s era of digital
transformation, you simply cannot have an effective

Jim Pflaging, Head of Technology Sector and Business Strategy Practice, The Chertoff Group
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digital or growth strategy without a tightly interwoven
cybersecurity strategy.
Across keynote and panel discussions, expert speakers
and industry thought leaders addressed the changing
nature of today’s threat, the impact on business
operations, and how enterprises and boardrooms are
addressing cybersecurity not solely as a risk – but as a
growth enabler.
The following pages provides a glimpse into these
discussions. Full video of each discussion is also
available from The Chertoff Group’s website at
www.chertoffgroup.com.
We hope you find this report insightful and thoughtprovoking as we consider the impact of the “Three T’s”
on today’s business strategy, policy and public opinion
during a time where industry and government both
seek to enhance security while building trust in today’s
interconnected world.

How do we create growth and advance security,
while at the same time protect public safety and
individual privacy?
2

Session Summaries
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Keynote
Discussion with General Michael Hayden and Katy Montgomery
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Keynote Discussion

As former Director of the Central Intelligence Agency and the
National Security Agency, General Michael Hayden offers a
viewpoint steeped in decades of experience in the Intelligence
Community. As a Principal at The Chertoff Group, he helps
senior business executives understand the perspectives of
those in the Intelligence Community. What may come as a
surprise for many in the tech industry, however, is how often
we find agreement.

Specifically, General Hayden firmly

believes that innovation is key to national security; that the
cyber threat will not lessen; and that for the United States to
succeed in this fight, the private sector must lead.
Katy Montgomery, Managing Director at The Chertoff
Group, sat down with General Hayden to discuss today’s
threat, technology innovation, encryption, and the role of the
Board of Directors in addressing cybersecurity.

Montgomery: How do you see government’s role
in protecting individuals and enterprises from cyber
threats?
Hayden: We will have to be more responsible for our
safety in the cyber domain than we have been required
to be responsible for our safety in the physical space.
All governments are going to be permanently late to the
game. This is due to the peculiar nature of this domain,
its speed, and the fact that we have not yet worked out
the rules for the U.S. government to defend us in the
cyber domain. We have not yet decided what it is we
want or what it is we will allow the government to do to
keep us safe in cyberspace.
Montgomery: So the private sector must take the lead?
Hayden: The blessing we have in this country is the
tremendous technological and entrepreneurial energy
of the private sector focused on making this cyber
domain safer for all of us. And the government has to
accept the role that the private sector is the supporting
command as opposed to the supported command.
Montgomery: Where is the greater public good best
served when it comes to encryption?
Hayden:
You’ve
got
unarguable
legitimate
counterterrorism and counter-criminal needs. My
view is in no way discounting that. And if getting the
bad guys in this unarguably necessary requirement
means making something that I think technologists
would agree that no matter how hard we try, is going
to be less secure after we’re done with it than it was
before we did something to it, then someone has to
balance the security. I’m not arguing privacy here, I’m
arguing security. When asked to balance the security
implications of this with the security implications of that,
my view on this one is that strong encryption trumps
that because of security.
Montgomery: How do you see today’s boardrooms
engaging in cybersecurity?
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Hayden: In 2009, the discussion about cybersecurity
was anchored in its effect on the bottom line and that
was the ground on which the discussion took place. I
don’t want to be overly optimistic, but I don’t think that’s
true anymore. The discussion remains focused on
investment, but it’s more anchored in the neighborhood
of preserving the top line, not in the neighborhood of
how do I protect my bottom line by reducing cost and
risk. People who call The Chertoff Group are generally
not the CIOs. We’re being called by CEOs and perhaps
COOs. They are now genuinely concerned about
addressing the issue not in terms of compliance or
as in removing an irritant, but addressing the issue as
essential to success going forward.
Montgomery: Do you think we’re going to see an
evolution where security becomes more of a business
enabler?
Hayden: This group will appreciate this story. When I
was Director of the NSA, my best folks came in to me a
long time ago before cloud became part of the common
language and said: “Sir, we want to talk to you about
how we have to deal with the cloud.” And I go: “What
do you mean cloud?” And they explained the cloud and
you know what that meant. Keep in mind, as Director
of the NSA, I was the one who went out and played
offense with regards to digital espionage so I began to
ring my hands together and said, “Now let me get this
right. Everybody’s gonna put all this stuff in one place?”
And then I mimicked Mr. Burns on The Simpsons and
responded, “Excellent.” But I quickly learned from those
folks, that although that was a potential vulnerability, it
was a potential vulnerability only if we were stupid. If
we made security now the discriminating characteristic
in terms of which cloud service provider we would
choose, we would actually have defenses better than
we would have if we tried to do this individually. So I do
view this current movement as a do-over. If we keep
the security aspect in mind and make it - if not the, but
at least one of the dominant characteristics we use in
choosing these services - the water level goes up. We
will be far better off than where we have been.
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Examining Encryption: What Can We Agree to Do?

Panelists:
Ari Buchler, General Counsel and Senior
Vice President Corporate Development at
Sophos

Mark Mao, Partner in the Cybersecurity,
Information Governance and Privacy and
Business Practice of Troutman Sanders

Phil Dunkelberger, Chief Executive
Officer at Nok Nok Labs

Moderator: Mark Weatherford, Chief
Cybersecurity Strategist at vArmour and
Senior Advisor at The Chertoff Group

David J. Johnson, Associate Executive
Assistant Director, Criminal, Cyber,
Response and Services Branch at the
Federal Bureau of Investigation

Encryption has entered the national lexicon to a degree not seen
since the Clipper Chip days of the 1990s. Exemplified by the
Apple v. FBI legal squabbles, ciphered messages appear to have
set technologists and law enforcement officials at odds with one
another. Yet, perhaps, there are a few core principles and next
steps that both sides could agree on. To test out this theory, The
Chertoff Group assembled a diverse panel of experts.
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Weatherford: I’m going to start with David and we’re
just going to throw the grenade right out there on
the table to begin. David, we frequently hear that the
encryption solution the government is asking for us is
technically infeasible and would undermine security on
the Internet. How would you respond to that?
Johnson: Let me start by just acknowledging the
complexity of the issue, particularly the aspect of going
dark, because encryption is only one part of a broader
issue to us. As Director Comey has said on many
different occasions, it’s very difficult; and reasonable
people are going to disagree on what the appropriate
outcome or solutions are depending on where they
sit. To solve this, we must have a conversation about
the costs and the benefits of encryption, and then as
a society figure out where we want this debate to go.
Certainly what we are asking for is a vulnerability. We
understand that there is some risk involved in that. I
think that raises the question to ask, “Ok, is that an
acceptable risk we are willing to take as a society to
allow law enforcement to actually prevent the next
terrorist attack or to solve a crime?”

Weatherford: That is the question, “Are we as a society
willing to take that risk?”
Dunkelberger: To a lot of people, this is a very black
and white issue. I got a call from a press person in
Europe who said that it’s really interesting that you’re
looking at Tim Cook as some kind of villain and I
thought to myself, “Gee, twenty plus years later and
we’ve reduced this to Marvel comics. Good guys and
bad guys.” But, there is a broader issue here. Do we in
the United States want to be in a surveillance society?
And fundamentally, if we want to be in a surveillance
society, that is not a debate between the FBI and Apple.
That is not a debate between technologists on the West
Coast. This is a debate that democracies must have.
Not just here in the United States, but internationally.
Internationally, it’s a big issue and it’s a very nuanced
issue.
Mao: I agree. You certainly don’t want to put this debate
in the hands of lawyers. Now look, I understand the
bigger debate here, which is if this is something we
want as a society; let’s have this debate, but it does not
belong in the courts.
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Examining Encryption: What Can We Agree to Do?

Buchler: First, I think it’s an important point; both sides
are arguing what they believe is in the interest of the
public good, and both sides have a positive intent but just
disagree on how that can be accomplished. Sophos, as
a vendor in the space, does not agree that the balance
can be struck by weakening encryption. When you
weaken encryption, you do not get to choose who then
will take advantage of that vulnerability - so weakening
encryption for one means weakening encryption for all.
Weatherford: Ok, so having a debate is the first step.
Where do we go from there to move towards finding a
solution?
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Buchler: A co-opetition model. We do believe there
are ways that government and industry both compete
and cooperate to advance the public good. It may be a
little unorthodox coming from a vendor, but we actually
believe that the government, in the exercise of its job
to protect its citizens, should be trying to exploit the
vulnerabilities that we try to protect against. But that
has to come with some stipulations that are really not
very different from the ones we insist on today when
government exercises its power to solve crimes. The
first stipulation is that there has to be a legal framework.
The other stipulation, which is really the cooperation
side of the competition, is that once a vulnerability is
discovered, law enforcement should be required to
share that with the vendor.

Johnson: Finding solutions to the going dark
problem in my opinion just simply requires publicprivate collaboration. It can’t be an “us versus them”
situation. We have to ignore that rhetoric. To have
that collaboration we need to establish a few things.
First, consistent engagement. There needs to be
regular engagement between law enforcement and
many of the high-tech companies. Second, we’ve
got to have the right people talking to each other.
We have found that it’s best to have lawyers talking
to lawyers. They speak the same language. It’s best
to have engineers talking to engineers because they
speak the same language. Third, we need to have a
better understanding of what businesses’ risks are
and what we - the government, the FBI - can provide
these companies with our perspective in terms of what
we think the threats are from a global perspective.
Because we have a different viewpoint than what
many of the companies do.

Dunkelberger: I agree 100%. If we can think about
a better way of doing this, and you know of publicprivate key encryption or other methods, we should
look at those. You know, somebody said to me if there
is money to be made, people would be doing this. Kind
of the capitalist mindset that we have here, but I don’t
agree that you can’t have a discussion about security
without including privacy, and you can’t talk about
privacy in a vacuum without looking at the security
elements that are going to provide it.
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Identity as the Great Enabler

Panelists:
Joe Gottlieb, Senior Vice President of Corporate Development at SailPoint
Scott Howitt, Senior Vice President and CISO at MGM Resorts International
Sam Srinivas, Product Management Director for Cloud Security and Privacy at Google
Chenxi Wang, Chief Strategy Officer at Twistlock
Moderator: Jeremy Grant, Managing Director at The Chertoff Group

Identity has become central to any company’s digital strategy.
The confluence of mobile and cloud adoption combined with the
porousness of most traditional perimeter defenses has made
clear that an identity-centric approach to security is something
that is critical for dealing with modern threats both for the enterprise as well as for consumer facing applications. Moreover,
identity, when done right, can be a fundamental building block
for any CEO, allowing organizations to not only better secure
their systems, but also to look at identity strategically as a tool to
streamline processes and enable more user-friendly experiences online.
In this panel, Chertoff Group Managing Director Jeremy Grant
guided a discussion on how businesses can leverage identity
and access controls for competitive advantage and what trends

Grant: In what ways can identity be used to empower
businesses and give them an edge over competitors?
Gottlieb: Take onboarding. So how many people here
had a really positive experience the last time they joined
a new company? Anyone? Anyone? So, onboarding is
typically not very effective. As we’ve added more digital
tools to our toolset, we haven’t kept pace with getting
them available immediately, getting only the right ones
available without hassle and without issue, just as quickly
as you’re told where to go sit. With contextual identity,
you can empower people more immediately and more
effectively and then have the ability to better mantain
what they need access to in terms of the toolset. This
becomes a key driver and competitive differentiator.
Also, if you can empower someone quickly, you can
also shut them down quickly. The same infrastructure is
required to do both. So there’s great leverage in turning
on this enhanced service to then use for enhanced
vigilance.

Howitt: Being at MGM in Las Vegas, we don’t welcome
people back and say, “Well, we really enjoyed the last
time you were here.” Because we don’t know who they
were here with last time, so we try to keep that privacy
selection very private. But some people want to opt
into a knowledgeable experience. It is nice to be able
to check-in to the room, and register to accumulate
points and get better experiences. And so, as an inlife customer, when I go to the pool shouldn’t it just be
(we’re not there yet), I press my fingerprints and I pay
for my drink at the pool? I don’t have to have my phone
or my credit card to have a good experience, right? And
so those are the type of things that are a little further out
but that’s the type of stuff we’re looking at.

might emerge in the identity world.
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Identity as the Great Enabler

Grant: I’d like each of you to think into the future for a
moment. What future trends do you see emerging?
Gottlieb: I see the opening of identity context to security
and the opening of policy engines to security policies
so that enforcement and monitoring can be more
identity aware. So if you are monitoring something in
a SIEM or a UBA, wouldn’t it be nice to know exactly
what that user has access to? So if they have indicated
a compromise on their machine and you’re seeing bad,
suspicious events, you want to prioritize those alerts
that are involving people with lots of access.
Wang: For consumers, I would like to have a whole
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spectrum of choices available from completely
anonymous digital access leaving no breadcrumbs
whatsoever to the completely open end of the spectrum
where I’m giving you all the information. I would like to
have all the spectrum of choices available and like it
to be transparent. I would like it to be something that’s
offered upfront to the user, so I can choose. And, I
would like it to be verifiable.
Howitt: We agree. We monitor that data flow after it
gets into our systems. At MGM, we pretty jealously
guard it because certainly we don’t want you to go
somewhere else if we mishandle it.

Srinivas: Google has a dynamic authentication policy
group which is managing the access loads and access
management engine. They came up with a vocabulary
of splitting the application into various categories of
sensitivity. And to access a category of sensitivity, they
would ask for a particular level of authentication. So
let me give an example. The least sensitive would be
you can access it from any device. The most sensitive
would be that you can only access it from a managed
device on our physical premises. We could also do
things like, if an employee is traveling and they’re within
regions where we don’t want them to have access

to sensitive systems, we can prevent that access
in real-time because the rule that sets them adjusts
dynamically. When you’re accessing, you know the
device, you know the time, you know where they’re
coming from, and of course, you know they have a
strong ID. So we have the quick answer; the hardest
problem actually is maintaining the madness. Once
you’ve set the mechanism to create the madness -that is great. But now maintain the madness.
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Leaning Forward With Your Cyber Investments…
Without Falling on Your Face

Panelists:
Sean Cunningham, Managing Director at Trident Capital Cybersecurity
Arabella Hallawell, Senior Director of Product Marketing at Arbor Networks
Kennet Westby, President and Chief Cyber Security Strategist at Coalfire
Nick Shevelyov, Chief Security Officer at Silicon Valley Bank
Moderator: Charles Beeler, General Partner at Rally Ventures

Responding to a dynamic threat environment, today’s CISO
and CIO must continuously evaluate new and emerging
technologies while matching services with the security needs of
their respective enterprises. In today’s marketplace, there are
numerous solutions available - from proven legacy providers to
new players with often unproven but innovative solutions - and
identifying the smart investment is no easy feat. This panel
assessed today’s saturated investment climate where security
and technology companies are fiercely competing for funding
and looked at the enterprise-wide challenge of identifying trusted
and innovative providers for security infrastructure. Panelists
examined how enterprises invest in security will not only shape
the greater technology and security marketplaces, but will either
kick-start or impede future business growth.
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Beeler: What strategy do you pursue, or advise your
clients to follow, when investing in cybersecurity
technologies?
Shevelyov: Know thy self and know thy enemy and
you can win a hundred battles. We apply Sun Tzu right
off the bat, understand your environment and then
develop a strategy. We work with three-year strategies
that look at each year and extend for another year. We
execute on that strategic plan throughout the enterprise,
including stakeholders from privacy, business continuity
and physical security because we see this evolving into
a multidisciplinary approach. I think having a formula or
a methodology that you can visualize helps a great deal
so we like the cybersecurity kill chain. That model maps
out how an attacker would attack your organization
and if you can have people, process, or technologies
interrupt those links of an attack, then you’ve got a plan
in place. You put it into place and then you measure the
efficacy of the solution and the overhead.

There are so many solutions and so many tools out
there all promising to be silver bullets. Guess what, there
isn’t any silver buckshot out there. This is an evolution
of enterprise risk management. How you measure the
overhead each solution provides you, the output, the
cost, the offset of the annual lost expectancy should
come into your decision making process.
Westby: There’s very few firms that we ever work with
that have unlimited resources, time and staff to go out
and purchase security technologies and solutions to
solve a discrete or a siloed problem. Companies often
want to know what their ROI on a particular security tool
would be. But really they should be asking how does
that fit into our overall risk management framework?
How much risk mitigation return on investment is that
really providing our firm? How can we evaluate it? How
does that fit into our environment, our processes, and
our technology infrastructure?
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Leaning Forward With Your Cyber Investments…
Without Falling on Your Face

Hallawell: The key questions to ask from both a vendor
standpoint and a technology buyer include: What am I
going to replace with this? How does it bring value to me
and my team? And, what will it look like in three years?
We tend to get giddy and try to make cool products and
then we try to buy cool products. Instead, organizations
should really consider whether the tools are deployable,
usable and can significantly reduce risk.
Shevelyov: I’d like to add that you have to factor in the
threat landscape. So the threats today might be a little
different than they were a couple years ago when you
established that three-year strategy and even though
it’s an iterative process you might have to accelerate
in some areas and make investments in order to offset
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a new attack vector. The technology that empowers
us also imperils us. And so you have to take into
consideration what tools do you have in place today,
and what do I need to invest in? Do I need to pivot in
certain areas? Do I need to pull some resources from
one area and put them in another in order to offset a
very real and very new risk?
Beeler: How do you see the future of the cyber
investment market?

Cunningham: First, you are going to see more
insider rounds and smaller external rounds. In terms
of investors, if you’re not a security investor who has
been doing this for a long time, it’s difficult to have the
DNA and understand what’s going to be successful,
so you’re seeing a lot of those bigger companies,
bigger firms, and PE firms and hedge funds actually
exit security. By the end of 2016, it’s going to be a
core set of security investors who are pretty savvy
investors that understand and can bring value to those
companies.

So we’re pretty bullish. History’s going to tell us that
the balance sheets for large companies and even
the unicorns are still pretty solid so there’s going to
be exits. There’s going to be acquisitions and there’s
going to be innovation because the legacy companies
are struggling in these areas. Nothing’s changed there.
It’s just gotten a little bit worse.
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Security in the Boardroom

Panelists:
Joe Ford, Executive Vice President and Chief Security Officer at Bank of the West
Kevin Richards, Managing Director for Security, Strategy and Risk at Accenture Strategy
John Stewart, Senior Vice President and Chief Security and Trust Officer at Cisco
Wendi Whitmore, Global Lead of IBM X-Force Security Services
Moderator: Jim Pflaging, Principal and Head of the Technology Sector and Business
Strategy Practice at The Chertoff Group

Driven by the numerous high-profile breaches of the past several
years, boards and corporate leadership have undoubtedly taken
a stronger interest in cybersecurity. Most executives understand
cybersecurity is more than a technology risk - it’s a business risk.
Fewer understand that an organization’s digital strategy is inseparable from its cybersecurity strategy. In this “golden age of
innovation,” today’s boardroom cannot succeed without a cyber
strategy that not only addresses the diverse and evolving threat,
but also approaches cybersecurity as a business enabler, inspiring confidence in services provided and building trust between
vendor and consumer.
Jim Pflaging, Principal and Head of the Technology Sector and
Business Strategy Practice at The Chertoff Group, guided a dynamic discussion on both the challenges and opportunities for
redefining cybersecurity as a lever for growth.
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Pflaging: Walk us through how your interactions with
senior management and boards have evolved. Do they
look at security differently today?
Stewart: If you go back probably three years ago,
information security or cybersecurity may have been
briefed to senior management and the board once a
year. About the Target breach timeframe, all of a sudden
the board started seeing the risk as much larger and
wanting more information. It’s gone from an information
security brief to a cyber brief, which is a little bit more
encompassing around threat intel. They want to know
about our response planning, our testing, how we’re
training our employees. But it’s about more than just the
Target breach. First, board attention has been driven
by their realization that there’s a fiduciary responsibility
at the individual level. Boards believe that there’s
going to be accountability at that level in their career
timeframe. Second, software liability, hardware liability,
and products liability are going to emerge as something
that as a corporation, we are going to have to manage
our way through. And third, because at least half of our
business is international, we’ve got to be able, as a US
national corporate headquartered company, to answer
the questions around trust and security.

Richards: It’s now moving into a quarterly conversation
with the whole board. We’re actually seeing the chair
of the risk committee having a more one-on-one
relationship with the CISO or the CSO. By having more
and more frequent interactions, CISOs and boards are
having more productive conversations.
Whitmore: It’s no longer just the technical incident
responders. You have external counsel that are now
generally the ones quarterbacking the incident and
working very closely with your teams. In advance of an
attack, you’ve got crisis communication teams in place.
Organizations now prepare in many different ways, and
each one of these teams are talking directly with the
boards.
Stewart: The other thing that I think you see from
executive management and the board is that this is
an enabler for the business. That a well-run security
program can be leveraged for the customer too.
Business leaders are saying get out there and talk to
our customers about cybersecurity.
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Security in the Boardroom

Pflaging: John, you’re the Chief Security Officer of a
large multinational who just happens to make a lot of
the equipment that runs public networks and enterprise
networks. But, you’re also a Chief Trust Officer. How
do those two roles work together and how does that
lateral role fit into this conversation about security in
the boardroom?
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Stewart: Trust has become a brand requirement for
us to be able to continue to do what we do. Being
transparent has become part of our corporate identity.
These are absolutely the principles that we live under.
And we publish those on our website at cisco.com, so
there could be no confusion. It’s not about John being a
trust guy. It’s about a corporation establishing principles
that will outlast me, outlast any of the executives. And
the second thing is it turned it into a business discussion
to differentiate our corporation. We actually know
that there are products and services that customers

purchase from us specifically because of how we
design them, how we source them, how we test them,
and how we prove without a shadow of a doubt that we
adhere to those principles.
Pflaging: What advice do you have for CEOs who
are undergoing digital transformation? What do you
recommend CEOs do to make sure they win on this
point?
Ford: Make security the first thing you think about
when you’re going to deploy new products or services.
And force security engagement with the business at the
outset.
Whitmore: Understand where your most rich data
exists within your environment and focus on that data.
And I’m not just talking about your crown jewels, but
data across whole departments – HR departments,

finance departments, marketing departments. Their
data is worth a lot of money to someone who’s going
to resell it on the black market. You must get your
board and executive management involved with your
security decisions. And it’s critical these days to realize
it’s not just an isolated security problem, but it’s truly a
business problem.
Richards: Cybersecurity is a business problem, not a
technical problem. If we want to be a good business,
we have to do this well. It’s imperative for the way we
build trust with our customers, with our shareholders,
with our employees, and we just have to do this right.
It’s really not optional. It’s not a bolt on. It’s a bake in.

Stewart: First, I don’t think security is a delegation of
anything. I’ve only worked with companies where the
CEO is paying attention to this topic personally. The
second thing is to use security to your advantage at
a business level. Find a vehicle which intersects your
business strategy and becomes a means by which it’s
going to help you. The final piece of advice I would
always give to a CEO is a) if you don’t have a head
of security get one, and b) if you do have a head of
security, get to know him or her, preferably her. Let’s
get some diversity in this discussion. And by knowing
them, I mean it at a personal level. Because we as
senior security people learn from business leaders,
and they as business leaders are looking to learn
from us as security people. And that if you think about
an analysis of what we better get right in the next
generation of all this is that we need to blend the two.
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Spotlight Session: Sean Brooks, Privacy Engineer, NIST

Competing on Privacy in a Tower of Babel
Sean Brooks is a privacy engineer at the National
Institute of Standards and Technology (NIST). In his
remarks, Brooks explored the necessity of internal
direction within an organization when working towards
a clear set of privacy goals.
There are many challenges to protecting privacy when
managing both internal and external communications.
Given that “privacy is an inherently interdisciplinary
challenge,” it is essential that organizations work in a
unified manner toward their security goals. Too often
there is a gap between those who are responsible for
securing information and those who are responsible for
making decisions about organizational priorities.
Within
organizations,
there
are
numerous
inconsistencies in the language that various parts of
the organization use to discuss privacy. For example,
for most people, the goal of transparency in the context
of privacy means that it is very clear to customers how
the organization is using and protecting their privacy.
To engineers, however, the goal of transparency has a
totally different meaning. It means to have a seamless
system where the user cannot see its inner workings,
but instead sees a clean façade in front of a more
complex system.
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Today’s privacy challenges have parallels to the
cybersecurity challenges of a decade ago. At that time,
organizations were still figuring out how much they
needed to spend on cybersecurity and who they needed
to hire in order to do so effectively. The challenge was
determining the place of cybersecurity among other
organizational priorities. The cybersecurity industry of
a decade ago was having difficulty demonstrating the
value of their services. Today, we see the same battle
play out with privacy.
Organizations currently focus their privacy practices
on adherence to a set of principles that include
transparency, accountability, and data minimization.
The future of privacy and addressing privacy risks
requires that we look at its real world consequences
for people. As companies determine their privacy
goals, they are going to need to develop more effective
means of communication within the organization and a
standardized lexicon, so that they can move forward in
a unified manner to meet privacy expectations.
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Spotlight Session: Art Gilliland, CEO, Skyport Systems

There and Back Again
Art Gilliland’s security career began as the tenth
employee at a startup called IMlogic. After Symantec
bought IMlogic in 2006, he made the transition from a
tiny startup to an established IT security company with
18,000 employees. After running enterprise security
at Symantec and later at HP, Gilliland has returned to
the start-up life as CEO of Skyport Systems. During
the event, he shared his thoughts on the differences
between small companies and large companies.
Gilliland described the startup mentality with a quip
from his mentor: “Anything worth doing is worth doing
badly.” When you’re in a startup of ten people, you
have nothing. Nothing is built yet. You have to pick
the two or three things that really matter and do those
well. Anything else you do with any remaining time is
better than nothing. Get things out there. Iterate as fast
as possible. That’s the start-up mantra that becomes
ingrained in who you are.

Entering the behemoth, Symantec, was a culture
shock. Gilliland testified that there is an emotional
difference when you join a big company. He provided
a vignette to describe this shift: “At a little company,
you think about what you’re going to do on the first day
and then you spend the next four days getting it done.
And at the end of the week you feel happy that you’ve
accomplished what you set out to do. At a big company,
you think about what you’re going to do for a day and
then you spend two weeks telling everybody about it.
And then the company spends three months doing it
in 25 languages globally all over the place and really
executes it.”

Best Practices for Large and Small Companies
“Done is better than perfect”
– Especially true for start-ups,
decision-making to get things done
and moving on is better than being
stuck searching for perfection.
“Hire carefully and fire fast”
– I’ve never made an HR decision
too hastily and felt bad about it.
I’ve always felt bad about the HR
decisions that I took too long to do
because it hurt my team and it hurt
the company.
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“Spend time being really coldhearted about the decisions you
have to make.”

“After a decision, ask yourself
what is the kindest and best way
I can implement this?”

– Think about the decisions that you
need to make in an isolated way,
excluding the people and the related
emotions from your thought process,
and then make the right decision for
the company.

– This way all the humans involved
experience the right choice for the
company in a way that is caring and
meaningful.
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Spotlight Session: David Thomas, Special Agent in Charge,
San Francisco, US Secret Service

A Look Behind the Scenes Working in Russia
David Thomas, the Special Agent in Charge (SAIC) for
the United States Secret Service’s San Francisco Field
Office, spent two and a half years in Moscow, Russia as
a secret service attaché. In Moscow, Thomas had three
responsibilities: cybercrime investigation, counterfeit
currency investigation, and protection of US dignitaries
on official travel to Russia and that of Russian
dignitaries on official travel to the US. SAIC Thomas
shared three key lessons he learned while in Russia:
Russia is old and patient, they have been attacked from
many directions, and require a high degree ot trust and
respect to engage and cooperate.
Russia traces its roots back approximately one
thousand years… and they never missed a chance to
remind SAIC Thomas how impetuous, impatient, and
naïve of an American he was. As a result of this, “they
desire respect, essentially right out of the gate.”
Russia has been attacked from all sides – the Swedes,
the Poles, the Lithuanians, the Turks; they have been
attacked from within - the Bolsheviks; they have been
attacked by their “friends”-- Hitler was allegedly their
friend; and from within again when nearly 25 million
Russians were killed by Stalin himself. As a result,
Russian civil servants are somewhat paranoid. Thus,
trust is critical, and it takes time to build.

and purest freshwater lake in the world, Lake Baikal...
They have the largest forested area in the world… they
have the tallest mountain in Europe… the czars built
the biggest cannon and the biggest bell… and they are
the most educated in terms of college level or masters
level degrees.” Thomas recognized that all of these
superlatives inform Russian ways of business and their
desire for respect. Respect for their heritage and for
their prowess.
From a cyber perspective – Russian hackers are some
of America’s greatest adversaries. When dealing with
Russian authorities, “they will wait you out, but if there’s
a way that they can make money, if there’s a way that it
can be in their interest, if you can work these angles so
that they want to do what you want them to do, they will
do it and they will generally do it well.”
By understanding and respecting them, American
businesses and governmental organizations can be
successful when operating in Russia. SAIC Thomas,
a 24-year career US Secret Service agent, was indeed
able to leverage his relationship and successfully
encouraged Russian intelligence services to pick up a
Russian hacker targeting US interests. In the end, his
Russian counterpart gifted him ten terabytes of data for
further analysis to help aid his investigation.

Russia is a nation of superlatives. It is “the biggest
country land-wise in the world at 6.6 million square
miles and covers eleven time zones…Moscow is the
largest city in Europe… Russia has the largest, deepest,
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