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Methodology

Our approach is different—we begin by fully understanding business objectives and then assessing the 
effectiveness of the security program to support and advance those objectives. Our experts:

•  Translate security imperatives for 
business leaders.

•  Stress the importance of testing and 
continuous monitoring to validate 
effective security performance over 
time.

•  Leverage our 
Department of 
Homeland Security 
SAFETY Act designation 

in our methodology, establishing our 
approach as truly effective in reducing 
security risk.

•  Apply an offense-informed 
defense analysis, based on 
the MITRE ATT&CK 

Framework, to assess technology 
environments from the mindset of an 
adversary.
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Cybersecurity Risk Advisory Services

THE CHERTOFF GROUP APPROACH

  Categorizing high-value assets and evaluating 
threat, vulnerability and consequence to 
prioritize most pressing risks.

 Streamlined Cybersecurity Hygiene 
Assessment

Comprehensive Cybersecurity Risk Assessment

Specialized Assessments (e.g., third party risk, CFIUS 
advisory, insider threat, ransomware)

Risk Assessment
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•  Reflect the changing nature of 
inherent risk in program design and 
account for implementation risks so 
organizations avoid trip-ups as they 
build their programs.

•  Prioritize preventive and detective 
measures based on risk and assume 
that an incident will happen—we 
work with clients to design for 
resiliency.

Program evaluation support that provides visibility into the effectiveness of key 
security measures and metrics.

Security Metrics Development

Board Risk Reporting and Training

Audit & Compliance

Technical Testing (e.g., real-world external, internal and social engineering testing) 

Risk Monitoring

Risk Mitigation
Planning and implementation support to 
reduce risk exposure and achieve resiliency.

 Cybersecurity Strategy and Program 
Development

Simulations, Exercises, Red Teaming 

Implementation Support (e.g., security operations 
improvement, tool justification and optimization)
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