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S M A R T  F A C T O R Y  H E L P S  I M P R O V E  P L A N T  O P E R A T I O N S
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A  S M A R T  F A C T O R Y  I N T R O D U C E S  N E W  C H A L L E N G E S
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A  S M A R T  F A C T O R Y  I N T R O D U C E S  N E W  R I S K S  A N D  T H R E A T S

RISKS THREATS
Business and operation disruption Malware

Financial fraud Ransomware
Privilege abuse attempts/escalation Advance persistent threats (APT)

Platform hacking Spear phishing
Data leakage, tampering, 

manipulation Bots

Configuration change Distributed Denial of Service
Vulnerabilities Password attacks

Software update and patch Rogue software
Device tamper, impersonation, 

disruption Malvertising

Device hacking or snooping Internal Threats
Comprised firmware update
API interface manipulation
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H O W  D O  W E  H E L P ?

Making Data Smart
Securing Your Tomorrow

SIAS
S e c u r e  I n d u s t r i a l  

A n a l y t i c s  S o l u t i o n

P O W E R E D  B Y  S I G H T L I N E  
S E C U R E D  B Y  U N I S Y S

• Collect data from virtually any source

• Automate monitoring activities

• Custom dashboards to show status

S E A M L E S S  M O N I T O R I N G
• Make quantitative decisions based on 

real time data

• Improve service while reducing costs

• Forecast future behavior easily with  

web-based reports

B E T T E R  D E C I S I O N S

• Correlate data in seconds

• Visualize data in real time 

• Find cause of issues more quickly

F A S T E R  R E S P O N S E S

• Encrypt all data

• Dynamically isolate threats

• Protection from cyber attacks

S E C U R E  E N V I R O N M E N T
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W H A T  I S  S I A S ?

C O L L E C T  D A T A  F R O M  
S Y S T E M S  &  I C S  D E V I C E S

A L E R T  P O T E N T I A L  I S S U E S
&  R E A L - T I M E  R E P O R T I N G

E A S Y  T O  U S E  V I S U A L I Z A T I O N
&  A N A L Y T I C S  T O O L S

C R Y P T O G R A P H I C  Z O N I N G  
&  D A T A  E N C R Y P T I O N

E N D P O I N T S  A R E
C L O A K E D

D Y N A M I C
I S O L A T I O N

S E C U R E  I N D U S T R I A L  A N A L Y T I C S  S O L U T I O N
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Equipment produces data

Devices are cloaked on network

Data is transmitted over Network

Data is encrypted

Users control machines, plc’s, etc

Data is collected & stored

Users monitor status of systems

Real-time dashboards and reports

Data is analyzed

Alerts, trends, & forecasts produced

Systems begin behaving abnormally

Threats isolated immediately

H O W  D O E S  I T  W O R K ?
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T R A D I T I O N A L  I T S I E M  T E C H N O L O G I E S  
N O T  T Y P I C A L L Y  I N  T H E  O T E N V I R O N M E N T

1 -6
hours

Malicious
Event

Detected

Ticket 
Generated

Event 
Analyzed Remediate

30
minutes

3
days

Over
3 days

seconds

Malicious
Event

Detected

Moved to 
Dynamic 
Isolation

Near
real time

S I A S  D Y N A M I C  I S O L A T I O N

S I A S  D Y N A M I C  I S O L A T I O N  
S E C U R I T Y  F O R  B O T H  I T A N D O T E N V I R O N M E N T S
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E A S I L Y  B U I L D  R E P O R T S ,  D A S H B O A R D S  &  F O R E C A S T  F U T U R E  
B E H A V I O R
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A L E R T I N G  &  A D V A N C E D  A N A L Y T I C S  S O L V E  I S S U E S  F A S T E R
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In February 2020 a US Natural Gas Pipeline Operator suffered Ransomware attack

• A spearphishing email initially gained access to the IT network, then pivoting to OT network

• Commodity ransomware was deployed, encrypting the data on both IT and OT networks

• This prevented human operators from accessing HMI’s, data historians and polling sensors

• Operations were halted for two days while attack was resolved

RANSOMWARE IMPACTS US PIPELINE OPERATIONS 

https://www.us-cert.gov/ncas/alerts/aa20-049a
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A D D R E S S I N G  R E A L  W O R L D  S C E N A R I O ’ S
https://www.us-cert.gov/ncas/alerts/aa20-049a

C l o a k i n g

Prohibit malicious 
ingress/egress 

communications

I d e n t i t y
Limit end user and process 

accounts

Z o n i n g  &  
F i l t e r i n g
Implement robust 

network segmentation 
for IT/OT/Backup 

networks & organize into 
zones

L e g a c y  

S u p p o r t
Keeping patching up to date

CISA Recommendations

• Implement and ensure robust 
Network Segmentation

• Organize OT assets into logical 
zones by taking into account 
criticality

• Implement regular Data Backup 
procedures

• Ensure user and process accounts 
are limited

• Filter Network Traffic to prohibit 
ingress and egress 
communications

• Update Software including 
operating systems

• Limit Access to Resources over 
Network

https://www.us-cert.gov/ncas/alerts/aa20-049a
https://www.us-cert.gov/ncas/alerts/aa20-049a
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T Y P I C A L  C O N F I G U R A T I O N

SCENARIO

• The manufacturing machines and sensors are connected to 

the Industrial Control System (ICS)

• Plant Manager and Plant User access the ICS to monitor 

status of operations and make any adjustments necessary

• Corporate network is connected to Plant network providing 

the plant employees access to various corporate systems

RISKS

• Data is not encrypted on internal networks

• Ransomware / virus can infect plant network likely 

disrupting operations
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S I A S  I N  A C T I O N

FOR EXAMPLE: DYNAMIC ISOLATION IN 

ACTION

• SIAS collects IOT data from ICS & monitors 

production servers

• Plant User makes malicious change to IOT 

setting on production system

• SIAS detects change in data from an IOT 

sensor triggering alert

• SIAS protects network via dynamic isolation, 

isolating the “Plant User” from the rest of 

network

P O W E R E D  B Y  S I G H T L I N E  
S E C U R E D  B Y  U N I S Y S

SIAS
Secure Industrial Analytic 

Solution
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