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Cyber risk can create peril anywhere

General : Kidnap & Errors and Directors and

Liability Ransom Omissions

Property Data & Assets
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How does it happen?
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How an Insured Envisions a Cyber Event

Carrier, Broker, Coverage Counsel and Company have pre-approved response partners and exercised the incident
response plan

Unable to Pull your
email. call incident Submit
orrun. response plan claims/proof of

production and engage loss to carriers
line. relevant parties Get paid

Ransom demand
locks up your
network

Broker reviews
policies for
coverage

Deal with
the event




A cyber event in practice

Ransom demand
locks up your
network

Engage coverage
counsel to review all
policies for potential
coverage and ensure

that incident
response plan tracks
with insurance

Unable to
email, call,
or run
production
line.

\}

Call your
insurance
broker!

Insurance Carrier and Insurance
Broker connects you with an
approved breach coach and other
supporting vendors

Broker works with carriers to
get approval for breach coach
and desired vendors

Broker’s Team reviewing
insurance policies
for relevant coverage

Company personnel
working to manage the event

Coverage counsel and
broker consider
overlapping coverage

Analyze and Respond to Initial
Reservation of Right

Prepare and Submit Proof of
Losses

Analyze and respond to
further reservation of rights

Get paid
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Show me the insurance!
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Recap

e Cyber risks can be the seminal event for any loss
e Cyber perils can impact anyone and cause multiple losses

e Exercising scenarios of potential loss ahead of time can help optimize
response and ensure compliance with your policy

* Incident response exercises can help ensure cyber response does not compromise your
ability to obtain coverage

e Partnering with your carriers, broker, and coverage counsel, and is the best
way to enable coverage

e Obtaining all intended coverage is not always easy, but easier when potential pitfalls are
identified up front

e Cyber initiation and other insurance provisions can create barriers to obtaining coverage
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Contact Information

ERIN BURNS WALTERS

Vice President- National Practice Advisor
Technology Privacy & Netw orkRisk Practice
Executive & Professional Risk Solutions (EPS)

USI Insurance Services, Inc.

4840 Cox Road, Suite 150, Glen Allen, VA 23060
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Upcoming VVebcasts

Next Finance Webcast: Risk & Compliance: Protecting Your
Assets and Preparing for Exit

Thursday, June 20t at 2:00 p.m.

Eileen Covey, Director of Finance & Tim O’Connor, SVP of Executive & Professional
Operations Risk Solutions
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HANK YOU

for joining us
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